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Many security loopholes exist in quantum key distribution (QKD) due to the imperfections of realistic devices.
On the source side, the decoy-state method can defend against the most severe photon-number-splitting (PNS)
attack and improve the performance of QKD. Measurement-device-independent QKD and twin-field QKD have
further closed all loopholes on the detection side. In this paper, we propose a valuable optical injection-locking
loophole for the case when the internal isolator inside the laser is removed. We first introduce the effects of the
injection locking with different injection intensities on the source frequency. Through the successive responses of
adjacent pulses from frequency ports of the dense wavelength division multiplexer, the decoy state and the signal
state can be partially distinguished. The specific injection-locking-loophole analysis of the isolatorless decoy
phase-encoding Bennet-Brassard 1984 QKD and decoy phase-matching QKD protocols with external optical
injection has been deeply studied. Simulation results show that, if we maintain the same observed gain statistics
as normal after an external optical injection locking, the loophole cannot be exploited for a PNS attack when
the QKD distance is short. As the QKD distance increases, a PNS attack at a medium distance using the optical
injection-locking loophole does not threaten the security; the security is still valid. With the further increase of
the QKD distance, the lower-bound secure key rate is higher than the upper-bound secure key rate given by a
PNS attack at a long distance, some of the keys must be insecure, and information will be leaked.
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I. INTRODUCTION

Quantum. key distribution (QKD) allows two distant par-
ties to generate information-theoretic secure keys, which has
been proven in theories [1,2] and demonstrated in experiments
[3]. However, due to imperfect devices, QKD has many prac-
tical security loopholes [4–13]. On the source side, a weak
coherent photon source (WCPS) is often used instead of a
single-photon source. The multiphoton signals generated by
WCPS open the door to powerful eavesdropping attacks, in-
cluding the photon-number-splitting (PNS) attack, which can
be addressed by the decoy-state method [14–16]. Meanwhile,
many attacks [10–13] target the most vulnerable detection side
of any QKD device. All security loopholes on the detection
side are closed by measurement-device-independent QKD
(MDI-QKD) [17–20] protocols by performing a two-photon
Bell-state measurement in the intermediate node. However,
the photons are inevitably lost in the fiber channel; then the
key rate of most QKD protocols, including MDI-QKD, is rig-
orously limited by the Pirandola-Laurenza-Ottaviani-Banchi
(PLOB) bound [21]. Fortunately, a novel twin-field QKD
(TF-QKD) [22] protocol was proposed to surpass the linear
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PLOB bound. TF-QKD exploits single-photon interference
and shows the superior relation between the key rate and
channel transmittance, R ∝ √

η.
However, the security proof is imperfect in the original TF-

QKD protocol [22]. In order to give a more rigorous security
proof when considering practical issues, three main practi-
cal variant TF-QKD protocols have been proposed [23–26].
The phase-matching QKD (PM-QKD) protocol gives the first
rigorous security analysis for coherent-state-based QKD pro-
tocols [23]. It employs a phase postcompensation technology
and does not need the phase feedback precompensation, so
it is easy to implement experimentally. The sending-or-not-
sending TF-QKD (SNS-TF-QKD) protocol can tolerate large
misalignment errors [24]. The key states are encoded as “send-
ing” or “not sending” the coherent states, and interference is
not required, so SNS-TF-QKD has strong antinoise capabil-
ity and a long key distribution distance. The signal state of
the no-phase-postselection TF-QKD (NPP-TF-QKD) proto-
col has no phase randomization [25,26], so the NPP-TF-QKD
reestablishes the photon number channel and provides bet-
ter key-rate performance. In addition, NPP-TF-QKD requires
phase feedback precompensation, which makes the experi-
ment more difficult.

With the development of TF-QKD theory protocols, a se-
ries of important advances has been made in experiments
[27–37]. Experimentally, there are two main technical chal-
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lenges. One is the frequency locking of nonlocal lasers, and
the other is the compensation of the fast phase drift. Com-
mon solutions for the frequency locking include the optical
phase-locked loop (OPLL) [27–29], the Pound-Drever-Hall
(PDH) [30,31] method, and optical injection locking [32,33].
The OPLL and PDH methods need feedback control technol-
ogy, such as temperature, external cavity length, or external
frequency modulation, so their experimental implementation
is relatively complicated. The optical injection locking is
generated by strong light injection from an external source
which enforces stimulated radiation. This locking is easier to
implement experimentally, but it can introduce some practical
security loopholes because the internal isolator inside the laser
needs to be removed and no isolator can be placed on the
injection channel. For example, increasing the intensity of the
injected light will increase the intensity of the light at the
output of the transmitter [32,33].

A Trojan-horse attack is a common attack method, espe-
cially for plug-and-play systems. When Eve injects strong
light into Alice and Bob, information leakage is detected by
observing the back-reflected light of the intensity modulator
or phase modulator on frequency [38,39]. If the internal isola-
tor inside the laser is removed, the externally injected strong
light will enter the laser and lock the output frequency of the
laser, thus causing a different type of security loophole. This
is the optical injection-locking security loophole proposed by
us, which is inspired by the adoption of external optical injec-
tion in [32,33,40]. The core of the optical injection-locking
loophole is the injection frequency locking (unlocking) of
the laser by different injecting intensities rather than back-
reflected light. Through the successive responses of adjacent
pulses, which are from the same or different frequency ports
of the dense wavelength division multiplexer (DWDM), Eve
can partially distinguish the decoy state from the signal state.

In this paper, the optical injection-locking loophole is used
for a PNS attack on the isolatorless decoy phase-encoding
Bennet-Brassard 1984 QKD (BB84-QKD) to obtain perfect
keys at a long distance without being discovered. The scheme
has also been used for isolatorless decoy PM-QKD; because
the discrete phase is not the global phase, it will inevitably
increase the quantum bit error rate (QBER). Indeed, analyses
of isolatorless decoy SNS-QKD and NPP-QKD would be
better; the reason is that the signal state is encoded in intensity
for SNS-QKD, and there is no phase randomization of the
signal state for NPP-QKD. Further research is reserved for
the future.

This paper is arranged as follows: In Sec. II, we introduce
the effect of suitable externally injected light on the frequency.
In Sec. III, the specific optical injection-locking-loophole
analyses for the isolatorless decoy phase-encoding BB84-
QKD and decoy PM-QKD protocols are depicted. Simulation
results are presented and discussed in Sec. IV. Countermea-
sures are shown in Sec. V, and then we conclude in Sec. VI.

II. THE OPTICAL INJECTION LOCKING

As shown in Fig. 1, the continuous master laser with a
center frequency of f1 is injected into the slave laser with
a center frequency of f2 through the circulator (CIR) and
intensity modulator (IM); the angular frequency offset �ω =

FIG. 1. Experimental setup of the single-optical-injection semi-
conductor laser. IM: intensity modulator, CIR: circulator, BS: beam
splitter, PD: photodetector, OSA: optical spectrum analyzer, OSC:
oscilloscope.

2π ( f1 − f2). Suppose the intensity of the master laser passing
through the IM is I and the angular frequency offset satis-

fies the following formula [41]: �ω < | − kM

√
1 + α2

√
I
I0
|,

where α is the linewidth enhancement factor, I0 is the intensity
of the slave laser, and kM is the injection strength; then the
slave laser can be locked, and the central output frequency
will be the same as that of the master laser. The reason is that
injection photons suppress spontaneous radiation and enforce
stimulated emission of the slave laser [42,43]. Yuan [44,45]
proposed and experimentally demonstrated a similar direct
phase-modulated light source which is suitable for diverse
applications, such as coherent communications and quantum
cryptography. If the intensity of the master laser does not
satisfy the above formula, the slave laser will be unlocked and
exhibit nonlinear characteristics.

The experimental spectra from the master laser and the
slave laser are shown in Fig. 2; I1 and I2 are intensities injected
into the slave laser from the master laser. The black and pink
solid lines are the experimental spectra of the slave laser with
injection intensities I1 and I2. The black dashed line is the free-
running master-laser spectrum with central frequency f1. The
red dashed line is the free-running slaver-laser spectrum with
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FIG. 2. The black and pink solid lines are the experimental spec-
tra of the slave laser with injection intensities I1 and I2. The black
and red dashed lines are the experimental spectra of the free-running
master and slave lasers. The middle green, right black, and left red
dotted lines represent the reference frequencies f0, f1, and f2.
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FIG. 3. The optical injection-locking-loophole analysis scheme for isolatorless decoy phase-encoding BB84-QKD. IM: intensity mod-
ulator, PM: phase modulator, BS: beam splitter, DWDM: dense wavelength division multiplexer, SNSPD: superconducting-nanowire
single-photon detector.

central frequency f2; in other words, the injection intensity
I = 0. The black solid line is the spectrum of the slave laser
locked by the injection intensity I1, which satisfies the above
formula, and then the center frequency f1 is consistent with
the master laser. The pink solid line is the slave-laser spectrum
unlocked by the injection intensity I2 (the injection intensity
I2 �=0); the spectrum is broadened and exhibits complex dy-
namic characteristics. Further research has shown that when
the slave laser is unlocked, the spectrum of the slave laser
varies with the injection intensity. See Appendix A for more
details on the intensity time series.

We take the green dotted line in the middle as the reference
frequency f0. When the injection intensity is I1, ξ f1|I1 (ξ f2|I1 )
is defined as the frequency of the slave laser whose output
frequency component is greater (less) than f0; the purpose of
this definition is to facilitate the subsequent optical injection-
locking-loophole attack. When the injection intensity is I2, a
similar definition can be given by ξ f1|I2 (ξ f2|I2 ). Meanwhile,
we use I2:I1 = 1:2.25 in the experiment; then the calculation
of experimental data shows that ξ f1|I1 = 99.2% and ξ f2|I2 =
69.6%.

It is worth noting that there is also an inevitable intensity
fluctuation of the slave laser when the injection intensity is I2,
and the period of the intensity fluctuation is roughly the same
as that of the relaxation oscillation; see Appendix A for more
details.

Through studies of optical injection locking, we can par-
tially judge the signal state and decoy state of some QKD
protocols by detecting the spectral components; details are
given in Sec. III.

III. THE OPTICAL INJECTION-LOCKING-LOOPHOLE
ANALYSIS

A. The optical injection-locking-loophole analysis of isolatorless
decoy phase-encoding BB84-QKD

The isolatorless decoy phase-encoding BB84-QKD with
the asymmetric Mach-Zehnder interferometer is single-
photon interference, which can make use of the loophole of
optical injection locking for security analysis; this scheme is
shown in Fig. 3. Suppose a weak coherent-state pulse source
without the internal isolator is prepared by Alice, the center
frequency of Alice’s pulse laser is f2, and the center frequency

of Eve’s continuous laser is f1. For the convenience of analy-
sis, only one decoy state is used; the intensities of the signal
state and decoy state are μ and v, respectively.

The details of the security analysis using the optical
injection-locking loophole are as follows:

(1) When the light from the attack laser is injected into Al-
ice’s laser through the IM, the attack light passing through the
ith pulse will affect the center frequency of Alice’s (i + 1)th
pulse in the opposite direction; one precondition is that Alice’s
pulse period must match the time interval between the slave
laser and IM. In other words, the preceding pulse will affect
the after pulse due to Eve’s attack. Then the affected (i + 1)th
pulse light from Alice’s laser passes through the interferom-
eter into DWDM1. The frequencies of the light coming from
port 1 and port 2 are greater and smaller than the reference
frequency f0. When only one port contains multiple photons,
we can use a PNS attack because the signal state and decoy
state of the ith pulse can be partially distinguished.

(2) If the ith pulse does not contain photons, we cannot
attack even if we correctly judge that the ith pulse is a signal
state or a decoy state by the (i + 1)th pulse. Similarly, if the
ith pulse contains photons but the (i + 1)th pulse does not, we
still cannot judge whether the ith pulse is a signal state or a
decoy state. That is to say, the specific attack needs to take
into account the case that both the ith pulse and the (i + 1)th
pulse contain photons while discarding the other cases; then a
PNS attack on the ith pulse can be executed.

(3) As shown in Table I, when the ith pulse of Alice via the
IM is a signal state, we can get the photon probability of the
(i + 1)th pulse from port 1 or port 2; the photon probability
from port 1 (port 2) is that we correctly judge (misjudge) the
ith pulse as a signal state. Similarly, when the ith pulse of
Alice via the IM is a decoy state, the photon probability from
port 1 (port 2) is that we misjudge (correctly judge) the ith
pulse as a decoy state.

(4) It is worth noting that, with the output from port 1 and
port 2, there is a probability that we will misjudge the signal
state and decoy state of the ith pulse, but it does not affect
our PNS attack. To illustrate the point, we further consider the
QBER with Eqs (C1a) and (C1b).

(5) In an actual attack scheme, we just have to satisfy
the conditions that the detection statistics on the receiver’s
side are not disturbed and let the remaining photons prop-
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TABLE I. The distinction between the signal state and decoy state on the ith pulse of decoy BB84-QKD.

(i + 1)th pulse ith pulse

Intensity Photon probability from port 1 Photon probability from port 2 Intensity Photon probability

μ PS(1 − P0|μ)PS(1 − P0|μ)ξ f1|I1 PS(1 − P0|μ)PS(1 − P0|μ)ξ f2 |I1 μ PS(1 − P0|μ)
ν PS(1 − P0|μ)PD(1 − P0|v )ξ f1|I1 PS(1 − P0|μ)PD(1 − P0|v )ξ f2 |I1 μ PS(1 − P0|μ)
μ PD(1 − P0|v )PS(1 − P0|μ)ξ f1|I2 PD(1 − P0|v )PS(1 − P0|μ)ξ f2 |I2 ν PD(1 − P0|v )
ν PD(1 − P0|v )PD(1 − P0|v )ξ f1|I2 PD(1 − P0|v )PD(1 − P0|v )ξ f2 |I2 ν PD(1 − P0|v )

agate at yields of Zμ
i and Zv

i ; see Appendix B for more
details.

The key-rate lower bound of decoy BB84-QKD is

Rl
BB84 = P1Y

s
1

[
1 − H

(
Es

1

)] − f QμH (Eμ), (1)

where Qμ and Eμ are the overall gain and QBER, f is the
error-correction efficiency, and Y s

1 and Es
1 are the yield and

the phase error rate of the single-photon signal state, respec-
tively, we can estimate using the decoy-state method. H2(x) =
−xlog2(x) − (1 − x)log2(1 − x) is the binary entropy func-
tion.

A PNS attack is carried out by using the optical injection-
locking loophole; then the upper bound of the BB84-QKD
secure key rate is

Ru
BB84_E = e−μμZs

1_BB84, (2)

where Zs
1_BB84 is the best optimum single-photon yield of the

signal state sent to Bob when Eve uses the optical injection-
locking loophole to carry out a PNS attack; see Appendix B
for more details.

It should be noted that Eve can successfully steal the keys
only if the upper bound of the secure key rate after an attack
is smaller than the lower bound of the secure key rate [46].
Since the lower bound represents the key rate at which Alice
and Bob generate a new key that they think is secure, if the
lower-bound secure key rate is higher than the upper-bound
secure key rate given by our PNS attack, some of the keys
must be insecure, and Eve will steal some keys from them.

Overall, we can use the optical injection-locking loophole
to carry out a PNS attack on the isolatorless decoy phase-
encoding BB84-QKD scheme; the critical assumptions we
need are that there is no isolator at the output of the transmitter
and that Alice’s pulse laser lacks the internal isolator. Mean-
while, the pulse width is wider than the relaxation oscillation
period to ensure that the intensity fluctuation is smaller. The
pulse period of the slave laser must match the time interval
between the slave laser and IM. It is worth mentioning that we
do not need to consider the effect of the phase modulator on
the injection because the randomized phase of the BB84-QKD
protocol is the global phase.

B. The optical injection-locking-loophole analysis of isolatorless
decoy PM-QKD

TF-QKD requires phase locking of the source, and strong
light injection locking is a simple way to achieve phase lock-
ing. It must be noted that the laser removing the internal
isolator is an essential precondition for optical injection. At
the same time, because the time jitter caused by long-distance
transmission is significant, to meet the interference between

pulses, the pulse width is generally set to be large, so the
pulse width is wider than the relaxation oscillation period
to ensure that the intensity fluctuation is smaller, which was
discussed above. Therefore, the injection-locking loophole
is a natural threat to decoy TF-QKD when it uses external
injection locking. The remaining conditions need to ensure
only that the pulse period of the slave laser matches the time
interval between the slave laser and IM and the modulation
period of the IM must not match the time interval between the
IM and PM. We focus on optical injection-locking-loophole
analysis of PM-QKD. This scheme is shown in Fig. 4; Alice
and Bob prepare a weak coherent-state pulse source without
the internal isolator. As the master laser, Charlie emits strong
continuous light, amplified by the erbium-doped optical fiber
amplifier and then injected into Alice and Bob. The injection-
locking (-unlocking) light from Alice and Bob is modulated
by IMs and PMs. The IMs are used to modulate the intensity
of the signal state and decoy state; for the convenience of
analysis, only one decoy state is used. The PMs are used
for encoding and discrete phase randomization and then go
through the quantum channel into Charlie’s terminal and
cause interference. The details of security analysis using the
optical injection-locking loophole are as follows:

(1) To maintain the consistency of frequency, Eve divides
light from the classical channel and injects it into the attack
laser; that is to say, the attack laser can be regarded as the
slave laser of the master laser, so it can be locked by the master
laser. Theoretically, the master laser and the attack laser are a
twin field.

(2) The light injected from the master laser into the slave
laser of Alice (Bob) is cut off in the middle. The attack laser is
set as the master laser with center frequency f1; then the slave
laser of Alice (Bob) is injected through PMs and IMs in the
opposite direction. As discussed below, the analysis is more
complicated than in Sec. III A because the type of frequency
(as shown in Fig. 2 by the pink line) will modify the phase
of the emitted pulses and hence scramble the interference at
Charlie, which does not affect BB84-QKD.

(3) As seen in Table II, when the (i − 1)th pulse of the salve
laser via the IM is a signal state, the preceding pulse will affect
the after pulse due to Eve’s attack; we can get the photon prob-
ability of the ith pulse from port 1, and the photon probability
from port 1 is that we correctly judge the (i − 1)th pulse as
a signal state. Meanwhile, we discard the case from port 2;
the photon probability from port 2 is that we misjudge the
(i − 1)th pulse as a signal state. Similarly, from the (i + 1)th
pulse, we can also judge with a certain probability whether
the ith pulse is a signal state or a decoy state. In brief, we
can judge with a certain probability whether the ith pulse is
a decoy state or a signal state from the (i + 1)th pulse; at the
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FIG. 4. The optical injection-locking-loophole analysis scheme for isolatorless decoy PM-QKD. IM: intensity modulator, PM: phase
modulator, BS: beam splitter, DWDM: dense wavelength division multiplexer, EDFA: erbium-doped optical fiber amplifier, PD: photodetector,
SNSPD: superconducting-nanowire single-photon detector.

same time, as long as the (i − 1)th pulse is a signal state, the
ith pulse and the (i + 1)th pulse contain photons, and then a
PNS attack on the ith pulse can be executed.

(4) Similarly, as can be seen from Table II, when the
(i − 1)th pulse of the slave laser via the IM is a decoy state,
the weak optical injection will affect the phase and intensity.
It even causes the phase randomization of the ith pulse; then
phase locking is not satisfied, and errors will occur. We need
to discard the photons from port 2 of the ith pulse and treat the
photons from port 1 of the ith pulse as errors. Indeed, they will
inevitably increase the QBER and be identified by authorized
users. Combining the experimental values ξ f2|I2 = 69.6% and
the proportion of decoy states (10%), the QBER will increase
by about 1.52% in both the signal state and the decoy state.
To illustrate the point, we further consider the QBER with
Eqs. (C2a) and (C2b). It is worth noting that this loophole
has no effect on BB84-QKD. We do not need to discard the
photons after the decoy state because the randomized phase of
the BB84-QKD protocol is the global phase.

(5) A PNS attack is carried out on the ith pulse from port
1, where the signal state and decoy state can be judged to
optimize the yields of Zμ

i and Zv
i . The conditions that the

detection statistics on the receiver’s side are not disturbed
need be satisfied; see Appendix B for more details.

The key-rate lower bound of decoy PM-QKD is

Rl
PM = 2

D
Qμ[1 − H (EX ) − f H (EZ )], (3)

where D is the phase slice, Qμ and EZ are the overall gain
and QBER, and EX is the phase error rate, which we can also
estimate using the decoy-state method [47].

After a PNS attack is carried out by using the optical
injection-locking loophole, the upper bound of the PM-QKD
secure key rate is

Ru
PM_E = e−μμZs

1_PM, (4)

where Zs
1 _ PM is the best optimum single-photon yield of the

signal state sent to Charlie by Alice and Bob when Eve uses
the optical injection-locking loophole to carry out a PNS
attack; see Appendix B for more details.

Eve’s attack aims to let the upper bound of the secure key
rate be small so as not to exceed the lower bound of the secure
key rate [46]; then Eve is able to trick Alice and Bob into
accepting an insecure key.

TABLE II. The distinction between the signal state and dec e on the ith pulse of decoy PM-QKD.

(i + 1)th pulse ith pulse (i − 1)th pulse

Intensity Photon probability from port 1 Photon probability from port 2 Intensity Photon probability from port 1 Intensity

μ P2
S PS(1 − P0|μ)ξ f1|I1 (1 − P0|μ)ξ f1|I1 P2

S PS(1 − P0|μ)ξ f1|I1 (1 − P0|μ)ξ f2 |I1 μ PSPS(1 − P0|μ)ξ f1|I1 μ

ν P2
S PD(1 − P0|μ)ξ f1|I1 (1 − P0|v )ξ f1|I1 P2

S PD(1 − P0|μ)ξ f1|I1 (1 − P0|v )ξ f2 |I1 μ PSPS(1 − P0|μ)ξ f1|I1 μ

μ P2
S PD(1 − P0|v )ξ f1|I1 (1 − P0|μ)ξ f1|I2 P2

S PD(1 − P0|v )ξ f1|I1 (1 − P0|μ)ξ f2 |I2 ν PSPD(1 − P0|v )ξ f1|I1 μ

ν PSP2
D(1 − P0|v )ξ f1|I1 (1 − P0|v )ξ f1|I2 PSP2

D(1 − P0|v )ξ f1|I1 (1 − P0|v )ξ f2 |I2 ν PSPD(1 − P0|v )ξ f1|I1 μ

μ PDP2
S (1 − P0|μ)ξ f1|I2 (1 − P0|μ)ξ f1|I1 PDP2

S (1 − P0|μ)ξ f1|I2 (1 − P0|μ)ξ f2 |I1 μ PDPS(1 − P0|μ)ξ f1|I2 ν

ν P2
DPS(1 − P0|μ)ξ f1|I2 (1 − P0|v )ξ f1|I1 P2

DPS(1 − P0|μ)ξ f1|I2 (1 − P0|v )ξ f2 |I1 μ PDPS(1 − P0|μ)ξ f1|I2 ν

μ P2
DPS(1 − P0|v )ξ f1|I2 (1 − P0|μ)ξ f1|I2 P2

DPS(1 − P0|v )ξ f1|I2 (1 − P0|μ)ξ f2 |I2 ν PDPD(1 − P0|v )ξ f1|I2 ν

ν P2
DPD(1 − P0|v )ξ f1|I2 (1 − P0|v )ξ f1|I2 P2

DPD(1 − P0|v )ξ f1|I2 (1 − P0|v )ξ f2 |I2 ν PDPD(1 − P0|v )ξ f1|I2 ν
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FIG. 5. The secure key rate of the isolatorless decoy phase-
encoding BB84-QKD. The red solid line is the lower bound without
a PNS attack. The black dashed line is the upper bound under the
optical injection-locking loophole with a PNS attack.

IV. RESULTS AND DISCUSSION

From isolatorless decoy phase-encoding BB84-QKD to
PM-QKD, the optical injection-locking loophole is used to
carry out a PNS attack. First, we use the optical injection-
locking loophole to simulate a PNS attack on the isolatorless
decoy phase-encoding BB84-QKD. Simulation results can be
seen in Fig. 5. Before 145 km, because retaining the same
observed gain statistics as normal after an external optical
injection locking cannot be guaranteed, Alice and Bob can
deduce the disturbance of an attack, and the optical injection-
locking loophole cannot be used for a PNS attack. Between
145 and 210 km, Alice and Bob cannot detect the attack;
Eve can use the optical injection-locking loophole for a PNS
attack, but the key rate is safe. The reason is the upper bound
of the secure key rate is higher than the lower bound of
the secure key rate. That is to say, the security is still valid
before 210 km. After 210 km, Alice and Bob cannot judge the
existence of the attack, and the lower bound of the secure key
rate is higher than the upper bound under the attack because
the lower bound represents the key rate at which Alice and
Bob generate a key that they think is secure; therefore, the key
is not insecure, Eve can successfully steal the key. In a similar
way, we use the same mean number of photons and the optical
injection-locking loophole to simulate a PNS attack on the
isolatorless decoy PM-QKD. As can be seen in Fig. 6, before
46 km, when Eve uses the loophole to carry out a PNS attack,
Alice and Bob can deduce the existence of an attack from the
different gain statistics observed in a normal situation, so the
optical injection-locking loophole cannot be used for a PNS
attack. Between 46 and 207 km, Eve can optimize the yields
to get the key rate without being detected by Alice and Bob; a
PNS attack using the optical injection-locking loophole does
not threaten the security, and the security is still valid. After
207 km, our attack succeeds in stealing the final secret keys
because the upper-bound secure key rate drops sharply to zero.
Further research showed that, with the increase of the average
photon number, the secure key distance would be shorter and
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FIG. 6. The secure key rate of the isolatorless decoy PM-QKD.
The red solid line is the lower bound without a PNS attack. The black
dashed line is the upper bound under the optical injection-locking
loophole with a PNS attack.

shorter regardless of whether it was BB84-QKD or PM-QKD;
the reason for this is that, as the mean number of photons
increases, the probability of successive responses of adjacent
pulses increases.

Moreover, for SNS-QKD and NPP-QKD, when we use
lasers without internal isolators for experimental implemen-
tation, the secure key distance will be shorter; the reason is
that the securities of these two protocols completely depend
on the guarantee of the decoy-state method. The signal state
is encoded in intensity for SNS-QKD, and there is no phase
randomization of the signal state for NPP-QKD.

V. COUNTERMEASURES

The effects of using the optical injection-locking loophole
to carry out a PNS attack on isolatorless decoy phase-
encoding BB84-QKD and PM-QKD were analyzed above.
One straightforward countermeasure that we can think of is
to lock nonlocal lasers by abandoning the optical injection
locking. However, the optical injection locking is feasible
and straightforward, which can significantly reduce the com-
plexity of the experiment, so we still advocate using it while
ensuring safety.

The other straightforward countermeasure that we can
think of is to add more isolation at the end of the source
side to block Eve’s injection. Previous papers showed that
the external isolator can be damaged by an ultrastrong light
attack, and the degree of isolation is effectively reduced [48].
As a solution, not only do we need to add the external isolator
at the end of the source side, but we can also install an
opposite-intensity monitoring device to detect whether strong
optical injection damages the external isolator. Meanwhile, a
high-precision optical spectrum analyzer is required to moni-
tor other frequencies of optical injection locking.

Indeed, the most effective countermeasure is to strictly
control the pulse period of the laser, so that it cannot match
the time interval between the laser and IM.
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VI. CONCLUSIONS

Optical injection locking is a simple way to lock nonlocal
lasers, but it may bring security risks. Reasonable counter-
measures are needed to ensure security. In this paper, from
the principle of optical injection locking, we first introduced
the effects of different injection intensities on the source
frequency. Then we found that the successive responses of
adjacent pulses can distinguish the signal state from the decoy
state of the preceding pulse. Finally, the optical injection-
locking loophole was used to carry out a PNS attack on
isolatorless decoy phase-encoding BB84-QKD and PM-QKD.
One issue to note is that when the injection strength is not
large enough, the slave laser will be unlocked and exhibit
nonlinear characteristics; the phase of the emitted pulses can
be modified to scramble the interference at the receiver. The
optical injection unlocking has no effect on BB84-QKD be-
cause the randomized phase of the BB84-QKD protocol is the
global phase, but it will increase the QBER on PM-QKD.

Simulation results showed that, if we maintain the same
observed gain statistics as normal after an external optical
injection locking, the loophole cannot be exploited at a short
distance. Increasing the distance of the QKD, the optical
injection-locking loophole does not threaten the security at
a medium distance, and the security is still valid. At a long
distance, the lower-bound secure key rate is higher than the
upper-bound secure key rate given by our PNS attack because
the lower bound represents the key rate at which Alice and
Bob generate a key that they think is secure; then some of
the keys must be insecure, and Eve will steal some keys
from them. Further research showed that with the increase
of the average photon number, the probability of successive
responses of adjacent pulses will increase, and the secure key
distance will become shorter and shorter.
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APPENDIX A: DYNAMICS OF THE SEMICONDUCTOR
LASER WITH OPTICAL INJECTION LOCKING

Based on the well-known Lang-Kobayashi rate equations,
we simulate the dynamics of the semiconductor laser with a
single optical injection [49]:

dE (t )

dt
= 1

2
(1 + iα)

[
g(N (t ) − N0)

1 + ε|E (t )|2 − 1

τp

]
E (t )

+ kMEM(t )e−i2π ( f2τM−� f t ), (A1a)

dN (t )

dt
= j0Jth − N (t )

τN
− g(N (t ) − N0)

1 + ε|E (t )|2 |E (t )|2, (A1b)

TABLE III. Parameters of the semiconductor laser used in the
simulation.

Parameter Symbol Value

Linewidth enhancement factor α 4.5
Gain saturation coefficient ε 1 × 10−7

Differential gain coefficient g 8.4 × 104/s−1

Carrier density at transparency N0 1.25 × 108 m3

Photon lifetime τp 1.927/ps
Carrier lifetime τN 2.04/ns
Optical frequency offset � f 5/GHz
Normalized injection current j0 1.44
Injection current at threshold Jth 9.892 × 1032 m−3 s−2

where E (t ) and EM(t ) are the slowly varying electric field
amplitudes of the slave laser and the master laser, N (t ) is the
carrier density, and kM is the injection strength.

The typical simulation parameters are listed in Table III.
As shown in Fig. 7, when the injection strength of the master
laser is large enough, the slave laser will be locked, a steady
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FIG. 7. Intensity time series of optical injection locking. (a) kM

= 90 GHz and (b) kM = 40 GHz.
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intensity will be generated, and so is the phase. Otherwise,
the slave laser will be unlocked, the intensity exhibits nonlin-
ear periodic states and even more complex nonlinear chaotic
states, and the phase also exhibits nonlinear characteristics.

The relaxation oscillation frequency of a solitary semicon-
ductor laser can be calculated by the following equation [50]:

fr = 1

2π

√
gJth( j0 − 1). (A2)

So we can adjust the relaxation oscillation frequency by
changing the injection current.

APPENDIX B: PHOTON-NUMBER-SPLITTING ATTACK
AND KEY-RATE UPPER BOUND

The gains Qμ and Qv are the probabilities that the receiver
obtains the detection event when the transmitter sends the
signal state and the decoy state:

Qμ =
∞∑
j=1

Y s
j Ps

j , (B1a)

Qv =
∞∑
j=1

Y d
j Pd

j , (B1b)

where Y s
j (Y d

j ) is the yield of the signal state (decoy state)

and Ps
j = e−μ μ j

j! (Pd
j = e−v v j

j! ) is the probability following the
Poisson distribution.

Meanwhile, the core assumption of the decoy state is

Y s
j = Y d

j , (B2a)

Es
j = Ed

j . (B2b)

In our attack strategy, after making a partial distinction
between the signal state and decoy state, Eqs. (B2a) and (B2b)
are violated. Eve can choose Y s

j and Y d
j smartly by performing

a PNS attack, with the aim of maintaining Qμ and Qv as in the
normal channel.

For a normal channel, Alice and Bob can get

Qμ = 1 − e−ημ, (B3a)

Qv = 1 − e−ηv, (B3b)

where η is the given overall efficiency between Alice and
Bob.

Under a PNS attack, the yields Y μ
j_PNS and Y v

j_PNS can be
given by

Y μ
j_PNS = ςμrZμ

j + ςvwZv
j , (B4a)

Y v
j_PNS = ςvrZv

j + ςμwZμ
j , (B4b)

where Zμ
j (Zv

j ) is the best optimum single-photon yield of
the signal state (decoy state) sent to the receiver. When Eve
gets a vacuum state, Zμ

0 (Zv
0 ) is set to zero to avoid errors.

ςμr (ςμw) is the probability of correctly judging (misjudging)
the signal state of the ith pulse when both the ith pulse and
the (i + 1)th pulse have photon responses, and ςvr (ςvw) is
the probability of correctly judging (misjudging) the decoy
state of the ith pulse when both the ith pulse and the (i +

1)th pulse have photon responses; therefore, ςμr = Pf1 |μ
Pf1 |μ+Pf1 |v

,

ςvw = Pf1 |v
Pf1 |μ+Pf1 |v

, ςvr = Pf2 |v
Pf2 |μ+Pf2 |v

, and ςμw = Pf2 |μ
Pf2 |μ+Pf2 |v

. Pf1|μ
(Pf1|v) is the probability from port 1 when the ith pulse is
the signal state (decoy state) and when both the ith pulse and
the (i + 1)th pulse have photon responses. Pf2|μ (Pf2|v) is the
probability from port 2 when the ith pulse is the signal state
(decoy state) and when both the ith pulse and the (i + 1)th
pulse have photon responses. Pf1|μ, Pf1|v , Pf2|μ, and Pf2|v can
be directly obtained from Tables I and II.

Then the gains of the signal state and decoy state under a
PNS attack are given by

Qμ_PNS =
∞∑
j=1

(
ςμrZμ

j + ςvwZv
j

)
e−μ μ j

j!
, (B5a)

Qv_PNS =
∞∑
j=1

(
ςvrZv

j + ςμwZμ
j

)
e−v v j

j!
. (B5b)

Since the secure key comes from only the single-photon
component, Eve aims to make the upper bound of the se-
cure key rate of the signal state as small as possible, Ru

E =
Zs

1e−μμ = (ςμrZμ
1 + ςvwZv

1 )e−μμ. For BB84-QKD, Zs
1 is the

best optimum single-photon yield of the signal state sent to
Bob. For PM-QKD, Zs

1 is the best optimum single-photon
yield of the signal state sent to Charlie by Alice and Bob.

Therefore, under the premise that the detection statistics on
the receiver’s side are not disturbed, as described above, Eve
should optimize Zμ

j and Zv
j to minimize the upper bound of

the secure key rate. All these optimum Zμ
j and Zv

j are in the
regime [0,1] and are not related to the quantities in Tables I
and II, except for the condition that Eqs. (B3a) and (B3b) and
(B5a) and (B5b) must be equal.

APPENDIX C: ATTACK ERROR STATISTICS ANALYSIS

Here, we analyze in detail the more rigorous results when
Eve strictly maintains the gain statistics and the error statistics
simultaneously. Further considering the QBER, the following
equations need to be satisfied for BB84-QKD:

EμQμ � 0.5Zμ
0 +

∞∑
j=1

0.5ςvwZv
j e−μ μ j

j!
, (C1a)

EvQv � 0.5Zv
0 +

∞∑
j=1

0.5ςμwZμ
j e−v v j

j!
. (C1b)

The QBER is set to the maximum value of 0.5 when we
misjudge the signal state or decoy state of the preceding pulse.

For PM-QKD, QBER is inevitably increased due to the
phase confusion, since the weak optical injection affects the
phase. We need to add one more term to the formula above:

EμQμ � 0.5Zμ
0 +

∞∑
j=1

0.5ςvwZv
j e−μ μ j

j!

+
∞∑
j=1

0.5Pd (1 − ξ f2|I2 )Zμ
j e−μ μ j

j!
, (C2a)
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EvQv � 0.5Zv
0 +

∞∑
j=1

0.5ςμwZμ
j e−v v j

j!

+
∞∑
j=1

0.5Pd (1 − ξ f2|I2 )Zv
j e−v v j

j!
, (C2b)

where Pd = 10% is the proportion of the decoy state.

When the (i − 1)th pulse is a decoy state, the subsequent
measured responses are all regarded as errors; regardless of
whether the correct judgment or a misjudgment is made, the
QBER is set as 0.5Pd (1 − ξ f2|I2 ). The reason is that the phase
after a decoy state will be randomized, which does not meet
the condition of phase locking.
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