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Limitations on a device-independent key secure against a nonsignaling
adversary via squashed nonlocality
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We initiate a systematic study to provide upper bounds on device-independent keys, secure against a nonsignal-
ing adversary (NSDI). We employ the idea of “squashing” on the secrecy monotones and show that squashed
secrecy monotones are the upper bounds on the NSDI key. Our technique for obtaining upper bounds is based on
the nonsignaling analog of quantum purification: the complete extension. As an important instance of an upper
bound, we construct a measure of nonlocality called “squashed nonlocality.” Using this bound, we identify
numerically a certain domain of two binary inputs and two binary outputs of nonlocal devices for which the
squashed nonlocality is zero. Therefore one can not distill a secure key from these nonlocal devices via a
considered (standard) class of operations. Showing a connection of our approach to the one in New J. Phys. 8,
126 (2006), we provide, to our knowledge, the tightest known upper bound in the (3,2,2,2) scenario. Moreover,
we formulate a security condition, equivalent to known ones, for the considered class of protocols. To achieve
this, we introduce a nonsignaling norm that constitutes an analogy to the trace norm used in the security condition

of the quantum key distribution.

DOI: 10.1103/PhysRevA.106.052612

I. INTRODUCTION

Secure key distribution is a process of generation of se-
cret key bits between two distant parties, in presence of an
eavesdropper [1-3]. There are four major cryptographic se-
curity paradigms developed in the last several decades that
provide a background for our investigation. These are (i)
a secret-key agreement scenario (SKA) [1,2], (ii) device-
dependent security against a quantum adversary (QDD) [3-7],
(iii) device-independent security against a quantum adversary
(QDI) [5,8-12], and (iv) device-independent security against a
nonsignaling adversary (NSDI) [13—17]. We have enumerated
them in order of increasing power of the eavesdropper. In
what follows, we are going to use concepts of SKA paradigm
to place upper bounds on the secret-key rate in the NSDI
scenario in a manner that is known from the QDD paradigm.
Let us then begin with a short reminder of the main ideas
behind the aforementioned cryptographic setups.

In the SKA scenario, the parties share marginals of a classi-
cal probability distribution P(ABE), respectively. The honest
parties (often called Alice and Bob) can process their data
by the so-called local operations and public communication
(LOPC). At the same time, the eavesdropper Eve can listen to
public communication and can apply any stochastic map on
her data [1,2]. This paradigm is of special interest in context
of security of the wireless communication.
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The QDD scenario, originating conceptually from the
SKA, was introduced at the early stage of quantum cryp-
tography [4,5]. In this paradigm, the three parties share (in
the worst case) a subsystem of a joined pure quantum state
|Wape). Alice and Bob can process this state by Local quan-
tum operations and Classical communication (LOCC). At the
same time, Eve obtains any system which is discarded by
Alice and Bob and can perform any quantum operation on her
subsystem [18-20]. This scenario has a drawback that Alice
and Bob have to trust the inner working of their device: the
dimensionality of the state and operations of measurement
performed by the device. This problem has been resolved in
a much more sophisticated approach of the QDI, quantum
device-independent scenario. In this paradigm, the honest par-
ties share an untrusted device, described by a joint conditional
probability distribution P(AB|XY) originating from a mea-
surement on a quantum state pap: P(ABIXY) = Tr(Myx ®
Mpyy pag). Security in this scenario is based solely on statistics
of the inputs X, Y and outputs A, B of the device. An eaves-
dropper is assumed to be restricted by the laws of quantum
mechanics. She is therefore bound to hold a purifying system
of a pap, i.e., the system E of such a pure state |V4pg), that

Tre |V ) (¥lae = pas-

A. Nonsignaling adversary scenario

In this manuscript, we focus on another branch of key
distribution that has emerged in the last two decades,
which is the nonsignaling device-independent (NSDI) sce-
nario [13-17,21-23]. This scenario has even more relaxed
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assumptions than QDI. Here, the eavesdropper is restricted
only by the nonsignaling condition, i.e., she can not influ-
ence statistics of the honest parties in a faster than light
manner. Similarly the honest parties can share a possibly
supraquantum correlation only constrained by the nonsignal-
ing condition. The advantage of NSDI approach over SKA,
QDD, and QDI scenarios is the fact that it assures security
even if a new theory replacing quantum mechanics became
established, as long as it is nonsignaling. The object shared
by Alice, Bob, and Eve is a tripartite nonsignaling device,
P(ABE|XYZ), with Z and E being the input and output re-
spectively of Eve’s part of the device. On this device, the
parties perform some measurements (X, Y') and post-process
their output data (A, B) by some LOPC operations, to produce
the secure key. This device is assumed to be (in a worst case)
created by the eavesdropper who can listen to the public com-
munication, and perform certain operations on her subsystem.

The first NSDI protocol, whose security was proven, was
given by Barrett, Hardy, and Kent [13]. The protocol results in
a single key bit in the noiseless scenario. Later, lower bounds
on the key rate have been derived in Refs. [14,16,22], via
several key distillation protocols, under the assumption that
eavesdropper attacks each of the subsystems separately. In the
presence of a collective eavesdropping attack, it was shown
in Refs. [15,17,23], that one can obtain a nonzero key rate
under the fully nonsignaling constraint. By fully nonsignal-
ing, we mean that none of the subsystems of a device can
signal to each other. More precisely, a device with 2N + 1
inputs and 2N + 1 outputs (N for each of the honest parties
and one for the eavesdropper) is understood to have 2N + 1
subsystems none subset k of which can signal to the remaining
2N + 1 — k.! This assumptions is vital, because if the device
can perform signaling between its subsystems (of one party)
[24], then no hash function is known to achieve privacy ampli-
fication against the nonsignaling eavesdropper. Moreover, if
the device has a memory [25,26], or can signal forward (from
one run? of the protocol to the next one) [27], then a wide class
of hash functions can be attacked by a nonsignaling Eve. The
assumption of full nonsignaling can be achieved by perform-
ing measurements in parallel on all of the 2N subsystems. We
refer to this approach as to parallel measurement model.

The nonsignaling paradigm that allows defining the NSDI
scenario became an active field of research since the seminal
papers of Rastall [28], Khalfin, and Tsirelson [29] as well
as Popescu and Rohrlich [30] (for a recent review on Bell
nonlocality see [8]). Our findings will contribute not only to
the aforementioned cryptographic scenarios (NSDI and SKA)
but also to the domain of Bell nonlocality. This is because
some of the functions that serve as upper bounds on the key
rate that we establish in the NSDI scenario, are alternative
measures of nonlocality.

'In what follows, by “device” we mean a single-use device. A de-
vice can be used by measuring its input. A single-use device can not
be measured more than once. If there is a need to perform multiple
measurements on a device, then it will be assumed as a composite
device consists of multiple single-use devices.

2By one single run of the protocol, we mean one use of a particular
single use device.

B. Motivation

In the NSDI scenario described above, mainly the lower
bounds on the key rate has been considered [13-17,21-23].
For the upper after seminal result given in Ref. [16] based
on intrinsic information, upper bounds were not studied sys-
tematically until recently (an upper bound based on intrinsic
information has been proposed in parallel to the approach pre-
sented in this work in Ref. [31]). In contrast, if one considers
the QDD scenario, both lower bounds [18,32-34], and upper
bounds on the secure key rate are well known. Indeed, the
upper bounds in this scenario where studied both in the con-
text of quantum states [19,20,34-38] and quantum channels
[39—41] (see also Refs. [42-46] in this context). Similarly
in the case of QDI scenario, after seminal upper bound of
Refs. [31,47], a sequence of other proposals were provided
recently [48-52]. Some of the upper bounds in QDD and QDI
scenario [34,36-40,48-50] are based on the entanglement
measure called “squashed entanglement” [34]. A welcome
feature of this measure is that it is an additive function, i.e.,
one avoids regularization like it is the case for the relative
entropy of entanglement [19,20,45,46,53]. We aim at both
constructing upper bounds in the NSDI scenario and introduc-
ing alternative measures of nonlocality. Although the analog
of relative entropy—the “strength of nonlocality proof” [54]
(also called relative entropy of nonlocality [55]) has been
constructed, no analog of squashed entanglement was known
in the realm of nonlocality (for the parallel, and different ap-
proach see Ref. [31]). In our approach to the problem, we are
guided by an analogy between entanglement and nonlocality.
Interestingly the measure which we construct is, up to maxi-
mization over the inputs of the honest parties, equal to the one
implicitly considered in Ref. [16]. It is however differently
formulated, as we use the notion of a complete extension
[56] to formalize it. Moreover, we prove that our measure is
a convex function of the devices of the honest parties, what
allows for the use of the convexification technique (that we
formulate) for finding the numerical upper bound. We will see
that this reformulation is fruitful for studying properties of this
upper bound, which we call here “the squashed nonlocality.”

II. MAIN RESULTS

In this manuscript, we construct upper bounds on the NSDI
key rate, distillable via (i) direct measurement, changing de-
vice into a distribution followed by (ii) Local operations and
Public communication (denoted together as MDLOPC op-
erations). Aiming at upper bounds, we study the scenario
in which the shared device consists of N independent and
identically distributed (iid) copies of a nonsignaling device
P(AB|XY ). We define a wide class of secrecy quantifiers taken
from the so-called SKA (secure key agreement) model [2].
One such quantifier, we call the squashed nonlocality, as we
define it in analogy to squashed entanglement [34], however,
in the realm of nonsignaling devices. We then show that the
squashed nonlocality serves as an upper bound on the key
distilled by MDLOPC operations. It is important to note that
almost all of the secure key distillation protocols in QDI
and NSDI, proposed so far, belong to the MDLOPC class of
operations (see however recent proposal [57]). Therefore our
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bounds, on the amount of key, bound from above the key rate
achieved by a wide class of practical protocols.

A. Family of nonlocality measures as upper bounds

One of our achievements is a construction of upper bound
on the secret key in the NSDI scenario that is in an addition a
(nonfaithful) measure of nonlocality. Informally, the squashed
nonlocality Ny (P), of a bipartite nonsignaling device P :=
P(AB|XY) is given by

Nsq(P) :=1(A : B | E)g(pyapeixyz)

= max minl(A : B | E)wmr, e more®yasexyz): (1)

where £(P)(ABE|XYZ) is the complete extension of the de-
vice P [56] and I(A : B | E)pgek) is the intrinsic information
of a distribution P(ABE) [58,59]. Furthermore, the honest par-
ties choose inputs x, y (for a full direct measurement Mf }.),
while the eavesdropper is allowed to perform a more gen-
eral measurement ./\/lzG that contains in particular probabilistic
mixing of input choices.

The squashed nonlocality, as we prove, possesses many
properties of those desired for a measure of nonlocality such
as convexity and additivity. As we show the above function
is only an example of an upper bound that can be introduced
using our approach. The other function that we study in this
paper to be lifted from the SKA to the NSDI scenario are
mutual information and conditional mutual information.

We note, however, that the above function can be equiva-
lently formulated in a way considered implicitly in Ref. [16]
by A. Acin, S. Massar, and S. Pironio (AMP). Consider a
function Iamp, (x,y):

Iamp, ) (P(ABIX =x,Y =)

= {p(E:e),P(AI;gielX:x,Y:y)} I(A: Bl E)puseixyy, (2)
where P(ABE|XY) = p(E = e¢)P(AB,E = ¢|XY), and the
infimum is taken over all ensembles {p(E = ¢), P(AB,E =
e|XY)} of the device P(AB|X,Y) =) ,P(E = ¢)P(AB,E =
e|X,Y). The equivalence can be establish as follows for a
device P = P(AB|XY):

1(132;))( IAMP,(x,y)(P) = Mq(P)- 3)

This fact, along with our proof of the convexity of Ny, leads
to the tightest known bound in the scenario (3,2,2,2) (see
Fig. 5), i.e., with three inputs for one party, binary inputs for
the other and binary outputs for both (for the proof of Eq. (3)
and consequences of it see Sec. VI).

We provide a method of generating tighter (though possi-
bly harder to compute) upper bounds. Indeed, in defining the
squashed nonlocality, we used the secrecy monotone called
intrinsic information. The nonfaithfulness® of the squashed
nonlocality is therefore due to the property inherited from the
classical intrinsic information that can be zero for correlated
distribution. One can, however, use some other quantifiers of

3The property of nonfaithfulness of a measure of nonlocality means
that the measure is zero for some nonlocal behaviors.
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FIG. 1. Plot of several secrecy quantifiers M(A :B||E), as an
upper bound on Kg,id), for a bipartite binary input-output device
lying on the isotropic line. The dashed red line represents squashed
mutual information T(A : B)p,,- The straight blue line represents the
nonlocality cost, as well as the squashed conditional mutual entropy
T(A : B|[E)gp,,), over the complete extension £(Py,) of the given
device P,,. The solid orange line represents the upper bound on
the squashed nonlocality Ny, which is the lower convex hull of the
several other upper bounds on N,. The dotted pink curve (HRW)
corresponds to the lower bound achieved by Hinggi, Renner, and
Wolf’s protocol [17].

secret correlations, e.g., the so-called reduced intrinsic mutual
information, which also leads to an upper bound. Due to an
analogy between the entanglement and nonlocality, the upper
bounds we provide here are also measures of nonlocality, and
as such, can be studied independently.

Furthermore, we notice that our approach can be readily
modified in order to construct upper bounds for a wider class
of protocols in which one of the inputs of the honest par-
ties is not announced [14]. This can be done by changing
max, , min, to max, min, max, in Eq. (1), what reflects the
action of the parties in the latter scenario (only Bob announces
his inputs).

B. MDLOPC-bound nonlocality

Using the bound, we then obtain numerically a region of
nonlocal two binary input and two binary output, (2,2,2,2)
devices, from which no key can be distilled via MDLOPC
operations. These are the “isotropic” mixtures of the devices,
namely, the Popescu-Rohrlich (PR) box and the box comple-
mentarity to it, the anti-PR box when the admixture of the
PR box is less than 80%. Notably, this result implies that in
parallel measurement model, when the same measurement on
each device is performed, nonlocality does not imply secrecy.
Indeed, quantum devices with mixture of PR box more than
75% exhibit nonlocality, that is, they violate the CHSH in-
equality [60], while as we show, all the devices below 80%
have zero key distillable by MDLOPC protocols. We compare
also the upper bound via nonsignaling squashed nonlocality
for isotropic devices with the lower bound on the key rate
taken from [17] (see Fig. 1). The lower and the upper bounds
come pretty close for the state close to the PR box.

We note here that in Ref. [14] a protocol for distillation
of private key from isotropic devices were given which is out
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of MDLOPC class: one of the parties do not announce the
input from used to generate the key. There also it was shown
that the so called intrinsic information is zero when both the
parties announce their inputs after measurements. Our bound
does not extends straightforwardly to this scenario, as in our
case, Eve knows that Alice and Bob draw key from single pair
of inputs. However it indicates that keeping one of the inputs
used for generating key secret, is crucial for nonzero key rate
in the nonsignaling adversary scenario.

This indication is confirmed by recent result given in
Ref. [50] for the case of device-independent quantum key
distribution with quantum adversary. There, a broader notion
of protocols is considered, also called “standard.” These are
protocols during which for generation of the key each device
is measured by a pair of inputs (X = x, Y = y) with prob-
ability p(x,y) drawn in i.i.d manner, an announced before
post-processing the output key rate. It is shown there, that
such protocols admits an upper bound Z)lcio,y:O px, NI(A :
B | E,xy), i.e., the intrinsic information [58,59] averaged
over choices of the inputs. Moreover it is argued, that there
exist nonlocal devices (violating CHSH inequality) for which
the latter upper bound is zero. This implies that no such a
“standard” protocol is able to achieve nonzero key rate in the
case of quantum adversary.

In a similar way, we show the MDLOPC-bound nonlocal-
ity in the (3,2,2,2) scenario [5,16]. In the latter, one party
has inputs x € {0, 1, 2} and the other y € {0, 1}. The inputs
x # 0, y are used for testing the value of the CHSH inequality
[60], while the pair x = 0,y = 0 is used for generation of the
raw key. The fact that distributions with isotropic parameters
p € [0.7071, 0.8284] are nonlocal but no key can be distilled
from them in the latter scenario was left open in Ref. [16].
Showing the equivalence given in Eq. (3) and the fact that
J\/'Sq upper bounds the distillable key, we close the mentioned
open problem, by confirming that no key can be obtained
by a protocol drawing key from a single pair of settings
x = 0 and y = 0. The obtained results are shown in Fig. 5.

C. Analogies between different cryptographic paradigms

We finally compare the proposed security criteria with the
previously known ones [15,17,23,24,63,64], and prove their
equivalence. In the case of quantum mechanics, the power
of eavesdropper is fully described by system of the hon-
est parties through the so-called purification. However, it is
known that there is no analog of the quantum purification in
the realm of devices [65,66]. To overcome this problem, we
have used a recently introduced notion of complete extension
[56], to describe eavesdropper’s power. The complete exten-
sion, £(P)(ABE|XYZ), of the shared device P(AB|XY), is
the worst-case extension that Eve can share with the honest
parties. It is the worst case in the sense that it gives the
eavesdropper an ultimate power as compared to quantum
purification does in QDD and QDI scenarios. Indeed, the
complete extension gives access to all possible ensembles of
the device of the honest parties, when randomizing input and
post-processing channel is applied on the extended part. It
implies, as we show in detail, that this structural approach is
equivalent to the one proposed in Ref. [17].

Security Form of shared Upper bound on
scenario correlations secure key
~ P(A,B,E) Alice
SKA Eve S(A:B|E) < I(A:B L E)[P(A,B,E)]
Bob
Waze)  Alice Direct link
QDD Eve Kp(pap) = Isq (PaB)
Analogous|]  Bob
structure Analogous
CE(P(ABIXY)) quantity
= P(ABE|XYZ) il
Alice ( )
Kpi< Ngg(P(AB|XY)).=
NSDI'| Eve maxminI(4: B L Z)[P(ABE|XYZ)]
Bob Xy z

FIG. 2. Summary of part of the results which contribute to the
analogy between security paradigms: SKA scenario where distribu-
tions are processed, and one of the upper bounds is the intrinsic
information /(A : B | E), QDD protocol, where the shared pure
state is processed, and distillable key K is upper bounded (among
others) by the measure “squashed entanglement” I [61,62]. We
reformulate NSDI paradigm so that it bases on the complete exten-
sion, E(P(AB|XY)), of a device (conditional distribution) P(AB|XY ),
introduce an analog of intrinsic information and squashed entangle-
ment called “squashed nonlocality.”

We have further introduced amother criterion of security,
based on an operational distance measure between nonsignal-
ing devices—the nonsignaling norm (NS norm) analogous to
the trace norm in quantum mechanics (related to the one given
in Ref. [67]). We have also proved equivalence between our
criteria and the two proposed so far in Refs. [11,15,23] and
[17,24,63,64], respectively. As a byproduct, we have shown
that the latter two definitions are equivalent. By proving equiv-
alence of our definition based on ||.||ns norm to the definition
of Refs. [17,24,63,64], we have shown that the former is com-
posable, in a sense given there.* A visualization of some of the
main results that contribute to developing a structural analogy
between SKA, QDD, and NSDI are presented in Fig. 2.

III. SECURITY DEFINITION IN THE IID SCENARIO

In every DI secure key distillation protocol, the honest
parties perform several numbers of test runs to estimate the
nonlocal correlation present in the system and a (larger) num-
ber of key generation runs to generate the raw key. The raw
key is further processed to yield the final key only if the
device has passed the test run, i.e., the data are compatible
with a sufficiently nonlocal device. Aiming at upper bounds,
we study only the performance of the key generation runs. We,
therefore, assume that, on the N iid (identical, independently
distributed)® copies of the shared device P(AB|XY)®V, the

honest parties perform full direct measurement [M£ 1V, by

“Naturally however, the device can not be reused in composing the
protocols due to the threat of the memory attack [68].

SFor QDI, it is known that any arbitrary device can not be expressed
in terms of the IID single use device, but the security proof for
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setting X = x (Alice) and Y =y (Bob) at their choice, fol-
lowed by any composition of classical post-processing of the
distribution P(AB|xy), and public communication (denoted
as Q). These operations result in a pair of random variables
(Sa, Sp) that represents the key. That is, on the outputs of
the measured device, the honest parties perform an LOPC
protocol. An operation performed on a device, that is a com-
position of the direct measurements and an LOPC operations
we call Measurement on device local operation and public
communication operation (MDLOPC).

In NSDI scenario Eve collects all the public commu-
nication @, and then post-process her data represented by
P(E|Z, Q). She can also perform a wider class of operations
than the honest parties, including the general measurement
MZG, =), p(z|Z)ME . This is equivalent to a probabilistic
choice of the inputs for direct measurements. She can do so
by the general measurement MG , by wiring the output of
her local auxiliary device (a dice), that generates a random
conditional probability distribution p(z|z’), to the input of her
part of the device, i.e., Z of P(E|Z, Q). However, the ultimate
power of eavesdropping in this scenario is fixed by definition
of the class of operations that a hypothetical agent called
distinguisher could perform. It is assumed that distinghuisher
has access to both the output of the protocol (i.e., the keys
of the honest parties) and the Eve’s device P(E|Z, Q). By
his operations, distinguisher should be almost not able to tell
apart this so-called “real” device P*¥(Sy, Sz, Q, E|Z) from an
“ideal” one, i.e., containing perfectly uniform and correlated
keys, product with Eve’s system.

We can specify now what the key distillation protocol is.
A protocol of key distillation is a sequence of MDLOPC
operations A = {Ay}, performed by the honest parties on N
iid copies of the shared devices. Each of this Ay, consists
of a measurement stage { My}, followed by post-processing
{Pn}, on N iid copies of P(AB|XY ). Moreover, for each con-
secutive, complete extension of N copies of shared devices
E(P®NYABE|XYZ), the protocol outputs a probability dis-
tribution in part of Alice and Bob and a device in part of Eve,
which is arbitrarily close to an ideal distribution, satisfies

N—o0

pLv) ey —> 0. 4)

‘ ‘POUt ideal | |NS

Here P,y = Ay (E(P®Y)). Moreover A = A 1A, ..
and Y are similarly defined.

The definition of the secret-key rate, based on the notion of
the (i) complete extension and (ii) the key distillation protocol,
satisfying the proximity in the NS norm security criterion
according to the Eq. (15), is given below.

Definition 1. Given a bipartite device P = P(AB|XY) the
secret-key rate of the protocol of key distillation Ay, on
N 1iid copies of the device, denoted by R(A|p) is a num-
ber limsupy_, ., 22%, where log,dy is the length of a
secret key shared between Alice and Bob, with dy =
dima[An(E(P®V))] = |S4|. The device independent key rate

An, B, X

a broad range of cryptographic protocols can be performed via a
reduction to IID [69].

of the iid scenario is given by

Kp(P) = supR(Alp), )
A

where the supremum is taken over all MDLOPC protocols
{A}.

Later in this manuscript, we argue that the above definition
is equivalent in terms of security to the one adopted earlier
[11,15,17,23,24,63,64], which allows us to compare some of
the existing lower bounds with the upper bounds that we
provide.

IV. SQUASHING PROCEDURE

Let us suppose that M(A : B||E) is a real-valued and
non-negative function, with domain in the set of tripartite
probability distributions P(ABE ), which is an upper bound on
secret-key rate S(A : B||E) in SKA cryptographic paradigm
[2],i.e.,VP(ABE), M(A : B||E) > S(A : B||E). We will refer
to M(A : B||E) as to secrecy quantifier. Additionally, if M(A :
B||E) is monotonic with respect to LOPC and zero for prod-
uct distributions, we call it a secrecy monotone. Squashing
a secrecy monotone will not yield an MDLOPC monotonic
quantifier in general. The quantifiers of secret correlations in
the NSDI model can be constructed by mapping the tripartite
nonsignaling device R(ABE|XY Z) to a joint probability dis-
tribution, as given in the definition.

Definition 2. Corresponding to each secrecy quantifiers in
SKA model M(A : B||E), we associate a nonsignaling secrecy
quantifier M(A B||E) acting on the tripartite nonsignaling
devices:

M(A : B||E)grusE|ixy2)

= mﬁx mjn M(A : B| |E)(M£}‘®MQ)R(ABE\XYZ)7 (6)

where

(ML, ® MS)R(ABE|XYZ)

= > p@E)RABEIX =x,Y =y.Z=2). (1)
Z

If R(ABE|XYZ) = E(P)(ABE|XYZ) is the complete ex-
tension of a bipartite device P(AB|XY), we call M(A :
BI||E)epyaBE|xyz) the nonsignaling squashed secrecy quan-
tifier. If M(A : B||E)rBe|xyz) 1S a secrecy monotone, we
call ﬁ(A : B||E)r@BE|xyz) @ nonsignaling secrecy monotone.
Additionally if R(ABE |XY Z) is a complete extension, we call
it a nonsignaling squashed monotone.

Here, by max, ,, we mean the maximization over all pos-
sible direct measurements, MF Xy = = M% ® MY by the honest
parties, whereas the min, implies that the eavesdropper will
try to minimize the function over all possible choices of
measurements, direct and general. Optimization over direct
measurements involves a fixed input choice, whereas for gen-
eral measurement, one needs to perform optimization over
all possible conditional probability distributions p(z|z'). In
our MDLOPC key distillation protocol, the eavesdropper
can choose her measurement adaptively, based on the public
communication variable Q. Hence the causal order of the op-
timization on the secrecy quantifier is that Alice and Bob first
choose their optimal measurements, and then Eve performs
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her part. This gives her the maximal operational power to
reduce the correlations between the honest parties.

The motivation to use the term “squashed” in the above
measures, comes from the fact that the definition of squashed
entanglement, of an arbitrary quantum state psp, contains
an optimization over all possible extensions papg, wWhere
trg (pape) = pap- This arbitrary extension pspg can be ob-
tained from the purification |y )4pg of the quantum state [62].
In the analogy of these, here we use the complete extension
E(P), the nonsignaling equivalent of quantum purification,
which is the key ingredient to perform an optimization over
all possible nonsignaling extensions [56] of a given device
P. The secrecy quantifiers, we have used for squashing, are
the mutual information I(A : B), the conditional mutual in-
formation I(A : B|E), the intrinsic information I(A : B | E)
[58] and the reduced intrinsic information I(A : B || E) [70].
Among them, (A : BJE),I(A:B | E)andI(A: B || E) are
secrecy monotones. Hence T(A :B|E), T(A :B | E)and T(A :
B || E) are nonsignaling squashed secrecy monotones while
I(A : B) is an example of a nonsignaling squashed secrecy
quantifier.

The inclusions between gray, green, and orange sets in
Fig. 3 follow directly from the definition of different classes
of functions. Namely, all n-s secrecy measures are necessarily
n-s secrecy monotones, and all n-s secrecy monotones are
necessarily n-s secrecy quantifiers, but not vice versa. The
strictness of the inclusions follows from a trivial example
of n-s mutual information (gray area), n-s intrinsic informa-
tion (orange area), and n-s intrinsic information shifted by
a nonzero constant (green area). Analogous relation is true
for the squashed version of the aforementioned functions.
Nevertheless, the squashing procedure does not imply that
the resulting function is automatically a secrecy measure or a
secrecy monotone; therefore, the representatives of squashed
functions are present in all three sets.

V. GENERIC UPPER BOUND AND
THE SQUASHED NONLOCALITY

Below, we use the aforementioned idea of squashing for
upper-bounding the secret key in the NSDI scenario with
MDLOPC operations.

Theorem 1. The secret-key rate, in the nonsignaling
device-inde?endent iid scenario achieved with MDLOPC op-
erations, K, from a device P, is upper bounded by any
nonsignaling squashed secrecy quantifier evaluated for the
complete extension of P:

Ve K9V (P) < M(A : BIIE)g p), )

where P = P(AB|XY) is a single copy of a bipartite
nonsignaling device shared by the honest parties, and £(P) =
E(P)(ABE|XYZ) is its complete extension to the eavesdrop-
per’s system.

Proof. For the proof, see Sec. F of Appendix.

Theorem 1, together with Definition 2, establishes a con-
nection between the secret-key rate in the SKA and NSDI

®One can also consider the reverse order of optimization, but that
opens up a different, uncommon paradigm of key distillation.

n-s squashed secrecy monotone
(TCA:BIE)¢(py(upEixyz) | (A:B L E)e(pyape|xvz))

n-s squashed secrecy quantifier (T (A: B)e(pyaBay))

. n-s squashed secrecy measures
N

Squashing procedure

-------------- » n-s secrecy measures
“pn-s secrecy quantifier (T (A: B)g(ap|xv))

> n-s secrecy monotone (T (A: BIE) gcagrixvz), 1 (A:B L E)gape|xyz))

FIG. 3. The relative hierarchy of the squashed function IC/I(A :
B||E) of any bipartite device P(AB|XY ). Any 1(7[(A : B||E) function,
which is positive semidefinite and vanishes for devices that are the
product of two local devices, is called a nonsignaling squashed se-
crecy quantifier, and the set of all such functions is the entire region
inside the black ellipse. The quantifiers that are generated from the
monotones of the SK paradigm are called nonsignaling squashed
secrecy monotones and are represented by the green region inside
the green ellipse, as a subset of the secrecy quantifiers. T(A : B|E),
T(A :B | E), andT(A : B || E) are the monotones belonging to this
category. If a function is additionally monotonic under MDLOPC
operations for devices, vanishes for local ones, then we call it the
nonsignaling squashed secrecy measure, and the set represented by
the red region in the figure. Any secrecy quantifier will be called
squashed secrecy quantifier if the extension of the device P(AB|XY)
has been taken to be the CE E£(P)(ABE|XYZ). The set of such
functions are denoted by the dashed blue region. The intersection of
the dashed blue region with the green region includes all squashed
secrecy monotones, whereas its intersection with the red contains
all squashed secrecy measures. The squashed nonlocality Ny, is a
particular function from that region, which is depicted as the black
dot.

scenario. The novelty of our approach is that not only it
connects at least two major security paradigms, but it also
opens up a new area of research—to study more tighter upper
bounds on the key rate in the NSDI scenario (for parallel, dif-
ferent approach see Ref. [31]). In this paper, we focus on the
secrecy monotone called intrinsic information /(A : B | E).
From this secrecy monotone via squashing we construct the so
called squashed nonlocality, as an upper bound on the NSDI
key. We then prove several important properties of squashed
nonlocality, which promotes it as a measure of nonlocality.
Secrecy monotone called the reduced intrinsic information
I(A: B || E), provide a tighter bound on the key rate in the
SKA scenario, as I(A: B || E) < I(A: B | E) for tripartite
probability distribution P(ABE) [71]. Hence we open a pos-
sibility to study even tighter upper bound on the Kg}d), upon
squashing the I(A : B || E). We focus now on the definition
of the aforementioned squashed nonlocality.

Definition 3. The squashed nonlocality Ny (P), of a bipar-
tite nonsignaling device P := P(AB|XY) is

Ng(P) :==1(A : B | E)gpyapeixrz)

= max mzinI(A DB | E)(MF @ ME)EP)ABEXYZ)»

052612-6



LIMITATIONS ON A DEVICE-INDEPENDENT KEY ...

PHYSICAL REVIEW A 106, 052612 (2022)

where £(P) := E(P)(ABE|XY Z) is the complete extension of
the device P [56].

We note here, that the above definition is tuned to the
deifinition of K (”d) . The order of the max, , and min, stems
from the fact that we consider the scenario of key distillation
in which Eve knows x, y beforehand. In our case, the inputs
(x,y) are fixed before the beginning of the protocol, but in
general it could be announced during the protocol’s execution.
This is important point, as alternative protocols exist in which
only one party announces the inputs, and the key is distilled
from output of all the inputs [14]. In the latter case, a positive
key rate can be obtained even from the quantum isotropic
devices in the scenario of two binary inputs and two binary
outputs, while in the scenario which we consider where both
inputs are known to the eavesdropper no positive lower bound
on the key rate is known. It is possible that the upper bounds
on the protocols such as those from Ref. [14] where x is not
announced, are provided in terms of the squashed nonlocality
where however max, min, max, appears in front instead of
max,, min,.

From the definition of a complete extension of a device (see
Ref. [56]), we know that in order to construct it, one needs
to identify all possible so-called minimal ensembles of the de-
vice. For example, in the polytope of two binary input and two
binary output devices (2,2,2,2), a device lying on the isotropic
line between Popescu-Rohrlich and Tsirelson’s one’ has up to
354 minimal ensembles (achieved for the Tsirelson’s device).
However, a priori, there are 880946 of ensembles that can
be potentially minimal [56]. Hence, obtaining all possible
minimal ensembles, and therefore finding out the complete
structure of the CE may be an arduous task. However, we
observe that to obtain a nontrivial upper bound on the N,
not the whole complete extension has to be even known.

We collect below certain properties of the above measure.
Some of them are used in what follows, and some of them are
of independent interest in the context of Bell nonlocality.

Proposition 1. Besides being nonfaithful, the squashed
nonlocality satisfies the following properties:

(1) Positive. It is a non-negative real function of bipartite
nonsignaling devices, and equal to zero for local devices.®

(2) Monotonic with respect to MDLOPC class of opera-
tions.

(3) Convex with respect to the mixture of devices.

(4) Superadditive over joint nonsignaling devices.

(5) Additive for product devices.

(6) Subextensive. Nyq(P) < log,(min{dy, dg}).

Proof. For the proof, see Sec. G of Appendix. See also the
discussion in Sec. VL.

Note. On the completion of the main results (preliminary
version of this paper) contained in Secs. C-F, I and J in Ap-
pendix, we have noticed the preprint of the paper by E. Kaur,
M. Wilde, and A. Winter [31] also related to upper bounds on

"By Tsirelson’s device, we mean a one attaining maximal value
of violation of the CHSH inequality [60] among quantum (2,2,2,2)
devices [72].

8By local we mean devices which possess a local hidden variable
model [8].

device independent key. The proofs of monotonicity, subaddi-
tivity and additivity over tensor product devices (see Secs. G4
and G5 of Appendix), were inspired by the analogous result
for the squashed intrinsic nonlocality presented there.

Calculating Nq for an arbitrary bipartite device P is a
nontrivial task, but we can use the convexity of this measure
to simplify the procedure of finding an upper bound of it. Pos-
itivity, monotonicity, and additivity of squashed nonlocality
lead to the following Corollary.

Corollary 2. The squashed nonlocality is a measure of
nonlocal correlation of the bipartite device P.

We describe now, how to use the convexity of the squashed
nonlocality (this technique proposed in this manuscript proved
already useful in context of upper bounds on the secure
key in QDI scenario [51]). Consider any set of functions
F = {F;(P)}, that are convex w.rt. the mixture of de-
vices, each of which upper bounds the squashed nonlocality
F,(P) > ./\/;q(P), Vi. Then the lower convex hull (LCH) of
F denoted as F(P)(= LCH(F)) upper bounds J\fsq(P), ie.,
/\/'Sq(P) < F(P), as a consequence of property (3). To ex-
emplify the above convexification process, let F = {I(A
B)pasixy), TA: B|E)¢p)aBE|xyz)}, then Ny(P) < F(P) =
LCH(I(A : B)pupixy), TA: B|E)epyaBE|xyzy)- This fact is
used in order to construct Fig. 1: the orange curve is, in fact,
a convex hull of several upper bounds that are incomparable
with each other.

VI. QUANTITATIVE RESULTS

In Fig. 1, we construct numerically an upper bound on
the Ny, with the help of above specified convexification
procedure. We also draw several other squashed quanti-
fiers for the set of (2,2,2,2) devices, lying in the isotropic
line, i.e., Pso = (1 — £)PR + ePR. Where PR is the famous
Popescu-Rohrlich box [30], and PR is the anti-PR box.’
The nonfaithfulness of our measure, J\/'Sq is visible from
the numerical results. The orange curve is the upper bound
on Ny, and we have found that the bound reaches O for
& = 0.2 (it remains equal to 0 for ¢ € [0.2, 0.25] due to the
convexity of the measure). This is since, in MDLOPC pro-
tocol, Eve can perform adaptive general measurements and
post-process her output through a classical post-processing
channel to reduce the correlations between Alice and Bob. In
the range ¢ € [0.2, 0.25], corresponding to each input (x, y)
of the honest parties, we have found a measurement and a
post-processing channel on Eve, which partitioned the device
into an ensemble of product distributions. This proves that
there exists nonlocality which can not be turned into secu-
rity via MDLOPC protocols. Interestingly, these devices are
quantum realizable ones. One can conjecture that even the
general operation, including the so-called “wirings”'” can not
help in distilling key out of these isotropic devices. Indeed,
using wirings that is necessary for the key to be nonzero,

° Anti-PR box is a binary input output device, satisfy PR(ab|xy) =
18aepy, Va. b, x,y € {0, 1} [73].

190perations of feeding input of one device with the output of the
other.
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FIG. 4. Plot of several nonsignaling secrecy quantifiers ﬁ(A :
B||E), as an upper bound on secure key rate K g}d), for the bipartite bi-
nary input output device Pyrw given in Eq. (9) (also in Ref. [17]). The
parameters used to draw plot (a) are § = 0.01, € = 11—6(3.04 + 12¢),
and for plot (b) we used § = 0.03, € = Il—6(3.12 + 12¢). The dashed
red line corresponds to the nonsignaling squashed mutual informa-
tion /I\(A : B)pygy- The blue straight line represents the nonlocality
cost, as well as the nonsignaling squashed conditional mutual infor-
mationT(A i BIE)g(pypy) OVer the complete extension € (Purw ) of the
given device P. The solid orange line represents the upper bound
on the nonsignaling squashed nonlocality N, which is in fact the
lower convex hull of the several other upper bounds on N,. The
magenta dotted line is the key rate R(P|p,,, ) of the protocol design
by Hinggi, Renner and Wolf [17]. The region with black stripes
corresponds to the devices that are quantum realizable ones.

which implies that we enter to some extent the general sce-
nario of key distillation for which there is a wide class of
attacks by employing the forward signaling attacks found in
Ref. [25,26].

In Figs. 4(a) and 4(b), we plot upper bounds on Ny for
several other sets of (2,2,2,2) devices (nonisotropic), param-
eterized as in equation (9). In fact, the parametrization that
we use is the same as in Ref. [17] as we want to compare
our upper bound with the lower bound obtained therein. One
can see that there exists some region of nonlocal correlation
[Figs. 4(a) and 4(b)], which can be simulated by a quantum
device and for which the lower bound obtained by [17,63]
is positive, and therefore the secret-key can be generated.
As we observe and /\/'Sq is also nontrivial and close to the
lower bound in the case considered here. We address the
interested reader to Sec. J of Appendix, where more plots are

provided.
Purw (ab|xy)
X 0 1
AANG 0 1 0 1
1 ) ) 3 1
_o Y2732 3 |33 gt3
) 1 8 1 3
1 2 2-5|s3t5 §—5
3 1 1 3
O 873 sti|sts 373
1 3 3 1
L ls+s s=315—7 §t3

)

We note here, that the result presented in Fig. 1 exhibits that
in our approach the nonlocality measure based on the intrinsic
information can be nonfaithful, i.e., zero for some nonlo-
cal devices. This is inherited after the intrinsic information,
which is known to be zero for some tripartite distributions in
spite of the fact that the latter are not of the product form
P(A|E)P(B|E). We note here, that [74] claimed, that the in-
trinsic information is nonzero for all devices violating Bell
inequality (cf. Ref. [16]). We reformulate the result of [74] as
follows:

Vpuge) YaE—£ 3,y P(ABE")
4 P(AE'YP(BE') < I(A - BIE') > 0. (10)

The above implies that if we can adjust the inputs after the
attack by Eve represented by the map A is performed, we
will obtain nonzero conditional information. This implies also
nonzero intrinsic information as the map can realize the infi-
mum over such maps in the definition of the latter. However
this approach does not fit the usual cryptographic scenario: it
is that Eve is listening to Alice and Bob and adjusts her mea-
surement to their announcement and not vice versa. Owing
to that observation, one should consider the inputs (x, y) to
be chosen before the map A of the attack is performed. This
happens, e.g., whenever the input is fixed from advanced as
we assume, or when it is announced right after has been made.
This change in the paradigm has important consequences.
What both Ref. [50] and our result implies goes with no
contradiction with the above, as is based on the following fact:

3pwuBE)£PAEPBE) Y xy)3nE—e [(A : BIE") = 0. (11

Indeed, in the case of the above mentioned quantitative results,
we adjust the measurement and post-processing of Eve to the
inputs of the honest parties.

Finally we note, that a more common approach to key
distribution in device independent scenarios is such that, fol-
lowing A. Ekert [5], one of the honest parties has one more
input, which is use to key generation. This so called (3,2,2,2)
scenario has been considered in Ref. [16] in context of a
nonsignaling adversary, along with a protocol of key distil-
lation and an upper bound on it in terms of the intrinsic
information. To see the relation between our results with that
of Ref. [16], we show the Eq. (3), that is max, y) Iamp,x,y) =
Njq (see Sec. G 1 of Appendix). We note here, that by this fact,
we show that the bound given in Iamp,(x,y) hold for any MD-
LOPC protocol using inputs (x, y) for generating key, closes
the problem left open in Ref. [16] concerning possibility of

052612-8



LIMITATIONS ON A DEVICE-INDEPENDENT KEY ...

PHYSICAL REVIEW A 106, 052612 (2022)

key
0.4 A
/'// ,"
/_/'/ / l/'
0.3 T S
/_/‘/ // s
/’ / g
0.2 -~ / g
R / g
e V2 s
”~ 7 ’
o Ve o
0.1 _/‘/ ,/’, /'
-~ /7 s
s 4/ ’/
/ /
0.75 0.80 0.85 0.90 0.95 1.00 P

FIG. 5. Plot of nontrivial upper bound on the secret-key rate K, S}d)
given by Nyq, of Pavp(ablxy) given in Eq. (J13) (see Appendix), by
the blue shaded region under the orange solid line and a red dashed
line. The red dashed line is the (segment of) lower convex hull of
the orange solid curve and the purple “big-dashed” straight line. The
solid orange line is obtained by the lower convex hull of several upper
bounds of N, with the help of Eq. (339). Blue dashed-dotted line is
the squashed conditional mutual information T(A i BIE)g@ayp)- The
magenta dotted line is the lower bound on the key rate, whereas the
purple big-dashed line is the upper bound on intrinsic information
of the eavesdropping strategy used in Ref. [16]. We observe that
the convexification technique resulting in the convex-hull bound
allows to obtain tighter upper bound on N, and therefore the tight-
est known upper bound on the secret-key rate in the nonsignaling
scenario.

key distillation from states that violate CHSH inequality but
have zero Iamp,(x,y) bound.

As we will see this fact proves useful, since we have shown
that \Vyq is convex. This will enable us to use the convexifica-
tion method to obtain tighter upper bounds. Following [16], as
a noise model, we consider the isotropic state p|y4) (¥4 |ap +
D ,p with [yy) = —5(100) + [11)) with p € [0, 1]. The
bound outperforms existing one [16] in a wide range of a pa-
rameter p (see the orange curve in Fig. 5). In general, however,
it is incomparable (for the whole range of parameters) with
the one given in Ref. [16]. It is possible that a more refined
optimization procedure, involving all the extremal points of
the nonsignaling polytope in (3,2,2,2) scenario, would provide
a tighter bound. It is, however, computationally involved.

Moreover the convex hull of the bound given in Ref. [16]
and ours [which we got by convexification of two upper
bounds, given in Eq. (339)], is also an upper bound on the
distillable key. This is because N, is a lower bound to both
upper bounds, and is convex. Hence is less than the convex
hull of the latter two bounds. This gives to our knowledge the
tightest bound known so far in this scenario.

VII. REPHRASING THE KEY RATE OF THE SKA MODEL

In the SKA model of key distillation, the honest parties
and the eavesdropper share a joint probability distribution
P(ABE). The task of the honest parties is to perform LOPC
operation to distill a secret key, in such a manner that the
eavesdropper’s knowledge about the key remains negligibly

small. In the following lines, we propose an alternative def-
inition of the key rate in the aforementioned scenario and
prove that it is equivalent to the definition of the secret-key
rate introduced in the literature [1,2,34,75]. Rephrasing, the
definition of the secret key in the SKA model to the form sim-
ilar to the one used in quantum cryptography serves not only
as a connection between different cryptographic paradigms.
Indeed, the theorem below, besides being interesting on its
own, is a crucial ingredient used to prove Theorem 1, i.e., our
main result.

Theorem 2 (Informal). The secret-key rate S(A : B||E) of
SKA cryptographic model [1,2,34,75] is equivalent to the
following asymptotic expression:

log, dima [Py (P®" (ABE
S(A : B||E) = sup lim sup —=2 ima[Py(PPTABE))]
P N-ooxo N
(12)
with security condition

N—o0

| P (PEN(ABE)) — Py, < 8y — 0, (13)

where P = U3 | {Py} is a cryptographic protocol consisting
of LOPC operations, acting on N iid copies of the classical
probability distribution P(ABE ), and Pi% is the distribution
containing ideal secret key, with adequate dimensions.

Proof. For the proof, see Sec. E of Appendix.

The aim of this rephrasing is to show and utilize a con-
nection between the definition of a secret-key rate in the SKA
and NSDI scenarios, as it was done in the case of quantum
cryptography [34].

The link we have made in the above theorem, is technical,
however important in our method for obtaining the upper
bound on the key rate in NSDI scenario. We rephrase the se-
curity definition of SKA proposed by U. Maurer [2], with the
one based on the trace norm ||.||;. What is crucial in the choice
of the latter criterion is the fact that it is equivalent to the NS
norm ||.||ns for tripartite probability distributions.'! We recall
here that the security definition in SKA is based on the control
of the correlations (in terms of the mutual information) of the
random variable of the honest parties with a random variable
representing Eve’s knowledge. These correlations should tend
to zero for a large number of copies N. Thus, in other words,
in the above theorem, we have modified the security criterion
of the SKA to an equivalent form, which is more useful for
our purpose. We have done so by demanding that the output
distribution of the protocol should be close to an ideal one.
The ideal is the distribution representing perfectly correlated
uniform random variables, of the honest parties close to being
product with the variable of Eve, in trace norm distance ||.]];.
As it will appear later, this technical change turns to be useful
when we pass to the case of devices because the NS norm of
a device is in fact a trace norm of a distribution coming from
this device after measurement.

""Note however that ||.||xs norm applies also to conditional dis-
tributions, i.e., devices. Only for devices with unary input, i.e.,
distributions, it is equivalent to ||.|];.
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VIII. EQUIVALENCE OF THE SECURITY CONDITIONS

In this section, we show the equivalence between two dif-
ferent known definitions of the security of the secret-key in the
NSDI scenario via showing that each of them is equivalent to
the one proposed by us. Indeed, we show that the security def-
inition proposed by us that bases on the NS norm is equivalent
both to the definition that employs secrecy and correctness as
well as the so-called distinguisher [17,24,63,64] and the other
one given in Refs. [11,15,23].

A. The definition and the properties of the NS norm

In this section, we provide the explicit description of the
NS norm that is an important ingredient of our security crite-
rion. The tensor product should be understood as an algebraic
tensor product in RY space [76]. To measure the closeness
between two devices P and P’, we use the newly defined
distance measure, the NS norm which reads

1P = P'llns = sup 5118(P) — g(P)l;. (14)
g€g

where G is a set of certain operations that map a device to
probability distributions and |[|.||; is a variational distance
between two distributions. More precisely, operations from G
are convex combinations of operations that can be composed
of the following basic ones (i) fetching an auxiliary device
that has single input and single output (a dice) (ii) connect-
ing the output of a device/dice to the input of a dice/device
respectively, called wirings (iii) pre-processing the inputs of
device(s) (iv) post-processing inputs and outputs of the de-
vices. We call them generating operations,'” and refer to
this norm as to nonsignaling norm. The set of generating
operations G is a subset of all linear operations £ mapping
device to distribution, that were considered in Ref. [67]. Op-
erational characterization of the set L is interesting, yet, to
our knowledge, unresolved task. However, as we show (see
Proposition 2), the set G C £ has enough power in discrim-
inating between devices, to be used in security definition in
place of L. Indeed, NS norm via Eq. (14) leads to security
definition, which is equivalent to the other two already present
in literature (Refs. [11,15,23] and [17,24,63,64]). For more
detailed discussion, see Sec. C of Appendix.

After the MDLOPC key distribution protocol, the output of
the honest parties reduces to a classical-classical-probability
distribution, whereas the part shared by Eve still remains
a device, of the form Ay (E(P®N))s, s,.0.5z(Sa, S8, O, E|Z),
where s4 and sp are the instances of the key shared between
Alice and Bob. We will denote random variables Sy, Sp for
the secret keys in possession of Alice and Bob, whereas
Q stands for all possible classical communications between
Alice and Bob; E, Z for Eve’s output and input (and the
lower case letters are for their values). This distribution, which
is, in part a probability distribution, and in part a condi-
tional probability distribution, i.e., device. Hence we will
refer to it as to “classical-classical-device” (cc-d) distribution

2Name for these operations stems from the fact that they are
proven in Ref. [56] to generate from the complete extension any
possible other nonsignaling extension of a conditional probability
distribution.

throughout the paper. The (Pi(d‘i“:ﬂ))gmst,E|Z(sA, sg, O, E|Z) =
|s—ﬂ\5w3 ® X, 5 AN (EP®N))(sy, sy, 0, E|Z), is an ideal
cc-d distribution which contains uniform and perfectly cor-
related outcomes shared between the honest parties. Eve is
completely uncorrelated in case of this distribution, and it is
assumed that Eve’s system is the same as she possesses at the
end of the real protocol Ay.

For the cc-d distribution shared at the end of the MDLOPC
protocol, the NS norm given in Eq. (14) takes a more simpli-
fied form, stated in the following proposition.

Proposition 2. For the cc-d states P and R shared at the end
of the MDLOPC protocol Ay, the NS norm can be rephrased
with a simplified expression:

[1Ps,.55.0.E1z — Rs,.55.0.E1zlIns

1
=3 > mZaXZ|PSA,S,,,Q,E\Z(SA,SB,q,€|Z)

SA»SB.q e
—Rs, 5,.0.E12(54, 5B, q, €|2)|, (15)

where max, stands for the maximization over all possible
direct measurements performed by the eavesdropper.

Proof. For the proof, see Sec. C of Appendix.

In the above equality, one can see that the adopted
definition of security is equivalent to the one used in
Refs. [11,15,23] in the case of the NSDI scenario (the latter
is defined as in r.h.s. of the (15). This justifies our security
definition given in Eq. (4), in particular, the choice of the set
of operations G, that define the NS norm ||.||xs. However,
in literature, another definition of security is adopted, given
in Refs. [17,24,63,64]. This one is based on assuring high
correlations between the parties and low correlations with the
eavesdropper. In this approach, Eve can generate ensembles
of the device of the honest parties i.e., representation of a
device as probabilistic mixtures of devices. In later part of
this manuscript, we show that the latter definition is also
equivalent to the newly proposed one based on the NS norm.
By doing so, as a byproduct, we have also proven that our, and
the two definitions given in Refs. [11,15,23] and [17,24,63,64]
respectively, are equivalent.

B. Equivalence of security criteria

We show that in the NSDI scenario, in analogy to quan-
tum cryptography [77,78], there exist two different, however
equivalent definitions of security. One connected to the notion
of the so-called distinguisher and the other one based on the
proximity in norm [79,80]. In the case of NSDI, Renner,
Hinggi, and Wolf [17] present the approach via the notion of
distinguisher. Recall here, that to develop the latter approach,
we consider the nonsignaling norm, which is a total variational
distance for two devices mapped into probability distribution
with the so-called nonsignaling operations, over which we
take a supremum (see Refs. [17,67] in this context). We then
focus on tripartite cc-d distributions (classical distribution is
isomorphic to a device with unary input) as these are en-
countered at the end of an NSDI cryptographic protocol. The
two classical parts are in the hands of the honest parties,
while eavesdropper holds some device. We then show that
the NS norm takes for such cc-d distribution a closed-form
expression. In particular, we prove that the supremum over
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Eve’s operations reduces to a maximization over direct mea-
surements (for the proof, see Sec. C of Appendix).

We present below the theorem, which states that our def-
inition of NS norm security criterion is equivalent to the
criteria used by Renner, Hinggi, and Wolf [17]. We do it in
analogy to the results of Refs. [77,78] related to quantum
device-dependent security, but for nonsignaling devices.

Theorem 3 (Equivalence of the NSDI security criteria). For
an MDLOPC protocol A, the proximity in the NS norm secu-
rity criterion is equivalent to the criterion based on secrecy
and correctness of the protocol. That is for any &g + €cor =
& 2 Egecs Ecor = 0 the following relation holds

Preal |pass

ideal|pass
(1 - pabort)” SA.S5,.0.ElZ — Pl e

Sa.58,Q.E|Z HNS
< 0(8) — {(1 - paborl)P[SA 7£ SB|paSS] < 0(5c0r)

1 ideal
A =Pabor) [P iy = Psromty s < OEsee)}, (16)

where pahort 1S the probability for the protocol to abort and
the constant O(e) does not depend on any parameter of the
protocol.

Proof. For the proof, see Sec. D of Appendix.

Following arguments in Ref. [77], as a consequence of the
above Theorem, we can claim that our definition of security
is restricted composable [79-81] provided the device is not
reused. In that sense, our definition diverges from that of [17]
formally in two ways. First, we use the notion of the complete
extension. This encapsulates the access of the eavesdropper
to all ensembles of the device shared by the honest parties—
the fact used in Ref. [17]. Furthermore, in our approach, the
memory of Eve is finite and minimal without compromising
her eavesdropping power. Second, as we have mentioned,
we modify the security criterion, without losing the effect
of composability. We use the proximity in NS norm to the
ideal classical-classical-device distribution. We show that it is
equivalent to the statement that (as it was used in Ref. [17])
the distinguisher can not tell apart the real cc-d distribution
from the ideal one.

IX. DISCUSSION AND OPEN PROBLEMS

In this manuscript, we have contributed in three ways to
the topics of cryptographic security and Bell nonlocality. We
describe them below along with possible directions to follow
that naturally appears in consequence.

Firstly, we have initiated a systematic study on the upper
bounds on the secret-key rate on the NSDI scenario and de-
fined a computable function, the squashed nonlocality as one
of the bounds. We have also demonstrated a direct link be-
tween the Secrete Key Agreement scenario and that of NSDI
by systematic construction of the bounds in the latter case
from the secrecy monotones of the former. Interestingly this
method leads among others to a known measure of nonlocal-
ity, which is the nonlocality fraction. However, our approach
goes much beyond that by offering construction of alternative
nonlocality measures, which confirms the generality of our
paradigm. Looking for tighter upper bounds stemming from
(or even going beyond), the relationship between SKA and
NSDI scenarios is a new direction to study.

The numerical estimate of the upper bound suggests that
only a limited amount of key can be obtained from quantum

devices with two binary inputs and two binary outputs via
direct measurement followed by local operations and public
communication. For the family of devices studied here, it
is below 40%. Given characterization from Ref. [82] of the
boundary of the quantum set, one can find limitations on the
key rate obtained via quantum mechanics against a nonsignal-
ing adversary for the set of (2,2,2,2) devices. It appears
plausible that employing similar idea to the contextual set of
observables may also lead to a novel measure of contextuality
which upper bounds their private randomness content [83].

One of the most important problems which arise here is
a dual one—whether the isotropic devices in (2,2,2,2) sce-
nario with less than 80% weight of Popescu-Rohrlich box
are key undistillable in general. We have shown that one
can not distill them by MDLOPC operations, i.e., by direct
measurements on device and LOPC operations. However, one
might consider that grouping several of such devices together
and distilling one of them via the so-called “wirings,” could
lead to a positive key if followed by MDLOPC operations.
Although one can not exclude this case, it is rather improb-
able, because an action of wiring, within a group of wired
devices, opens a possibility of the forward-signaling attack,
as discovered in Ref. [25] and developed in Ref. [26] (the
two-way signaling case was excluded already in Ref. [24]).
This is the reason why the nonsignaling between individual
devices seems necessary precondition of security in NSDI.
In any case, extending presented results to a more general
class of operations, e.g., including wirings, is an important
open problem. As a step in this direction, one can consider
how the key rate changes if the honest parties have access
to randomness private from Eve. Such randomness could be
in principle used for performing general measurements. We
have also demonstrated applicability of our bound in the
(3,2,2,2) scenario, giving a tighter bound to the one provided
in Ref. [16]. A more careful study, which takes into account
all the extremal points of the nonsignaling polytope in the
(3,2,2,2) scenario could be a basis for further tighter bounds.

As the second of the main contributions, we have provided
a method of constructing novel measures of nonlocality and
proved several important properties for one of them—the
squashed nonlocality. Among these properties are the
monotonicity, convexity, and additivity. One property which
is not considered here, the asymptotic continuity of the
squashed nonlocality, will be presented in the forthcoming
contribution [84].

Comparing it with the other measure—the relative entropy
of nonlocality [55,85,86] may lead to interesting results and
possibly the proof that the latter is also an upper bound on the
distillable device-independent key. Exploring further the anal-
ogy between squashed entanglement and squashed nonlocal-
ity may lead to novel analogous results in the realm of quan-
tum devices. We also notice that the squashing procedure can
be naturally extended to an arbitrary number of parties. This
can be achieved by following Ref. [37], where the multipartite
version of the intrinsic information in SKA has been shown to
upper bound the conference key in the latter scenario.

As the third contribution, we have realized a idea of in-
corporating the eavesdropper in the scenario by applying the
newly introduced concept of the complete extension [56]. Eve
controls the additional interfaces of the extended part. This
provides the NSDI protocol a structural definition like the
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quantum purification did for QDD and QDI. Although the
security condition derived from this approach is equivalent
to the former, it shows a direct structural analogy between
NSDI and QDD paradigms. In consequence, the complete ex-
tension models an adversary with minimal memory required
for ultimate eavesdropping power. The amount of memory
needed for a given attack in a nonsignaling scenario to best
our knowledge has not been studied so far and deserves at-
tention in the future. To formalize security, we considered
the NS norm analogous to the trace norm in quantum me-
chanics. We have proven that this approach is equivalent to
the two former ones [11,15,17,23,24,63,64]. We obtained that
our definition of security is composably secure if the same
device is not reused in composing the protocols (restricted
composable). The properties of this NS norm computed for
classical-classical devices may become useful also in the
context of generalized probabilistic theory [65,66,87]. In this
context, it is an important open problem if the class of oper-
ations G, over which supremum is taken in the definition of
the NS device norm, is equal to the set of all linear operations
L considered in Ref. [67]. Finding an answer to this problem
may lead to the full operational characterization of the set of
maps that can be performed on devices.
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APPENDIX A: DEFINITIONS OF ENTROPIC FUNCTIONS

Notation. In Appendix A, we adapt two different notations
for conditional probability distributions (devices). We do this
to avoid small fonts in multilevel mathematical expressions
that appear in forthcoming parts of this work and hence to
make them more readable. For the convenience of the reader,
we also provide a table of symbols used throughout the paper
(Table I).

In this section, we recall definitions of basic quantities
associated with random variables. Suppose A, B, and E are
discrete random variables, with outcomes a € A, b € B and
e € E. Let P(ABE) be the joint probability distribution of
random variables A, B, and E. Similarly, let P(A =a, B =
b, E = e) = p(abe) be the probability for obtaining the out-
comeA =a, B=b,and E = e.

(i) The Shannon entropy of a random variable (variables)
is defined as

H(A) = —)_ p(a)log, p(a), (A1)

H(AB) = — ) _ p(ab)log, p(ab). (A2)
ab

H(ABE) = — Z plabe) log, p(abe), (A3)

abe

where, p(ab) =), p(abe) and p(a) =), p(ab) are the
marginal probabilities of the joint probability distribution
P(ABE).

(i1) The conditional Shannon entropy of any random vari-
able A with respect to the random variable B, quantifying the
lack of knowledge about the outcome of A when one already
knows the value of B, is given by

H(AIB) = Y p(b)H(A|B = b) = H(AB) — H(B).
b

(A4)

(iii) The mutual information /(A : B), measuring the corre-
lations between A and B, is defined as

I(A:B)=H(A)+ H(B)— H(AB). (AS)

(iv) The conditional mutual information /(A : B|E), quan-
tifying the correlation remaining between variables A and B
conditioned upon the knowledge about value of third variable
E, is given by

IA:BIE)= ) I(A:BIE = ¢) (A6)

=H(A|E)+ H(BIE)— H(AB|E). (A7)
(v) The intrinsic mutual information [58,59] I(A : B | E)
is

I(A:B | E)= inf I(A: BIE"),

Oprir

(A8)

where I(A : BJE’) is the conditional mutual information
of the probability distribution P(ABE") = ), O g (E'|E =
e)P(AB, E = e), while the infimum is taken over all possible
conditional channels O/ g.

(vi) The reduced intrinsic information [70,88] of random
variables A, B and E, denoted by I(A : B || E) is defined as

IA:Bl|E)= Oinf (IA:BJEU)+HU)), (A9
JU|ABE

where the infimum is taken over all possible conditional chan-

nels ®U\ABE-

APPENDIX B: THE WORLD OF NONSIGNALING
DEVICES AND THE NSDI CRYPTOGRAPHIC SCENARIO

In the NSDI cryptographic scenario, we consider that the
honest parties, Alice and Bob, share a cryptographic device
of unknown internal structure, identified with a nonsignaling
conditional probability distribution P(AB|XY) (we use also
Pypixy notation). We refer to P(AB|XY ), as to a nonsignaling
device throughout our paper. Here A, B, X, and Y are random
variables anda € A, b € B, x € X, and y € Y are respectively
their values. The indices x and y are considered to be choices
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TABLE I. List of symbols and abbreviations.

Symbol Meaning Symbol Meaning

P(ABIXY) Bipartite non-signaling device. P(ABE|XYZ) Tripartite non-signaling device.

P(ABE) Tripartite probability distribution. [V) ABE A pure tripartite quantum state.

S(A : B||E) Secure key rate in SKA model. I(A : B) Mutual information.

I(A : B|E) Conditional mutual information. I(A:B | E) Intrinsic information.

Kp(paB) Key rate in QDD scenario. I(A:B || E) Reduced intrinsic information.

Lsq(paB) Quantum squashed entanglement. Kpr Non-signaling Device independent key rate

Nsq(P) Non-signaling squashed nonlocality. E(P) Complete extension of a device P.

MF Full direct measurements. ME General measurements.

A The set of all MDLOPC protocol {An} &(p) Overcomplete extension of the device P.

[P — QNS Restricted NS norm of two devices. Nec Nonlocality cost of a non-signaling device.

H(S) Entropy of the final key S. € Error in the CHSH game.

Q Classical communication variable. PR Popescu Rohrlich box

{p;, P} An ensemble of a device P. {pi, PL} Pure members ensemble of the device P.

P(AB|XY)®N  Tensor product of N iid copies of the de-|||P — Q||ns Non-signaling device norm of two devices
vice P. P and Q.

AN MDLOPC protocol of key distribution act- | M Measurements, maps devices to
ing on N iid copies of a device. distributions.

& (P®N) Complete extension of N iid copies of the P?dl‘éal Ideal cc-d distribution of dimension dy.
device P.

@ All possible linear operations which map a|Sa The set of all possible key string in part of
device to a distribution. Alice after the MDLOPC operation.

R(Alp) NSDI key rate for a particular MDLOPC |Sg The set of all possible key string in part of
protocol. Bob after the MDLOPC operation.

M(A : B||E) Secrecy quantifiers of probability distribu- ﬁ(A : B||E) Non-signaling squashed secrecy quantifiers
tion P(ABE) of the device P.

PR Complementary box to Popescu Rohrlich|Piso Device lying on the isotropic line connect-
box. ing PR and PR box.

Pe Extremal device in the polytope of all non-|D A dice, source of additional randomness.
signaling devices.

w Variable designate wirings between two|Pn LOPC operations on N copies of the
devices. distribution.

P Class of LOPC operations {Px}3—1, also|Pg a;|x, A classical-device distribution.
a protocol for SKA model.

SABE Total state of the system after the MD- sza,lsB,Q,mz Classical-classical-device distribution after
LOPC protocol. the execution of a real protocol.

pabort Probability of aborting the protocol. ;Tl‘sa;gtmz Classical-classical-device distribution after

T the execution of a real protocol condition-
ing of aborting.
preallpass Classical-classical-device distribution after | Pdeallpass Classical-classical-device distribution after

Sa.SB.Q.E|Z

Sae

P[Sa # Sg]
Ct

A%

x,erIT\]I

AnpLorc

dima (P~ ((P(ABE))Y)

the execution of a real protocol condition-
ing of not aborting.

State of the system after the protocol in
part of Alice and Eve.

Probability of not having the same key
strings between Alice and Bob.

Collection of all messages C* = C1Cs ... C;
sent between Alice and Bob in the tth step.
n optimal MDLOPC protocol on N iid
copies of the device.

Measurement dependent 7 optimal LOPC
protocol on N iid copies of the distribution.
LOPC operations involve direct measure-
ments on the devices.

Dimension of part A after the
LOPC operation on the N copies of the
probability distribution.

Sa.SB,Q.E|Z

D(P,Q)

C;

1(S: C*EN)
Ph
QcmpLopc

C(P)

the execution of an ideal protocol condi-
tioning of not aborting.
Distance of two devices P and Q.

Message sent from Alice to Bob as part of
SKA protocol or vice versa.

Mutual information between the final key
string and Eve’s information.

n optimal LOPC protocol on N iid copies
of the distribution.

LOPC operations involve general measure-
ments on the devices.

Nonlocality fraction of a non-signaling de-
vice P.
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of inputs of the honest parties, whereas the respective out-
comes are denoted by a and b. The nonsignaling condition for
Papxy (ab|xy), that roughly speaking forbids faster than light
communication between the two parties, is defined as

Pyx(alx) = ZPAB\XY(ablx)’)
b

=) Pagxr(ablxy)¥a,x,y,y', (B

b
Py (bly) = ZPAB|XY(ab|x)’)
= ZPAB|xy(ab|xl)’)Vb,X,X,,y- (B2)

We incorporate the no-signaling eavesdropper (Eve) in the
system by giving her the access to the additional interfaces
of the complete extension (CE) [56], of the shared tripartite
nonsignaling device (see next Appendix B 1 for reference on
CE). We denote the complete extension of a bipartite device
P(AB|XY) as E(P)(ABE|XYZ), where the additional input
Z € Z and the corresponding output e € E, are controlled by
Eve. Extending a bipartite device with CE ensures that the
nonsignaling constraints also hold between Eve and Alice’s
and Bob’s joint subsystem. Additionally, Eve can also apply
local randomness in both her input and output to generate gen-
eral measurements and to post-processing the output, which
gives her the ultimate operational eavesdropping power, as
then by construction of CE, she can access all possible en-
sembles of the extended device [56].

1. The notion of the complete extension

For an arbitrary device P(A|X), one can always find its
extension P(AE|XZ) in the space of a larger dimension, such
that the nonsignaling constraints are satisfied [see Eqgs. (B1)
and (B2)]. Some extensions of bipartite nonsignaling boxes
have been studied in the past [14—17]. The complete extension
defined in Ref. [56], is an extension of the lowest possible
dimension, that possesses all basic properties of quantum
purification except extremality.

Let us consider a polytope (state space) of nonsignaling
devices, with a fixed number of parties and fixed cardinalities
of inputs and outputs. An arbitrary device P, in that polytope,
can always be expanded as a convex combination of the ex-
tremal (pure) devices {P.}, as P =Y, p;P.. The ensemble
{pi, Pé} will be called a pure members ensemble (PME). The
decomposition {p;} is not unique in general [56].

Definition 4 (Minimal ensemble). A pure members en-
semble, {p;, Pé}iez will be called a minimal ensemble of P,
if all the members are pure and if any proper subset of {P}};cz
for any new choices of the corresponding probabilities {p'};cz
is not an ensemble of the device P.

We can now invoke the definition of a complete extension.
Qualitatively, it is such an extension of a device, which en-
ables to produce all minimal ensembles of it, with the choice
of input in the extending part resolving which minimal en-
semble will be generated. The complete extension is, by its
definition a nonsignaling extension, which makes it a perfect
tool for the NSDI cryptography (see Ref. [17] in this context).

Definition 5 (Complete extension [56]). Given a device
PA(A|IX), we say that a device E(P)ax(AE|XZ) is its

complete extension to system X if forany z € Z and e € E
there holds

E(P)ax(AE = elX,Z = 2) = ple|ln)P{*(AlX), (B3)

such that the ensemble {p(e|z), P%*(A|X)} is a minimal en-
semble of the device P4(A|X), and corresponding to each
minimal ensemble of P4(A|X), there is exactly one z € Z
which generates it.!?

Here we slightly abuse the notation, so by P4(A|X), we
mean the device P(A|X) with random variables A and X.
The subscript A denotes that the device is in possession of
party \A. Similarly, the subscript X, for the complete exten-
sion £(P) 4x(AE|XZ), stands for the extending party X, who
controls the additional interfaces Z and E.

The complete extension satisfies the following properties
alike the quantum purification, what makes CE its counterpart
[56].

(1) ACCESS. A complete extension of a device P, to-
gether with access to arbitrary randomness, gives access to
any ensemble of a device P.

(2) GENERATION. The complete extension can be trans-
formed to any other extension.

2. Possible eavesdropping actions

In this section, we define the building blocks of the set
of allowed operations that the nonsignaling eavesdropper can
perform. In every device-independent key distribution proto-
col, the honest parties hold a device, the internal structure of
which is completely unknown to them. Their task is to share at
the end of the protocol a cryptographically secure key, which
is perfectly correlated between the honest parties and com-
pletely secret with respect to the eavesdropper [78], by use of
several copies of the device P(AB|XY). As we are interested
in finding the upper bound on the key rate, we consider the
attacks by the eavesdropper as an independent and identically
distributed (iid) attack as a choice of particular eavesdrop-
ping strategy. In this attack, the eavesdropper prepares N iid
devices (P(AB|XY ))®N = P®V(AB|XY) for Alice and Bob
and holds the extending part of the CE £(P®V)(ABE|XY Z),
where A = AjA; - - - Ay, and similarly for B, X, and Y. At this
point we are ready to describe the possible actions of Eve on
input and output of the extending system.

(1) Full direct measurement, {/\/l;F } defined by choice of
input Z = z. The inputs correspond to the choices of different
minimal ensembles. In a cryptographic sense, some inputs are
in favour of Eve, and some are not.

(2) General measurement, {Mf}, defined by a proba-
bilistic choice of direct measurements MY = 3", p(z/|z)M?.
Upon each choice of general measurement on the CE of the
shared device, Eve can generate any pure members ensemble
of the device. Here {p(7’|z)} represents the dice, an external
randomness.

(3) Classical post-processing channel ®g g on the output
of the extending subsystem that can also be conditioned upon

BThe calligraphic X’ stands here for the extending system and
should not be confused with the input of the system .A.
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values of inputs and outputs of the dice. These operations
when considered together with a general measurement gives
access to all ensembles (possibly mixed) of the part of the
device shared by the honest parties.

(4) Eve can also monitor the communication, i.e., col-
lect the classical information exchanged between the honest
parties.

The most general strategy of the eavesdropper is to utilize
both the general measurement and the post-processing chan-
nel. Any other strategy is a specific case of the general one
described above. For example, the full direct measurement can
be considered as a combination of deterministic dice and an
identity post-processing channel.

3. Cryptographic protocol

In this section, we describe the building blocks of the set
of operations that the honest parties can perform to generate
a cryptographically secure key. In the case of nonsignaling
device-independent protocol, the honest parties can perform
the following operations on their shared devices.

(1) Full direct measurements on the input, i.e., setting
certain values x, y of their inputs X, Y, followed by any
composition of operations 2 and 3 below.

(2) Classical post-processing of the distribution.

(3) Public communication.

We call this class of operations as Measurement on de-
vices followed by local operations and public communications
(MDLOPC) [23]. Here we do not allow the honest parties to
perform wirings between their subsystems because the for-
ward signaling between the subsystems has been proved to be
an insecure procedure for many important examples of post-
processing [25,26]. Limitation from a general measurement
to a direct one is because, in the former case, Eve does not
have access to correlation with the whole system of Alice
and Bob.

In our cryptographic protocol, we prove the security when
the Eve’s attacking strategy is to prepare N iid copies of a
nonsignaling device P(AB|XY) and hands them over to the
honest parties. Eve controls the CE of the full system, i.e.,
P®N(AB|XY). It is important to note that CE of a tensor
product of devices is not a tensor product of CE’s of these
devices. This is the most general eavesdropping strategy (in
the iid case) since it gives Eve access to all possible statisti-
cal ensembles of the shared device. Incorporating CE in this
NSDI scenario encompasses a structural way to access to all
ensembles of the extended device, which is the key point in
all NSDI security protocol [13-17,21-23].

APPENDIX C: PROPERTIES OF THE NS NORM

The NS norm introduced in Eq. (14) that has its main
application in Proposition 2 strongly relies on the notion of the
so-called distinguishing system [17,24,63]. The distinguishing
system, also dubbed as the distinguisher, is an external black
box type device having the same interfaces as the original
device (with one extra output) however, its inputs are inter-
changed into outputs and vice versa. The structure of the
distinguishing system allows it then to be connected to the
interfaces of the original device. For each pair of systems

to be distinguished, the distinguisher is devised in such a
way that it attains maximal guessing advantage to distinguish
between two examined devices. The extra output is used to
communicate the guess. For a far more detailed description of
the distinguishing system, we refer the reader to Ref. [63].

In this section, we show that in the heuristic approach, the
NS norm is a maximal guessing advantage for a distinguisher
to distinguish between two devices and plays a role of a
distance D between two conditional probability distributions
[63,77]. Devices with unary inputs are isomorphic to proba-
bility distributions. For them, the NS norm, is by definition,
proportional to the total variational distance.

[|P = Qllxs = D(P, ), (ChH

For the sake of cohesion we introduce the NS norm for-
mally.

Definition 6 (Of the NS norm). Let P and P’ be any two
nonsignaling devices. The following distance measure be-
tween P and P’ is called the NS norm.

[P — Pllns == sup 111g(P) — g(PHlI;. (C2)
ge

where ||.||; is a variational distance between two distributions.
Furthermore G, is a set of generating operations that consists
of:

(1) adding an auxiliary device that has single input and
single output (a dice),

(2) connecting the output of a device/dice to the input of a
dice/device respectively, called wirings,

(3) pre-processing the inputs of device(s),

(4) post-processing inputs and outputs of the devices.

The results of this section, although seem to be highly
technical, have a direct implication in distinguishability of
the states of devices at the end of the protocol. For an initial
tripartite device P(ABE|XY Z), when the honest parties finish
the MDLOPC protocol on it, i.e., perform measurements in
their respective parts and post-process their data by local op-
erations and public communication, the device is transformed
into a classical-classical-device probability distribution (cc-
d state). In fact, it is enough to consider classical-device
states (c-d states) Pp4,x,, and the result still holds for any
c-d states, i.e., consisting of many classical subsystems (see
Fig. 6). This is because one can always claim that classi-
cal variable B is the Cartesian product of many classical
variables.

We identify the operations g € G that the distinguisher
can perform to discriminate between the devices. These can
always be decomposed into several basic operations belonging
to disjoint sub-classes of different operational meaning, i.e.,
g =P o MY o W considered together with external random-
ness D. This decomposition guarantees adequate causal order
of operations.

(i) The distinguisher can make use of external random-
ness, which in general may depend on the output of the
classical part of the system B. We incorporate this randomness
by combining systems to be distinguished with an external
system, Dg,|x,  called a dice.

(i1) A composition of wirings and prior to input classical
communication (WIPCC), we denote this operation with V.
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1 (a)
X
R
Pajix18=b | @ ||Payix,5=n|
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> 9p(ay,az,x1) —'—’ai

X

(b) 1
x1 ...............................................................................
T
| PasixiB=b | | @ |Pasix,5=
a as
fo(az, x1)

a1 ‘_'_ gb(alfaZ'xi)

FIG. 6. Schematic diagram of deterministic wiring between the cc-d distribution P, x,p and an arbitrary external device (called a dice)
Dy, x,- (a) represents the wiring from the cc-d distribution to the external device, YW, and (b) represents the converse one, i.e., wiring from
an external device to the cc-d distribution, WW* . The diagram is motivated by Ref. [8§9].

In general, wirings can be adaptive to the outcome of classical
variable B, and can be constructed in different manners.
(a) W7 : deterministic wirings from c-d system to dice.
(b) W<: deterministic wirings from a dice into the
input of the c-d system.
(¢) A mixture of the above.
(iii) Direct or general measurements
(a) Full direct measurement Mg : A full direct mea-
surement acting on a device P(A|X) = Pyx, is equivalent
to choosing an input x € X, resulting with a conditional
probability distribution,

Mf(P(A|X)) = PA|X =x). (C3)

Different x correspond to different measurements (inputs).

(b) General measurement M : A general mea-
surement is a mixture of direct measurements, Mg =
>, p(x|x)ME | and its action is described as

MEPAIX)) = pxlx)ME (P(AIX))

= Z p(x|IX)PAIX =x), (C4)

with a conditional probability distribution p(x|x’) satisfying
> . px|x’)y=1 Vx'. Here different x’ indicate different
choices of a general measurement.

(iv) Classical data post-processing we denote with P.

In the proof of the following proposition, we consider
supremum over external systems Dy, |x,5. Hence without loss
of generality, we can consider only wirings employing deter-
ministic functions. The notation for wirings is adapted from
Ref. [89], as depicted in Fig. 6 above. The domains and
codomains of functions f;, and g,, which determine wirings,
are always adapted to the sizes of inputs and outputs. We
consider deterministic wiring, so the sets of {f,} and {g,}
are always finite. For the sake of simplicity, in the proof, we
omit a unary input in the places where it does not lead to any
ambiguity.

Proposition 2. For the c-d states (alike those shared at the
end of the MDLOPC-protocol Ay), i.e., the many parties
nonsignaling device for which only a single party has not
unary input, the NS norm takes the form

_P;xAl‘Xl”NS
1
2 Ziﬂ? Z |M51 (PBl,AI\X])(ba a)
b Y oa

— M (Pax, ) (b, @)

where b € B is a multivariable corresponding to outputs of ¢
part of the c-d distribution.

From now on, for the sake of the ease of notation we
make the following identification: M = Mf and MC =
M, where x should be understood from the context. Note
that wherever fiducial measurements are considered the sup
operator can be used here interchangeably with max operator,
as they act in the set with a finite number of elements.

Proof. To attain the supremum over all operations given
in Eq. (14), we have to consider all possible actions of the
distinguisher. For the proof, it is sufficient to consider the
single most general operation instead of a mixture. This is
because a norm defined with supremum of some distance is
a convex function and attains maximum at the boundaries of
the set over which the supremum is evaluated.

sup [|g(P) — gDl

geg
PREILEDS x&-(Q)H
1

i i

1
|1Pg A x,

, (C5)

= sup sup
4} (z1c6

<sup sup Y Aillzi(P) — z(Q)l,
i} (g6

(C6)

< SUPZM sup [|§(P) — &(D)ll; = sup |18(P) — (D,
) geG geG

(C7)

052612-16



LIMITATIONS ON A DEVICE-INDEPENDENT KEY ...

PHYSICAL REVIEW A 106, 052612 (2022)

where g € G are pure operations, i.e., they are not a mixture
of others.

Following the arguments of the previous paragraphs the NS
norm can be phrased as

- Pl?-,AHXl ’ |NS

= sup 3|[g(Ps.a,1x,) = 8(P5.aw) I, (C8)
geg

|1Pg 4, 1x,

= sup supsup sup 3||(P o M% o W)(Pg 4, x, ® Dayix,.5)
D W MG P

= (P o M% o W)(P; 4 1, ® Dy )| (€9)

where the suprema are taken over operations being adaptive
with respect to the output B. When acting on the systems
with a fixed value of classical output B, with a little abuse
of notation, this can be rephrased using the same symbols for
nonadaptive operations.

1°

||PI;,A1|X1 - PI;AHXl | |NS
= l ZsupsupsupsupH(Po./\/lGoW)
2 D W ME P
X (Pg_pa,jx, ® Daspxa.s=b)

— (PoMCo VV)(PIE,%:,,’A”X1 ® DA2|X2,B:b)||1- (C10)
|

- ngA] X | |NS

1
= — su su su
2; up sup - sup

1
HPB,AMX]

Py 3Py} MGoW< MGoWw—

The first step to simplify the expression above is to notice
that || - — - ||} is contractive under classical post-processing
on probability distributions. Since the trivial post-processing
is always accessible, we obtain

P.a,x, = Paavis s

1
2 > W e [[(ME 0 W) (Pp_i 4, x, ® Ditsjxo.5=b)
b

- M%0 W)(P}_'%:b,AI\XI ® D, (x,.8=b) ||1 (C1D)

As it was stated informally above, the general wiring, W, can
be constructed adaptively upon the knowledge of the values
of the output B, as a probabilistic combination of two types of
wirings conv{WW~, W<} (see Fig. 6). In the following lines,
we show that the strategy of mixing is not optimal. However,
in general, the cardinalities of inputs and outputs in different
(types) of wiring can be different. In order to overcome this
obstacle, we consider a common supremum over a convex set
of wirings composed with measurements. From an operational
point of view, this procedure means that the knowledge about
the preparation was discarded after the optimal measurement
for each type of wiring had already been chosen.

sup H(p;_(MG © W(_)(Pl;zb,Al X ® DAzIXz,B=b)

+p,y MToW™ )(Pg’zb,A, x, ® Dyix,.8-5)) — (py (M0 W(_)(szb,Al ix, ® D, x,.8-b)

+ P;) (MG © W%)(Pl%:b,AﬂX] ® DAzlxz»B:b)) | ’1

(C12)

1
< 3 ngp{ sup ( sup py||(M®o W(_)(Pé=b,A,|X, ® Dy x,,5b)
b

Py Py} MGoWw<

— (M o W) (Ps_pa,px, ® Dayixe.n=n) ||, + oo Py [[(M oW ™) (Pa_y p,1x, ® Dasixe.=b)

— (Mo W) (P3y a1, ® Dayixo=b) | ;)

(C13)

1
< 3 Z supmax { sup |[[(M%o W(_)(Pll’=b,A1|X1 ® D, s, 5b)
b D MGoW<

—(M%o W(_)(Pg:b,mxl ® DA2|x2,B:b)|

— (Mo W) (P3p a1, ® Dayix=b) || }-

oo Sup (M o W) (Ph_y 4, 1x, ® Dasixs.nb)

(C14)

In the two following paragraphs, we investigate probability distributions, obtained after the wirings W~ and W*.

W7™) The first thing to do now is to identify a probability distribution we obtain after wiring. The state of the system
after distinguisher obtains a classical output B = b, which is prior to input in the considered scenario, is given by Py, x, p=p ®
Dy, |x,=b, see Fig. 6(a). The distinguisher can apply wirings from P to D, controlled by f},, g5, which can depend on outcome b.
The probability distribution after the wiring YW= (for a fixed value of outcome B) is given by

W7 (Pa,ix,.8 ® Dasixo.B) a1, @ x),b) =

Hence the probability distribution for the device after a wiring is given by

Pi, 5.4, (b, @} |x}) : = Payx, (blx)) >

Py, x,.8(a11x], D)Dayx, s(azlfp(ar, x), b) (C15)
ay,ax:gp(ar,az,x))=a;
Py, x, 5(a1x], b)Da, x, s(az[fs(ay, x}), b) (C16)
ar,az:gp(ar,ax, x| )=a;
Pp a,x, (b, a11x))Day x, p(a2[fp(ar, x1), b). (C17)

-y

ay,ax:gp(ar,ax .x})=d,
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W<). The first thing to do is again to identify a probability distribution after wiring. However, we are now in a comfortable
situation, as it is enough to interchange inputs of Py, |x, g and Dy, |x, g systems, see Fig. 6(b).

Py, 8.4, x; (b, aj|x)) = Z Pp a,1x, (b, ar|fs(az, X1))Da, x,,5(az|x], b).

ay,a:gp(ar,az,xy)=aj

At this point, we are ready to calculate both terms in Eq. (C14) separately.
(a) In the first term V,c5VYp, we have

sup  ||[(MP o W) (Py_y 4, x, ® Dayix,,B=p) — (Mo W*)(Péz,,,A”Xl ® Daypx,.5-0)||

1

MGoW—
= SUPSUPZ ‘M fh gbBA |x)(b ay) — MG( f,,2,B-A7|X] )(b al)‘
fh, 25 M
= tSUPSUPZ sz P (P gbBA x) (b, al)—Zw, i TgbBA x;) (b, d})
.86 {0} d
< sup SUPZ sz’M P MBA x;) (b, dy) — Mf(}?&)B,AHX{)(bv ay)|

N

N

fp,8p {wi} a,

supmaxz |be o, B.41x; (D, ajlxy) — P gbBA 1x; (b, di|x))|
frg X
1
supmax ) > Py (b arl¥)Da,x, s(@lfy(ar, X)), b)
x
fogs ay |ai,ax:gp(ar,az,x))=a
2
— Y Piaw b ailX)Duyx, s(aslfy(ar. x}), b)
ay,ay:gp(ay,az,x|)=a;
1 2
supmax » > Dayx,.8(as|fy(ar, x7), b)(Pg 4, 1x, (bs a1|x)) — Pg 4, x, (b, a11x)))
x
fogs ay |a,ax:gp(ar,az,x))=a
1 2
supmax » > Dams@lfy(ar, x), b)[Py 4 1y, (b arlx)) = Pg 4 1 (b, ar X))
fr,25 i /

ay ap,ax:gp(ar,ax,x))=ad,

supmax Y Dy, 5(alfy(ar, x{), b)|[Ph 4 1y, (b, ar|x}) — Pg 4, 1, (b, ar X))

fpgs X aLa

1 2
max E : |Pg a3, (By a1 1x]) = Py gy, (0. i)
XI @

SUPZ’M Py.ax,) (b ar) = M (P 1, ) (b ).

The importa.nt point is to notice that Za,] Zal,azng(m azx)=d! h(a;, ap) = Zm o, a1, a2).
(b) Now in the second term V,c5Vp, we have

sup | [(MP o W) (Py_ya,1x, ® Dayixss=s) — (Mo W) (Payy 4 1, ® Dayixy.n=b)||

MECGoW<

SUPSUPZ |M (P o, manx;) (b. ) _MG(Pfi o B.41x) (b, a)))|

fh,8p MG

=§ups{u1}aZ Zw, F(PL ) (b)) — Zwl F(P2 g mayx)) (b d))
b>8bh \Wj /

1 pr—
< EsupsupZZw,W ( t,,2,B.4] \x)(b ay) — Mf(Pfi,gbB,A’IIX{)(bs a/1)|

th,8p {oi} ;
> a) i
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1 j—

< 5supmaxz PL g (b 1) = P s gy (b, 130)| (C34)

fozp 1

= supmax Yo Praw (b ailf(ar x)Dax, p(alx], b) (C35)
fo.gs o a) |ar,ax:gp(ar,ax.x})=d;
—~ > Pg a,x, (b, ailfy(az, X1))Dayix, p(az xi, b) (C36)
ay,ax:gp(ar,ax .x})=d,

= supmax ) | > Dams(@lx). b)(Pha (. arlfs(ar. x})) (C37)
fh.gp * a) |ai,ax:gp(ar,ax,x})=a;
— Pé,Al\Xl (b, alfyp(az, x| )))| (C38)

< supmax » > Dy, ix,.8(azlx], b)|Pg 4 x, (b, ai|fp(az, x})) (C39)
fi g 5 a) ay,ay:gy(ar,ax,x))=a;
_Pé,Al\Xl (b, alfp(az, x| ))‘ (C40)

= supmax Y Dy,,.5(a2lx}, )| Pj 4, x, (bs arlfp(az, 1)) — Py 4. 1, (b i [fi(az, 7)) (C41)
fy xl ap,ay

=supmaxZDA2.x2 (@lx}, b)) Y|P ayix, (bs arlfp(az, X1)) = Py o, 1w, (b, ar[fn(az, X)) (C42)
f[, xl aj

< supmaxZDAﬂxzB<a2|x1,b)max2 |Pga i, (b, axlfs(dh, X)) — Pg 4, 1, (b, i [fy(ab, X)) (C43)
f}, xl

= supmaxmaxz |Pga i, (b, alfs(ah, X)) — P 4, 1, (b, i [fy(ab, X)) (C44)
f/, xl a

= maxZ |Py. ax by arlxy) — BAI\XI (b, arlx)| (©45)
supz |M BAIle (b ay) — MF(P;AI‘XI)(ZJ, a1)|. (C46)

From (a), (b), and Eq. (C14), we conclude that
HPB}YAHXI - PBszl‘Xl | |NS (C47)

Zsupmax {supz |ME( BA x, ) (b, ar) —MF(PI%Allxl)(b ar)|

ijlgz | M (P g, ) By ar) = ME (P g 1, ) (B )| (C48)
<3 Z sup > M (P x) b ar) = ME(PE 4 11 ) (B ay)]. (C49)
b a;
(
As the right-hand side (r.h.s.) of the expression above realizes _
a particular strategy of the distinguisher within considered ) ijljz |M BAI\XI (b ar)
NS norm, the above inequality can be always saturated, what b “
yields: —MF (P4 1x,) (. ar)|. (C50)
HPB}qu‘Xl - PéqAHX] | |NS u
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Corollary 1. For the cc-d states shared at the end of the
MDLOPC protocol A, the NS norm can be rephrased with a
simplified expression:

[1Ps,.55.0.E1z — O5,.55.0.E1zlIns

1
=3 Z mZaXZ |Ps,,55,0.E12 (54, SB 4, €]2)

SASB-q e

—0s,.55.0.E12(S4, 88 4, €|2)], (C51)

where max, stands for the maximization over all possible
direct measurements performed by the eavesdropper.

Proof. The proof follows directly from substituting B =
(Sa, Sp, Q), Ay = E and X; = Z in the result of Proposition
(9). In this way, we obtain cc-d states that are shared at the
end of the MDLOPC protocol A, and hence we arrive at the
claim:

[1Ps,.55.0.812 — Osy.55.0E1Zl s

1
=5 Z mflxz|PSA,SB,Q,E|Z(SA,SB,Q,elz)

SAsSB»q €

—0s,.55.0,E12(SA, 5B, 4, €|2)], (C52)

where the max, is the maximization over direct measurements
in the part of Eve. ]

Remark 1. The norm on the space of no-signaling con-
ditional probability distributions based on trace distance
introduced by M. Christandl and B. Toner [67] is based on
a supremum over all possible linear operations. According to
our best knowledge, these operations have not been charac-
terized yet in the literature. In this section, we do not target
to describe this class of operations. Instead, via the set G, we
constructed a particular action of the distinguishing system on
c-d states, which is sufficient for cryptographic purpose as it
yields equivalent security criterion to [23].

APPENDIX D: EQUIVALENCE BETWEEN SECURITY
CRITERIA FOR NSDI PROTOCOLS

The iid NSDI key rate in Definition 1 is implicitly de-
pendent on proximity in the NS norm security criterion in
Eq. (4). In the quantum case, it was shown that the proximity
in the norm (of a state to the ideal one) is equivalent to
the correctness and secrecy of a protocol [77,78]. These two
notions are employed in a protocol independent definition of
security [80]. In this section, we show that security criterion
based on NS norm is equivalent to the one based on secrecy
and correctness of MDLOPC protocol.

In what follows, we employ the notions of real, ideal, and
intermediate systems. A real system is a device shared by
the parties at the end of a protocol. An ideal device is the
one which possesses the same distribution on Eve’s side as a
real device, however, possesses perfect (uniform) correlations
between Alice and Bob, that are completely uncorrelated with
Eve. An intermediate device is another kind of device in which
Alice and Bob always share fully correlated keys. However,
the distribution of the keys is not uniform (Eve’s part stays
unchanged). The usual part of any protocol employing nonlo-
cal correlations is an acceptance phase in which honest parties

decide (upon some test) whether to abort or to proceed with
the protocol.

Composability concept in security is an area of research
concerned with composing cryptographic primitives into more
complex ones while keeping high security level. In the univer-
sal composability approach, a cryptographic primitive is said
to be universally composable if any functionality using this
primitive is as secure as an ideal one [80,81]. The compos-
able security is considered as the strongest notion of security
[80,81]. However, in the device independent scenario, so far,
it was not rigorously proven that this scheme is ultimately
secure. Furthermore, the results of Ref. [68] strongly suggest
that it is not the case, so the problem arises when one wants to
reuse the device. In particular, if the device used for composi-
tion has some memory, then it can leak the key of the previous
use. This implies that, in general, the protocol is composably
secure as long as the same device is not reused in the protocol.
We refer to this notion of security to be restricted composable.

Theorem 3 is essential to compare the secret key of our sce-
nario to these of other cryptographic schemes or even certain
protocols, in particular to the results of Hanggi, Renner, and
Wolf [17], with the upper bounds that will be presented in this
paper. We start with a few definitions.

Definition 7 (State of the device at the end of protocol).
The state of the device after the MDLOPC protocol is a
conditional probability distribution (c-d state) denoted by

real .
P 0812

real _ real|abort real|pass
PSA»SB»QxE|Z - pabO”PSA,Su,Q,E\Z +1 = pabort)PSA,Su,Q,E\Z'

(D)

The random variables Ss, Sp, andE are respectively out-
puts of Alice, Bob, and Eve conditioned upon input Z of Eve.
Sa and Sp are the key strings hold by Alice and Bob after
the protocol, respectively. Q is the random denoting public
communication. During the protocol, Q is shared by the three
parties, although Alice and Bob use it only to distill the final
key and discard it after the protocol is finished. For this reason,
we treat Q to be the random variable of Eve that she can
use for the choice of her input. Despite the fact that in the
notation adopted by as variables of outputs are conditioned
upon variables of inputs, Eve’s choice of input Z can still
depend on the value of Q. The superscripts abort and pass
indicate whether protocol passed the acceptance phase.

Definition 8 (Ideal output state). The ideal output state of
the device is the one that possesses perfect correlations be-
tween honest parties that are completely uncorrelated with
the eavesdropper. Local outcomes of the eavesdropper and
communication simulate the real system.

ideal|pass
PSA,SB,pQ,E|Z(SA’ 5B, 4, e|z)
83 s real|pass
= |§_|B 51.55.0.£17 (S5 55> 4 €2). (D2)
Al

/
‘YA'SB

Since the honest parties are uncorrelated with Eve, the ideal
system can be decomposed according to tensor rule formula
for independent systems in the following way:

Pideallpass _ Pideallpass ® Pideallpass

S4.88,0.E|1Z — 7 S5.58 Q.E|Z (D3)
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Definition 9 (State of the intermediate system). An
intermediate system is the one that bears fully correlated
key strings between the honest parties, but the distribution
they possess is not uniform; hence correlations are not perfect
in a cryptographic sense. The eavesdropper is not completely
uncorrelated with the honest parties.

int|pass
Ps,.50.0.612(54- 5. 4 €I2)

1|pass
=Ssss P o pz(5as 58, g €l2). (D4)
SB

Since the states of the intermediate and the ideal systems
are constructed with respect to the state of the real system, the
Pabort 1S the same in all cases (later, we consider the protocol
after the acceptation phase, for which paporr = 0). The same
is true for all states conditioned on aborting, i.e., they are
trivially the same.

For the sake of cohesion, we provide definitions of secrecy,
correctness, and security of a cryptographic protocol in case
of nonsignaling devices.

Definition 10 (e-secrecy of a protocol). An MDLOPC key
distribution protocol is e-secret if it outputs a device for
which conditional probability distribution shared between Al-
ice (Bob) and Eve at the end of the protocol (and the protocol
does not abort) satisfies

real|pass ideal|pass

(1 - pabort)”PSA’Q’ﬂZ — 1S..0.E1Z HNS < g, (DS)
|

Observation 1. The following equality holds.

where
I(ideal)|pas . 1(ideal)[pass
Py P (sas o elz) =) PR (4, 53, q. e2).
SB
(D6)

Definition 11 (¢ correctness). An MDLOPC key distribu-
tion protocol is e-correct if the probability (and the protocol
does not abort) for Alice and Bob not to share the same output
keys satisfies

(1 - pabort)P[SA # SBIpass] < E. (D7)

Definition 12 (e-security of a protocol). Let P;jagsaés |z be
the state of the system shared between Alice, Bob, and Eve
after the protocol (and the protocol does not abort). Then the
protocol is e-secure if

Preal |pass

d 41 aQQ
(1 - paborl)“ Sa.S8.Q.E|Z — Pl callpass

55y orzllys <& (DY)

where papore 1S the probability of aborting (which is the same
for the real and ideal protocols).

To prove the equivalence between security criterion based
on NS norm and the one based on security and correctness,
we provide technical Lemmas, showing that proximity in NS
norm implies secrecy and correctness, and vice versa.

real __ pideal _ _ real|pass __ pideal|pass
|1PS35,.0.512 = Psissy0.1zl ls = (1 = Pavor)| [P st 0 £12 = P, speortiz s (D9)
Proof.
real ideal
|1PSs, 0812 = Ps5y.0.12] s
_ real|abort real[pass ideal|abort ideal|pass
- ||pabortPSA,SByQ!E|Z + (1 - pabort)PSA’SB’Q,mZ - pabortPSA,SByQ'E|Z - (1 - pabort)PSA’SB’Q,E|Z| |NS (DlO)
_ real|abort __ pideal|abort _ real|pass __ pideal|pass
- | |pabort (PSAsSBxQ»E‘Z PSA,SB,Q,E\Z) +( paborl)(PSA,SB,Q,E\Z PSA,SB,Q,E|Z) | |NS (D1D)
) real|pass ideal|pass
= (= Pwon)| | P55y 01z = Ps,osroriz s (D12)
real|abort ideal|abort .
(I) - we use the fact that P s,.0E1Z and P S5.0.E|7 Ar€ the same when the protocol is aborted [78]. |

Lemma 1. The NS norm evaluated for real and intermediate states quantifies the probability of Alice and Bob to share different

key strings at the end of the protocol.

| .
1P, 0,512 = Psrosp0.12 | = (1 = PaborPLSa # Splpass]. (D13)
Proof. From Observation 1, we have
real int ) real|pass int|pass
”PSA,SB,Q,ElZ - PSA,SB,Q,EIZ ”NS == pabﬂrl)” (PSA,SB,Q,Elz - PSA,SB,Q,Elz)HNs' (D14)
Now, using Proposition 2:
real|pass int|pass
HPSA,SB,Q,E\Z - PSA,SB,Q,E\Z HNS
1 real|pass i
_ pass int|pass
) Z mzaxz PSA.SB,Q,Elz(SA’ 5B, 4, €|z) _PSA,SB,Q,Elz(SA’ SBs 4, elZ)| (D15)
SA>SB,q e
1 real |
_ - pass _ real|pass
=3 Z mf'xz PSA,SB,Q,Elz(sA’ 5B, 4, €|z) 35,\,53 ZPSA,SB,Q,EIZ(SA’ 5B, 4, €|2) (D16)
SA,SB.q e SB
1 real|
_ pass real|pass
= E Z m?X Z PSA,S,,,Q,E\Z(SA’ 5B, q, €|z) — 8y, 55 PSA,SB,Q,ElZ(SA’ 5B, 4, €12) (85,5
SASB,q e S

052612-21



WINCZEWSKI, DAS, AND HORODECKI PHYSICAL REVIEW A 106, 052612 (2022)

1
520 D max Y0 PSS (a8 4. €l2) = Sy D P (s a1 g el2) D17)
SA-q SBFSA e SB
1 ,1 ass ,1 ass
) Zmzax Z PSTS:’Z?EIZ“A’ Sa- g €l2) = ZP;?Sl:,‘EE\Z(SAv sB, 4, €lz)
SA.q e SB
1 1
T3 3D max > PSrsrorza 559 el2) (D18)
SA.q SBFSA e
) 1 real|pass real|pass
= E SX;mZaX Xe: (; PSA,SB,Q,Elz(sA’ 5B, q,elz) — PSA,SB,Q,Elz(sA’ SA, g, €|z)
A B
1 I/pas:
t3 22 D P orsGa s q elo) (D19)
SA.q SpF#Sa €
1 rl Q 1 1 aQQ
=52 max Y0 Y PR ass el + 5 D Y0 D PG b an sp. 4. ele) (D20)
SA,q e SpFSa SA,q SpFSsa €
(02)) 1
=202 D PSS oA sa 4. elo) (D2D)
SA.q SpF#Sa €
= P[Sa # Sp|pass], (D22)
where (I) and (II) are due to nonsignaling condition on Eves’s input z. Finally we obtain
“PSrj?lSB,Q.E\Z — Pss,.0E12 ||NS = (1 — pabort )P[Sa # Sp|pass]. (D23)
[ |

Lemma 2 (Secrecy and correctness imply security). If a protocol is s -secret and e.,-correct then the protocol is e-secure,
where € = ggec + Ecor-

{1 = paport) [ P — PRI | < e and (1 — pupor)PLSi # Splpass] < eeor)

1 ideal
= (1 = Par) | P 5 POAITS | < e ear = 024)
Proof. To prove the security of the protocol, we can decompose the left-hand side (L.h.s.) of Eq. (D8) in the following way:
real |pass ideal|pass real|pass int|pass int|pass ideal|pass
”PSA,SB,Q,EIZ - PSA,SB,Q,E|Z ”NS < HPSA,SE,Q,E\Z - PSA,SB,Q,E|Z ”NS + ”PSA,SB,Q,E\Z - PSA,SB,Q,E|Z ”Ns’ (D25)
where we used the triangle inequality for the NS norm. From proposition 2, we have
int|pass ideal|pass
HPSA,SB,Q,E\Z =P, 5,012 ”NS (D26)
1 1|pass 8& ,8, 1|pass
=73 2 M o X550 a5 40 €10) = G D BSGT0 12 S 4 €10) (D27)
SA,SB,q e SB A Sy S
1 allpas 1 allpas
=3 2 max D b D PSS 55 42 €l) = o D PSS i (5 854 €12) (D28)
SASSB,q e SB A 5h.Sp
1 1 (SK ,S, 1
=3 mexz D PSS orz (a5, el = 3 |§ r PSsy opiz (o Sk 45 €12) (D29)
SA ' e SB SB A S8
_ real|pass ideal|pass
= ||PSA,Q,E\Z _PSA,Q,E|Z||NS' (D30)
Using now Lemma 1 and Eq. (D25), we have
real|pass ideal|pass real|pass ideal|pass
”PSA,SB,Q,E\Z — P, 5,.0E12 ”NS < P[Sa # Splpass] + HPSA,Q,E\Z U5 0.E1Z HNS~ (D3D)

Hence,
,l 2QQ d,l QQ ,1 aQQ d,l a2QQ
(1= Pabor) | P55 01z = sz g < (1= Pabor)PLSa # Splpass] + (1 = Pavor) | PS;"ghiy — P oy g (D32)

Using the above inequality if a protocol is ey secret and &¢o; correct it is also at least (ggec + &cor) SECUTE.

1 ideal S
{1 = Pavor) [P iy = Ppmiy g < Esee and (1 = Papor)PLS # Splpass] < ecor (D33)
= - pabort)||P;:?5§:igE|Zs Pg:;;gf;;‘z ||NS < Esec T Ecor = €. (D34)
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We proved that if the protocol is eg. secret and &, correct then its output is €s. + €cor close to ideal device in NS norm, and
by definition is &5 + €cor Secure. To prove equivalence of security criteria, we now show the proof in the opposite direction, i.e.,
we show that if an output device of the protocol is € close in NS norm to the ideal one, then the protocol is at least ¢ secret and
& correct.

Lemma 3 (Security implies secrecy and correctness). If a protocol is e-secure, then it is at least e-secret and e-correct.

real|pass ideal|pass
I- pﬂbDﬂ)HPSA.SE.Q,E\Z =P, 55012 ”NS Se
1 ideal
= {(1 = Pabor)PLSx # Splpass] < & and (1 = Pavor) | P, Py — Pioco vl s < €} (D35)

Proof of Lemma 3. Let us prove the following first.

real|pass ideal|pass
IS sr o1z = Py 550,512 |l ys = PLSa # Splpass]. (D36)

To proceed with this task we employ Definition 8 of the ideal system and Proposition 2.

real|pass ideal|pass
HPSA,SB,Q,E\Z o PSA,SB,Q,Elz ”NS (D37)
1 real |pass 83 ,8, real |pass
=3 ) meZ Py, 55.0.£12(54, 585 4 €]2) — |§ |B P, 5,.0.612(54> 55> G- €12) (D38)
SA,SB,q e A oS}
1 real|pass 1 real|pass
=5 D max ) P e pp (e, s, 4, elo) = 517 2 Pz (S S - €12)
SA.q e A 54.8%
1 Aloass
T30 D max Y P (sa. 5h g eld) ©39)
SA  SBFSa e
(1>) 1 real|[pass 1 Preallpass A
> 5 Do max |} PG e (s 5as 4 €l2) = 1Sal 52.58.0.£12 (54> S5 4> €12)
Sa.q e A Sh.Sp.e
1 Iipas
300 D max Y P (a. 5h g el) ©40)
SA SBFSaA e
D1 real|pass 1 real|pass
= EZ PSA,SB,Q,E\Z(SA’ s, g, elz) — I1Sa| PSA,SB,Q,E|Z(S,,4’ 523’ q,e|z)
SA.q e A S .8p.e
1 real|pass
+3 20 D DB oz (5as 5. 4. €le) (D41)
SA SpFsa e
(’;I) 1 real|pass 1 real|pass o 1
= z Z PSA,SB,Q,ElZ(SA’ SA, q, elz) — m PSA,SB,Q,Elz(sA’ Sp> 4, elz) || + EP[SA # Splpass] (D42)
Sa-9q ¢ A §)y.5p.e
1 ' 1 | 1
= 3| 2 P as a4 eld) = Do D PSS Qe (she s . €l2) + 5PISk # Salpass] - (D43)
Sa.4.€ SA A 5h.Sp.q.e
1 real|pass A 1
=3 Z ; §PSA,SB,Q,E‘Z<sA, Sy 4> €l2) + SPISy # Sslpass] (D44)
Sq SpFSu ’
= P[Sa # Splpass], (D45)

where we used the triangle inequality used in (I) and (III), and the nonsignaling condition in the Eve’s subsystems used in (I).
Hence

(1= Pavor) | P01z — Posy oozl g = (1= PaborPLSa # Splpass]. (D46)

The above inequality verifies that & security implies € correctness.
In the next step, we prove

real[pass ideal|pass real |pass ideal|pass
(I- pabon)“PSA,Sg,Q,Elz - PSA,SB,Q,E\Z HNS z (11— pabort)”PSA,Q,Elz ~ 'S.0EIZ ”NS' (D47)
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Let us use Proposition 2 again.

real|pass ideal|pass
”PSA,SB»QsElz o PSA,SB,Q,E\Z HNS (D48)
1 I]pass LW I/pass
=3 2 max ) PN (one sm 0. el2) = TeE D PG (ke S5 - €12) (D49)
SAsSB.q e A 5.5p
1 real|pass 1 real|pass o
= Ezmzaxz PSA,SB,Q,E\Z(SA’ sA, 4, elz) — IS4l PSA,SB,Q,E\Z(SA’ sp. 4, elz)
SA,q e A RS
1 real|pass
5 2 D max Y PTG ki (a, 58, 4 elo) (D50)
SA  SBFSA e
o 1 1|pass 1 1|pass 1
=32 max )PS0 (5a 5as 0 €1) = 7o D PG i (e 5. 0-€l0)| + SPISA # Sulpass] - (DS1)
SAsq e A A
1 1 1
=5 Zmzax > (Psrj?slfzs,Ez(sA’ Sa. 4. €l2) = Y P02 (5. 55 4. el2)
SA.q ' e SB
. 1 " 1
1 1
+< > P 2 (sas sm. . €l2) — S Py 2 Sk S 4 elz)) + 5PIS # Splpass] (D52)
SB A 54.5g
(g) 1 Preallpass Preal\pass
=z Ezmzaxz SAqSB,Q,E‘Z(SA’SA»Qae|Z)_ Z SA,SB,Q,E|Z(SA’SB’ q,€lz)
SA.4q e SB
1 1
1 1
— Y P 2 (5. 58, . €l2) — A PEAP (s Spa g, el2)|| + S PISx # Sslpass] (D53)
SB A DA
(1;1) 1 Preallpass Preal\pass
=z E Zmzaxz SA,SB,Q,E\Z(SA’ sS4, g, elz) — SA,SR,Q,Elz(sA’ B, 4, e|z)
SA.q e SB
o 1 s 1
_ Zmzaxz > P 2 (Sas 55, g el2) — A PN 2 (8. Sp. q. el2)|| + 5PISa # Splpass] (D54)
SA,q e SB A $h.Sp
avy |1 real|pass ideal |pass 1
=" [5PISa # Splpass] — [P0’ — Ps, 0.k s | + 5 PLSa # Sslpass], (DS5)

where in (I) the second component is treated like in the previous step, reverse triangle inequality has been used in (II), triangle
inequality in (IIT) and in (IV) we use the results given in Eqgs. (D22) and (D30). We have

real|pass ideal|pass
- Pabort)”PSA,sB,Q,mz =P, sp0E12 ”NS (D56)

> |31 = pavor)PSa # Salpass] — (1 — Pavor) | P oy — Pocor iy | s | + 3(1 — Pabor)PLSa # Splpass].  (D57)

s

One should now go through two separate cases:
Case 1. (3P[Sx # Splpass] > P50, = Picoiis

o)

I[pass ideal |pass !
(1= Pabor) | P, sh 0 k17 = Py 850,812 | = 3(1 = Pabor)P[Sa # Splpass]

— (1= Panort) | P 0, = P2y s + 31 — Pabor PISa # Splpass] (D58)
= (1 — PavonJPIS 7 Salpass] — (1 — puvort) | PELPES, — Pitesios| (D59)
> 201 = pavor) [ 25,01z = Pz s = (1 = Pavor) [ P50 = Pz | s (D60)
> (1= paor) |5y 01z = B0z s (D61)
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1 real|pass ideal|pass .
Case 2. (5PISa # Splpass] < |P§ o ryy — Ps,ormiz lls):

real |pass ideal|pass
(1 - pabort)”PSA,SB,Q,mZ —P

real|pass
Su.S5.0.E|Z ”NS 2 (- Pabort)HPsA,Q,E\z -

ideal|pass

—1(1 = pavort)P[Sa # Sglpass] + (1 — pabort )P[Sa # S|pass]
2 2

_ real |pass ideal|pass
= (- p'dboﬂ)”PSA,Q,mz — L, 0E1Z HNS'
Finally,
real |pass ideal|pass
1- Pabm)“PsA,sB,Q,mz — P, 5. 0E1Z HNS Z

If protocol is e-secure, we see from (D36) and (D47) that

real|pass

ideal|pass
(1 - Pabon)”PSA,SE,Q,E‘Z - Pl callpass

= {(1 = Pubor)PLSx # Slpass] < & and (1 — Pavor) | P, iy — oo vl s < €}

$4,58,0,E|1Z ”NS Sé

S4,0,E|Z ”NS (D62)
(D63)
real|pass ideal|pass
- pﬂbort)”PSA,QP.)mz - PSA,Q,%|Z ”Ns' (D64)
(D65)
|

Once we proved the above Lemmas, we can state the Theorem regarding the equivalence between the secrecy and correctness
and proximity in NS norm criteria of security for a protocol we have considered.

Theorem 3 (Equivalence of security criteria). For an MDLOPC protocol A, the proximity in the NS norm security criterion
is equivalent to the criterion based on security and correctness. That is for any €gec + €cor = € 2 Esec, Ecor = 0 the following

equivalence relation holds:

real|pass

ideal|pass
(1 - pabort)”PSA,Sg,Q,ElZ — P,

Preallpass _Pideal\pass

A — paborl)” SA,.0.E|1Z

S4.0.E|Z ”NS < 0(8sec)},

5550117 g < O@E) <= {(1 = Pabor)P[Sa # Splpass] < Olecor)

(D66)

where paport 18 the probability for the protocol to abort and the constant in O(g) does not depend on any parameter of the protocol.

Proof. From Lemma 2, we have

real|pass

{(1 - paborl)”PsA,Q,E\Z -

ideal|pass

SA,0.E|Z ”NS < Esec and (1 — pabort )P[Sa # Splpass] < Ecor}

= (1 - pabon)||P;j?y5fl§?E|Za PS?;LI,PQaTSE‘Z ”NS g Esec T Ecor = &, (D67)
and from Lemma 3,
al|pass ideal|pass
(1 = Pavor) P55 0 w1z = Pz s <@

s ideal|pass
= {(1 = Pubor PLSx # Salpass] < & and (1 — puvort)| PR, — Pl < ) (D68)

By combining the above implications under ggec + Ecor = € = Egec, Ecor = 0 constraints, we obtain

,1 ass d ,1 ass
(1= Pavor) [ P55 012 = Posup iz g < O(8) == {(1 = PabortP[Sa # Splpass] < O(eeor) (D69)
1 ideal

A= Pabor) (1 = Pabor) [ P50y = Py s < OEsee) ] (D70)
hence the corresponding notion’s are cryptographically equivalent. |

Remark 2. In the rest of this paper, we assume that the
protocol is after the acceptance phase. However, for the full
generality in this section, we took a step back and also con-
sidered the possibility of aborting. From now, we set the
probability of aborting to zero.

APPENDIX E: REPHRASING THE KEY RATE IN THE
SECRET-KEY AGREEMENT SCENARIO

The secret-key agreement (SKA) scenario is a cryp-
tographic scheme in which the honest parties and the
eavesdropper share many copies of a classical joint probability
distribution P(ABE) [1,2]. The honest parties task is to agree
on the secret key, by employing local operations and public

(

communication (LOPC), in such a manner that the eavesdrop-
per’s knowledge about the key is negligible. In the following
lines, we propose an alternative definition of the secret-key
rate S(A : B||E) in the aforementioned scenario and prove that
the definition we propose is equivalent to those present in the
literature [2,70,75]. This technical result intends to show and
utilize a connection between the definition of secret-key rate
in SKA and NSDI scenarios, as it was done in the case of
quantum cryptography [34].

Before we begin with the proof of Theorem 2, let us recall
two definitions of secret-key rate in SKA scenario [2,75].

Definition 13 (The weak secret-key rate [2,75]). The
(weak) secret-key rate of A and B with respect to E, denoted
S(A : B||Z), is the maximal R > O such that for every & > 0
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and for all N > Ny(¢) there exists a protocol, using public
communication over an insecure but an authenticated channel,
such that Alice and Bob, who receive AN = [A,,...,AN]
and BY =[B;,...,By], can compute keys Sy and Sp,
respectively, with the following properties. First, S4 = Sp
hold with probability at least 1 — ¢, and second,
lI(SA :CEY)< e and lH(SA)>R—£ (ED)
N N
hold. Here, C denotes the collection of messages sent over the
insecure channel by Alice and Bob.

Definition 14 (The strong secret-key rate [75]). The strong
secret-key rate of A and B with respect to E, denoted by
S(A : B||Z), is defined in the same way as S(A : B||Z) with
the modifications that Alice and Bob compute strings S4 and
Sp which are with probability at least 1 — ¢ both equal to a
string S with the properties

and H(S)=1og, |S| > N-(R—e¢).
(E2)

I(S:CEM)y< e

The above definitions of the secret-key rate were proven
to be equivalent [75], i.e., S(A : B||Z) = S(A : B||Z), for ev-
ery distribution P(ABE) shared between the parties before
the protocol. We propose an alternative definition of the
secret-key rate based on proximity in the trace distance (total
variational distance).

Definition 15 (The secret-key rate). Let P(ABE) be the
joint distribution of three discrete random variables A, B, and
E. The secret-key rate S(A : B||E) is given by

log, dims, [Py (P®" (ABE
S(A : B||E)P(ABE) = sup lim sup 0g, 1InSA[ N( ( ))]
P

N—o0 N
(E3)

where P = US_ {Py} is a LOPC protocol that satisfies

N—o0

||P1:/eal _ P}i\;:leal ”1 < 5N g O, (E4)
for
Py = P (SaSsCEY) := Py(P®V(ABE)),  (ES)

P[ivdeal = P}i\;ieal (SASBCEN)

d SB
= <|§—|> ® ZPIf/eal(SA = 54, Sp = s, CEV).
A

SAsSB

(E6)

Theorem 2. The secret-key rate S(A : B||E) introdu(:(:,d in

Definition 15 is equal to secret-key rates S(A : B||[E)and S(A :
B||Z) provided in Definitions 13 and 14, respectively.

Before we show the proof of Theorem 2, we present the
basic tools that will be used. For two joint probability distribu-
tions P = P(XY)and Q = Q(XY), that are close by according
to the trace distance, their Shannon entropies, and the mutual
information functions satisfy the asymptotic continuity rela-
tions [90,91], which is

IH(X)p — H(X)g| < €log, (dimx(P) — 1) + hy(€), (E7)

IX : Y)p —I(X : Y)ol < 2¢log, d 4 2g(€), (E8)

where €= %||P(XY) — Q(XY)l||1 €10, 1], hy(e) :=
—elog, e — (1 —€)log,(1 —€) is the binary Shannon
entropy, g(e) == —€elog, e + (1 +¢€)log,(1 +¢), and
d = min{dimx (P), dimy (P)}. Functions %, and g are equal at
€ =0 and for € > 0 hy(e) < g(e). It is also useful to observe
that [[P(X) — Q(X)[|1 < [[P(XY) — Q(XY)]| for P(X) and
Q(X) being marginal probability distributions of P(XY) and
Q(XY) respectively.

Another relation that we need is the so-called Pinsker’s
inequality. It states that if P and Q are two probability dis-
tributions, then

1 1
SIP =0l </ 5DxL(PIIQ).

where Dki (P||Q) is the Kullback-Leibler divergence. One
of the properties of this function is its relation to mutual
information, i.e., for a joint probability distribution P(XY)
and P(X), P(Y) being its marginal distributions we have:
DgL(PXY)IIP(X)P(Y)) = I(X : Y)pxy).

The last mathematical property we describe before the
proof is the Fano’s inequality stating that

(E9)

H(X|Y) < h(e) + P(e)log, (IX] — 1),

P(e) = Prob[X # X], (E10)
where 4(x) is the binary entropy and X = f(¥) is an approxi-
mate version of X.

In the proof, we also use the notions of real and ideal
systems. The real system Pyl is a tripartite probability dis-
tribution shared by the honest parties after Nth round of an
LOPC protocol P. The ideal system P! is the one in which
the honest parties are perfectly correlated (with uniform distri-
bution), and Eve’s marginal distribution is the same as for the
real system, however completely uncorrelated with the honest
parties.

P = Peil(S4SCEN) := Py (PN (ABE)), (E1D)

P]i\ﬁieal = P]i\ﬁieal (SA SBCEN)

83‘ K
. (ﬁ) ® ZPXJSM(SA = s, Sp = s, CEY),
A

SA,SB

(E12)

where P(ABE) is tripartite probability distribution shared by
all parties at the beginning of SKA protocol, i.e., input state

of the protocol, || = dims(Pi*) and dimensions of P and

Pl are equal. By (5|§Af ) we denote a distribution of perfectly

and uniformly correlated random variables S4 and Sp.

Proof of Theorem 2. We begin the proof by showing that
the weak secret-key rate S(A : B||Z), constitutes an upper
bound on S(A : B||Z). We do this by showing that every
protocol that satisfies the condition in Eq. (E4) also satisfies
conditions in Definition 13.

We denote protocol that satisfy security condition in
Eq. (E4) with P. From asymptotic continuity of the mu-
tual information and the fact that I(S4 : CEY )P]i\;ieal = 0 by the
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construction of Pli}ieal, we read

VpVy 1(Ss : CEM )pa

= I(Sq : CEV)prea — I(Sp : CEM ) pc

< |I(Sa s CEN ) pea — 1(Sa - CE™) e
< 20y log, ds, +2g(n), (E13)

where ds, := dimg, (P‘eal) min{dimsg, (P,{,eal), dimcgy (P,{,eal)}
and Sy > 3[PE — P‘deal|| Because in any reasonable
LOPC protocol dimension of the output is smaller than the
dimension of the input, and we observe that'*

VpVy ds
= dimg, (Py™) = dimg, [Py ((P(ABE))®")]

< dimy[(P(ABE))®N]

= [dimy (P(ABE)]". (E14)
Hence,
VpVy ll(sA CE")pea
_ 20y log, [dim, (P(ABE)N + 2g(8y)
= N
— 28y log, [dim, (P(ABE))] + 28;3“ (E15)

Hence if a protocol satisfies the trace norm security condition

1Py (PEN(ABE)) — Pide || < 8y =37 0 then

VpVe0Tw, () VNN, (o) %I(SA (CEM)pea <&, (EI6)
as r.h.s. of Eq. (E15) approaches 0 when N goes to infinity.

Another condition in Definition 13 we call correctness of a
protocol, requiring that S4 = Sp with probability at least 1 —
¢ (equivalently Prob[S, # Sp] < ¢) is satisfied'’ by virtue of
Theorem 3, with |Z]| = 1 and papore = 0.

This is because the NS norm computed for classical prob-
ability distributions is equal to the trace distance. Therefore,
from the condition in Eq. (E4) and Theorem 3, we have

VpVedn, ) Ynzn,(e) Prob[Ss # Spl < dn

Let us show now the upper bound. We first observe that for
all protocols the following is true:

VP H(Sp)psa < H(S)pyed

= log, dimg, (P}\feal) = log, dimg, (P;,eal),

(E17)

(E18)

where the inequality is due to the definition of ideal system in
which Sy is uniformly distributed and of the same dimension

YThis  follows
log, dim, (P).

5Devices with unary input are isomorphic with unconditional
probability distributions.

from: SA:B||E)p <IA:B| E)p <

as in real system. From asymptotic continuity of the Shannon
entropy, we have

1
VpVy NH(SA )pgal

1 1 .
> NH(SA )pigest — N(SN log, (dims, (Py™) — 1) + ha(8))

(E19)
1 2g(8n)
>NH(SA)piNdeal— 28y log, (dimy (P(ABE))) + ——— N )

(E20)

where the second inequality is a consequence of the similar

arguments as in Eq. (E14) and the fact that V.o Ay (s) < g(x).
log, dimg, (P,{,e“l)

Let us define L(N):= N In particu-

lar there exists 0 < n(N) Nog 0 such that L(N)=
H real

lim supy_, o, % —n(N). Hence, we have the

following inequality.

VPVes0Inse)VN=Nate) 7 H (Sa)pyp
1 di Preal
> lim sup log, dims, (Py™) _ (E21)
N—oo N

Let us define now Ny(e) := max{N;(¢e), N»(g), N3(¢)}. All

conditions in Definition 13, are now satisfied as for all ¢ > 0

real
and for all N > Ny(e), with R = limsupy_, o, M

The weak secret-key rate is by Definition 13 max1ma1 R, for
which second inequality in Eq. (El) is satisfied, hence to
achieve S(A : B||E) one has to take a supremum over rates
of all protocols.

S(A : B||E)psE) =

sup R, (E22)
)

where P are the protocols that satisfy conditions in Definition
13. As we have shown that condition (E4) in Definition 15
implies conditions in Definition 13, it is clear that {P} € {P},
and hence:

S(A : B||E)psE)

=supR > supR
P P
log, dimg, (P!
= sup lim sup gz—sA(N) (E23)
P Nooo N

Let us now show that the secret-key rate S(A : B||E) is

lower bounded with the strong secret-key rate S(A : B||E).
In this part, we refer again to results in Appendix D. It is
enough to show that conditions in Definition 14 imply secrecy
and correctness of a protocol, as by virtue of Theorem 3 and
the same arguments regarding the connection between the NS
norm and the trace distance, these conditions imply proximity
in the trace distance.

We start with the condition of secrecy (see Definition

10). Let P (S4SpSCE™ ) be an extension of P& (S4SsCEYN),
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such it satisfies conditions in Eq. (E2).

Vi eyt = %HP{V“‘(SACEN) PUI(SICE)] | = =

1
2

1

1
Preal(S CEN) _ (m) ®P1:,ea1(CEN)
A

1

1
P]I\‘/Cal(SACEN) _ P]{/eal(SA) ®P[l\'/eal(CEN) + P[{/eal(SA) ®P11\‘/eal(CEN) _ <|S |> ®Preal(CEN)
A

1 1
_ Prea](S )_ (_)
2| VT Usa
1 1
Preal(S ) — (_)
[Sal /1l

where (ﬁ) denotes uniform distribution, and we identify |Ss| with |S|. The first term in the equation above can be upper
bounded via Pinsker’s inequality, and the first inequality in (E2):

1

1, —
< 5||P;;ﬂ1(SASCEN ) — Pi(S48) ® PEU(CEY)| | + (E24)

1, — — — 1 — — —
Ve=0INe) YN=Note) 5 [Pl (SASCEN ) — PEl(S48) @ PEN(CEN) ||, < / 7Dk (Pl (S4SCEN)| [P (S4S) ® P (CEN))

)
\/ I(SAS CEN)Pmal - \/I(S CEN)Pm)l +I(SA CEN|S)PrLa] ~ \/—\/8 +I(SA CEN|S)P|’L,117 (E25)
where (1) follows from the properties of the Kullback—Leibler divergence. Let us upper bound /(S : CEN|S )pra i the next step.
N

an ann av)
1(Sy : CEN|S) pa = H(S4lS)pen — H(S4lS, CEN)@ S HSalS)pm < H(epe) +Ple)logy (IS| = 1) < h(e)

+ elog, (IS| — 1), (E26)

real
PN

where h(x) is the binary entropy and in (I//) we used non-negativity of the conditional entropy, (/1) follows from Fano’s
inequality for P(e) = Prob[S # S4], and the last step (IV) is a consequence of Prob[S4 = Sg = ST > 1 — € and an assumption
that ¢ < 1. This assumption is well justified in cryptography. From inequalities (E25) and (E26), we have

Vi e03M06e) VN> Note) ‘HPfedl(SASCEN) Pral(8,8) ® PRI(CE)||, < ﬁ\/e + h(e) + e log, (IS — 1). (E27)
In order to upper bound the second term, we make the following observations:

Ve=0TNy(e) VN> No(e)

(a) Prob[Sy =Sp=S]>1—¢= Prob[S4 =S5]>1—¢ < Prob[S4 #S] < ¢ & Z ZP,{,eal(sAs) < e, (E28)

SA SFESA
1
(b) H(S) =log, IS| = Py(s) = S (E29)
1
(c) ¥, A Y P sas) = ) PE(sas) + Pil(ss) > P (ss). (E30)

SAFS

Therefore we have

o0~ )|

ZPreal(s S) _ L
1Sl

() 1 Zzpreal(s $)+ = Z ‘ N Preal(s s4)

1
Ves0TNy(e) VN> No(e) 5 >

-3
)

Preal _
(52) |S| ZZ

Zpreal(sAs)_'_Preal(s s4) — m

SA - |s#Ssa SA SFESA
real rea. 11 real 1 rea;
= —ZZPN Noas) + 5 Z’W_P o) 22 50D PFas) + 5 Z(m—P ‘(sAsA))
SA SFSa SA SFSa
1 1
=32 2 P + 5 (1 - ZP{?I(SASA)) =YY P¥(sas) <, (E31)
S sFEsa A SA s#sa
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where (1) follows from triangle inequality, (/1) is due to
observation (c), and in the last step, we used (a). From

eqs. (E24), (E25), and (E31), we conclude that &} <
%\/g + h(e) + elog,(IS| — 1) + &.

The correctness of a protocol is explicitly stated in Defi-
nition 14, i.e., Prob[S4 = Sgp = §] > 1 — & (see Definition 11
for reference). Hence we have e5" := ¢. From Theorem 3, we

obtain>

V15 e 03No(e) YN >No(e)

1 .
1
< —=ve + h(e) + elog, (IS| — 1) + 2e, (E32)
ﬁ\/ j25)
or equivalently
I - <0 S0 ey

From the second inequality (E2) and Eq. (E18), we have
that

Ve=0Inge) VN>Noe) LIN) = R — €, (E34)
: real

for L(N) = ]ngdm;vw and hence by performing a limit

N — 00, and condition of R being maximal number so that

log, dims, (Pg™)

the above is satisfied we have R = lim sup,_, ~

The strong secret-key rate is defined as

S(A : BIIE)pusE) = SUp R,
5

(E35)

where ’E are protocols that satisfy conditions in Definition 14.
Because conditions in Definition 14 imply Condition (E4), we

have {7:3} C {P}, and therefore,
S(A : BlIE)psE)

1 di Preal
= sup R = suplim sup %SA(N)
7:3 7:3 N—oo

log, dimg, (P2 (E36)

J

< sup lim sup
P N—->oo N

max min S(A : B||E)(MF QME)E(P)ABE|XYZ) = max min sup lim sup
X,y z Xy z X,y Ne>oo N

z Px.y.z

By combining equations (E23) and (E36), we have
S(A : Bl|E)peas)

1 di Preal
P N—oo N

< S(A 1 BlIE)pws).- (E37)

However, in Ref. [75], it was shown that Vpupg) g‘(A:
B||E)pusE) = S(A : B||E)pasE), hence we conclude that

S(A : B||E)pusE) = S(A : Bl|E)pusE)

= S(A : B||E)psE)s (E38)

with S(A : B||E)pupE) = supp limsupy_,
B N

log, dims, [P;’,(P@ (ABE))], and therefore all three definitions

are equivalent.

APPENDIX F: UPPER BOUND ON DEVICE
INDEPENDENT KEY

In this section, we prove our main result. Namely, we
show that the secrecy quantifiers, that provide upper bounds
on the key rate in the SKA model [2,75], can serve us to
construct upper bounds in device-independent key agreement
scenario via operation of squashing. The secret-key agreement
scenario (SKA) is a well established area of cryptography,
where upper bounds on the key rate are well known and given
by entropic functions. The connection between upper bounds
in SKA and NSDI cryptographic paradigms that we show in
this section may simplify further studies on the latter.

Theorem 1. The secret-key rate, in the nonsignaling
device—inde?cndent iid scenario achieved with MDLOPC op-
erations, KDljd), from a device P is upper bounded by any
nonsignaling squashed secrecy quantifier evaluated for the
complete extension of P:

Vp M(A : B||E)gp) = K5 (P). (F1)

where P = P(AB|XY) is a single copy of a bipartite
nonsignaling device shared by the honest parties, and £(P) =
E(P)(ABE|XYZ) is its complete extension to the eavesdrop-
per’s system.

Proof of Theorem 1. We start the proof by modifying the
equality in Eq. (E3), in Definition 15 in the following way:

log, dims, [P ((MF, ® MOEPYABE|xYZ))™")]

’

(F2)

where P*»* is a LOPC protocol secure with respect to probability distribution that arises after x, y, z choice of inputs (see

F
x,y?

Sec. E of Appendix for reference), and M
described before in Sec. B 2 of Appendix.

/\/lG are fiducial and general measurements of Alice, Bob, and Eve, respectively,

Let us notice that for each choice of x and y there exists z = Zx,, such that

log, dims, [Py ((Mf, ® ME JEPIABE|XY2)) )]

max sup limsup
XY pryiy N—oo

:= max min sup lim sup

log, dimg, [Py**((ME, ® MO)EPYABE|XYZ))™")]

N - (F3)

By 2P, Nooo

N (F4)
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Now, when the optimization domains are explicitly stated, we can make use of max-min inequality to obtain

Y

max min S(A : Bl|E)mr, o MO P)ABEXYZ)

log, dimg, [Py*™ ((ME, ® MO)EP)ABEIXYZ)™")]

(F5)

> max sup minlim sup
X,y PrYExy 4 N—00

N (F6)

We notice that the minimization of Eve’s choice of input (min,) is void in the r.h.s. of the Eq. (F5) above. This is because the
value of r.h.s. depends only on the value of dimg, (-) that is determined by choice of x, y, and hence by the protocol. Therefore
we can write the following sequence of equalities where we swap from classical probability distributions to cc-d states:

log, dims, [Py (ML, ® MO)EPYABE|XYZ))™")]

Vi yVpusay ming limsupy_,

= lim supy_, o

= lim supy_, o

= lim supy_, o

(F7)
N

log, dimg, [Py (M, ® DEPYABE|XYZ))™")] )
N

log, dims, [Py (My, ® D®VESN (P)ABE|XYZ))] E9)
N

log, dims, [Py" " ((ME, ® 1)SNE(PENYABE|XYZ))] E10)
N

log, dims, [(Py"™" o (M )®V)(E(PV)(ABE|XYZ))] E1D)

= lim supy_, o

In the third equality above, we again used the fact that
the dimension of Alice’s subsystem (when the protocol is
already fixed) is independent of Eve’s action and her marginal
distribution. This is the reason why we can substitute £(P®V)
in the place of £V (P). Moreover, in the last equality we use
a notation that explicitly shows the composition between a
measurement and a LOPC protocol. With a little abuse of
notation 1 in Eve’s part is abandoned.

We notice now that each composition of measurement x,
y and protocol P*¥%> is a candidate for MDLOPC protocol
A = {Ay} = {Py"™ o (ML )®N}. However we require that

J

max mzin S(A 2 B|E)(AMr @ MO)E (PYABEIXYZ)

N

(

the distribution after the protocol is secure in NS-norm, i.e.,

N—o0

| ANEPE)) = Piillis < v — 0,

ideal || NS (Fl 2)
what implies security not only with respect to Eve choosing
Zx,y, but against eavesdropper that has access to all inputs of
E(P®N), hence possibly more powerful attacks. This is also
a reason why we stay general even if there is any other good
choice of z , in Eq. (F3). Having this in mind, we can write
the inequalities below:

> max sup limsup
X,y Ppxyxy  N—00

> sup lim sup
A N—o N

where the second inequality is due to the fact that now opti-
mization is over a smaller set (not larger), i.e., only these com-
binations of measurements and LOPC operations that satisfy
security condition in Eq. (F12). Moreover, in the equality we
identified MDLOPC (iid) secret-key rate from Definition 1.
For the second part of the proof, we need to recall some
properties of a family of secrecy quantifiers {M(A : B||E)} of
SKA model [88]. Each function that upper bounds secret-key
rate in the SKA paradigm can be squashed according to the
following procedure. For any function among them:

(F13)
log, dims, [(Py" ™ o (M) *")(E(PVVABEIXYZ))] L
N (F14)
i QN .
log, dimg, [AN(E(P®Y)(ABE|XYZ))] =K1()1;d)(P), (F15)

(

By extending the above inequality to any tripartite nonsignal-

ing device P(ABE|XY Z) and general measurement for input
Z, one can write

VpwBExyz)Vxy.: M(A @ Bl|E)amr o am0)PaBEIXYZ)

2 S(A 2 BIIE) (amr 9 MO)PUBE|XYZ)- (F17)

Without loss of generality, we fix the device P(ABE|XY Z) for
now. Let us denote Z, , as such an adaptive choice of z that

Viy MA 2 BIE) vz oM8 pasEIXYZ)

1= minM@A : BlE) v onvopassivrz:  (F18)
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The immediate consequence is

Vi mzin M(A 2 BIIE) (s @ M0)P4BEIXYZ)

=M@A: B||E)(Mf'_v®MgA),)P(ABE\XYZ) (F19)
> S(A: B||E)(va_»‘@/\/tgy)P(ABE\xyz)
> mzin S(A 2 BIIE)(ar @ ME)PABE|XYZ): (F20)

Employing a similar technique again, let us choose X, ¥ such
that

m}n S(A = BIIE)(pm? 0 M)PABEIXYZ)

= max min S(A : BIIE) s, e moypaseixrz)-  (F21)
This yields
max min S(A : BIIE)mr, e m)pBEIXYZ)
=minS(A : Bl|E) s e m0)papeixyz) (F22)
< mzin M(A B||E)(M£_;®Mf)P(ABE|XYZ)
< max mzin M(A : B|E) e @ mé)paBeixyz)-  (F23)

On the r.h.s. we recognize ﬁ(A : B||E)psE|xyz) from Defi-
nition 2. Using the result in Eqgs. (F13)—(F15) from the first
part of the proof, and substituting the complete extension of
P(AB|XY) as a tripartite device, we obtain

Veusixy) MA : BIE)epyusexyz = Ka (P(ABIXY)).
(F24)

APPENDIX G: PROOF OF THE PROPERTIES OF
NONSIGNALING SQUASHED NONLOCALITY

In this section, we give the proofs of the properties of
the nonsignaling squashed nonlocality. Before we start with
the proof, let us recall the definition of intrinsic information
I(A: B | E), given in Sec. X. We will rewrite the definition in
two new ways. One of them is in full analogy to the forms of
the squashed entanglement [61,62]. Indeed, one can write the
latter measure in terms of the minimization over all possible
extensions: Eg(0ap) := info,,, Try0um=pas (A : BIE)g,,, . The
second form of the squashed nonlocality involves ensembles
induced by measurements on the extending system and re-
sembles the definition of the so-called classical squashed
entanglement [62].

The intrinsic information involves an optimization over
all possible conditional probability distributions @/ . More-
over, in the squashing procedure, an optimization over the
measurements on the CE of a bipartite device P(AB|XY ), has
been involved. The nonsignaling squashed intrinsic informa-
tion is

I(A: B | E)epyaeixyz)

= max mzin IA B | E)mr @ MO)e(PyABEIXYZ) (GD)

= maxmin inf I(A : B|[E")e
X,y O

z YME QME)E(PYABE|XYZ)>

E'|E
E'|E

(G2)

where /\/lf(r , is the direct measurement on the inputs X and Y,
and M¢ is a general measurement on Z. According to The-
orem 4 of Ref. [56], (@Z,‘E)(IL ®M?)8(P)(ABE|XYZ) =
Y. 6; |E=e Y . Pl )EPYABE = e|XYZ =z2) =
P(ABE'|XYZ =7'), is an arbitrary ensemble (possibly
mixed) of the device P(AB|XY), where 1 is the identity
operator on the system of the honest parties. Hence, for a
fixed input randomizer (dice p(z|7z')) and a fixed channel,
one can generate an arbitrary extension P(ABE'|XY) with
unary input. All possible choices of input randomizer and
post-processing channel lead to all possible extensions,
hence min, inf@%/m = inf s g/ xy)- And hence, it follows that
Definition 3 of the squashed nonlocality is equivalent to

Ny(P(AB|XY)) = max _ inf

] LA 2 BIE) pmr paBE|xY)-
X.y P(ABE|XY) -

(G3)

This arbitrary extension of a form P(ABE|XY), gives rise
to an arbitrary but fixed ensemble of the bipartite device
P(ABIXY) =Y ,P(ABE = e|XY) =), p(e)P*(ABIXY),

where P°(AB|XY) is an arbitrary device corresponding to
each output £ = e, and belongs to the same polytope (state
space) as P(AB|XY). Moreover, all possible choices of
P(ABE|XY) give rise to all possible ensembles of P(AB|XY).
The set of all ensembles of a given device P(AB|XY ), reads

S .=p;, P(AB|XY)} : Zp,-Pf(AB|XY) = P(AB|XY) .
(G4

Hence, infpgpxy) = infy,, piapixy)es«, and by virtue of
Eq. (G3) we can rewrite definition 3 of the squashed nonlo-
cality in the following way:

Ny (P(AB|XY)) = max inf
Xy {p;,P/(AB|XY)}eSa!l

x> pil(A : B)agr prasixy)- (GS)

From Eq. (G5), it is clear that the squashed nonlocality re-
duces to the convex roof extension of the mutual information
function. This is analogous to the definition of entanglement
for mixed quantum states [92], the only difference is that here
we are not restricting the device to be decomposable in terms
of only pure (extremal) devices (see in this context [37]).

1. Relation to the bound of Ref. [16]

To describe the relation between our results and the re-
sults in Ref. [16], we prove that max, , Iamp,x.y) = /\/;q. This
allows us to compare the bounds on equal footing, and by
showing that ./\/;q is convex, to use the convexification method
to achieve tighter bound than given in Ref. [16].

We first show that the > inequality. Indeed, let us fix
(x,y) arbitrarily. Let {p(E = e)*, P(ABE = ¢|XY)*} be an
optimal ensemble achieving Iamp,(x,y). By definition of the
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complete extension [56], there exists a measurement'® z on
its Eve’s system E that generates this ensemble: {P(E =
e|Z=7z), P(ABE =¢|XY,Z =z)}sothat P(E = e|Z =7) =
P(E =e¢)* and P(ABE = e|XY,Z = z) = P(ABE = ¢|XY)*.
Since (x, y) was arbitrary and the z could be suboptimal for
the definition of Ny, we get the inequality max, y Iamp,x,y) =
Ny. To see that max, , Iamp,x,y) gqu, let x,y be fixed
arbitrarily and z(x,y) such that the value of inf,I(A:
B \L E)P(ABElX:x.Y:y,Z:z) is minimal. Then {P(E = e|Z =
z7(xy)), P(ABE =e¢e|X =x,Y =y, Z = z(x,y) is a particular
ensemble of P(AB|XY ), which may be suboptimal, i.e., not
attaining infimum in definition of Iamp (), we get that
Iamp,(r,y) S Inf 1(A 2 B | E)pagE|x=x,y=yz=z). Since (x,y)
was arbitrary, we can take max over (x, y) on both sides, and
on the r.h.s. we obtain /\/Sq while the bound max ) Iamp, (x,y)
is on the 1.h.s., which proves the claimed equality.

2. Positivity of the measure

Proposition 3. The squashed nonlocality is a positive
semidefinite function of bipartite nonsignaling devices
P(AB|XY),

Niq(P(ABIXY)) > 0, (G6)

andthe equality holds if the device P admits a local hidden
variable model [8].

Proof. The intrinsic conditional mutual information satisfy
I(A: B | E) > 0 for all distributions P(ABE ), hence the pos-
itive semi-definiteness directly follows from its definition:

Ny (P(ABIXY))
= max mzin A2 B § E)vmr @ Morep)aBEIXYZ)

> maxmin0 = 0.
X,y 4

(G7)

Now we have to show that it is zero for all local de-
vices. Let us assume P, (AB|XY) is a local device, i.e., there
exists a hidden variable model A, such that P (AB|XY) =
>, P(AIX, 1) ® P(B|Y, 2)p()). This leads to an ensemble
{p(A), P(A|X, L) ® P(B|Y, A)} whose members are tensor
products of local devices, hence from Eq. (G5), we can di-
rectly write

Niq(PL(ABIXY))

= max Z PADUA 2 B) pmr (paix,anepiy.ay = 0. (G8)
i
[ |

3. Convexity

Proposition 4. -/V;q (P) is a convex function, i.e., if
P(AB|XY) and Q(AB|XY ) are two bipartite nonsignaling de-
vices in the same polytope, then

Nig(AP(ABIXY) + (1 — A)Q(ABIXY))
< AN (P(ABIXY)) + (1 — M) Ny (Q(ABIXY)) (G9)

16Here, we mean the generalized measurement that gives the eaves-
dropper the access to any ensemble of the device (see Appendix B 2
for details).

Vi € [0, 1].
Proof. Consider the convex combination of the devices

P(AB|XY) = AP(AB|XY) + (1 — )Q(ABIXY).  (G10)

In particular there exists an extension P, (ABEA|XY) of
P(AB|XY), such that

P (ABEA = 0|XY) = p(A = 0)P(ABE|XY), (Gl1)

P (ABEA = 1|XY) = p(A = DO(ABE|XY), (G12)

with p(A =0) = A and p(A = 1) = 1 — A. We consider that
the devices P(ABE|XY ) and Q(ABE|XY ) are arbitrary exten-
sions of the devices P(AB|XY) and Q(AB|XY) respectively,
as discussed above.

Hence, from Eq. (G3), we have

Vx,y P(AiBlglsXY) LA 2 BIE) pmr paseixy)
S UA: BIEA) pmr B, (ABEAIXY) (G13)
=Al(A: B|E)Mf_).P(ABE|XY)
+(1 = VIA : BIE) pqr paseixy)» (G14)

where P(ABE|XY) are such that ) ,P(ABE = ¢|XY) =
P(AB|XY). The above relation holds for an arbitrary ex-
tensions of P and Q, the P(ABE|XY) and O(ABE|XY)
respectively. Hence, it is also true for the optimal extensions

Vx,y inf
P(ABE|XY)

<A inf
P(ABE|XY)

+ (1—2) inf
O(ABE|XY)

I(A : BIE)MQ,P(ABEWY)
LA = BIE) pqr piaseixy)

A : BIE) it opepyys  (G19)

where P(ABE|XY) are such that ), P(ABE = e|XY) =
P(AB|XY) and Q(ABE|XY) are such that ) ,Q(ABE =
e|XY) = Q(AB|XY). Consider direct measurements X and y

that maximize l.h.s. of inequality (G15). Then from Eq. (G3),
we have

Niq(P(ABIXY))

=max inf

_ IA: B|E)Mf‘P(ABE|XY)
X,y P(ABE|XY)

= _inf = I(A: BIE) \r paBe|xy) (G16)
P(ABE|XY)
o
SAinf - TA:BIE) pr paeixy)
P(ABE|XY) 3
+(1—2x) inf I(A: B|E)M;},Q(ABE|xy)- (G17)

O(ABE|XY)

(29}
< Amax inf 1A : BIE) v pageixy)
XY P(ABE|XY)
+(1 —A)max inf
X,y Q(ABE|XY)

= AN (P(ABIXY)) + (1 — MN(QABIXY)),

IA < BIE) ot ouapeixy) (G18)

(G19)

where in (I), we use the inequality (G15), with x =X
and y=7. In (I), we use the fact that direct measure-
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A'| B'

PI(AIBllxlyl)

a' b'
Qempropc (P(AB|XY))

x'l y‘l Z

C

comae . [ A
a'l b'l e

EPYABEIX'Y'Z)

E

FIG. 7. Schematic diagram of the Qgypropc Operation, where the inputs of the devices shared by the honest parties are chosen by

a local randomizer D%

Yyixy (0¥1x'Y') as given in Eq. (G28). Similarly, the outputs are also connected through a post-processing channel

PCj, B apxy (@b'|labxy) which also depends on the inputs x, y and has a local hidden variable model given in Eq. (G29).

ments X and ¥, may not maximize terms at r.h.s. of the
inequality (G15). ]

4. Inheritance of monotonicity: Monotonicity
under MDLOPC class of operation

In this section, we will show that any secrecy mono-
tone (functional, nonincreasing under LOPC operations), after
squashing procedure yields a functional which is monotonic
under MDLOPC operations.

Proposition 5. (Inheritance of monotonicity) Any secrecy
quantifier M(A : B|E), which is nonincreasing under LOPC
operations, after the squashing procedure is nonincreasing
under MDLOPC operations.

Proof. Let us consider arbitrary MDLOPC operation
AmpLopc- By definition it is a composition of the form
AMpLopc = ALopc © Mfo,yo' Let us also choose arbitrary de-
vice P(ABE|XYZ) and let us fix arbitrarily z =zp. As a
consequence we can write a sequence of (in)equalities which
we comment below, where for the sake of clarity of the Rroof
we will use a short notation: M(A : BJ[E) =M and M(A :
B|E) =M.

M(Amprorc(P(ABE|XYZ)))
= max min M(AmpLopc(P(ABE|X =x,Y =y,Z = 7)))
X,y Z

(G20)
= mzin M(ALopc(P(ABE|X = xp,Y = yo,Z = 2)))
(G21)
<M(ALopc(P(ABE|X =x0,Y =y0,Z =20))) (G22)
< M(P(ABE|X = x0,Y = y0.Z = 29) (G23)
< max M(P(ABE|X =x,Y =y, Z = z9)) (G24)
X,y
= maxmin M(P(ABE|X =x,Y =y,Z =7)) (G25)
X,y z
— M(P(ABE|XYZ)). (G26)

In the first equality, we use the definition of M. In Eq. (G21),
we use the fact that the device P after measurement MY
has unary inputs in part of the honest parties (it becomes a
distribution in that part), hence there is no parameter x, y to
maximise over. The inequality (G22) follows from the prop-
erty of minimum (over z). The inequality (G23) is due to the
monotonicity of M under Apopc. The inequality (G24) is be-
cause xo, yo may be suboptimal in max, , over M(P(ABE |X =
x,Y =y,Z = zp)). The equality (G25) comes from the fact
that the choice of zy was arbitrary, so it is true for the z that
attains min; in (G25). The last equality comes from definition
of M = M(A : B|E), which ends the proof. |

From Proposition 5, it directly follows that the squashed
nonlocality, is monotonic under Awpropc, as it is defined
based on the secrecy quantifier, intrinsic mutual information
I(A:B | E). And it is monotonic under LOPC operation
[34,70].

Without using the above proposition, we can also in-
dependently prove that N, is monotonic under MDLOPC
operation, or in principle, under a larger class of operations,
the GMDLOPC. We have mentioned in the main text, that
the MDLOPC class of operations involve (i) direct mea-
surement, changing devices into distributions followed by
(ii) Local operations and Public communication. If we relax
the measurement procedure and include all possible general
measurements, then we will have the GMDLOPC class of op-
erations, as shown in the schematic diagram in Fig. 7. Clearly
MDLOPC C GMDLOPC, and one particular operation of
GMDLOPC class will be denoted as QgmprLopc. Hence the
monotonicity:

Proposition 6. "7 The nonsignaling squashed nonlocality
of any nonsignaling bipartite device P satisfies

VQGMDLOPC -/\[sq(QGMDLOPC (P)) < Afsq (P), (G27)

Proof. To prove the monotonicity under GMDLOPC, we
will use the equivalent definition of Ny given in Eq. (G5).

17The result of this section is partially based on Ref. [31].
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Under the GMDLOPC operation Qgmprorc € GMDLOPC,
the honest parties can choose general measurements in
the input of the shared device P(AB|XY). The general
measurements can be chosen by using a public shared lo-
cal randomeness generator D,L(le,y,(xy|x’y’) (as depicted in
Fig. 7), with x’ € X',y € Y’ the input and x € X,y € Y are
the output. As the output of D* will be feeded to the input
of P(AB|XY), hence, we will assume without any loss of
generality that both cardinality are same. Moreover, as D is

J

local randomness generator, hence

Diy oy (ylX'y) = D ua)D el ADD*(yly' A1), (G28)
Al

where A, € A is the local hidden variable and ZM u(ry) =
1. Similarly, the outputs are also passed through a local
post-processing channel PCjp,45xy (a'b'|abxy), which also
depends on the inputs of the initial device, as shown in Fig. 7.
Additionally, the locality condition give rise to

with A, € Ay and ) " v(A2) = 1. Hence, under Q2gmpropc, the given device P(AB|XY ) transforms into

Pygxy (@V'1x'y") = Qampropc(P(ABIXY))
xy ab

Xy A

Now the Nyq of P’ as in Eq. (G5) is

NgP)=TA": B | E)epywmeixyz =max inf

where £(P')(A'B'E|X'Y'Z), is the CE of P'(A’'B’|X'Y"), and S%(P’) denotes all possible ensembles of P’.
Consider the following tripartite device, resulting upon performing the Qgypropc on the CE of P(AB|XY),

Here 15 means the identity operator in Eve’s subsystem.

Consider the ensemble {p(e|z)i(r1)v(Xy), P72 (a'b |x'y')}, where

PCy giapxy (@babxy) = > v(A)PC!(d'|axry)PC* (b |bykz), (G29)
A2
(G30)
= Diy oy (YY) Y Panixy (ablxy)PCl g apxy (@b |abxy) (G31)
=YY uG)D' &Y A)D (YA Y Plablxy) Y v(A2)PC'(d laxia)PC* (b |byha).  (G32)
ab )»2
> Pl B, (G33)
XY {pi, PSP
QampLopc ® 1 (E(PYABEIXYZ)) = Y Dy (xy1X'y) Y E(P)(abelxyz)PCli g apxy (b labxy) (G34)
xy ab
=3 > uG)D (K ADD*(yy'Ar) Y E(P)(abelxyz)
xy A ab
x Z V(A2)PCY(d |axr,)PC? (B |byh,). (G35)
A2
(G36)

P (d b x'y) = D' (xl¥ A)D*(yly'A1) Y P(ablxy)PC' (d |axhy)PCP (B |byhs).

xy

ab

Now we will show that the above ensemble will be an ensemble of P'(A’B’'|X'Y"), if {p(e|z), Pjg‘ vy} 1s an ensemble of P(AB|XY ).

Suppose {p(el|z), Pyp xy}. is an ensemble of P, then

> plelu(a)v )P (d b [xy) (G37)
e)q)uz
=Y pleln(v(ra) Y D' &X' A)D (A1) Y P (ablxy)PC' (a|laxra)PC (b [byka) (G38)
[287.%) xy ab
=Y uODD 2D GIYA) Y (Z p(e|z>P“<ab|xy>) D v()PC'(d|axr)PC* (b |byry)  (G39)
Xy A ab e Ao
=YY uODD (xlX 2D (1Y'A1) Y Plablxy) Y v(a2)PC' (d |axda)PC* (¥ |byka) (G40)
xy A ab A2
= Pygxy @bx'y), (G41)

by using Eq. (G32) and the fact that ), p(e|z)P**(ab|xy) = P(ab|xy).
Moreover, {p(e|z), PX%|XY} is an arbitrary ensemble, and Eve can easily access it once she has the CE £(P)(ABE|XY Z):
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Because {p(e|z)u(r)v(ra), P1*2(d'b |x'y')} is an ensemble of P,

Vey o nf ZpJ(A BYpr <Y plela)n(a)v(A)IA : B peyia i xme vr—y) (G42)
p 1 'l 4
€)u1)»2
)
< D Pl O)IAX : BY Dpesia axpyxmv.v'—y) (G43)
eMAz
un
= Y plel)m()IA : BIXY) +1(X : BIY) + 1(A : Y1X) + 1(X : ¥ ) peon axy prrme yimy)
el
(G44)
(1)
= ZP(€|Z)M(M)I(A t BIXY )peont (ax By [x'=x',¥'=y') (G45)
E)»]
= Y plel)(n)D' G DD (Y ADIA 2 B)peon aix —y—yx—v'.¥ =y (G46)
exyh;
av)
(G47)

where in (I) we use the data processing inequality and also
use the fact that the distribution Py éﬁxy (axby|x'y') =
D' (x| A)D*(yly' M)Psg yy (ablxy) Y-,y PC'(d'|axa)PC?
(V'|byr,) is independent of A,. The chain rule of mutual
information has been used in (II) whereas in (III), we use
the fact that given x’, ¥y and A, the random variables X
and Y are independent, hence I(X : B|Y) =1(A: Y|X) =0,
which follows from the nonsignaling condition. In (IV) we
simply write P“M(ABIX =x,Y =y, X' =x,Y' =y) =
P“(AB|X =x,Y =y).

The rh.s. of (G47) is valid for an arbitrary ensemble
{p(elz), P&} € S9(P), so it is still valid when taking infimum
over all ensembles. Hence,

max inf Z Pil(A" - B )picagxy)

X'y {pi P/I}Esall(p/

< max inf
xy {P Pi GSU[I(P)

= N (QampLopc(P)) <

Zp,HA B)piasixy). (G48)

Ng(P). (G49)

]
As MDLOPC ¢ GMDLOPC, so we have
Corollary 3. The nonsignaling squashed nonlocality of
any nonsignaling bipartite device P satisfies

Y aviore Nsq(Ampropc(P)) < Nyg(P),

The above monotonicity property also holds for_the
nonsignaling squashed conditional mutual information I(A

B|E)gpyaBE|XY2)-

(G50)

5. Superadditivity and additivity

Proposition 7.'8 If two bipartite nonsignaling devices
P(AB|X Y1) and Q(A2B,|X,Y,) are the marginals of a four
partite nonsignaling device P(A|A2BB;|XX,Y1Y,), then the

18The result of this section is partially based on Ref. [31].

< max E p(e|2)I(A : B)peapixy),
xy
e

(

nonsignaling squashed nonlocality Ny, is superadditive,

Niq(P(A1A2B1 B> | X, X5Y1Y5))

> Ny(P(A1B11X111)) + Ny (Q(A2B2|X5Y5)),  (G51)

and additive for tensor product of devices P(A1B1|X1Y)) ®
0(A2B, | X0Y5), that is

Niq(P(A1B11X1Y1) ® Q(A2B5|X,Y2))

= Nq(P(A1B11X111)) + Ny (Q(A2B2]XoY2)).  (G52)

Proof. Superadditivity on joint device: Let us consider
two devices P(AB1]|X1Y;) and Q(A,B,|X,Y,), which are
the marginals of a big four party nonsignaling device
P(A]AzB]Bz|X]X2Y1 Yz), i.e.,

Zp(al,az,bl,b2|x1,xz,y1,y2)

azbz

= P(ay, bilx1, y1) Yai, by, x1, x2, y1,y2,  (G53)
Zp(a1,az,b1,ble1,Xz,y1,yz)
a1b1

= Q(az, ba|x2,y2), Yao, by, x1,x2,y1,y2. (G54)

where P(Alzcll, A2=a2, B1=b1, Bz = b2|X1 = X1, X2 = X7,
Yy =y, h=y) = P(ai, az, by, balx1, x2, y1, y2), P(A1=ay,
By = b|X; = x1, Y1 = y1) = P(ai, bi|x1,y1), and Q(A; =
a, By = br|Xo = x0, 2 = y2) = Q(az, ba2|x2, y2). Moreover,
P(A1A,B B, | X1 X,Y1Y,) is also satisfy nonsignaling conditions
among all of its parties, as defined in Egs. (B1) and (B2).
Consider an arbitrary nonsignaling extension of
P(A1A,B B | X1 X2YYs) — P(A1A2B | BL,E | X1 X0Y 1 Y2Z), with
unary input |Z| in the extended part. The input is unary, so
the nonsignaling condition is automatic and we can omit the
Z. The conditional mutual information of the distribution
after performing an arbitrary pair of direct measurements,
e, ME ®@ME - on the inputs X;,Y; and X, Y

X101
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reads

Vxi, X2, Y1, Y2

[(A1A2 2 BB |E) (i, | @ME )P ABIBEIX oY1)

X272

)
= (A1 1 BIE) + 1(A2 0 Bi|EA1) + 1(A1 2 B2|EB1) + 1(A2 @ Bo| EABD)) (s | @M, )P ABIBEIX XY o) (G55)

.2
> 1A : Bl|E)Mflv‘,]F(AlB|E\X,Y1) +1I(A; : B2|EAIBI)(M5MI®Mf2‘v2)F(AIAZB]BZE|X1X2Y,Yz)’ (G56)

where we use the chain rule of mutual information in (I) and in (II), we use positivity condition of mutual information.
ME P(ABiE|X 1)) is the marginal of the device ME @ ME )P(AA>B B,E|X XY, Y,) after the direct measurements

XY X1Y1 X2,Y2
on the inputs. Recall that
(ML, @ ML )P(AIALBIBLE|X XoY1Ys) = P(A1ALBIBYE X = x1, X0 = X0, Y1 = y1, Yo = ). (G57)

Noticing that P(A;B|E|X,Y;) is an arbitrary extension of P(AB|XY;) and similarly P(A;A,B|B,E|X;X,Y,Y,) is for the
device Q(A|B{E|X Y;), we can write

Vxl3x2ay1’y2

LAy BiE) pmr | paieixyy = nf 1AL BUE) v pagsiex ) (G58)
11 P(A\BIEIXiYi) SR
: ; " yp > i : 5 .
[(A2 2 BolEAWBO) (s, | @M, )PAIABIBEX XY ) 2 Q(Azé?:;flszz)I(Az BolE) pmr | 0B 1x1) (G59)

From inequalities (G56), (G58), and (G59), we have

Vxi1, X2, y1, y2
[(A1A2 1 BiB2|E) s | @M, )PAABIBEIX XY Ya)

X2.52
> inf I(A : BJ|E 5 + inf 1(A, : B|E 5 . G60
- P(A1BIE|X1 Y1) “ lI )MXFMIP(AIBIE‘XIYI) O(A2BLE|XaYs) e 2| )Mfz"‘FZQ(AZBZHXZYZ) ( )
The above inequality holds for all extensions of P(A1A,BB,|XX,Y,Y>), hence also for an optimal extension on the Lh.s., so

Vxi, X2, Y1, Y2

inf I(A1A2 . B]Bz E) F F p
P(A1B1ABEIX Xa Y Ya) | (M, 5 ML, PAIABIBEIX 1 Xo Y1 1)
> inf 1Ay : BIIE) pr 5 + inf 1Ay : B2lE) paF H0as, . (G61)
= PABIEIXY)) | ML, PAIBIEIX Y1) O(AaBoE oY) | MG, 5, QA2 BE|XoY2)

Suppose that %;, y; are the optimal direct measurement choice for Nq(P) and Xy, , are for N (Q),

Mq(P(A]B]lX]Yl)) = max _ 1I1f I(A] . Bl|E)MF . P(A]B]ELX]Y[) = _ inf I(A] . BI|E)/\/[E - IS(A131EIX|Y|)’ (G62)
XYL P(AIBIEIX\Y)) ARy PUABIEIX Yy) B
Nig(QA2By1XoYo)) = max _inf  1(A2: BolE) s | pusoeimery = - inf 1Azt BolE) jr  poaysiExy,)- (G63)
X2,2 P(A2BrE|XoYs) 272 O(A2BE|X>Ys) 272
Finally,
Mq(ﬁ(A]BlAZBZlX]XZYIYZ)) - max _ inf I(A]AZ . BlelE)(MF » ®MF ' )P(A1A23132E|X1X2Y]Y2) (G64)
XLYLX2Y) P(A|BiAIBLE X X2 Y1 Vo) ST e
0 .
2 P(AlB]Azl;?Ef\X]XzYIYz)I(A1A2 : BlBﬂE)(M?lvfl ®M§2,5‘2 P(A1ABIBE X oY1 Ys) (G65)
an ; ;
> in I(A, : Bj|E B + in I(A; : BA|E 5 ,
Z B BRI (Ar: BUE) pr | pasiEIXin) - . (A2 1 BolE) it 03B 1x1)
(G66)
ain
= Nyq(P(A1B11Xi1)) + Nig(Q(A2B2|Xo2)). (G67)
In (I), we use an specific choice of direct measurement, /\/lfl 5 ® ./\/lf:2 5,» Which may not be optimal for device

P(A|B1A>B,| X1 X,Y1Y5). We use Eq. (G61) for the direct measurements M;,ﬂ ® Mfﬂz in (/1) and finally in (/17), Egs. (G62)
and (G63) has been used. ' '
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Additivity for tensor product of devices: Let us assume that the joint nonsignaling four party device (two random variables
for input and output in the honest parties’ part) is the tensor product [76] of two bipartite devices,

P(A1B1A2B| X1 X011 Ya) = P(A1B|X1Y)) ® Q(A2B, | XoY5).

Consider the (nonsignaling) extensions with unary inputs of both the devices,

(G683)
P(A1B11X1Y1) — P(ABE |X,Y;) and

0(A2B,|X>Y,) — O(A2B2E>|X,Y,), which are the optimal extensions for calculating ./\/sq for both the devices, as given

in Eq. (G3), for all x and y. Hence,

their tensor product P(A;Bi1E1|X1Y1) ® Q(A2B,E>|X,Y,) is an extension of

P(A 1B A;B,|X1X,Y,Y,), which may not be optimal one, resulting in

Vxlsxz’ylvyz
inf 1(A1A; : BiBL|E
P(AIBIAZB2E|X]X‘)Y1Y2) ( S 2| )(MXF ‘I®Mfz 2 PAABBE X KN Te)

S HAA2 1 BiBo|ELER)(ME | @ME, | )P(ABIE X\ Y)@0(A:B Ex X ) (G69)
=1(A; : B1|E; )MF , PaBExiy) T I(A; : B2|E2)MF O(AsBaEs X Y) (G70)
= P(A,Bl,%f\x,y,)l(Al PBIED)ME | PaBE XY T Q(Azzsle£|X2y2)I(A2 BolE2) Mmr |, 0uBaExlxas)- (G71)

Considering the optimal direct measurements /\/lx 5 ® /\/lF 5, in the Lh.s. of the above relation, gives

Nyq(P(A1B11X1Y1) ® Q(A2B:|X515))
= max inf 1(A1A; : B1B|E G72
X12.91.Y2 B(ABiABE|X Xo Y1 Va) (Aidz : B1By| )(MF | @M, ) IPAIABIBEIXi Xo V1 T2) (G72)
= inf 1(A1A; : B1B|E G73
P(A1B1A2BrE X1 X1 Ys) ( S 2| )(Mr ®/\/lfz 2 P(AIABI B EIXi Xo Vi Ya) ( )
< P(AlBilrgllel)I(Al : Bi|E, )Mgl_le(AlBlEl Xy T Q(A»Biz%gxzyz)l(Az : Bz|E2)Mfz_)-,zQ(AszE2\X2Y2) (G74)
< max P(A,Bi,%f\x,y,)I(Al PBIED)ME | PaBiE XY T max Q(Azéglxm I(Az 2 Bo|E2) e, | 04oBoErlXo ) (G75)
= Ny(P(A1B11X111)) + Nyq(Q(A2B2|Xo12)). (G76)
Using relation (G67), we finish the proof with equality:
Ni(P(A1B1[X1Y1) ® Q(A2B2|X2Y2)) = Nyg(P(A1B1|X111)) + Nig(Q(A2B, X, Y2)). (G77)
[

6. Subextensivity where dy = maxx(supp,/\/lf (P(A]X))) and dp =

Proposition 8. Nonsignaling
bounded by log, (min{da, dg}).

Proof. From the definition of nonsignaling squashed non-
locality given in Eq. (G5), we have

Niq(P(ABIXY))

squashed nonlocality is

= max inf

ax it Z Pil(A : B)ar piasixy) (G78)

)
< max inf

Xy {p;,Pi(AB|XY)) eSulzZp' lOgZ min {dA’dy})(Gw)

< log, (min {d4, dg}). (G80)

where in (), we use the fact that I(A : B)aq,  (piaBixyy) <
log, (min{d}, d3}) for all i, and d} = suppP(A|X = x) and
dl’;' = suppP(B|Y =y) and d4 = max, suppP(A|X = x) and
dp = max, suppP(B|Y =y).

APPENDIX H: NONLOCALITY COST
AS AN UPPER BOUND

Definition 16. The nonlocality cost of bipartite nonsignal-
ing device is

Nc(P) := C(P)log, (min {d4, dg}), (HT)

maxy(suppMF (P(B|Y)) are dimensions of the outputs,
and C(P) is the nonlocality fraction of P [93,94].

Proposition 9. The secret-key rate Kg} )(P) of a device is
upper bounded by

Ne(P) = K52 ().

Proof. Suppose Alice and Bob share a nonsignaling device
P = P(AB|XY ), and Eve has access to its complete extension
[56]. The device P can be decomposed into a nonlocal vertex
and a local device,

(H2)

P_otPL—i—(l—oe)PL, (H3)

where PY; is the nonlocal vertex and P, is any local device.
Let us denote the nonlocality fraction

P) = i H4

C( ) Alldecompsitinol;snasinEq.(H3) ( )

Eve can always get access to this ensemble,
{(C(P), PIEI’L), (1 — C(P), P.)}, in part of the honest parties.

‘We assume that Eve works in favor of Alice and Bob, and
informs them about her output when she obtains the above
ensemble. The key rate K, in this scenario, must be greater
than in NSDI-iid scenario, since in the latter case Eve does
not work on account of Alice and Bob,

K3V (P) < R(P). (H5)
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With a probability C(P) the honest parties share the nonlocal
correlations, useful for secret-key agreement and with proba-
bility 1 — C(P), they share a local device with zero key rates.
Since the key satisfying Maurer’s security definition is upper
bounded by mutual information function, and both of them are
nonincreasing under the LOPC operations, we obtain

R(P) < CPYmaxI(A : B)ur py,ampr))- (HO)
Furthermore,
LA = B)pmr pasixy)) < log, (min {d}, dy}), (H7)

where d} = suppP(A|X = x) and d; = suppP(B|Y = y). Em-
ploying Eq. (H5), we finally obtain

K3V (P) < C(P)<sup log, (min {d?, dg})) (H8)
MF

= C(P)log, (min {d4, dg}) = Nc(P), (H9)

by Definition 16,with d4 = max, suppP(A|X = x) and dg =
max, suppP(B|Y =y). ]

APPENDIX I: EXAMPLES OF SECRECY MONOTONES,
CONVEXIFICATIONOFIA :B | E)
AND A NONTRIVIAL BOUND

Monotones, based on mutual information functions, are
used to upper bound the secret-key rate on the SKA scenario.
However, the only one amongst them, which is easily com-
putable, is the mutual information itself. All of them can be
“squashed” and used to generate the upper bounds for K, g}d).

Fact 1. The secrecy quantifiers and monotones [34] (and
the mutual information function) are the upper bounds on
S(A : B||E):

I(A : B)pagey = S(A : BlIE)pupE)» In
I(A : BIE)puge) = S(A : B||E)pasE) (12)

min {I(A : B)puge), (A : BIE)papg)} = S(A : Bl|E)pugE)
(I3)

IA:B E)P(ABE)
2 1A B | E)pupey = S(A : BlIE)p@sE)- (I4)

We can use all of the functions displayed in Fact 1 to
construct the nonsignaling squashed secrecy quantifiers and
monotones for the devices. See Appendix A for the proper
definition of the above functions. B

Corollary 4. The following upper bounds on K g}d)(P) hold

I(A : B)gpyaBeixyz) 2 Kg}d)(P), I5)
I(A : BIE)¢g(pyageixyz) 2 Kg}d)(P), (16)

min{l(A : B)gpyusrixyz), 1A : BIE)gpyaeixyz)}

> K39(p), (I7)
IA: B | E)eipyaeixyz) 2 1A 1 B L1 E)epyageixyz)
> K5V (P). (18)

The proof of the above Corollary is straightforward
from Theorem 1. It is important to note that, the com-
plete extension of a device, P(AB|XY), has been denoted
as E(P)(ABE|XYZ), where the extended systems are in full
control of Eve. .

The intrinsic information I(A: B | E) and the reduced
intrinsic information I(A : B || E) are functions without
closed-form expression, and hence they cannot be computed
straightforwardly. We present a technique for finding a non-
trivial bound using the properties of one of them. First, we
notice that for any fixed bipartite device and its complete
extension, the following is true.

Observation 2 (Hierarchy between different mutual infor-
mation functions).

Nyq(P) =UA : B | E)epyageixyzy < UA 1 B)epyuseixrz),

a9
Nsq(P) =1(A : B | E)gpyapeixyz)
<TA: BIE)¢ pyaBE|xY2)- (110)

The squashed nonlocality is upper bounded by
the squashed conditional mutual information I(A:
EIE )ePyaBE|xYz), and also with squashed mutual information
I(A : B)e(pyaBE|xYZ), hence:

Observation 3. Nonsignaling squashed nonlocality is
upper-bounded by the following expression.

Ng(P) < min{I(A : B)g(pyapeixyz)» WA : BIE)epyapeixyz))-
(1)

Unfortunately, the squashed nonlocality lacks a closed-
form expression for an arbitrary nonsignaling device. It
involves optimization over general measurement and post-
processing channels in the eavesdropper side. This makes it
hard to compute for a generic nonsignaling device. Moreover,
we obtained the squashed nonlocality to be a convex function
over the mixture of devices, see Appendix G 3, whereas the
intrinsic information is not a convex function. This might be
due to the fact that it was constructed in the same way as
the nonsignaling squashed entanglement, and the latter is a
convex function of quantum states [62]. In this section, we
will show how convexity of squashed nonlocality can be used
not only to calculate nontrivial upper bounds on K, g}d), but
also how it can be used to define new nonsignaling squashed
secrecy quantifiers.

Observation 3, brings the idea of how to use the con-
vexity property of squashed nonlocali%/. Since the squashed
nonlocality is an upper bound on Kg} ), hence, the r.h.s. of
Eq. (I1'1) must also be an upper bound on secret-key rate as
well. Together with the convexity property, it implies that a
lower convex hull of I(A : B|E) and I(A : B) also bounds K"
from above.

Theorem 4. Within a family of functions {F;}, which are
convex with respect to mixtures of devices, and

Fi(P) < I(A : B)gpyaBE|xyz)

o~

Fi(P) < I(A : BIE)gpyaBE|xyz)»

112)
(113)
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there exists a function F that upper bounds any function in {F;}
and for which the following relation holds

F(P) > K3V (P). 114)

Proof. SinceT(A : B | E) e {F;} because of Proposition 4
andI(A: B | E)gpy 2 Kg}d)(P), then, for a function F' which
lies above the values of the squashed intrinsic mutual infor-
mation, satisfies F(P) > Kl(;}d)(P).

Theorem 4, can be easily generalized by imposing different
constraints than Egs. (I12) and (I13), for example, by using
other upper bounds on the squashed nonlocality and also an
arbitrary number of them.

Remark 3. The lower convex hull of plots of an arbitrary
number of functions, each being an upper bound on a convex
function which upper bounds K, B}d), is an upper bound on the
key rate itself.

This observation automatically yields a recipe on how to
construct nontrivial upper bounds on K, g}d) . We come up with
the following Corollary, being a direct consequence of Theo-
rem 4 and Remark 3.

Corollary 5. A nontrivial upper bound is given by the
lower convex hull (LCH) of plots of nonsignaling squashed
secrecy quantifiers.

Nyg(P) < F(P)

= LCH{’I\(A : B)S(P)(ABE|XYZ)7T(A : BIE) ¢ pyuBE|XYZ)}-
I15)

Proof. We prove by contradiction. If there would be a func-
tion which at any point is greater than the lower convex hull
of I(A : B) and I(A : B|E), either it would not be convex or it
would be greater (at least at a single point) then at least one
from the above nonsignaling squashed nonlocality quantifiers.
Therefore it is not in the set {F;}. |

The upper bound on K g}d) introduced in the above corollary
can be computed much more easily than the nonsignaling
squashed nonlocality. We will refer to the procedure of cal-
culating upper bounds via this technique as convexification.
Observation 2 and Proposition 9 provide a collection of func-
tions which are upper bounds for Nyq. Hence, there exists a
convex (in the same sense) function, which is an upper bound
on the squashed nonlocality, but at the same time, it is a lower
bound on any function in this group, which is very clear from
the proof of Theorem 4.

APPENDIX J: NUMERICAL UPPER BOUNDS
ON SQUASHED NONLOCALITY

In this section, we will provide the upper bound on the N,
for some exemplary family of devices, namely, two binary
input and two binary output devices (2,2,2,2) and for a device
which has ternary input for one subsystem and binary input for
the other subsystem but all the outputs are binary (3,2,2,2). We
have obtained that there exist some devices that are not MD-
LOPC key distillable, although they are nonlocal. Describing
the procedure of convexification, we focused on obtaining
upper bounds by employing a lower convex hull of the upper
bounds on M. The reason behind such an approach is to
simplify our calculations. In this Section, we present a specific
example of upper bounds on Ny, which we have obtained via
this technique for some bipartite binary input output nonlocal
devices. Let us recall here that Ny, is defined as

Ny (P) = n)}a;x min inf I(A : B|E’)(M£ZV®MZG)5(P).

z O

an

The core strategy is based on the observation that the
definition of nonsignaling squashed nonlocality involves two
minimizations: one in the measurement process and another
one in applying suitable post-processing channel, in part of
the eavesdropper. We notice that one can obtain upper bounds
also in the case in which used measurement and channels
are not optimal, which follows from the property of infimum.
Knowing this, we can run a three-step strategy to obtain an
upper bound on K, g}d) for the desired set of devices.

(1) Choose an (arbitrary, possibly continuous) set of de-
vices, for which an upper bound is to be calculated.

(2) Calculate the values of upper bounds on nonsignaling
squashed nonlocality employing different devices, different
measurement choices, and different post-processing channels.
These can be obtained either via educated guess, some heuris-
tic method or with computer aid, including a random search
over the space.

(3) Construct lower convex hull of all previously gener-
ated plots, and the result is the convex hull of the chosen set
of points.

1. Upper bound for the nonsignalling device
used by Hiinggi, Renner and Wolf

‘We will now employ the above technique to bound the
Kg}d). As we have argued, the notion of security employed
by us is equivalent to that used by Hinggi, Renner, and Wolf
[17]. The protocol proposed by them yields a positive key
rate for devices exhibiting quantum correlations, we compare
our upper bounds with the lower bound presented by them
[17,63], in Fig. 8. The nonsignaling device we consider, as in
Ref. [17], is given by

X 0 1
y N4 0 1 0 1
1 ) ) 3 € 1 €
PaCatboy = 0| 2LE v v 2
2 2 2 8 2 8 2
L0 |i-s ks [ies e
Ulivs d-slins i+
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FIG. 8. Plot of several nonsignaling secrecy quantifiers 1\7[(A : B||E), as an upper bound on secure key rate Kg}d), for the bipartite binary
input output device Pyrw given in Eq. (J2) (also in Ref. [17]). The parameters chosen for drawing these figures are provided in Table II. The
dashed red line corresponds to the nonsignaling squashed mutual inforrnationT(A : B)pgy - The blue dashed-dotted straight line represents the
nonlocality cost, as well as the nonsignaling squashed conditional mutual information I(A : B|E)g ) OVer the complete extension £ (Pyrw )
of the given device P. The solid orange line represents the upper bound on the nonsignaling squashed nonlocality A, which is in fact the lower
convex hull of the several other upper bounds on N,. The magenta dotted line is the key rate R(P|py,, ) of the protocol design by Hénggi,

Renner, and Wolf [17].

It remains a valid nonsignaling probability distribution in
the parameter range 0 < § < 1 and —% <e< %. It exhibits
nonlocal correlation for a very small range of parameters,
quantified by the parameter ¢, probability of not wining the
CHSH game [60], which is

e=Pra®b#x-y)=1(3+68+3e€). J3)

The device is nonlocal when the error ¢ € [0, Z)’ and there
are multiple choices of § and € to attain this Without loss
of generality, we choose 0 <é <1 and —7 <e< 35

3 .
TABLE II. Table of the different values of the parameters § and

€, for the sub-figures as given in Fig. 8. § and € are the parameters of
bipartite nonsignaling device Pyrw given in Eq. (J2).

Figure 8 €

(a) 0.01 &(3.04 + 12¢)
(b) 0.03 1—'6(3.12 + 12¢)
© fe -4
(d) € e—1

The nonlocality fraction of these devices in the above range
of parameters is C(P) = % — 8 — 3e.

The polytope of Pyrw, bipartite binary input-output de-
vices, consists of 24 extremal devices [95], among which 16
are local or deterministic devices, and the remaining 8 are
nonlocal. The local devices are given by

1 fa=ax®B,b=yydo,
Log, o (ab = . J4
pra(ablxy) {0 otherwise, )
where «, B8, ¥, 0 € {0, 1}. And the nonlocal devices are
1/2 ifa®b=xy®rxdsydt,
B,y (ablxy) = . J5)
0 otherwise,

where r, s, t € {0, 1}.

In Fig. 8, we plot several nonsignaling squashed secrecy
quantifiers and monotones M(A B||E) for different choices
of the parameters § and €, with respect to the &, which forms
the upper bound on Kg} , Different plots correspond to dif-
ferent choices of the parameters € and §, as given in Table II.
The last row of Table II, give rise to the isotropic device, i.e.,
P = (1 — &)PR + ¢PR, described in the main text.
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In all the four figures, the red dashed line represents the nonequivalence between nonlocality and secrecy in NSDI
squashed mutual information I(A : B)p between Alice and  paradigm.
Bob. The optimal choices of the measurements by Alice
and Bob in the squashing process varies with § and €. For a. Method to obtain the upper bound on N
Figs. 8(a) and 8(b), the optimum direct measurement choice is The nonsignaling squashed nonlocality defined in
(x=0,y=0)ford < ¢, and any one of the other three input ~ Eq. (J1), is the optimal conditional mutual information
choices for § > ¢. The measurement choice (x =0,y =0)is  I(A : B|E")g(p,yy)» between Alice and Bob, when Eve holds

optimal in the entire range of ¢ for Fig. 8(c), and all measure- the complete extension of the device Puyrw. It involves
ments choices give the same mutual information for the choice a maximization over the measurement (input) choices of
of 8 and € in Fig. 8(d). Alice and Bob. In our cryptographic protocol, we assume
The nonlocality cost N (Purw) is plotted with the dashed-  that Eve will perform an adaptive choice of measurements
dot blue line in all the figures. after learning Alice and Bob’s measurements, followed by a
Figure 8(d) clearly shows that our measure, nonsignal-  post-processing channel. We also observed that an arbitrary

ing squashed nonlocality Ny, is not a faithful measure  adaptive measurement by Eve, direct or general, with any
of IlOIllOCElllty. The orange curve 1s the upper bound on post_processing Channel’ provides an upper bound on qu’
Ny, and we have found that the bound reaches to O for which remains convex over ¢, in the entire range of ¢.

e =0.2 (it remains equal O for ¢ € (0.2, 0.25] due to the We calculate the CE [56] of Pyrw numerically in the entire
convexity of the measure). It strongly suggests that there  range of § and e, where the device is nonlocal. The most
exists nonlocality which can not be turned into security. tighter upper bound we have obtained numerically, involve a

Indeed, for these devices, no protocol of distribution is  direct measurement by Eve. This direct measurement is no
known. Using wirings that is necessary for the key to be  doubt is a function of Alice and Bob’s input choice, which
nonzero, imply that we enter to some extent the general  is intended to reduce the correlation shared by them. This

scenario of Kp; for which there is a wide class of attacks measurement on Eve’s system creates the following minimal
[26]. Since our scenario is restricted, we can not postulate ensembles in part of Alice and Bob,

J

1 53 14+4e 144 144 144 144 144 § & 16)
V= |- —0—J€, s , s , s y =~ |

4 8 8 8 8 8 8 2°2

& = [Booo, Loooo, Looio, Loiots Lot11, Liooos Lito1, Lio11, Litio]l. ()]

The same measurement leads us to the nonsignaling squashed conditional mutual informationT(A : B|E)g(p) for all input choices
of Alice and Bob, which we have plotted by the dashed-dotted blue line in all the figures of Fig. 8. We have obtained that
nonlocality cost of the shared device is N¢(Purw) = I(A : B|E)g(p).

The classical discrete post-processing channel ®g/ g, that we have obtained is different for different input choice of Alice and
Bob. And they are

Device | Booo | Loooo | Looto | Lotor | Lorir | Liooo | Litor | Liorr | Lito
X lo | 1 23] a4 s | 6| 7] s
0 1 0 0 0 0 0 0 1 1
0o i 0 [ 1 [ 0 0 | 0 [ 0] 000
Ope =" 2 0 0 1 0 0 0 0 0 0 - (8)
3 0 0 0 1 0 0 0 0 0
4 0 0 0 0 1 0 0 0 0
5 0 0 0 0 0 1 0 0 0
6 0 0 0 0 0 0 1 0 0
Box | Booo | Loooo | Looto | Lotor | Lotir | Liooo | Liror | Liorr | Litro
el ol 1| 23] a] s |6 ]| 7]s
0 1 0 0 0 0 1 1 0 0
o1 1 0 1 0 0 0 0 0 0 0
Ope =" 2 0 0 1 0 0 0 0 0 0 - (9
3 0 0 0 1 0 0 0 0 0
4 0 0 0 0 1 0 0 0 0
5 0 0 0 0 0 0 0 1 0
6 0 0 0 0 0 0 0 0 1
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Device | Booo | Loooo | Looto | Lotor | Lorir | Liooo | Lisor | Lionn | Lo

Nlol v 23 4] s ] e | 7] 3

0 1 0 1 0 1 0 0 0 0

10 1 0 1 0 0 0 0 0 0 0
Opie =" 2 0 0 0 1 0 0 0 0 0 J10)

3 0 0 0 0 0 1 0 0 0

4 0 0 0 0 0 0 1 0 0

5 0 0 0 0 0 0 0 1 0

6 0 0 0 0 0 0 0 0 1

Device | Booo | Loooo | Looto | Lotor | Lotit | Liooo | Litor | Liotr | Litio

¢ e 0 1 2 3 4 5 6 7 8

0 1 1 0 1 0 0 0 0 0

. 1 0 0 1 0 0 0 0 0 0
O =" 2 0 0 0 0 1 0 0 0 0 J11)

3 0 0 0 0 0 1 0 0 0

4 0 0 0 0 0 0 1 0 0

5 0 0 0 0 0 0 0 1 0

6 0 0 0 0 0 0 0 0 1

Hence, the upper bound on the key, according to our numerical findings is

Kglid) < /\/sq(P) < LCH{’I\(A : B|E)£(PRH)(ABE|XYZ)7T(A : B|E)Q(ABE\XYZ)}’ (J12)

where Q(ABE|XYZ) = Oy, (€ (Purw)(ABE'|XY Z)), an ar-
bitrary optimal extension, which is obtained from CE by
applying the above post-processing channel.

The plot of the r.h.s. of the above inequality is given by
the solid orange curve in Fig. 8. The color shade is used
to separate the two regions, where the optimal measurement
choices of the honest parties are coming from two different
inputs. The light blue shade in Figs. 8(a) and 8(b) represents
the choices of optimal inputs to be (x = 0, y = 0), whereas
the dark blue shade is for the other choices of input (all of
them give rise to the same value). In Fig. 8(c), the optimal
input by the honest parties is (x = 0, y = 0), and in Fig. 8(d)
all the other set of inputs are equally likely, and the color shed
has been chosen to light blue.

We compare our upper bound with the key rate R(P|p,,y )
generated by Hinggi, Renner, and Wolf [17], which is the
magenta dotted line in all the figures in Fig. 8. It lies below
the solid orange line, as it represents the NSDI key rate for a
particular protocol, and we provide the upper bound over all
possible protocols.

Moreover, if we compare the bounds among the sub-
figures of Fig. 8, we observe that for a fixed ¢, the bound is
almost decreasing if one goes from Fig. 8(a) to 8(d). This is
because in Fig. 8(a), the choices of the parameters § and € are
such that the probability of not winning the CHSH game is
smaller for one choice of the input compared to the other input
choices of the honest parties. In Fig. 8(d), all the distribution
has the same error ¢, depicting the lowest bound, i.e., all the
inputs give rise to the same error, which leads to no specific
choice of inputs.

(

The nonfaithfulness of our measure is visible from
Fig. 8(d). We have found that the bound reaches to 0 for
& = 0.2 (it remains equal 0 for ¢ € (0.2, 0.25] due to the
convexity of the measure). It strongly suggests that there exists
nonlocality which can not be turned into security. Indeed, for
these devices, no protocol of distribution is known. Using
wirings that is necessary for the key to be nonzero, imply that
we enter to some extent the general scenario of Kp; for which
there is a wide class of attacks [26].

2. Upper bound for the nonsignaling device used by Acin,
Massar, and Pironio

In this section, we will find an upper bound on the
nonsignaling squashed nonlocality, for a device, which
the honest parties Alice and Bob can obtain by perform-
ing quantum measurements on a shared bipartite quantum
state, given in Ref. [16]. The shared quantum state is the
Werner state pag = plvri) (Vi las + 5L 1ag, Where |y )ap =
\%(|0)A|O)B + [1)4]|1)4), and p € [0, 1]. One of the honest
parties, Alice consider three possible measurement choices
x € {0, 1, 2}, whereas Bob chooses only two possible mea-
surements y € {0, 1}. Among those set of measurements when
both the measurement settings are x =0 and y =0, the
measurement bases coincides and only that choice of mea-
surement has been used for the key distribution run. The
other two measurements x € {1, 2}, for Alice and two mea-
surements y € {0, 1},for Bob, are for the test of nonlocal
correlation present in the system, i.e., for the violation of Bell
inequality, of the shared state.
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The shared probability distribution by both the parties, or the device obtained after the possible set of measurements is given
by

X 0 1 2
y N4 0 1 0 1 0 1
0 1+p 1-p 2++/2p 2—/2p 2+/2p 2—v2p
- 0 4 4 8 8 8 3 3
Pamp(ablxy) = L e | mvE 28 | 2mvB 2B J13)
4 4 8 8 8 8
0 1 1 24v2p  2=v2p | 2=v2p  2+V2p
1 4 4 8 8 8 8
1 1 1| 2=v2p 2442 | 20V2p  2-V2p
1 1 8 8 8 8

In the entire range of p, the device is a valid probability distribution but it exhibit nonlocal correlation only for an small range
of p. To compute the range of p, where let us quantify the probability of not wining the CHSH game [60], by the parameter ¢,
which is

£(Pavp) = Pra@ @b # (x — 1) Vpyy = 12— v/2p). (J14)

Note that for Payp, Alice will use her inputs x € {1, 2} for the detection of nonlocality. Now the device is nonlocal when
0<e< %, hence the device may be useful for secure key agreement protocol in presence of nonsignalling Eve in the range of
% <p< L

To make a rough estimation on the upper bound of /\/'Sq, of Pamp(ablxy), we first focus on the squashed conditional mutual
information I(A : B|E e®ap)» Where E(Pamp) is the complete extension of the given quantum device. In general, obtaining the
complete extension of a given box, in this new (3,2,2,2) polytope is an extremely difficult task and hence, we have found here
only one exemplary minimal ensemble which up to our numerical search is an optimal eavesdropping strategy, i.e., achieving
the min, [see Eqgs. (6) and Appendix A for the definition of I(A : B|E)gp,,)], for the chosen values of the measurement setup

by the honest parties for key sharing x = y = 0. The minimal ensemble is

[p 1 p 1 2-32p 2—V2p 2—V2p 2—2p 2—2p 2—2p
V=|—F(%=—%,—F4—= "% ) ) ) ) ) )

V2 2V2 2 8 8 8 8 8 8
1—p 1-— 2 —4/2 2 —4/2
pl-p( «/_)p,( V2)p 7 a1s)
4 4 8 8
&, =[Bo, Bi, Lo, Li, Ly, L3, L4, Ls, Le, L7, Lg, Lol, J16)
where By and B; are the two nonlocal extremal devices and Ly, ..., Ly are the local deterministic devices (extremal), in the
polytope of the devices where Payp) lies, and they are given by [96]
X 0 1 2 X 0 1 2
y pnNd|0 1]0 1|0 1 y pN4 10 1]0 10 1
o |2 ot ot o0 o |2 o3 0|3 O
Bo(ablxy) = 0 o2 U2 . Biably) = 0 R )
1 0 510 310 3 1 0 510 3]0 3
1 1 1 1|1 1
! 0 5 015 0]0 3 { 0 0 513 010 3
1 1|1 1 1|1
1 0 510 5|15 O 1 5 0]0 5135 O
X 0 1 2 X 0 1 2
y p410 1/0 1[0 1 y p4|0 1/0 1[0 1
0 1 o1 0|1 O 0 1 0|1 0]0 1
L() = 0 5 Ll == O )
1 0 0|0 O|O0O O 1 0O 0|0 0|0 O
1 0 1 o1 0|1 O 1 0 1 o1 0|0 1
1 0O 0[O0 O|O0 O 1 0O 0|0 0|0 O
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X 0 1 2
y pN410 1/0 1[0 1
L2=00000000, J18)
1 |0 1|0 1]0 1
10000000
I |0 10 1|0 1
X 0 1 2 X 0 1 2
y pN4 10 1/0 1[0 1 y pN4|0 1/0 1|0 1
L= 0 0 000000,L4=0 0 OOOOOO’
1 |0 1|0 1]0 1 1 |0 1|1 0]0 1
10010101 10011001
1 [0 0[O0 OO0 O 1 {0 0|0 OO0 O
X 0 1 2
y 4|0 1/0 1[0 1
L5=00100110, J19)
1 {0 0|0 0|0 O
10000000
1 |1 0|0 1|1 O
X 0 1 2 X 0 1 2
y pN4 10 110 1[0 1 y p4|0 1/0 1|0 1
L= 0 0 000000,L7=0 0 011010,
1 |1 0|0 1|1 O 1 {0 0|0 0|0 O
10000000 10000000
1 |1 0|0 1|1 O I |0 11 Of1 O
X 0 1 2
y pN410 110 1[0 1
L8=00101010, (120)
1 {0 0j0 OO0 O
1OOOOOOO
1 |1 01 01 O
X 0 1 2
y p4|0 1/0 1|0 1
0O |0 0|0 0|0 O
Lo(ablxy) = 0 1 o 1lo 111 o J21)
10000000
1 |0 10 11 O

For the given decomposition of the device Pamp(ablxy), the squashed conditional mutual information reduces to T(A :
BIE)epp) = ﬁp — 1, which is equal to the nonlocality cost of the shared device i.e., Nc(Pamp). It reaches to V2 — 1, for
p = 1, i.e., when the Bell state is shared.

To obtained the upper bound on Nyq(Pamp), we will again apply some post-processing channel ®g g/, on the output of Eve
E, and apply the procedure of getting the lower convex hull, by the relation

Nig(Pamp) < LCH{T(A : BIE)g(p,y,papE1xv2) VA : BIE g, puiEixv2) | (J22)
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FIG. 9. Plot of nontrivial upper bound on the nonsignaling squashed nonlocality Nyq, of Pamp(ablxy) given in Eq. (J13), by the blue shaded
region under the orange solid line and a red dashed line. The red dashed line is the (segment of) lower convex hull of the orange solid curve and
the purple long-dashed straight line. The solid orange line is obtained by the lower convex hull of several upper bounds of Ny, with the help
of Eq. (339). Blue dashed-dotted line is the squashed conditional mutual informationT(A : B|[E)gp,yp)- The magenta dotted line is the lower
bound on the key rate, whereas the purple long-dashed line is the upper bound on intrinsic information of the eavesdropping strategy used in
Ref. [16]. We observe that the convexification technique resulting in the convex-hull bound allows to obtain tighter upper bound on Nq, and
therefore the tightest known upper bound on the secret-key rate in the nonsignaling scenario.

where Qamp(ABE|XYZ) = Opz(£(Pamp)(ABE’|XYZ)) is an arbitrary extension of Payp, upon applying the post-processing

channel ®g g, given by

Device BQ B 1 LQ Ll Lz L3 L4 L5 L6 L7 Lg Lg
N0 123456789 10]11
0 1/1]0]0]O0]O0|1]1]O0]O0]O]oO
1 0] 0|1|]0]l0OlO|]O]lO|lOlO|O]O
2 0] o0|o|1|O0O]lO|]O[O|lOlO|O][O
O =73 0] 0|O0O|O|1|]O|]O|[O|lOlO|O][O (J23)
] 0]0|]oO|lOlO|1T|]O]lO|lOlO|O]O
5 0] o0|o0|lOlOlO|O|[O|[1T]lO|O][O
6 0] 0|]O0O|lO|lOlO|]O[O|O[1]O]O
7 0] 0|O0O|[O0O|lOJlO|]O|[O|OlO[|T1]O
8 0] 0]O0O|lOlOlO]OJ]O]O|O|O]1

Note that here we need only one post-processing channel, be-
cause in the squashing procedure unlike Appendix J 1, Eve’s
know which outcomes of Alice and Bob are used for the key
generation run.

The upper bound on J\/Sq (Pamp), i.e., the right-hand side of
(339), has been plotted in Fig. 9, by the orange line, which
vanishes for p =~ 0.783, and from the procedure of lower

(

convex hull we will consider it 0, for all p < 0.783. The
magenta dotted line is the lower bound on the key rate of
Ref. [16], whereas the violate dashed line is the upper bound
on the intrinsic information /(A : B | E), of Ref. [16], for
a particular eavesdropping strategy. We have found that our
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[16], for p > 0.853.
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