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The eight-port homodyne detector is an optical circuit designed to perform the monitoring of two quadratures
of an optical field: the signal. By using quantum Bose fields and quantum stochastic calculus, we give a complete
quantum description of this apparatus, when used as quadrature detector in continuous time. We can treat either
the traveling waves in the optical circuit or the observables involved in the detection part: two couples of
photodiodes, postprocessing of the output currents .... The analysis includes imperfections, such as not perfectly
balanced beam splitters, detector efficiency, electronic noise, phase and intensity noise in the laser acting as local
oscillator; this last noise is modeled by using mixtures of field coherent states as statistical operator of the laser
component. Due to the monitoring in continuous time, the output is a stochastic process and its full probability
distribution is obtained. When the output process is sampled at discrete times, the quantum description can be
reduced to discrete mode operators, but at the price of having random operators, which contain also the noise of
the local oscillator. Consequently, the local oscillator noise has a very different effect on the detection results with
respect to an additive noise, such as the noise in the electronic components. As an application, the problem of
secure random-number generation is considered, based on the local oscillator shot noise. The rate of random bits
that can be generated is quantified by the min-entropy; the possibility of classical and quantum side information
is taken into account by suitable conditional min-entropies. The final rate depends on which parts of the apparatus
are considered to be secure and on which ones are considered to be exposed to the intervention of an intruder.
In some experimentally realistic situations, the entropy losses are computed, depending on the values of the

parameters quantifying the imperfections.
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I. INTRODUCTION

Sources of true random numbers, those that are not gen-
erated from algorithms but from stochastic processes, are of
great interest especially in areas such as cryptography, sim-
ulation, and secure communication. Particularly interesting
are those random-number generators which rely on stochastic
processes of quantum origin; these are fundamentally un-
predictable due to the aleatory nature of the measurement
outcome of quantum states. A single photon traveling through
a balanced beam splitter and detected at the two outputs
with single-photon detectors [1] is a paradigmatic example of
quantum random-number generator (QRNG); the randomness
is quantified by the entropy of the superposition of being in
one output or the other. The entropy in this case is maximal
for a perfectly balanced beam splitter since the probability
distribution of the two outcomes is a uniform distribution of
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the two values (say 0 and 1). Quite recently, QRNGs that do
not require single photons, but based on continuous variable
(CV) measurements, have been proved to be very efficient and
technologically less demanding [2—-10]; these devices perform
homodyne detection and exploit the entropy of the stochastic
process underpinning the shot noise generated from balanced
receivers when the signal input is the vacuum state. Improve-
ments of this approach have also been demonstrated [11]; the
simultaneous measurement of complementary quadratures of
the vacuum state with double homodyne detection generates
not only genuine but also secure random numbers. In fact, fol-
lowing this technique it is possible to counteract the influence
of an adversary that is trying to exploit untrusted elements
of the system to steer the statistics of the random numbers
towards his own benefits.

The eight-port homodyne detector [12—16] is a combi-
nation of an optical circuit and photodetectors, devised to
“measure” two quadratures of a quantum ‘“‘signal,” possibly
two complementary quadratures. The quantum treatment of
both single- and double-homodyne detection is usually done
by using discrete bosonic modes [4,11-15,17,18]; thanks to
the use of continuous Bose fields we allow for a more general
description in terms of traveling waves and of detection in
continuous time [19-23]. In this work we want to focus our

©2022 American Physical Society
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FIG. 1. The eight-port optical circuit for a double-homodyne detection. Input fields: A ;(z). Transformed fields: stage 1 B;(z), stage 2 C;(t).

Detected fields: D;(t). Detector outputs: M (). Balanced outputs: X;(¢).

attention on the detailed analysis of the eight-port apparatus,
described in Fig. 1: it is composed by four beam splitters and
four photodiodes, one at each output of the beam splitters
3 and 4. The inputs are the signal (port 1) and the local
oscillator (LO, port 3); the beam splitter 1 mixes the signal
with a vacuum input, while beam splitter 2 mixes the LO with
another vacuum input. We include imperfections and noises in
the analysis of this circuit and we show that it is still possible
to use it as a detector apparatus. We also produce formulas
useful to calibrate nonideal experimental implementations of
QRNG modules.

The purpose of the device is to measure two field quadra-
tures of the input signal and this is realized when the LO
power is much larger than the signal power (i.e., in the
limit of infinitely strong local oscillator). We are interested
in the distribution of the two output currents generated by
the difference of the pairs of photocurrents produced by each
couple of photodiodes. In the limit of strong LO, as we shall
see, it is possible to demonstrate that the apparatus is in-
deed monitoring in continuous time two quadratures; when
the signal is in the vacuum state, the variance of the each
quadrature is reduced to pure shot noise (up to imperfections
to be discussed), which is an ideal source of entropy. This
noise is the source of randomness that is used to produce
random bits. The distribution of the measured photocurrent
is approximately Gaussian centered around a zero mean with

a variance dependent on the power of the local oscillator.
Continuous time observations of real signals are involved
in the description; however, when this apparatus is used for
QRNG, the signals are sampled at discrete times and the CV
outputs are discretized in their turn. This is due to the natural
discrete sampling that an oscilloscope or an ADC (analog to
digital converter) operates on the input signals. The discrete
distribution obtained this way can be used to produce the
actual uniform distribution of independent samples needed for
true random-number generators. The transformation from the
output statistics (which is close to a Gaussian distribution) to a
uniform distribution can be done using established techniques
described, for example, in [2].

Independently from the application as detector or as
random-number generator, the system we are considering con-
sists of linear optical elements with traveling light waves,
constantly monitored by the four photodiodes. To give a full
quantum description of this system we shall use quantum Bose
fields and quantum stochastic calculus (QSC) [24-26]. An
important aim of this work is also to use this concrete applica-
tion to show how to construct a consistent quantum theory of
optical circuits [27,28] and photodetection in continuous time
[22,29,30], even when imbalanced beam splitters, detector re-
sponse functions, laser, and electronic noises have to be taken
into account. Here, quantum and classical noises find a con-
sistent description, based on general quantum measurement
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theory [17,20,31-34]. The whole approach presented here can
be generalized also to other optical circuits, such as those pre-
sented in [12,35], or to problems of quantum communication,
such as quantum key distribution (QKD) [8,36,37].

Plan of the paper

In Sec. II we discuss the quantum treatment of the eight-
port detector. We introduce the necessary quantum fields and
the unitary operators representing the beam splitters and other
linear components in the circuit. The measurement stage, the
photodetectors, is represented by projection-valued measures
(pvm) and positive operator-valued measures (POVM) in con-
tinuous time. We allow for not balanced beam splitters. The
circuits also include a variable phase shifter between the beam
splitters 2 and 3 and another one between the beam splitters
2 and 4. At one input of beam splitter 2 there is a laser (the
local oscillator, LO) which we consider of very strong power
with respect to a possible signal in the other inputs. The laser
state is a mixture of field coherent states; phase fluctuations
and intensity noise are included in the formulation of such a
state. The action of the photodetectors is described by the pvm
associated with the photocounting operators; this counting
process is smoothed in time by the photodiodes and the re-
sulting photocurrents are subtracted in order to implement the
balanced homodyne detection. More precisely we work with
the characteristic operators (Fourier transform) [20-22] of the
counting pvm in continuous time and of the POVM describing
the subtracted photocurrents. The theoretical results are rooted
in QSC, which is essential in the whole construction. In the
main text we present the relevant results and give a physical
interpretation of the formulas, while some mathematical de-
tails are left to the Appendixes A, B 1, and B 2.

The limit of strong LO is done in Sec. III. Here we have
to prove the existence of this limit for the full probability dis-
tribution of the scaled photocurrents; again the mathematical
proofs are left to Appendix B 3. For a suitable choice of the
two phases ;, the two subtracted currents become propor-
tional to two complementary quadrature operators, meaning
that the circuit considered in the strong intensity limit is in-
deed measuring simultaneously the two quadratures. In the
ideal case, this result shows that this circuit is a physical
implementation of the theoretical POVM introduced in [20]
for time continuous measurements; however, now we take
into account also the effects of imbalanced beam splitters,
inefficiencies of the photodiodes, and LO noises. We also
discuss how the increase of phase noises can degrade the
homodyne detection into heterodyne detection in a continuous
way.

The outputs of the apparatus of Fig. 1 are often sampled
at discrete times, either when it is used for QRNG or as a
detection apparatus for the signal quadratures. The previous
general results are particularized to this situation in Sec. IV.
Moments and probability distributions of the involved observ-
ables are obtained; again mathematical computations are left
to Appendixes B 4 and C. In this situation it is possible to
express the various physical quantities through discrete mode
operators, but, thanks to our general approach in continuous
time, one sees that these mode operators are random because
their structure is based on the function describing the coherent

state of the LO and this function is random due to the intensity
noise and phase fluctuations.

In Sec. V we apply the previous results to the problem of
QRNG. Now the signal is in the vacuum state and the outputs
are sampled at discrete times; moreover, the CV outputs are
naturally discretized by the ADC apparatus. Following a com-
mon approach presented in other works, we use the classical
min-entropy and the conditional min-entropy [2,5,11,38] to
evaluate the rate of secure bits that can be extracted from
the system under practical and nonideal situations (not per-
fect balancing of the beam splitters, some inefficiency of
the detectors, presence of laser intensity and phase noises).
Our work generalizes and enlarges the analysis presented in
[8] and [11] since we allow for an imperfect realization of
the double-homodyne detection scheme, not only for additive
electronic noise. By choosing some realistic values for the
free parameters we give also examples where the number
of secure bits per sample can be computed. The problem
of QRNG is not only that the extracted bits must be truly
random, but also that they must be unknown to a possible
adversary. There are subtleties to be taken into consideration
depending on what it is assumed to be “secure” and “trusted,”
with respect to what is “untrusted,” due to the possibility that
an eavesdropper takes advantage of this untrusted part of the
system to gain knowledge on the generated data or to simply
corrupt the generation process [6,7,36]. In a first approach we
consider untrusted only the classical noise: the laser noise and
the the electronic noise due to the amplification chain after
the photodiodes; the apparatus and, in particular, the input
ports are trusted. Then, we consider also the case in which
the signal port is not secure and the so-called quantum side
information has to be taken into account. Via the introduction
of a conditional min-entropy, this classification influences the
quantification of the secure rate of random bits that can be
extracted from the system. In the examples we show also
how the generation rate of “secure bits” is influenced by the
imperfections in the circuit, as imbalance of the beam splitters
and not unit efficiency of the photodiodes. In this section we
discuss also the different roles of the LO fluctuations and of
the electronic noise, which is a purely additive noise.

As a particular case, the circuit of Fig. 1 includes also the
case of single homodyning. In Sec. VI we explain how to
obtain this case and we discuss its application to the QRNG
problem; again quantitative examples are given. Some final
comments are in Sec. VIL.

II. OPTICAL CIRCUIT AND PHOTON DETECTION

To give a quantum description of optical circuits, such as
the one of Fig. 1, and of the photon detection scheme, we need
to introduce suitable quantum fields representing the traveling
waves inside the circuit and some notions of QSC, needed to
handle the equations used in the description of the detection
stage [20-23,26]. Let us stress that the original motivation for
the introduction of QSC was related to quantum open system
theory [21,24-26].

We introduce d Bose fields a;(t) satisfying the canonical
commutation rules (CCRs)

[ai(s). a;()] =0, [ai(s), al()] = 8;8(t —s). (1)
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In quantum field theory, the CCRs admit inequivalent repre-
sentations. In order to have the existence of the vacuum and of
the coherent states we fix the Fock representation and denote
byl'=T,®T,®:--- the symmetric Fock space [see (Al) in
Appendix A], the Hilbert space where the fields a;(¢) act. The
coherent vectors e;(f) € T';, with f € L*(R), are defined by
(A2) and satisfy

aj(t)ej(f) = f(t)e;(f); )

this equation shows that e;(f) is indeed a coherent vector
for the annihilation operators. Note that e;(0) represents the
vacuum state for the field component a;(t).

To develop the theory of quantum stochastic differential
equations, the integral version of the a; fields is needed, to-
gether with the integral of quadratic expressions preserving
the number of quanta:

1

A1) = / aj()ds, AL@) = / al(s)a;(s)ds.  (3)
0 0

The operators A?j(t) were named gauge process [24]; note
that A‘?j (t) is the number process for the field j (indeed
it has the integer numbers as eigenvalues). By (2) we get
(e; (NN D)le;(f) = fy 1f(s)?dt and this quantity repre-
sents the mean number of photons in the time interval (0, 7);
then, | f(¢)|? is the instantaneous mean number of photons per
unit of time.

The approximations involved in the use of these fields
to represent the electromagnetic field are justified when the
interactions and the refraction indices are little dependent on
frequency in a large band around a principal frequency wy; this
is the so-called “broadband, quasimonochromatic approxima-
tion.” Moreover, to use these fields in an optical circuit means
to use a “quantum traveling wave formulation,” an approxima-
tion which is in some way opposed to the use a single mode or
a few discrete modes. By using these fields and QSC it is also
possible to develop a theory of direct, homodyne, heterodyne
detection in continuous time [21,22,27-30,32,37,39,40].

By suitable unitary transformations, which preserve the
canonical commutation relations, it is possible to represent
the optical linear devices which compose an optical circuit
[27,28]. In particular, we shall need the transformation gener-
ated by a beam splitter of transmissivity 1 € [0, 1]: two input
fields A;(¢) and A,(¢) are mixed together and transformed in
the fields B;(¢) and B, (), given by

Bi(t) = /nAi(t) +iy1 —nAx 1),
By (1) = iy/1 = A1 (1) + YN Ax(1). “4)

In the optical circuit that we shall analyze, the polarization
does not play any role; when it is not so, polarization can
be taken into account by doubling the fields and also linear
devices depending on the polarization can be introduced [27].

A. Optical circuit

The circuit under study is drawn in Fig. 1. It presents four
input ports, into which the input fields A;(¢) enter, and four
output ports, from which the four output fields D;(¢) leave the
circuit; the output fields are detected by four photodiodes.

The field A;(¢) carries the input signal, and it is split in
two fields by mixing it at the beam splitter BS1 with the field
Aj(t) in the vacuum state. The field A3(¢) carries the laser light
playing the role of local oscillator (LO), and it is split in two
fields by mixing it at the beam splitter BS2 with the field A4(z)
in the vacuum state. As discussed in Sec. II A 2, to model the
light losses in the circuit and the efficiency of the detectors we
add before the output ports four fictitious beam splitters and
four auxiliary input fields A;,(¢) in the vacuum state. So, to
analyze the circuit of Fig. 1 we use d = 8 field components.

This circuit is suggested as a realization of a double-
homodyne detection in [12, Sec. 5.6.1], [32, Sec. 4.5.1],
[18, Fig. 5], for instance. Here we want to perform a fully
quantum analysis of this circuit, taking into account noise
sources and imperfections (e.g., laser noise and unbalancing
of the beam splitters), as suggested in [8] for the case of a
single-homodyne apparatus.

1. Beam splitters and phase shifters

The circuit is composed by four beam splitters BSj of
transmissivity 7;, j=1,...,4, and by two tunable phase
shifters. All the optical paths from the inputs to the outputs
are assumed to be equal; this allows to neglect the delays in
passing from a beam splitter to the other. By suitable chosen
phase shifts in the fields, also imperfections in the optical
paths could be taken into account in our formalism.

At the beam splitter BS1 the signal field A;(z) is mixed
with the vacuum field A,(¢) and produces the output fields
B (t) and B, (), which turn out to be given by

Bi(1) = Vm A (1) + i/ 1 —m A (D),

By(1) = iy/1 = m Ay (t) + /m A2 (D). (5a)

At the beam splitter BS2 the LO field A3(¢) is mixed with the
vacuum field A4(¢) and, after the two tunable phase shifts v;,
it gives rise to the output fields B3(¢) and B4(?), given by

Bi(t) = V' [m As(t) +iy/1 — m As(D)],
By(t) = "[iy/1 — m A3 (t) + M As()].  (5b)

It will be useful to have a notation for the difference of the
tunable phases:

¢ =Y — Y. (6)

Then, the fields B;(¢) and B;(¢) are mixed together at the
beam splitter BS3, giving rise to the fields C;(¢) and C5(¢),
while the fields B,(t) and B4(t) are mixed at BS4 and give
rise to C»(¢) and Cy(¢). The output fields turn out to be given
by

Ci(t) = /13 Bi(t) + iy/1 — 03 B3(0), (7a)
G(t) = iy/1 = 3 Bi(t) + /3 B3 (1), (7b)
Co(t) = /M Ba(t) + iy/1 — na Ba (1), (7c)
Ca(t) = iy/1 =14 By + /7 Ba(2). (7d)

2. Losses and efficiency of the detectors

To model the field losses in an optical path and/or in a
photodetector and to maintain the CCRs (1) for the fields,
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it is usual to insert a virtual beam splitter of transmissivity
less than one [8]. The beam enters a first input port, while
the vacuum enters the second input port. The attenuated beam
comes out from the transmission output port, while the lost
light comes out from the other port.

In our case we add four input fields A, (¢) in the vacuum
state and four beam splitters of transmissivity €; € (0, 1]; at
the eight outputs we have the observed field D;(¢), which
reach the photodetectors, and the lost fields D; (1), j =

1, ..., 4. The transformation of the field operators is
Dj([) = @CJ(I) +i/1— 6jAj+(f),
Diyt)=i/1—¢€;Ci(t)+ Je;A; (). ®)

Let us stress that preserving the CCRs (1) is needed to have
a consistent quantum description; this means that the attenua-
tion of the optical signal goes together an increase of the noise
due to the new vacuum inputs.

Remark 1. As suggested in [8], the efficiency coefficients
€; can be considered partially tunable; indeed, by inserting a
variable optical attenuator in series before each output port we
can diminish the efficiency coefficient. So, if e}“a" e (0,1]1s
the coefficient value due to light losses and inefficiency of the
detector, the effective coefficient ¢; is (roughly) tunable in the
interval (0, e}na"].

By combining Eqgs. (5), (7), and (8) we can express the
output fields D;(¢) in terms of the input fields A;(z) and of
the auxiliary fields A;, (¢); the total transformation for the
field densities is given in Eqs. (A4). From these densities one
can also express, in terms of the input fields a;(¢), a;(¢), the
components Ag-(t) = fot d;(s)dj(s) ds of the gauge process;

the number operators A?j(t) will be used in Sec. IIC in

modeling the photodetectors.

B. Field state

As already noticed, the fields A,(t), A4(t), Aj(t) are in
the vacuum state. Then, if we denote by plT3 the reduced state
of signal and LO [in the time interval (0, T')], the total state of
the field is

pl =p®p",
p = 1e2(0))(e2(0)] ® lea(0)) {ea(0))]
4 ®
®[] lej+ 0 e+ (0. ©)
j=1

To represent the laser light of the LO we use the mixture of
coherent states

03 =Eslles(fr)les(foll,  frt) = f()1omn @), (10)

where f(¢) is a complex stochastic process; by the comments
after Eq. (3), |f(¢)|? is the instantaneous laser intensity. As
for a monochromatic wave, a typical trajectory of this process
is not in L?(R), as required to define a field coherent vector.
However, it can be assumed to be locally square integrable
and by multiplying it by the indicator function 1 r)(t) we
get fr € L>(R). The time T is taken to be large and sent to
400 in the final physical formulas.

Remark 2. For the means and other moments done under
the law Py of the process f and of the other correlated pro-
cesses we use the notation Ef, Varg, Covy.... On the other
side, for means and moments with respect to the probability
law P obtained from the total field state and the various
positive operator-valued measures (POVM) representing the
quantum observables we shall use the notation Ep, Varp,
COVP e

Remark 3. In some applications of homodyne detection,
when squeezing can be relevant, a good phase coherence
between signal and LO must be maintained in time, the LO
must be phase locked to the signal [19]. To guarantee this,
the same laser is used to produce the LO and to stimulate
the quantum system of interest (an atom [33,34], a quantum
oscillator [28], a nonlinear medium [41], ...). This means that
signal and LO can be correlated; to model this situation, we
take as signal-LO state

oly =Ei[pl"], o7 =0l T @ les(fr)tes(fr)l, (11

where ,0{ T is a random statistical operator for the signal field,
depending on the process f or correlated in some way with it.

We already introduced the reduced random signal-LO state
p‘{;’T; it is useful to introduce also the random total state and
some simplified notations

Py =pli ®pt () =Trlpf),
() =Tel-pTY = Ef[()F]- (12)

Laser models

The process f(¢) plays the role of reference wave when the
whole apparatus is used as a detector for the signal light. To
represent a laser of nominal frequency w, we can take f(¢) =
Ae~io! x ... where the ellipsis stands for other contributions
representing the main noises affecting the laser light. The
first important noise is the phase noise and a good model for
this is the phase-diffusion model of a laser [42, Sec. 11.4.1],
[43, Sec. 2.7.3]: a term proportional to a Wiener process is
added to the phase wyt, whose effect is to give a finite coher-
ence length. Another important noise is the one generated by
the fluctuations of the laser intensity, often represented by the
relative intensity noise (RIN) [8,43,44]:

IO = E/[If O]
Efllfor1

As explained in [43, Sec. 2.8], lasers are constructed in such
a way that they do not have other peaks in a large frequency
band around their carrier frequency and the proposed noise
models should be compliant with these requirements.

We collect all these features in a single model for the laser,
a modification of the phase-diffusion model:

nriN(t) = (13)

F@) =he™ VWO u ), = (i,
0eR, wy>0, >0, (14)

where W (¢) is a standard Wiener process. Moreover, we take
u(t) to be a real Gaussian process, independent of W (¢), such
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that
Eflu(t)] = w, Covslu(t), u(s)] = v(t — s),
Ef[u(t)*] = w? +v(0) = 1. (15)

The processes W (¢), u(t) and the random variable 6 are taken
to be independent. Computations of some moments of f(¢) are
given in Appendix A 2. By the comments below Eq. (3), f(¢)
has the dimensions of a time to —%. By the last requirement
in (15), w and u(t) are taken to be pure numbers, so that A has
the dimensions of a time to —%.

By (14) and (15), the mean intensity of the laser is constant
in time:

E/[I£ @)1 = A% (16)

|A|? is the mean number of photons per unit of time. By (A5d),
the RIN correlations turn out to have the expression

Covy [nriN(2), nrIN($)] = E ¢[nrin(t)nriIN(S)]
=2v(t — 5)* + 4w’v(t — s). (17)

The correlation function v(¢), defined in (15), turns out to
be even, v(—t) = v(t) € R, and positive definite; so, we have
v(0) > 0 and

+00
v(z):i/ EMo(w)dv, D(w)=T(=v) =0; (18)
27 J_oo

we assume also ¥(v) € L' (R).
An important feature of the laser model is the intensity
T

spectrum of the process f(¢), defined by
| 2
Mp(u) = lim Ef||— wEde| | 19
rp)y= lim fUﬁ/o e f ) } (19)
note that IT¢(w) turns out to be a pure number. By using (14),
(18), and (A5a), we get
Vo + (n— o —v)*

2P w?yy
My(p) = —+/ dv
! v+ (mw—wo)*  Jr
(20)

If needed, the laser parameters yy, wo, (V) could be estimated
in a calibration stage, for instance by measuring the intensity
spectrum.

Similarly, we can introduce the spectrum of the intensity
fluctuations; from (17) and (18), by straightforward computa-
tions we get

| T
Hrin(p) = TliT T/ dtf ds M=
—+00 0 0

X E ¢[nrin (#)nrin(s)]

— 4w21~)(u) + / M dv.
R T

IAPo(w)y0/7

To agree with the request that the intensity fluctuations do not
introduce new peaks in the laser spectrum we need 9(v) to be
sufficiently flat.

C. Photodetectors

Let us consider now the monitoring of the photon flux
intensity at the four output ports; we start by consider-

ing direct detection (in continuous time) of the photons
[21,22,30,32,39,40].

When the detectors at the output ports are perfect pho-
tocounters, we can say that we are measuring the quantum
observables represented by the number operators

Ry() = AP (1) = fo d(5)d;(s)ds,

0<t<T, j=1,...,4 1)

Remark 4. The essential point is that, by the CCRs sat-
isfied by the fields d;(¢), these are compatible observables:
the set {Nj(t), 0<t<T, j=1,2,3,4}is a family of com-
muting self-adjoint operators to which a projection-valued
measure (pvm) is associated. The commutativity also for
different times is the key point which allows for a quan-
tum theory of measurements in continuous time [20,22]. All
the observables we shall introduce in the following will be
functions of the number operators, and, so, also these other
observables will be represented by commuting operators.

The family of number operators is a continuity of operators
(with respect to the index “time”); so, the associated pvm is a
measure on an infinite-dimensional value space. Apart from
this, by the usual rules of a quantum theory, this measure
and the system state (introduced in Sec. IIB) give rise to
a probability measure P for the observed counts N;(¢). To
handle this implicitly defined pvm, it is useful to introduce its
Fourier transform, the characteristic operator [20-22], which
we discuss in Appendix B 1. In any case, as the probabilities
are given by the pvm of the commuting number operators,
all the moments of the observed counts can be expressed by
means the usual quantum expectations; by using the notations
introduced in Remark 2 and in Eq. (12), we have

Ep[N;, (t)N,(2) ... 1= (N;, (DN, (1) . . . )7 (22)

Remark 5. In the case of vanishing signal, as shown in
Appendix B 1 a, the counting processes N;(¢) are a mixture
of Poisson processes with random intensities

T @) = m( = el fO),
H @)= (1 =) — el f O (23)

In Appendix B 1 a, it is also shown that we get a mixture of
Poisson processes also when the signal is in a coherent state.

Photodiodes

In the following we shall be interested in a generic signal
and a strong LO; so we expect an intense flux of photons at
the output ports and we cannot rely on single-photon counters.
We consider as detectors general photodiodes, whose output
is some kind of time average of the photon arrivals in a time
interval. The output photocurrent of a photodiode can be seen
as a smoothed version of the rate of arrival of the photons; this
signal and its associated operator can be represented by

M) = /0 Fy(t, $)dN;(s),

M;(t) = / F(t, s)dN;(s), (24)
0
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where Fj(t, 5) is the response function of the jth detector.
The response functions contain an unavoidable smoothing
on time; a good and general choice is to take

Fi(t,s) =&jh(t —s), & >0, h@) =0,

+00
/ h(t)dt = 1. (25)
0

The function h(t) represents the impulse response of the pho-
todiode; it decays as time grows and it is taken to be the
inverse of a time and normalized as indicated in (25). More-
over, the conversion factors &; are dimensional coefficients,
containing possible amplification contributions. The four de-
tectors cannot be exactly equal; however, for simplicity, we
took the same time behavior of the four response functions,
while we left the freedom of having different conversion fac-
tors &;.

Again, the output signals M (¢ ) are represented by the com-
muting self-adjoint operators Mj(t), te0,7),j=1,...,4,
and their probability law and moments are obtained by the
usual rules of quantum mechanics. The characteristic op-
erator of the family of the M operators is presented in
Appendix B 1 b, while the moments can be obtained directly
from (22) and (24). By using the field densities and putting
them in normal order, we get

Ep[M;(1)] = (V)7 = /0 Fy(t, (R, (r) 7

=§ /0 drh(t — r)(d](Nd;j()r,  (26)

Ep[M;(1)M;(s)] = (M;(t)M;(s))7
=8/ /0 - drh(t — r)h(s —r)
x (d](r)d;(r)r
+EE /Ot dr /Oxdr/ h(t — r)h(s — ')

X (d;(r)df(r/)d,-(r/)dj(r))T; (27)

we are using the notation ¢ A s = min{t, s}. Some more ex-
plicit expressions of means and correlations are given in
Appendix A 3.

D. Postprocessing of the outputs

To realize the balanced homodyne detection scheme
[21,22,30,32,39,40] we need to subtract the two output pho-
tocurrents from each couple of photodiodes (1, 3 and 2, 4);
then, the limit of strong LO will be considered (after a possible
scaling of the output signals). So, we end with the two output
signals

Xj(l‘) =Mj(t) —Mj+2([) = 5]/0 h(t —S)de(S)

— £ / h(t = $)dNjos), j=1.2.  (28)
0

By (24) we see that the two stochastic processes X;(-) are
linear combinations of the counting processes N;(-); again

they represent the observed values of the compatible quantum
observables

Xi1) = / F;(t, )dN;(s) — f Fiia(t, 9)dNj1a(s).  (29)
0 0

Remark 6. The usual scheme is to amplify the two differ-
ence currents, for instance, by a transimpedance amplifier,
and to apply some suitable frequency filter [8,37]. This means
that the processes X (¢) are modified by a second convolution;
however, this procedure is equivalent to a single convolution
with a modified response function and its effects are included
in the structure (28). This electronic postprocessing gives the
dimensions of a voltage to the observed processes; so, the
physical dimension of the parameters &; is that of a time
multiplied by a voltage. The second amplification or deampli-
fication stage can be used also to scale the total output signal.
If some amplification is introduced also before the difference
is taken, we can partially tune the coefficients &;, in order to
get a better balancing in the final output.

A typical choice is to include in h(t) a Butterworth filter
[8]; as a simple example we shall use an exponential response
function

h(t) = sce ™. (30)

As discussed again in [8], the amplification process inside
the photodiodes produces some extra additive noise. Being
additive and dependent only on the response function, we do
not consider the electronic noise in the following, but we add
it only in Sec. V A.

Again, the probability law of the stochastic processes
is uniquely determined by their characteristic functional
(Appendix B 2); here below we give means and correlations.

1. Means and correlations of the observed processes

The first moments can be obtained directly from the defi-
nition (28) and the moments of the photocurrents (A13) and
(A14). First, we define the following coefficients:

ki = m[mea &l + (1 — n)eséd], (31a)
ka1 = (1 — n)[nsk) + (1 — na)esl]. (31b)
k2 = m[(1 = n3)e& + mesés ], (31c)
K = (1= m)[(1 = ey’ + mea’]. (31d)
k13 = v/ mmn3(l — n3)(€181 + €383), (31e)
k23 = /(1= )1 — m)na(1 — na)(2ér + ea€y), (1)
Ay = minzerd) — (1 — n3)es3ésl, (32a)
Ag = (1 — n)lna€262 — (1 — na)€qéal, (32b)
A = ml(1 — n3)e1§1 — n3€3831, (32¢)
Ay = (1 = m)I(1 — na)eaés — na€aéal, (32d)
Az = Vmmns(1 = n3)(€1§” — &:&5)), (32e)
Agy = /(1 =)0 = m2)ma(1 = ma)(€2€,” — €&?). (326)

Then, by using the field state introduced in Sec. IIB, the
definitions (A11), and the notation : - : for normal order, we
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get easily, fori, j = 1,2,
Ep[X;(1)] = / drh(t — r){Kj3(ie"'/”']Ef[f(r)(aI(r))J;] +cc)+Aj <aI(r)al(r)>T + Aszf[|f(”)|2]}, (33)
0

Ep[X;(1)Xi(s)] =8;; f drh(t — r)h(s — N{ijtal(ar))r + kpE I f P+ A eV E [f(r)al(m)))] + c.c))
0

+ / dr f dr' h(t — rh(s — HE¢[(: {Ajal(Nai(r) + Apl f(DI* + kjaie™ f(r)a)(r) + Hee.)}
0 0

x (Anal(ar(r) + Apl fF()1? + kis(ie™ f()al(r') + He)) 5] (34)

By these two equations one can write also the expression of Covp[X;(1), X;(s)].

Remark 7. Let us stress that the term starting by §;; in (34)
comes out from the reordering of the creation and annihilation
operators and, so, it represents the shot noise. Moreover, note
that the phases v; appear only in the terms containing the
interference between signal and LO; so, they disappear when
the signal vanishes.

In the expression of the means (33), the last two terms are
due to some imbalance in the circuit, while the first term is an

(

The fact that these two observables do not commute implies
the presence of some extra noise.

2. Balanced case

To gain some insight on the effects of imperfections it is
useful to fix the perfectly balanced case:

indication that the whole detection apparatus is a way to “mea- n=1/2, € =€ §&§ =6§. (35)
sure” two quadratures of the signal field operator a,(¢), even
complementary quadratures (when ¢ = VY, — ¢y = £7/2). This gives
J
ki =kjp=€&%)2, Kk =¢€E)2, A;=0. (36)
As an example, Egs. (33) and (34) become
& oy |
Ep[X;()] = > le Vi / drh(t — r)]Ef[f(r)(aI(r))]Tc] +c.c, 37)
0

€g?

Ep[X;(1)Xi(s)] =46 7/ “drh(t — r)h(s - N} (Ma (e +E1f ()11
0

6252

T

Remark 8 (Rebalancing). An intermediate case, suggested
in [8], is when we are able to fine tune the efficiencies ¢;
and/or the coefficients &; (see Remarks 1 and 6), and we get
Ajp = 0. In this way we would eliminate the problem of a
mean growing with the LO intensity [the last term in (33)].
At the same time the contribution of the laser intensity noise
Cov [ £ ()2, | £ ()] would disappear from the fluctuations
of the observed processes.

III. STRONG LO AND DOUBLE-HOMODYNE DETECTION

When the interest is in the measurement of the two signal
quadratures or in the secure QRNG protocol introduced in
[11], we need to have a strong LO and to scale the observed
processes.

Assumption 1. We assume the LO laser to have a constant
mean intensity, as it holds for the model of Sec. II B,

E/[IfOF] = 1A%, (39)

and we set

f@)y=f@)/Inl. (40)

/ dr / ar h(t — r)h(s — rE[(: (e f(r)a](r) + He) (e f(r)al (') + He) )51 (38)
0 0

(

Then, we scale the outputs with respect to this mean inten-
sity:

[£;dN;(s) — §j+2dNja(s)].
41

X0 "ht —s)
LO==3 ‘/ R

Recall that also the probability law P of the counting pro-
cesses N;(t) depends on A because the field state depends on
f (see Sec. II B).

From (33) we get

EplY;(t)] = / drh(t — V){Kﬂ (ie" E ([ F(r)ial ()} ]
0

Aji s
+cc)+ W(éll(")al(r))T + Ajzl)ul}- (42)

If Ajp # 0, the last term explodes when the laser intensity
grows. We do not assume to be able to get a perfect rebal-
ancing as in Remark 8§, but only to limit the growth with the
laser intensity of the terms containing the expression A j,
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so to have a moderate effect of the laser fluctuations at the
working intensity of LO. By working at vanishing signal, we
manage to tune the efficiency and transmissivity coefficients
so to maintain a small mean up to the maximal LO power; this
means to have A jp o< 1/[A|max.

J

Assumption 2. In mathematical terms, we set
Gj2 = Aj2|)»|/lcj'3 (43)

and we assume G to be independent of A. We also take ;
different from O and 1.

Now, we can take the limit |A| — +o00 and the mean (42) becomes

EplY;(H)] = k3 / drh(t — n{(ieV E;[f(r)tal ()] + cc.) + Gpal, (44)
0

while (34), (41), and (43) give, by direct calculations,

IAS 1 S
Covp [¥ (1), Yi(s)] = 8,562 / h(t = Fh(s — r) dr + K sk / dr f dr' h(t = Ph(s = HC,Go i )+ U 13, F)],
0 0 0

45)
where the first term is the shot-noise contribution and the two matrices in the double integral have the expressions
Cr(jirsis ') = Covy [Gpl (NI + (e F(r)a] ()] +c.c.), Gal (P + (e fo ) al () +ec)],  @6)
CGy 3 ) =Ef [V F() f ) (] (Nar (7)) = {a] (M)} (@ (7))
D F ) F ) (@l (al Y — (@l @l ) + e (“47)
[
The matrix (47) vanishes when the signal is in a coherent 5 AG V?
state, and it can be not positive definite when the signal is Vit = Tk 2 = H
in a squeezed state. It is important to stress that only the sum 13 ~
of the shot noise plus the contribution of (47) is guaranteed to V2= A222 _ ng (49b)
be a positive-definite matrix. S SR P S
B 1=n; e niacinE ]
A. Reduced description and the probability law V]}2 = L€ Nj+2)€/8) = 1j+2€)425, +2]2 , (49¢)
in the limit of strong LO ‘ nj+2(1 = nj42)(€;8; + €428)+2)
Up to now we have considered only observables repre- , 6 2 5,
. .. . o =—, 0, = ,
sented by commuting self-adjoint operators and the associated m 1—m
pvm in the Fock space I', a Hilbert space with the tensor =€) pa | €ual—€) e 2
product structure (A1). Indeed, also to the processes Y;(t) we =2 _ M sj + 1—njs2 §j+2 (49d)
can associate the self-adjoint operators ? () by the opera- I (€& + €128 j+2)2

tor version of (41); these are again compatible observables,
as they are linear combinations of the compatible number
operators (see Remark 4). POVMs enter into play when a
reduced description is considered: the characteristic operator
is reduced to the factor I';, where the signal lives, by using
the fact that the state in the complementary factor is fixed. By
this technique we can show that the limit for |A| — +o00 exists
for the whole law of the processes Y;(-), not only for the first
moments, and that this probability law is linked to a POVM
describing the joint measurement of two quadratures of the
signal field.

To have a clear picture of the underlying POVM, it is
convenient to suitably decompose the coefficients «j,, which
appear in the shot-noise term in (45). By direct computations
based on (31) and (32), one can check that the following
equality holds:

kpp=k3(G+ V407 +1), (48)
where
L—m

m
Gp = , Gp= )
n 1—m

(49a)

The contribution aj2 represents some extra noise due to the
presence of optical losses, as it vanishes when €; = €, = 1;
this noise is of quantum origin because it is due to the need of
preserving CCRs as discussed in Sec. II A 2. The contribution
ij is due to the unbalancing and, by Assumption 2, it is small.

Proposition 1. With the above assumptions, the charac-
teristic functional of the processes Y;(-) admits a limit for

|L] = +o00; so, we can write

.2 T
oY (k] = mlim+oo]Ep|:exp {d—| ]X]:fo kj(s)xj(s)ds”.
(50)

The structure of the characteristic functional (50) turns out to
be given by

L[k = Ef[@%k"; £1],
T
ki () = K,3/ h(s — t)k;(s)ds, (51a)

dL[k; f1 = OLk; FIT7[K; £1, (51b)
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®L[k; f1 = Trr, { V21K f1p]7), (5lc)
T 2
rlk; f1 = exp{ fo ds| "> [ik,-(s)sz
j=1
24vy2
_%kj(sf”. (51d)

With a fixed f (1), the quantity \T!TQ [75; f] is the characteristic
operator of a POVM on the Hilbert space I'j, having the
expression

r( 2
Yk 1= exp/ {izkj(t)déj(t)
o | D

1< }
-3 3 k_,-(t)Ejiki(t)|f(t)|2dt}, (52a)

ij=1
dQ;(t) = ie" f(1)dA[(1) + Hee.,

-_ Gi3 —Ccos ¢
7 \—cos¢ Gy |
In the formulas above, f and G, are introduced in Assump-
tions 1 and 2, the phase ¢ is defined in (6), the expressions
of k3 and crj2 are given in (31) and (49d); the matrix E is
non-negative definite.
The proof of the proposition above is given in Ap-
pendix B 3, where also the following corollary is proved.
Corollary 2. Let the signal state be a mixture of coherent
states, given by plf’ — ,o1 = le1(fs))(e1(fs)|, where fi(t)
is a stochastic process and Py is the joint probability distribu-
tion of the processes f; and £, as in Appendix B 1 a. By using
the notations of Proposition 1, we have

(52b)

2 T
L[k fl=expy fo dr{ikj<t>[cjz|f<t>|2
j=1

+ (i f((0) f(t) + c.c)] — 2 ki1 f )P }

(53)

2k

1. Structure of the observed processes

When | f(s)| is a nonrandom given function, the expression
(514d) is the characteristic functional of the increments of a
bidimensional Gaussian process, which we denote by L ),
which can be expressed as

L) =Gp / |f()*ds + o / | F()dWii(s)
0 0

+V; fo F$)IdWja(s), (54)

where the four processes W;; are independent, standard
Wiener processes (their formal time derivatives are white
noises).

Let us consider now the POVM (in continuous time) deter-
mined by the characteristic operator (52) and let us denote by
Q{ (t) the corresponding observables, measured in the signal

state ,o1 " Then, the quantity <I>Q[k f1, given by (51c¢), is the
characteristic functional of the random processes Qf ().

As the product of two characteristic functionals is the char-
acteristic functional of the sum process, the quantity ®% (k; f]
in (51b) is the characteristic functional of the processes

Zl(t) = 0l ) + L ). (55)

Then, ®% [kT; f1, with k7 defined in (51a), is the characteristic
functional of the processes

/(1) = k3 / h(t — 5)dZ (s). (56)
0

Let us summarize the physical meaning of these results.
The first equality in (51a) says that the probability law of
the observed processes Y;(t) is a mixture of the probability

laws of the processes Y j:f (t) with respect to the law of the
random function f (see Remark 2), i.e., with respect to the LO
fluctuations. Then, by the results (56) and (55), the processes
ij (t) are a smoothed and noisy versions of the processes

Q‘; (t), whose characteristic functional is given by (51c) and
the associated characteristic operator by (52a). Finally, by the
structure of this characteristic operator (52a), we can interpret
the associated POVM as a joint measurement of the “dilated
quadratures” (52b). In some sense, the whole apparatus gives
a joint noisy measurement of the field quadratures (52b).

2. Measured quadratures

The measured field quadratures (52b) satisfy the commu-
tation relations

[d%f”, dezs(s)] = 2ising|f(1)*8(t — 3),
[Q;(t), Qj(s)] =0. (57)

Note that these quadratures are not complementary when
| sing| # 1 and that they are random operators, as they con-
tain the random process Vi) [Egs. (14) and (40)]. For sin ¢ #
0 the two quadratures do not commute and a joint pvm does
not exist; indeed, the second term in (52a) represents some
noise needed to have a true POVM. However, in general,
this noise is not minimal. For instance, for ¢ = nz the two
quadratures (52b) are compatible quantum observables and
the whole noise in (52a) is due to the way the measurement
is realized, but it is not necessary on a pure mathematical
ground.

For ¢ = nw 4+ 7 /2, instead, the quadratures (52b) are or-
thogonal and (52a) can be written as

1 - .
= lak@) + (1 - 2m)k(t)|2|f<t)|2dt}, (58)

1
Vani (1 —nyp)
all —2n| = Va2 —1.

k(t) =k (t) +iko(t), o=

= o=>1,
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The associated POVM was already introduced in [20,
Sec. III]; the case with o =1, i.e., n = %, it is a general-
ization to fields in continuous time of the POVM constructed
from coherent states of a single mode, having the Husimi
function as probability density.

B. Homodyne and heterodyne detection

As observed in Remark 7, the phases v; disappear from
the moments of the observed processes in the case of vanish-
ing signal. Similarly, also the contributions of the LO phase
fluctuations disappear from the distributions of the processes
X;(), Y;(0) [see (33), (34), (44)—(47), (B13), (52), and (57)].
This is due to the fact that we are taking equal the optical paths
arriving to the various interference points (the beam splitters).

J

t
EplY;(t)] = k)3 /0 drh(t — r){we " (V=G (1) +cc) + Gl

L, v(r—r')
Ce(j, i, 1") = GpGp —

+2iGpu(r — rywe Vit == (gt (),

Things are different when the circuit is used as detection
apparatus and there is interference between LO and signal.
To detect squeezing in homodyne spectra, it is necessary to
maintain phase coherence for a sufficiently long time; the
LO must be phase locked to the signal [19] and this can
be realized by taking as signal the light generated by some
system stimulated by the same laser which produces the LO
(mathematically, both LO and signal depend on f [33], see
Remark 3).

To understand the effect of the phase fluctuations, let us
consider the case of a signal state totally independent of f;
we take the laser model of Secs. IIB and A 2 and we study
means and fluctuations of the processes Y;(-). In Egs. (44)—
(47) the f dependence in the signal state disappears; then, by
the expressions of the f moments (AS5), we get

(59a)

Rw? + v(r — )] + 2iG jpv(r — rywe V=)= (g ()

+ ei(1//i+1//j+20)—(ia)0+y0)(r-‘rr,)(a':'(r)>T(a':'(r/)>T{w2 _ [wz + U(r _ r/)]e—zyg(r/\r,)}

+ /Wit =D=0Ir=rl g (1)) 1 (ay (K1) [w? + v(r — 1) — wPe ] fce.,

(59b)

C(j, r3i, 1) = WiVt =nl=nlr=rl[y2 4y (r — (@l (Mar (7)) — (@] (M) 7 a1 (7))

_ ei[¢f+llfj+20—wo(r+r’)]—yo[4(mr’)+|r—r’\][wz +(r — r/)]((aT(V)dT(”/»T _ (allr(r»T(dJ{(V/))T) +c.c. (59¢)

Let us consider now the extreme case of an incoherent LO (the coherence time 1/ is small); this means to take the relevant
times to be large: t, s > 1/y, t, s 3> 7, where t is the decaying time of A(¢). From Eqs. (59) and (45) we get

t
]EP[Yj(t)] S Kj3/ drh(t — r)sz o~ Kj3Gj2,
0

(60a)

INAS
Coval¥; (1), Yi(s)] = 8612 / h(t = (s — F)dr + 3G kGGt 5)
0

t N
+ K j3ki3 / dr / dr' h(t — r)h(s — r')e =TItV viteo ' =nl (gt (1yay (') p [w? 4 v(r — )] + c.c.],
0 0

Gy(t,s) = / dr /sdr’ h(t — rh(s — rHv(r — rH2w? + v(r — ).
0 0

In this limit, the terms with two annihilators or two cre-
ators disappear from the matrix (59¢) and each of the three
terms (60b) is a positive-definite matrix for every choice of
the signal state; so, it is not possible to detect squeezing.
We can say that this is the limit of heterodyne detection:
the phase fluctuations in the LO destroy any phase coherence
[32,33]. Let us note that in (45) and (47) the contribution of
(aI(r)aI(r’))r is cut again when its frequency spectrum is far
from wp; we can speak of heterodyne detection also in this
case.

The other extreme case is pure homodyning. Without cor-
relations between signal and LO to attenuate the coherence
losses, we need to have a highly coherent LO (1/yy is very
large), say yp =0 or ¢, s < 1/yy. Now, the terms with two

(60b)

(60c)

(

annihilators or two creators survive and the possible presence
of negative eigenvalues of the matrix C(j, r; i, r’) can allow to
detect squeezing [28,34].

Let us stress that we are speaking of homodyne detec-
tion when the measurement is phase sensitive, independently
from the fact that a single quadrature or two orthogonal ones
are monitored; essentially this terminology is used also in
[12,18,32], while in [11] they use the term “heterodyne de-
tection” for the case of monitoring of two complementary
quadratures.

An application of detection in continuous time is to con-
struct a consistent quantum theory of the various types of
spectra for the signal. In the heterodyne regime, by varying
the frequency of the LO, the power spectrum of the signal
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can be studied [34,45,46], while in the homodyne regime we
have the homodyne spectrum and the spectrum of squeezing
[28,34,45,46]. By using the eight-port circuit we get in the
same run the spectra of two complementary quadratures.

IV. DISCRETE SAMPLING

The output of the apparatus of Fig. 1 is in continuous time,
but in many experimental situations it is sampled at discrete
times. This can happen both when it is used for QRNG [5,11],
and when it is used as a detection apparatus for the signal
quadratures, as it is done for the outputs of various optical
circuits [43]. Sometimes a pulsed laser can be used as LO
[6,8,19,37]; in this situation, even a single detection per pulse
is considered.

For instance, in the case of QRNG, the output of the differ-
ence photocurrents [the couple of processes X;(¢)] is sampled
by an oscilloscope; the laser can be either CW or pulsed.
The sampling rate will determine the maximum generation
rate of the random numbers, while the ADC that digitizes
the signal determines the number of bits per sample and also
limits the maximum level of output photocurrents that can be
used without saturating the instrument.

In QRNG we need the samples at different times to
be independent; eventually, this result can be obtained by
undersampling when some correlation is detected in the ex-
perimental data. In view of this, we take the sampling times
such that correlations for observations at different times can

J

1

EplX;(1)] = Aj2|)»|2/

n—r

CovplX;(t), Xi(t)] == 811/ (8ijk 2120 + A jpAn|A*Co),

1 +00
So = / drh(t; —r)* ~ / drh(r)?,
-t 0

n n
Co = / dr/ dr' h(t; — r)h(t; — r)E f[nrin (rnrin (7).
-t n—r

drh(t; —r) = AplAl?,

be due only to the signal. This choice is not necessary when
the apparatus is used for signal detection, but even in this case
it simplifies some mathematical expressions.

Assumption 3. We assume that the sampling process is
done at m times t,t,...,t, With f; >ty > 0 and with an
intertime #; — #;—; > v, where t is such that the response
function and the intensity correlations are nearly completely
decayed:

h(t) ~ 0,
Cov/[If O If ()1’ =0,

For the laser model of Sec. II B, by Eq. (A5d), the decaying
of the correlations is equivalent to v(¢) ~ O for || > 7.

t>T,

It —s| > 7. (61)

A. Observed processes

We start by considering the sampling of the observed pro-
cesses X (), introduced in Sec. IID. Means and correlations
of the observed samples can be obtained by Eqs. (33) and
(34). By Assumption 3, the covariance of two observations
at different times can be different from zero only due to corre-
lations introduced by the signal state. In particular, when the
signal state is a coherent one, the covariance of observations
at different times vanishes.

For QRNG it is of main interest the case of pure noise;
when the signal is in the vacuum state, from (33), (34), (39),
(40), and (13) we get

(62a)
(62b)

(62¢)

(62d)

If the intensity fluctuations vanish, X;(#;) and X»(#;) become uncorrelated. In the case of the laser model of Sec. II B, the RIN

contribution Cy becomes

1 1
Co = 2/ drf dr' h(t; — k@t — rHv(r — 2w’ + v(r — )]
-t -t

+o00 +00
o~ 2] ds/ ds' h(s)h(s)v(s — s)[2w? 4+ v(s — s)]. (63)
0 0

As an example, we can consider the case of an exponen-
tial response function (30) and exponential correlations (A6);
then, we have

P 22(1 — w2)< ) 2p1w? )
So==, CGo=———(14+w +——), (64
0 2 0 x+ 2y x4+ y (64)

where w? < 1. Independently of the laser model, Sy and Cy
are two parameters to be estimated from the data. As noted in
Remark 7, phases no longer play any role. So, if we are only
interested in the shot noise for random-number generation, the

(

relative phases do not have any effect on the statistics of the
generated numbers.

In the case of signal in the vacuum state, the observ-
ables X;(#;) come from a mixture of distributions of linear
combinations of Poisson processes [Remark 5, Eq. (28)].
However, by the effect of an LO intensity |A|> not too small
and of the smoothing on time due to the detector response
function, we can rely on a normal approximation of the distri-
bution of the observed processes. Therefore, the observations
(X1(#;), X2(#;)) can be considered a random sample from an
(approximately) bi-variate normal distribution with means and
covariances given by (62).
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B. Scaled processes

We consider now the discrete sampling of the scaled pro-
cesses Y;(t) in the case of strong LO; this is the situation
considered, for instance, in [8,11]. Means and covariances
of the random variables Y;(#;) are obtained immediately by
particularizing Eqgs. (44)—(47) and by taking into account As-
sumption 3. In the case of vanishing signal as above, we get
means and covariances simply by applying the scaling (41) to
Eqgs. (62):

EplY;(1)] ~ k3G,
CovplY;(t)), Yi(t)] = 81 (8ijk j2S0 + k3G j2ki3GnCp). (65)

The coefficients «j», «;3, G2 are defined in (31) and (43).

In the case of the observables Y;(#;), by the results of
Sec. III A, we can obtain their characteristic function and, so,
their full probability distribution.

1. Discrete mode operators

To get explicitly the characteristic function of the observ-
ables Y;(#;) and the associated POVM, it is convenient to
introduce suitable bosonic mode operators. Moreover, this
construction gives a link between the quantum field approach
to optical circuits and the more usual discrete mode approach.

We define the operators

—i

f R — ) e dA (), (66a)

Ri(f)
1 .
4, =g\ (o) = 72(a; +ap), (66b)
1 . .
Gh(¢) = 72@%} +e%a), (66¢)
- _ ) 1/2
Rz(f)=( /O drh(r)zlfm—r)!) : (66d)

Let us note that the normalization constant (66d) is a random
quantity and that, by (62c), (66d), and (16), we have

E/[Ri ()] = So.

Remark 9. The operators a; and a;" are discrete mode op-
erators, satisfying the CCRs, while ¢! and §5(¢) are two
quadratures, not complementary in general:

lar, ) =0, [4}, G5(#)] =i siné.
(68)

(67)

lar, a1 =8,

All these operators contain f: they are random operators.
The operators qu(d)) can be expressed in terms of the quan-
tum observables (52b), introduced in Sec. I1I; indeed, we have

1

1
V2R,(f) v/tz—r

To give the structure of our POVM, we shall need also
squeezed coherent states; here we introduce some notation.

i) = h(t; — )dQ;(s).

J

FER:f) = exp[Z[ikﬁ W (f) =

j=1

First, we decompose the Hilbert space I'; and the vacuum
state into the tensor product forms

® ®
N=re[[ T ea@®=e0a]] €.
l 1

The component I'} is such that {a;, a, T'|} gives an irre-
ducible representation of the CCRs for a single mode. Then,
we introduce the displacement operator and the squeezing
operator

Dy(z) = exp {za] —Za;},
S(’X’ﬂ = exp {%a;z — %alz}, £ = % cosh™'a; (69a)

to have a well-defined squeezing operator the coefficients
o, B must satisfy

aeR, BeC, o*>—|p?=1. (69b)
By introducing also the unitary operator
Ui($) = exp {i<¢> - %)a}az},
we define the squeezed mode operator
by =S}, JUi()alUy(9)'S, ly = ie™™ (aa; + Baf).  (70)

Finally, we introduce the coherent states for the mode b;:
Yi(za, B) = S, sUi($)D(2)e} (0),

bivi(z e, B) = iz e, B), ¥i(0;1,0) = ¢j(0).  (71)

2. Probability distribution in case of strong LO

The characteristic function of the 2m random variables
Yi)
j 9

(72)

o' (k) = Ep[exp {iZk_’iY_,-(tl)}:|,
ji

is directly obtained from the characteristic functional <I>¥[I;]
[Eq. (50)] of the stochastic process Y;(-) by taking k;(s) =
Z;":l ké(S(s — ;). To understand the structure of these random
variables, we elaborate this characteristic function.
Proposition 3. Under Assumption 3, the characteristic
function (72) of the random variables Y;(#;) is given by

o7 (k) = E[TEE; /HO2k; f)],

9(k; f) = Trr, { ¥4 o]}, (73)
Pe&; ) =[]rf&:n,
=1
ik f) = [ /& 5. (74)
=1
K2
= aﬁl(f)z] } (752)
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Wh(f) = szKja/O ds|f(t — $)I*h(s),

ol (P = (0 + VKA / ds|f @ — 9)Ph(s)* = (o} + VA )kARI ()2,

S a7l oy , I Al I A Ri(f)?
BIE £) = exp ivV2 Ri(F)[k13kid) + kaskbdh(#)] — -
[

For fixed f, the operator \illq(l_y; f) is the characteristic oper-
ator of a POVM on the Hilbert space I';; the same statement
holds for the product \flq(l;; .

The proof of Proposition 3 is given in Appendix B 4.

When sing =0, ie., ¢ =nm, one has ¢,(2nm) =g,
G5(2nm + ) = —§'. In this case, a measurement of the two
quadratures is trivially represented by a pvm; the part with the
squared modulus in (76) is some additive noise.

In the case sin¢ # O instead, we shall see that the char-
acteristic operator \i’f(ﬁl; f) can be expressed through the
Fourier transform of a POVM density based on squeezed
coherent states; this measure is in a class which generalizes
the POVM constructed starting from the Husimi transform
[20, Egs. (3.4)-(3.10)], [31, Chap. 4].

Proposition 4. Let us take the case sin¢ # 0 and fix the
squeezing parameters (69b) by

1
a= )
2ni(l —mnp) sing

(1 —m)+m

(75b)
(75¢)
1—n o [N ?
! K13ki — e_’¢’ ! K23ké } (76)
n l—m

where b; is defined in (70) and

1— .
u = Rl(f) il K13ki — e_ld’ i K23ké . (78b)
m L—m

Moreover, we have

@7(’21’f) — /(;dZZ ei(ul Z'HTIZ)gfx‘ﬁ(Z)’

1
&)= —n@ e, Bz a. BI; (79)

g’a, 5(2) is a POVM density on C with respect to the Lebesgue
measure d>z.

The proof of Proposition 4 is given in Appendix B 4.

Remark 10. Let us note that, when n; = % and ¢ = /2
we get (o, B) = (1,0) and b; = a;; then, the POVM (79)
reduces to the usual measure based on the coherent states of
the “random” modes a; (cf. Remark 9). So, squeezed states
appear in the measurement operators when | sin ¢| # 1, which
means that two not exactly complementary quadratures are in-
volved, and/or that n; # %, which means an imbalance in the

B = - . (77 beam splitter which divides the signal into the two measured
2ym(l —mn) sing components.
C. Probability density

Then, the characteristic operator (76) can be written as By the results of Sec. IV B 2, we can write explicitly
the POVM density and the probability distribution of the
S g7l ) . Lo observables (Y; (), Y>(#;)), when sin¢ # 0, n; # 0, 1. From

W k' f) = exp {iGub) + 10 by) — 3|}, (78a) Eqgs. (73) and (74) we get the characteristic operator

|

U ®f) = TR HPIE ). (80)

where the two factors are given in (75) and (79). We assume also o[j:[ (f)* > 0; let us note that the electronic noise can be taken

into account by increasing the variances (75c).

As proved in Appendix B 4, the POVM density associated with the characteristic operator (80) has the expression

1

Al . - - 2 _ Al
goLynf) = 2o 0T fcd 28y,4(2)

[LZ(f) + 2KL(f)(z2 sing — 2 cos §) — y»

X exp{—

]2
207 (f)? }

u 1 I
Xexp{_[ﬂg(f)‘FZKl(f)Zl ] } @1

where ,uﬁ (f) and O’él (f) are given in (75), z = z; + iz, and

I—m

KL(f) = Ri(f )3

KL(f) = Ri(f 3

20/ (f)?

|
) (82)
I—m
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As expected, the density (81) is a convolution of a Gaussian with the POVM introduced in Proposition 4. Then, the probability
density of the observables Y;(1;), j =1,2,1 =1, ..., m,is given by

gy () =1Ef[Trr, {p{*Tl"[gly(yi,yé;f)H. (83)
l

Signal in the vacuum state. An explicit expression of this density can be given when the signal is in a mixture of coherent
states as in Corollary 2 (see Appendix C 1). When the signal is in the vacuum state the density (83) and (C1) take the form

m
gy =[] & (1. 5%)
=1
& 01,05 = Ef[gy 01, % )],
G =1 (H)’
: exp{ ~ RGE

Lol —
G0t = — s

j=1

where uﬁ (f) is given in (75b). In getting the product struc-
ture, Assumption 3 is involved.

V. MIN-ENTROPY AND RANDOM-NUMBER
GENERATION

In this section we discuss a specific application of the full
quantum theory of an eight-port homodyne detection scheme
presented in this work: random-number generation. As we
stated in Sec. IV A, for QRNG applications we are interested
in pure noise (shot noise); in particular, we want to show
the effects of unbalancing and LO fluctuations with respect
to the perfect case discussed in [11]. To capture the char-
acteristic features of a good random-number generator we
extract the random bits from the sampled joint distribution
of (X1(t),X»(t;)), I =1,...,m; when the signal is in the
vacuum state, they are independent and identically distributed
(i.i.d.) by Assumption 3. If some dependence would be left,
we can generate the random numbers after a suitable under-
sampling.

We want the generated bits to be truly random and known
only to the users of the QRNG. The requirement of true
randomness can be synthesized by the leftover Hash lemma,
which relates the maximum number of extractable i.i.d. bits
from a given string to an entropic quantity called min-entropy
Hpin. Instead, to have secure and private random bits we
have to rely on the quantum-classical conditional min-entropy,
which takes into account possible side information held by
an eavesdropper [11,38,47]. On the basis of the computed
value of the min-entropy the truly random and secure bits are
obtained from the raw data by employing a suitable algorithm,
a randomness extractor [2,10,11].

Given a discrete probability distribution P = {p;, j € I}
the (classical) min-entropy is

Hmin(P) = _10g2 r?g-lxpj 2 0; (85)

the quantity Pyyess = max e p; is known as guessing prob-
ability. Obviously 0 < Pyess < 1 and the inequality in (85)
follows. Then, the maximal number of i.i.d. bits extractable
per measurement is given by Hpi, (P) [3,6,11,38,47].

(84a)

(84b)

(84c)

(

When the sampled quantity is a continuous one, it has to
be discretized; this is automatically done because any real
measuring apparatus has a finite resolution. To state the prob-
lem, let us think to the univariate case and fix one of our
sampled observables, say X (f;) = X, and denote by f; (x) its
probability density. An n-bit ADC as a finite range 2R; and
aresolution 6; = 2R /2". If possible, the discretization range
has to be placed symmetrically around the mean w;. We set
Xo >~ w1 — Ry,andx; = xo + jéi forj=1,...,2" so, we get
the discrete distribution

X0 —+00
Po = / fidy,  pry =
—00

fiydy,

Xon
Xj

pj =/ fidy, 1< j<2n
Xj—1

The length and the position of the discretization interval must
be such that the saturation probabilities py and pyny; are
negligible (cf. the discussion in [48]). Then, the guessing
probability turns out to be

Pguess(Xla 8]) = Ssup fl (}’)dy < (Sl X Supfl (x)7 (86)
j i xeR

and for the min-entropy we get

Hmin(Xls 81) = - logz Pguess(Xls 81)

—1
> log, (8] suﬂgfl (x)) . 87)

The lower bound above could be also negative; in this case
it gives no information because the min-entropy is always
positive. However, in usual situations §; is sufficiently small
in order to have that the lower bound is positive and it is a
good estimation of the min-entropy. In the case of a Gaussian
distribution, Ref. [3] contains also a discussion on how to
optimize the choice of the discretization interval.

A. Total min-entropy

Let us denote by péf (x1, x) the probability density of the
observed sample (X;(;), X»(#;)) at time ¢#;; the signal is in
the vacuum state and we include also the electronic noise.
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We assume this distribution to be approximately Gaussian, as
discussed at the end of Sec. IV A. By (62a) and (62b), the
means are given by p; = Aj|A|* and the covariance matrix
by

C— < =} A12A22|)\|4Co>
A AxnlAl*Co 7 ’

2
57 = kplhlSo + ABIAC) + o5 (88)
The quantities Sy, Cyp are given in (62c) and (62d), and
kj2, Ajp in (31) and (32). The variances X jz are expressed

by the sum of the shot-noise contribution x j2|k|2So, the RIN
contribution A JZZIM“CO, and the electronic-noise contribution

2 . .
of' . Here and in the following it is useful to have a short
notation for the noise ratios; so, we set

A2IA2C ool
T = ]/jszo ~, 0= —Kﬂ'i e (89)
Then, we have (X1(;), X>(#;)) ~ N(ji; C) and
sup (@) = @rvdetC)™', (90)
Te
detC = %7 — ABZALIMBCE
= K1k M*SFE L, 1)
Ep __ daC (1+0)1+0y)
K1k |A*SE
+(0+0)T2+ 1+ 6)7Y. 92)

As already said in Remark 6, the two signals are suitably
filtered in order to eliminate the nonflat part of the spectrum
and, then, to digitize the two components of each sample, two
n-bits ADCs are employed, with two ranges 2R; and reso-
lutions §; = 2R;/2". The two ranges are placed around the
means and are such that the saturation probability is negligi-
ble. Possibly, the two ADCs are identical and this would give
81 = 62. Under these hypotheses, the guessing probability for
the single sample is

x1+61/2 x2+682/2 .
Pguess(Xv 8) = Sup/ dyl f dy2 pX()_;)
X1,%2 Jx;—8;/2 x—8,/2

< 818, sup py (). 93)
eR?
We assume also §; and &, to be small enough to have
Pouess (X, §) > 182 supzcg:> pé( (X). Then, the min-entropy per
sample is given by
2m+/det C
Hmin(X» 5) - - 10gz Pguess(X7 8) = logz P —— (94)
8162
When the step lengths §; are not sufficiently small, the final
expression on the right is only a lower bound and the guessing
probability has to be expressed by using the error function
[3,6,10].

Let us stress that the min-entropy (94) is independent of
N1, as one can see from (31) and (32), where the expressions
of the coefficients «j, and A, are given. This is due to the
fact that the signal is in the vacuum state and that 7, is the
transmissivity of the beam splitter which mixes the signal with

another vacuum. Similarly, there is no dependence on ¢ be-
cause the probabilities do not depend on the phases when there
is no interference between signal and LO (Remark 7). When
Aj» = 0 as in case of rebalancing (Remark 8), the means and
the terms with the RIN contribution Cy disappear; in this case
the placement of the discretization interval is easier, as it must
be symmetric around zero due to the vanishing of the mean.

1. Entropy losses due to correlations

To put in evidence the entropy losses due to the presence
of correlations in the covariance matrix (88), it is useful to
introduce the reference entropy

2 E] 22
Hy s = log, ————. 95)
3182
By comparing this formula with (94), we see that we have
replaced the determinant of the covariance matrix with the
product of the variances; so, Hy.s represents the min-entropy
when the correlations are not taken into account.
Then, by Egs. (88), (89), (92), (94), and (95), we obtain

Href - Hmin(Xa 8)

[1 T,
A+0;+7THA+ 6+ 7>)

This difference is positive and represents the entropy loss due
to the correlations introduced by the RIN; this loss vanishes
in the case of rebalancing (see Remark 8). It is important to
note that the difference (96) does not depend on the resolution
parameters §;.

1
~ ——log,

> ] . (96)

2. Optimization of the discretization range

From (94) we see that the min-entropy increases when
the discretization steps §; decrease. On the other side, this
expression of the min-entropy is based on the hypothesis that
the probability of saturation is negligible, but this probability
increases with the decrease of the discretization range. We can
try to quantify this tradeoff by saying that there is saturation
when the signal (X;(#;), X»(#;)) falls outside the discretization
rectangle; this is a conservative choice, as we do not make a
finer subdivision of the saturation region. Then, the saturation
probability is given by

n1t+Ry H2+Ry ;
Psaturation(xs 5) ~1 _/ dyl/ dyZPX()_;) (97)
w

n1—Ry 2—Ry
To be negligible, the saturation probability must satisfy
Psaluration (Xa 8) < Pguess (X» 8) (98)

By suitably tuning the ADC apparatus and the laser intensity,
we can manage the range R; to be proportional to the standard
deviation of the observed voltage (at least approximately); so,
by (88), we can write

2R j X j ) j
on = on—1 :
We have considered the same n for both ADCs; eventually,
also the proportionality constants x; could be independent

from the index j. To apply the condition (98) in a simple
way, we consider the Gaussian approximation and we neglect

Rj:XjEj, (Sj: (99)
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TABLE I. The entropy contribution H,s [Eq. (102)] as a function
of the proportionality parameter x = x; = x; [Eq. (99)] and of the
ADC number of bits n. A blank value means that the condition (101)
is not satisfied.

n\x 3.8 4.0 4.6 5.1 6.0 8.9 9.5

8 1265 1225 1195 1148 1034 10.16
10 16.25 1595 1548 1434 14.16
12 1995 1948 1834  18.16
16 27.48 2634  26.16
32 58.34  58.16

the correlations; we add a tilde to denote the guessing and
saturation probabilities in this approximation:

5182 X1X2

Poess (X, 8) = = ,
auess (X 3) 2T %, w2l

(100)

Issaluration(X7 (S) =1- P[_Rl < Xl(tl) — M < Rl]
X P[=Ry < Xa(t)) — 2 < Ry}

1 1
=1- 4<®(X1) - E) (‘D(Xz) - §>,

where ®(x) is the cumulative distribution function of a
standard Gaussian random variable. Then, condition (98) (ap-
proximately) becomes

1 1 X1X2
1— 4(@()(1) — E) (CD(XQ) — 5) < 7 21 .
Let us note that the quantity Hs [Eq. (95)] is just the min-

entropy associated with the approximate guessing probability
(100) and that we have

(101)

X1X2

Hyer = —10g; Poyess (X, 8) = 2n — 1 — log, (102)

T
To have an idea of the values of the min-entropy and of
good choices of x; and n, let us consider the case x| = x; = x.
Table I gives the values of H,.¢ (the main contribution to the
total min-entropy) as a function of the parameters »n and x.
For a given n the best choice for QRNG is to take the
smallest x compatible with condition (101); however, if we
want to use the apparatus also for detection, or if we want to
be more sure to avoid saturation, we need x to be bigger. In
Table II we report the ratio Pwration (X, 8)/Poyess (X, 8). The
good choice for QRNG is to take the parameters which give

this ratio near 1; however, by comparing the two tables, we
see that we can make this ratio very small without a strong
decreasing of Hs.

In the computations of Tables I and II we have assumed
that the ranges are centered on the means. When this is not
possible, the saturation probability increases and it is conve-
nient to enlarge the range with respect to the variance and to
chose a value for x giving a ratio well below 1 in Table II.

In [11] the equilibrated case is considered and experi-
mentally implemented; by using a 10-bit ADC, they obtain
a value of about 14 for the min-entropy. So, by looking at
Table I, we can say that values from 14 to 26 for H.s are
experimentally reasonable, depending on the characteristics
of the ADC and of the electronic part of the apparatus.
A much higher value can be obtained, if a 32-bit ADC is
available.

As already written, to tune the ADC ranges to the noise
variances one could increase the LO intensity. The shot-noise
intensity can be increased also by using two lasers, one at
the LO port and one at the signal port. To use two similar
lasers is nearly the same as doubling the LO intensity; explicit
computations can be done by starting from the results of
Appendix C 1. In any case, the most important ingredient to
increase the bit generation rate is the ADC resolution.

In the following, we assume that the instrumentation has
been chosen and calibrated; so, n and the ADC ranges are
fixed, which means that also the values of §; and §, have been
fixed.

B. Side information: Classical noise

When all the noise contributions, classical and quantum,
are trusted, the randomness extractor can be calibrated on
the value of the total min-entropy Hp,(X, §). Fast random-
number generators based on various types of physical noise
have been proposed and realized (see [48] for an example
based on laser noise). However, doubts have been raised on
some of the noise components involved in homodyne-based
random-number generators (see, for instance, [4,6,9-11]).
The presence of untrusted noise or of possible side informa-
tion forces to calibrate the randomness extractor on suitable
conditional min-entropies, as discussed here and in the next
subsection.

In our formulation of the double-homodyne detector we
have included two sources of classical noise: the electronic
noise and the laser fluctuations. The classical noise can be
considered untrusted because not truly random and not well
modeled, but even because it could be known to some intruder
and it could convey some side information. To get secure

TABLE II. The ratio Pyuration (X, 8)/13guess(X ,8) as a function of the proportionality parameter x = x; = x, [Eq. (99)] and of the ADC
number of bits n. A value greater than 1 means that the condition (101) is not satisfied.

n\x 3.8 4.0 4.6 5.1 6.0 8.9 9.5

8 2.1 0.82 4.1x1072 2.7x1073 1.1x1073 1.5x10°% 4.8x10718
10 33 13 0.66 43x1072 1.8x1074 2.3x1071 7.7x1077
12 5.3x10? 2.1x10? 11 0.69 2.9x1073 3.7x1071 1.2x1071
16 14times10* 5.3x10* 2.7x103 1.8x10? 0.74 9.5x107!! 3.1x1071
32 5.8x10M" 2.3x10" 1.2x108 7.6x 10" 3.2x10° 0.41 1.3x1073
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random bits with respect to not certified noise and to side
information, the average conditional min-entropy [3, Sec. C]
has to be used to calibrate the randomness extractor: the
guessing probability has to be computed with respect to the
probability distribution conditioned on laser fluctuations and
electronic noise; then, the mean is taken.

Let us denote by Né]f] the contribution of the electronic
noise to the observation at time #;; we have assumed the elec-
tronic noise to be normal, Nejl’l ~ N(0; 0;12), and independent
of any other noise contribution. Then, for fixed f, the sampled

J

1
Py(x1, %25 f, Nat) = W 81}'((’“{

= Nai') /141, (x5

observables can be written as

x! () = Y] @)+ NZ'

el ?

(103)

where the Y].f (t) are the scaled processes introduced in (41).
We assume the LO intensity to be sufficiently high, so that
the probability density of the random variables Yf () is the
one discussed in Sec IV C. When the signal is in the vacuum
state and f and N:° are given, we get from (84c) that the
conditional probability density for a single sample is

— N3')/IAl; £).

In this situation the average guessing probability, conditional on the classical noise, is given by

x1+681/2
Pguess(X’ ‘Slgcl) =Ef,Nel|:SuP/ dylf

X1,%2 Jx;—81/2

|A|2 L

8 )
2Ef|;SUPg,y(Y1 A1, )’2/|)‘| f)]

Accordingly, the average conditional min-entropy per sample is given by

Hmin(Xa 5|gcl) -

where we have again simplified the computations of the Gaus-
sian integrals by assuming the §; to be sufficiently small.
From these definitions we have immediately Pyyess(X, ) <
Pguess(Xv (Slgcl) and Hmin(X, 8) 2 Hiin (X’ 6|5c1)~

Remark 11. Let us note that the electronic noise disap-
pears from the expression (105) of the classically conditioned
min-entropy, as this noise is purely additive. This is not the
case of the RIN, which contributes through the expression
E([Ri(f )~2]. The reason is that the laser fluctuations are
involved in the definition (66a) of the discrete mode operators,
where R;(f) is the (random) normalization constant. More-
over, we have E¢[R; (f)z] =Sy [see (67)], and

[R)(f)? — So] }

| s 19

E/[Ri(f)?] = — +E; |:
So
which gives SoE ¢ [R;(f )~2] > 1. Consistently with the laser
models discussed in Sec. II B, we assume E [R;(f )~2] to be
independent from / and we set

S_ = 1/EsRi(f)7*

Remark 12. By definition (66d), R;(f) turns out to be a
time smoothing of the function f realized through the re-
sponse function A(t). If the involved integration time interval
is not too short, it is realistic to have R;(f )~ S, by ergodic
properties of the process f(¢); in this case S_ >~ Sy. In any
case their difference should be small. From (64) we see that
to have the decay time of RIN correlations much shorter than
the decay time of h(r) gives also Cp < 1.

In the works on QRNG from homodyne detection it is usual
to express the min-entropy by scaling the involved noise to
the vacuum noise (% in standard units) [6,11]. If we have a

(107)

10g2 guess(X Slgcl) = 10g2

X2+62/2
dyzplx(h,h;f,Nel)]
2—682/2
5162
- (104)
27T«/K12K22|)~| Ri(f)
27 |A
AP «/K12K22 (105)

818:E s[R;(f)2

(

good estimate of 2k ;> |A S, from the calibration stage, we can
introduce the “scaled” resolutions and min-entropy:

89 —8j Hy = log T
. = ) 0 — .
7 A/ 26280 * 5989
The scaled resolutions 8? turn out to be pure numbers; even
in the case §; = §,, the presence of any imbalance should
give 8? #* 8‘2). From (31) and (108), we can see that when the
€; decrease (more losses) the parameters 8? increase (worst

scaled resolution). Then, by comparing (105) with the refer-
ence min-entropy (108), we get

Hy — Hyin (X, 8|Ea) > log, (So/S-) = 0

(108)

(109)

Under the conditions of Remark 12, this entropy difference is
small. Also, the total min-entropy (94) can be expressed in a
similar way:

det C

in(X, 8) >~ H, + log, ———;
Hiin X 87 ’ =2 M 1262288

(110)
only the min-entropy Hy depends on the discretization steps
d;, not the last term.

The price in considering untrusted the classical noise is a
loss of entropy quantified by

Huin(X, 8) — Huin(X, 8|€) = 1 log, E1p + log, (So/S-).
(111)

where E}, is defined in (92) and depends on the noise ra-
tios (89). Note that the entropy loss does not depend on
the resolutions §;. By increasing the laser intensity |A|*> and
the coefficients €; (less optical losses), we can make the
electronic-noise contributions ©; to decrease, but one has to
pay attention to the tradeoff with respect to the RIN (the terms
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with ;). Indeed, these contributions increase with |A |2, while
they can be made to decrease by some rebalancing which can
be obtained by decreasing some of the €; (see Remark &). This
tradeoff is more evident if we consider the entropy loss with
respect to Hy.r because, by Eqgs. (96) and (111), this loss takes
the simpler expression

Href - Hmin(Xv algcl) i 10g2 (SO/S—)
+1og, v/(1+ 01 +Y1)(1 + 0, + T).

(112)

If the laboratory is “secure” and we trust in our detection
apparatus and in the LO laser, we can rely on the conditional
min-entropy Hyin (X, 8|&) to calibrate the randomness ex-
tractor. To be sure that no intruder can violate the privacy
of the generated random bits, we can physically block the
vacuum input ports, represented in Fig. 1 by the channel 1
(signal) and the channels 2 and 4 (vacuum); to block the
unused ports is suggested also in [3,5].

J

m
1
py(X) = ]EfNel|:TrF1{pl HA_IY

where g, (1, y2; f) is given by (81). By setting

s 1 xi481/2 x4+81/2
. /
P[(lexg,f,Nel,(S):W/ dxl/:
P x,—8

h—8,/2

C. Side information: The signal

In [11] one of the reasons to propose double-homodyne
detection for QRNG was that one can obtain secure random
bits even if an intruder can manipulate the signal (but in
the same paper this possibility is referred to as a “paranoid
scenario”). Indeed, in QRNG the eight-port circuit is not used
to detect a signal coming from the external world, as in QKD,
and it can be blocked to external influences, as noticed above.
Moreover, if the intruder is sending too strong signals, as in
a blinding attack [36], the intrusion is easily detected. On
another side, to conduct a successful eavesdropping attack,
one needs to send a signal phase locked to the LO laser [7]
and this means to have access to the laboratory. In any case,
it is possible to extend the approach of [11] and to take into
account the quantum side information which an intruder could
gain by manipulating the signal.

From (103) and (83), the probability density for the m
sample turns out to be

we can introduce a classical and quantum “worst-case” conditional guessing probability for the full m sample:

(cf. [3,6,11,38,47]); then, the related min-entropy is

(xi = Ngg') /141, (2 N“)/I)»I;f)”, (113)
dx & (6] = Ny") /1AL (55 = N3 /1A; ),
Pt (X, 81asqu) = Esn, [sup sup Trr, {pl [ PG 2 £ N, 5)” (114)
P11 X1,%2 I=1
[
from (114), (115), and (117), we obtain
(115) HUNX, 8]Easqu) = mHu(X, 8agqn).  (119)

HY\(X, §|Eagqu) = — logy PP (X, §|Egqu) = 0

min guess

By comparing these definitions with (93), (94), (104), and
(105), we get

MHpin (X, 8) = mHupin(X, 81E1) = HM(X, 8|Ecigqu)-

min

Now, let us consider the (normalized) squeezed coherent
states |V (z; e, B)) [Eq. (71)] and the POVM density g’a ﬂ(z),
which is defined by the second equality in (79) and is involved
in the definition (81) of gy (v1, y2; f). The operator 7 g, 4(z) =
|V (z; «, B)) (¥ (z; ¢, B)] is a rank-one orthogonal projection
(for every choice of «, 8, z) and, so,

8,5 < 1/m. (116)

The results about secure QRNG developed in [11] are based
on the bound (116) in the particular case @« = 1, B = 0. As it
is proved in Appendix C 2, this bound implies

1

pz(X) < : ) (117)
X (47 k13K23 A [ [sin [S_)™
By introducing the entropy lower bound per sample
A7 K 13K03]sin P | A|2S_
Hip(X, §|Ec1gqu) = log, . (118)

8162

Even in the case of a possible variant of the definition of
conditional min-entropy with respect to the quantum side in-
formation, inequality (119) would be valid because the lower
bound is independent of any kind of signal the intruder could
send. Then, the entropy lower bound per sample (118) can be
safely used to calibrate the randomness extractor; this bound
holds even in the case of a coherent attack. However, let us
note that the quantity (118) is not guaranteed to be positive;
s0, to be useful it needs | sin ¢| to be not too small.

The dependence on | sin ¢p| implies a decrease of the min-
entropy bound (118) when the two observed quadratures are
not perfectly complementary. Moreover, with respect to the
transmissivities, the bound (118) is maximum for n; = %;
indeed, by (31) we have

diy3K3 =4 l_[ n;(1 —nj)ei&r + e3é&3) (€26 + €s84)
j=1

€+ 68 y €& +eséy
2 2 '

< k33| =12 =
(120)
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With respect to the entropy losses (111), to ask for inde-
pendence from any quantum intrusion gives a further loss of
min-entropy:

K12K7
Huia(X . 81€1) — Hip(X. 8|Eas) = logy 722 M
1323

JA+V2 46000+ V2 +672)
JET —)lsin g|

here we have used Eqgs. (105), (118), (48), and (49). In a more
explicit way we can write

= log, 2 0; (121)

. (1 = 0j42)€,E7 + njio€j0E
2, 22 J JSj J+2€j+2S 42
I+Vit+e)=——o EteinEin)
711+2( le+2)(6151 + 6,1-&-25,/-&-2)

In the entropy loss (121) we can identify a first contribution,
log, (+/4n1(T — np)|sing|)~! > 0, due to the fact that the in-
truder is allowed to send any kind of squeezed states, such
as the eigenstates of the squeezed modes b; (70) (see Remark
10). The second contribution is % Z?:l log, (1 + Vj2 + 5j2) >
0; note that V;?> and V,* vanish in the rebalancing case of
Remark 8, while 612 and &22 vanish when there are no optical
losses, i.e., €; = 1. So, by using the entropy lower bound
(118), one gets secure random bits also with respect to pos-
sible intrusions through the optical losses, which is one of the
points raised in [10].

(122)

D. Examples

An interesting question is to understand the effects on the
min-entropies of the various imperfections with respect to the
balanced case of Sec. II D 2.

Remark 13. In the case of the perfect balancing (35),
Egs. (31), (32), (49), (89), and (92) give

{7_.2 =0, 5_.2 = ,

Y, =0,

el

20/
O=—"5-,
€&2[1"So
Then, (94), (96), (112), and (121) reduce to
Hmin(Xa 8) = Href

Ep=0+0)1+ 6,).

melrE2So/ T+ O + ©y)

~ ]
08, 515,

Href - Hmin(Xv 5|501) ~ 10g2 (So/S,)
+log, (I + ©1)(1 + ©,),

Hmin(X’ 5|gcl) - Hlb(Xz 5|Ecl&qu) ~— logz (6|Sil‘l¢|).

If, in addition, we have perfectly complementary quadra-
tures, | sin@| = 1, and totally efficient detectors, € = 1, the
conditional min-entropy Hp, (X, §|&) and the lower bound
Hip(X, 8|E18qu) become equal, which is the case of [11].

To have an idea of the effects of unbalancing and losses,
we particularize the choice of the various parameters. First,
we take €; = € and §; = &, which means that the quantum

efficiencies and the conversion factors of the four detectors are
equal. We take also the same unbalancing in the two detection
channels, i.e., n3 = n4 = n, while the first two beam splitters
are taken well balanced, n; =, = % We take equal also

. . . 2
the variances of the two electronic noises a}"l

Egs. (31), (32), (88), (89), and (122) give

= 0¢2%. Then,

€ €
Kp = = &2, Ap=3E1=2n), T;=e,

2
® ke
O =—, YT=>0-29)7 ,
IT T
20612 v 2 2 1
= . 1+Vi4ei=s —
|E11%So ST A1 —n)e
» o AP 2
=X :—So(@+€+6 T). (123)
’ 2
Finally, Egs. (95), (96), (112), and (121) reduce to
27 %2
Href = 10g2 8182
A2S
= log, M(@—I—e +e7) |, (124)
5162
Href - Hmin(X» 8)
e (1+ L, ®)_2 (125)
= —— 10 —_ —_— _— s
2 % Y e
Href - Hmin(X9 8|€cl)
=~ log, (So/S-) +log, (1 + €Y 4+ O/¢), (126)
Hpin(X, 8|E) — Hip(X, 81Egqu)
~ —log, [4n(1 — n)e|sin ¢|]. (127)

The reference entropy (124) decreases when € or |1 — 27| de-
crease. However, its value can be kept constant by tuning the
instrumentation, as discussed in Sec. V A 2, and reasonable
values for H..¢ go from 14 to 26 bits (see Table I). So, here we
study the behavior of the entropy differences (125)-(127).
We take the parameters € and 7 free, and we fix some
reasonable values for the other parameters; let us recall that
|1 — 2n| measures the unbalancing in the detectors, while €
is the effective quantum efficiency of the photodiodes. The
parameter Sy, given in (62¢) and (64), is linked to the detection
bandwidth and we can take Sy = 10 GHz = 10'% s~!; we take
also S_ >~ 8y [see Eq. (107) and Remark 12]. With lasers of
a power of 1.25 mW and wavelength around 1550 nm, we
can get the mean number of photons per unit of time |A|* =
10' s~!; higher values are also possible. By assuming the
decay time of the RIN correlations much shorter of the decay
time of the detector response function A(¢), from Egs. (62d)
and (64) and Remark 12 we see that Cy must be small and

we take Cyp = 0.01. Finally, we can take ® = ‘f;ﬁ =0.12,
which comes out by taking a variance for the electronic
noise compatible with the values reported in [11]. With these

choices we get also % =0.5x10%.
Let us start with the entropy losses (125), due to the corre-
lations introduced by the RIN. We plot this entropy loss with

respect to the “quantum loss percentage = 100(1 — €)” of
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0.05
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0.03

Hl‘t'l_Hlllill(de) (])itS)
o
o
N

-0.01 . : .
0 20 40 60 80

loss percentage =100(1-¢)

FIG. 2. Entropy loss Hyef — Humin(X, §) [Eq. (125)] for small un-
balancing |1 — 25| < 0.008.

the photodiodes for small values of the detector unbalancing
|1 — 27| in Fig. 2, and for bigger unbalancing in Fig. 3. From
Figs. 2 and 3 we see that the entropy loss (125) can be made
to decrease by increasing the detector losses 1 — € (apart from
the balanced case n = %), a phenomenon which is evident also
from formula (125), but not a priori expected. Note a change
of curvature in going from the cases of Fig. 2 to the cases of
Fig. 3. We see also that the entropy loss decreases with the
decreasing of the distance of 1 from % Moreover, this loss is
acceptably small for small unbalancing as in Fig. 2, while it
can take values of even two bits per sample in the cases of
Fig. 3.

When the contributions of the classical noises (RIN and
electronic noise) are considered not secure, the entropy loss is
given by (126); the behavior is plotted in Figs. 4 and 5 for the
same values of n as before. Now, we have again a decrease
of the entropy loss with the increase of 1 — € in the case of
large imbalance (see Fig. 5). However, for small imbalance

0 20 40 60 80
loss percentage =100(1-¢)

FIG. 3. Entropy loss Hyet — Hnmin (X, 8) [Eq. (125)] for big unbal-
ancing 0.04 < |1 — 25| < 0.08.

""""" n=0.5
=" == n=0.502
E - = =5 =0.503
= — 1 =0.504
—~ 06 |
= \_’—-’/

'<:. o
5 04 _ o e-=-" - ":/,’ i
S
FO02F _
by S [
0 . : [
0 €5 40 60 80

loss percentage =100(1-€)

FIG. 4. Entropy loss Hyt — Hyin(X, 8|€4) [Eq. (126)] for small
unbalancing |1 — 25| < 0.008.

(Fig. 4), the behavior is more complex. For n = 0.5 and 0.502,
the entropy loss monotonically grows with 1 — €, while for
n = 0.503 and 0.504 we have a nonmonotonic behavior, first
a decreasing and then an increasing of the entropy loss.

To avoid losses of some bits in the case of large unbalanc-
ing, as in the case of Figs. 3 and 5, one has to rely on a partial
rebalancing (see Remark 8) or on a change of the detector
response in order to decrease the coefficient Cy.

In the extreme case of Sec. VC, when we consider not
secure even the signal port, we have to add a further entropy
loss represented by (127). Now the behavior is very simple:
minus the logarithm of a product. For 4n(1 — n)e|sin¢| =
0.5 the entropy loss is 1 bit; we can think to arrive to 2 bits
by increasing a little the imperfections (and such a loss is
not small). However, with reasonable values of the involved
parameters, we can remain below 1 bit.

0 20 40 60 80
loss percentage =100(1-¢)

FIG. 5. Entropy loss Hs — Hyin(X, 8|E4) [Eq. (126)] for big
unbalancing 0.04 < |1 — 25| < 0.08.
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VI. QRNG FROM SINGLE HOMODINING

The whole construction of the previous sections can be par-
ticularized to the case of a single homodyning and this allows
to see the effect of imperfections either when the apparatus
works as a detector, as in [21,22,30,32,37], or when it is used
for QRNG, as in [2,3,5-10,36].

One can get single homodyning from the circuit of Fig. 1
by eliminating the beam splitters BS1 and BS2, which means
to take 7 = 1, = 1. Then, no light arrives to the photodiodes
PD2 and PD4 and we can eliminate them; so, we are left with a
single detected process X (¢) [Eq. (28)] and the scaled process
Yi(t) [Eq. (41)].

The first two moments of the process X, (¢) are given by
Egs. (33) and (34), where the coefficients, defined in (31) and
(32), reduce to

ki1 = meaéf + (1 — n3)esés,
ki = (1= n3)e + meks,
ki3 = v/n3(1 = 13)(€18) + €383),
A = nzeér — (1 — m3)esds,
Ap = (1 = n3)ed) — naesés,

Az = \/M(Elglz - 63532)'

Moreover, the characteristic functional of the process Y| () in
the limit of strong LO is given by Proposition 1, where one
has to take k»(s) = 0. The various quantities introduced in
Egs. (49) reduce to

(128)

|~"’

Gi;=0, V>=V2=—"2

’(1%
s o (I=m)e(l —e)EF + maes(l — €3)&57
ol =6, = > .
n3(1 — m3) (€11 + €383)

Let us stress that the POVM with characteristic operator (52a)
becomes the pvm associated to the single quadrature O (z).

Then, one can consider the discrete sampling as in Sec. IV;
if interested in QRNG, we have to consider the case of no
signal as in the double-homodyne setup. From (62) and (88)
we get

Ep[X,(t)] =~ Ap| A, (129a)
CovplXi(11), X1(t)] = 8w =] = Surxcial APSo(1 4+ Y1 + ©)),
(129b)

where Y| and ®; are given in (89). However, the coefficients
take the expressions (128), which means that their values are
nearly two times the values in the double-homodyne scheme.

A. Total min-entropy

For a sufficiently intense LO and signal in the vacuum,
X (t;) has a distribution which is nearly Gaussian with mean
ni = A|2|)\|2 and variance 212, given in (129). Let us denote
by px, (x) the density of this Gaussian distribution. Now, the

TABLE III. The min-entropy Hpn(Xi, d;) as a function of the
proportionality parameter x and of the ADC number of bits n. A
blank value means that the inequality in (132) is not satisfied.

n\x 3.0 34 4.0 4.6 6.1 8.9 9.5

8 6.74  6.56 6.33 6.12 5.72 5.17 5.08
10 8.56 8.33 8.12 7.72 7.17 7.08

12 10.33  10.12 9.72 9.17 9.08
16 1412 1372 13.17 13.08
32 29.72 29.17  29.08

guessing probability and the associated min-entropy per sam-
ple (93) and (94) become

x+81/2 . 51
Pou (X,S):su/ dyph (y) ~ ———,  (130)
guess\ A1, O] XP 1/2 ypx, y «/ﬂﬁl
V2T 2
Huin(X1, 81) = — 102, Paess(X1, 1) == log, 5—‘ (131)
1

In the univariate case correlations are not involved; so, the
analogous of H.s [Eq. (95)] coincides with the total min-
entropy [Eq. (131)].

As discussed in Sec. VA2, we can try to optimize the
discretization range 2R; by acting on the ADC and on the laser
power. Analogously to (99), we can write R} = xX;, which
gives

le

o=

Pguess(Xl > 51) =

JT

1
Hpyin(X1,81) =~ n — 3 + log, -

X
ﬁ21171/2 ’

these expressions are the analog of (100) and (102). Now, the
saturation probability (97) and the condition (98) become

Poawuration (X1, 81) = 1 — P[—R; < X((t;) — 1 < Ry]

= 2[1 - CD()C)] < Pguess(Xl’ 51) (132)

As done in Table I for Hf, we can give the min-entropy
Hin(Xq, 61) for some values of x and n.

By comparing Table III with Table I, we see that, for the
same values of x and n, the min-entropy Hpin(Xj, 81) is half
of H,, as expected because in Hys the correlations between
the two outputs are not taken into account. Moreover, by the
positions of the blank values we see that the inequality in
(132) is a less stringent condition than (98).

B. Side information

When the classical noise is not trusted, as in Sec. VB, we
have to rely on the conditional min-entropy. The analogs of
(104) and (105) are now

S
PuessX93 gc ~E B e K
081800 | |

[Ala/27 K12

Hmin(xl’ 81 |5c1) =~ 10g2 al]Ef[Rl(f)il] ‘

(133)
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W n=0.504
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= 0.2
> 0.1
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O 1 1 L
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loss percentage =100(1-¢)

FIG. 6. Entropy loss Hyin (X1, 81) — Huin(X1, 611E) [Eq. (135)].
Small unbalancing |1 — 27| < 0.008.

Asin (111) and (112), by considering unreliable the classical
noise we have the entropy loss

Hmin(le 81) - Hmin(Xl s 51 |€cl)

~ log,(14+ 7Y, +©) + logz(Ef[Rz(f)_I]«/S_o),
(134)

where the expressions of Y| and ®; are given in (89).

To have examples of the effects of the various imperfec-
tions on this entropy loss, we take € = €3 =€ and & =
& =& as in Sec. VD and we set also n = n3. By assum-
ing log, (E¢[R; (f)’l]\/S_o) 2~ ( and by using the expressions
(128) of the various parameters, we get

Hyin(X1, 81) — Hpin (X1, 811E1)
~ 1 log, (1 + 26T+ ©/2¢), (135)

where Y and ©® are defined in (123). With the numerical
choices for the various parameters discussed in Sec. VD we
get 2¢Y = 10*(1 — 2n)* and ®/2¢ = 0.06/¢. The analo-
gous entropy loss for the double-homodyne case is given in
(126), when log,(So/S-) 2~ 0. Note the different expressions
of the coefficients in front of the RIN contribution Y and
the electronic noise contribution ®. In Figs. 6 and 7 we
give the plots of the entropy loss (135) with the same choice
for the values of the involved parameters as in the analog
figures 4 and 5. The qualitative behavior is very similar in the
two cases of double- and single-homodyne scheme. By com-
paring Table III with Figs. 6 and 7, again we see that the most
important parameter for the rate of random bit production is
n, giving the ADC resolution.

The single-homodyne scheme is considered experimen-
tally simpler than the double scheme [6,10], but now we have
not some analog of what is done in Sec. V C. However, as
already discussed at the end of Sec. VB, we can rely on
the conditional min-entropy Hp,in (X1, 81|&) to calibrate the
randomness extractor because we can physically block the
vacuum input port. Even in the case in which an intruder
can send a signal through the signal port we can follow the

) ——— R ——
0 20 40 60 80

loss percentage =100(1-¢)

FIG. 7. Entropy loss Hpin(X1, 81) — Hmin(X1, 811€a) [Eq. (135)].
Big unbalancing 0.04 < |1 — 27| < 0.08.

strategy suggested in [6]. By using a pulsed laser we can make
the measured quadrature at time #; to be characterized by a
new random phase [see 6 in (14)] not known to the intruder.
This prevents the intruder to be capable of sending eigenstates
of the measured quadrature and to have some knowledge of
the produced random numbers.

An alternative strategy, which can be applied also in our
general case, is the one proposed in [4]: one samples a fixed
quadrature, but, to avoid a possible eavesdropping, the or-
thogonal quadrature is sampled at random times; then, an
entropy lower bound is estimated by an entropic version of the
uncertainty relations. A variant of this strategy is discussed
in [49], where also the detector inefficiency is taken into
account. However, this strategy is not so simpler than the use
of the double homodyning. The eight-port circuit needs two
ADC components and four photodiodes; the random sampling
strategy needs only an ADC and two photodiodes, but a com-
ponent which switches the phases at random times, with its
own source of randomness, has to be added.

VII. DISCUSSION

By using the example of the eight-port optical circuit, we
have shown how to use QSC to give a fully quantum treatment
of traveling waves in the circuit and of direct, homodyne,
heterodyne detection in continuous time. A key point is that
the number operators of the quantum fields used in QSC are
a family of commuting self-adjoint operators and their joint
pvm can be introduced (see Remark 4). Then, the POVMs
related to the field quadratures enter into play when the Hilbert
space component associated with the LO field is traced out
and the system is reduced to the Hilbert component associ-
ated with the signal alone. Moreover, we have shown how
to introduce imperfections such as imbalanced beam splitters,
phase and intensity noise in the LO laser, inefficiency of the
photodetectors, and electronic noise. In this way we have
a complete quantum description of the apparatus of Fig. 1
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monitoring in continuous time the quantum field entering the
signal port.

We consider also the case in which the continuous output is
sampled at discrete times. Now, discrete mode operators can
be introduced, but they result to be random operators because
the LO fluctuations are involved in the definition of such
operators (see Remark 9). So, even in this case, the description
in continuous time is an essential step, as already suggested in
[8].

Finally, we study the case in which the apparatus is used
as QRNG, both in the cases of double- and single-homodyne
detection. Our treatment allows for taking into account the
various imperfections on the detected noise. By the use of
the conditional min-entropy the effect of untrusted parts of
the noise can be eliminated. While the electronic noise is
treated as additive noise as usual, a very peculiar role is
played by the LO intensity noise which is involved in the
construction of the discrete quadrature operators and its effect
is less straightforward (see Remark 11). We show how the
random bit generation rate decreases when we consider that
side information could be gained by an intruder through the

J

classical noise or when he could have also access to the input
signal port (quantum side information). Some experimentally
reasonable examples are treated and the entropy losses are
numerically computed, depending on some parameters char-
acterizing the imperfections in the circuit and in the detection
part of the apparatus.

Our quantum analysis of the apparatus of Fig. 1 could be
applied when it is employed as a detector, for instance, in
problems of quantum teleportation and quantum dense coding
(see [18]) or of QKD (see [8]). Note that in QKD and QRNG
the security instances are completely different. In QRNG the
unused ports can be physically blocked (see the discussion
at the end of Sec. V B), while QKD is a problem of secure
communication and an intruder could have access to the trans-
mitted signal.
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APPENDIX A: PROPERTIES OF THE BOSE FIELDS AND SOME QUANTUM EXPECTATIONS

Let us recall some properties of the Bose fields a;(¢) introduced in Sec. II [26]. We work in the Fock representation, which

means that the CCRs are realized in the Hilbert space

d®

r=J] r.

Jj=1

oo
I=Coy LR

(AL)

n=1

I'; is the symmetric Fock space over the one-particle space L?(R) and the direct sum on the right is its decomposition in the
n-particle spaces. In all developments, a key role is played by the coherent vectors e;(f) € I';, or normalized exponential vectors,
which can be introduced by giving their components in the n-particle spaces: for f € L>(R),

®n
ei(f) = eé”f”z(l,f, M f , )
V2! Vn!

These vectors are completely analogous to the coherent vectors of the case of discrete modes, as one sees by comparing the
representations in the spaces with fixed number of photons.

Finally, let us recall that QSC [26] is an Itd-type calculus involving the integral form (3) of the quantum fields; by this

calculus a theory of quantum stochastic differential equations has been developed. In handling the “stochastic differentials” a

“promemoria” is given by the It6 table:

dAL(1)dA] (1) = 8dt,
d AL (AL (1) = 8idA] (1),

(A2)

dA(D)d ARy (1) = 8idAs (1),
d Ay (DA A () = Sud Ay (t), (A3)
all the other products vanish. This table has the same role as the heuristic rule [dW (¢)]* = dt in classical Itd stochastic calculus.
The rigorous definition of field and gauge operators (3) is through their action on the exponential vectors.

1. Output fields

By combining Eqs. (5), (7), and (8) we express the output fields D;(¢) in terms of the fields A;(t) and A;,(¢); in terms of field
densities we get

di (1) = ymellyniai(t) +iy1—nmax®)]

+e' /(1 — m)elivmas(t) — /1 — mas®)] + i1 — €1 a (), (Ada)
di(t) = /(1 —m3)esli/nrai(t) — /1 — i ax(t)]
+ e Smelymas(t) + i1 — nas)] + i1 — e3 a3, (t), (A4b)
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dr(t) = Jmaeliv/1 —niai(t) + /ni ax(t)]

+e" /(1 — nel—v/1 —mayt) + iymas)] + iy/1 — e ar( (t), (Adc)
da(t) = /(1 = na)eal—/1 — 1 ai(t) + i/n1 ax(t)]
+ eV miesliv/1 — maas(t) + /12 as(0)] + iv/1 — €5 aqs (1) (Add)

2. Properties of the laser

Let us collect here some features of the laser model of Sec. I B. By the definition of the various processes we have easily
(16) and

Ef[f(t)] = Awe ™ E[f(s)f ()] = [AI* expliog(s — 1) — polt — s|}[w?> + vt —5)],  (AS5a)

E/[f(s)f(1)] = A2e (ot =202 4y (r — g)], (A5b)
E/[F @O ($)] = [APAw[] + 2v(t — s)]e™ (otr)s, (ASc)
Cov/[If O, [£ (1P = 2[A1'v@ — 92w + v(t — 9)]. (ASd)

The relative intensity noise (13) reduces to ngin(t) = u(t)*> — 1, which has zero mean and covariance (17). The RIN is not
normally distributed, but it is the square of a Gaussian process, due to the u(¢) contribution. By the choice of the function v(t)
we can make its correlations to decay very fast. As a measure of this noise, an effective RIN coefficient can be introduced by
integrating the correlations (17) over time:

1
RINg = /Rds E f[nrin(Onrin(t — $)] = 4w?(0) + p /R 5(v)*dv,

where we have used (17) and (18).
A simple choice is to take an exponential behavior for the correlations v(z):

() =v(e M, v(0) >0, y >0. (A6)
This gives
E s [nrin(nrin(s)] = dw?v(0)e™" 1 4 20(0)%e 21, (A7)
2v(0 2
B(v) = ’;(—)”12 RINgg = — (1 — w?)(1 + 3w?). (A8)
v t+v Y1
Moreover, the intensity spectrum, introduced in (19), turns out to be
2[4 Pw?yy 20221 = w)(po + 1)
Hf(/‘l') = ) B B PR (A9)
Vo t(w—wo)”  (vo+y1)” +(n— o)
Finally, the RIN spectrum takes the expression
Mriv () = 8(1 — w?) [ w? + 1—w2] (A10)
RIN(I) = —w)ri .
v +u? Ayt
3. Moments of the photocurrents
Let us introduce the following combinations of transmissivity and efficiency parameters:
g1 = Ninzei, g2 = (1 = m)(1 — m)ez, (Alla)
gz =m( —n3)er, g = (1 —ni)naez, (Allb)
g1 =m(l —mes, g = mmes, (Allc)
8j3 = /81825 g1 = (I — n)(1 — n4)ey, (Alld)
842 = (1 — m)n4es. (Alle)
By using the input and output expressions of the fields (A4), the state (9), and the notation (A11) we get
di(NpF = [Jgn ai(r) +ie" g f()]pF, (Al22)
d3(r)p; = liy/gs1 ai1(r) + €' gz f ()]} . (A12b)
d(rpt = [iy/gm ai(r) — e /g f(M)]pF. (Al2¢)
da(r)pf = [—/8a1 a1 (r) + i€ /ga f(1)]p] . (A12d)
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From these equations, we can compute the quantum expectation of any normal ordered function of the fields dl.T(~), d;i(-).
By using (11), (12), (26), (27), (AS), and (A12) we get easily

Ep[M;(t)] = &; A drh(t — r{gji(a](Nai(M)r + gnpE I F 1P + 5,853 E [ fr) @ ()} ] + c.c.) ) (A13)

Ep[M,;(OM(s)] = 5,8} / “drh(t = rh(s = N{gnlal(Nai () + g Bl ()]
0

+ 5,83 (,-eiw.fEf[f(r)ml(r))JT”] +c.c.)} + sjsif dr/o dr' h(t — r)h(s — ¥')
0

x E/[(: {g1al(Nai(r) + gl f(N* + sjg;3(e™ f(r)al (r) + H.c.)}
x {gnal (a1 () + gal f ()P + sigia (e f()al () + Hee)) )01 (Al14)

the constants g;; are defined in (A11) and s; = s, = +1, s3 = s4 = —1; the notation : - : means normal order.

APPENDIX B: PROBABILITY LAW AND CHARACTERISTIC OPERATOR

For stochastic processes the probability law is uniquely determined by its Fourier transform, the characteristic functional
[50]; the same holds for pvms and POVMs, whose Fourier transform is called characteristic operator [20-22].

1. Characteristic operator for the counts of photons and of the output photocurrents

In the case of the increments of the commuting self-adjoint number operators (21), the characteristic operator in the time
interval (0, ¢) and the characteristic functional of the associated counting processes N;() in the interval (0, T') are given by

4 t 4 t
®N[k] = exp {;Z/O kj(s)de(s)} = l_[exp :1/0 kj(s)de(s)}, (Bla)
j=1 j=1

4 T
dN[k] = Ep[exp {IZ/ kj(t)de(t)H = (®Y[k]), ; (B1b)
j=170

we have used the notation (12) for the quantum expectations. The functions k;(¢) are called test functions and are the analog of
the variables which are introduced in the definition of an usual Fourier transform. A very important point is that the characteristic

operator dADﬁV [k] satisfies a closed evolution equation, represented by the quantum stochastic equation

4
dON K] = &[] ) (M — 1)aN; (), (B2)
j=1

which can be obtained by using the heuristic rules (A3).

a. Case of a coherent signal

Let us consider the case of a coherent state for the signal or a mixture of coherent states. The system state is given by (9)—(12)

with p{ RN ,o{s‘T = le1(fs)){e1(fs)|, where fi(¢) is a stochastic process. Now P, denotes the joint probability law of the two
processes, so that (11) becomes

ol =E o7 ol = le(fr) e (for)l @ les(fr)) (es(fr)l. (B3)

Given f and f; fixed, by the factorization properties of the exponential vectors and of the Fock space [22,26], Egs. (B1b),
(B2), and (A12) give

dONK; f AN [ F
4o/ 1k f1 _ O,k f1) (€M = 1)7;05 ),
=1

dt
Tt ) = g fst) + 5jieV JgnfOF, si=sa=+1, ss=sa=—1, Y=y, (B4)
Then, we have
4 T
O [k; 1= eXp{Z/ (eM® — l)J,(t;f)dt}, (B5)
=170
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which is the characteristic functional of four Poisson processes of intensities J;(t; f ). When f and f; are random, the total
characteristic functional turns out to be

4 T
o) =017 = 5 ool 3 [ 40~ v | ®)
j=170

and we have a mixture of Poisson processes, as reported in Remark 5, where the notation J]f(t) = J;j(t; f,0)is used.

b. Output currents

In the case of the processes M;(t) and of the pvm of the commuting self-adjoint operators {Mj(t), j=1,...,4,t € (0, T)},
the characteristic operator and the characteristic functional are given by
4 T
SM[K] = exp { iy /O ds kj(s)Mj(s)}, (B7a)
j=I
4 T
oY k] = Ep |:exp {i Z/O ds kj(s)Mj(s)” = (DY [k]),.- (B7b)
j=I
By inserting the expressions (24) into (B7) we immediately find
k] = N[k], Y[k = N[, (B8a)
T T
l;(r)= / dsFi(s, r)k;(s) = Ej/ dsh(s —r)k;(s), (B8b)

where the characteristic operator of the number operators and the characteristic functional of the counting processes are given
by (B1).

2. Characteristic operator of the observed processes

Similarly, the characteristic functional of the observed processes X;(¢) [Eq. (28)] is defined by

2 T
¢§[1€]:]Ep[exp{i2/ dtkj(t)Xj(t)}:|, (BYa)
j=170

while the characteristic operator of the compatible operators (29) is

2 T
X[k :exp{iZ/ dtkj(t)Xj(t)}. (B9b)
j=170
Then, we get
f[k] = @Y[1], dF[k] = SY[I].  @F[k] = (®F[k]),: (B10a)

@Y and ®Y are given by Egs. (B1), while the functions /;(r) are defined by Egs. (B8) together with
ki(s) = —ki(s), ka(s) = —ka(s). (B10b)

Characteristic functional in the case of signal in a coherent state. In the case of the mixture of coherent states as in
Appendix B 1 a, we get from (B10) the characteristic functional of the observed processes X (¢ ):

4 T
dX[k] =E |:exp{z / (& — 1)t f)dt”, (B11)
j=17°
where [;(¢) is given in (B8) and J;(t; f) in (B4).

3. Characteristic operator in the limit of strong LO

To analyze the structure of the processes Y;(-) and to get their probability law in the strong LO limit, we introduce the
processes

_ EiN;(t) — &j32Nj40(1)
[Alxcj3

Z(1) , j=12. (B12)
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By (28) and (41) we have

Y;(t) = Kj3/ h(t — r)dZ;(r). (B13)
0

By using the processes Z;(-) we can prove Proposition 1 and Corollary 2:
Proof. The probability law of the processes Z;(-) is uniquely determined by the characteristic functional of their increments,
defined by

2 !
cD,Z[/?]:]EP[exp{iZ/ kj(s)dzj(s)}]. (B14)
j=170

By (B12), this functional can be expressed in terms of the characteristic functional and characteristic operator (B1) of the
increments of the four counting processes N;(-):
§ik;(s)

> - PN ok
QK] = DYLL/IAN = (DYLE/ 1), €50) = 222, €ya(s) = k()
Kj3 Kj3

(B15)

By using the structures (9)—(12) of the field state, we can introduce the reduced characteristic operator of the Z observables:

WL f1=Trr g (9712710117 @ )} (B16)
Then, the Z functional (B14) can be written as
7K = E[Trr, | $Z1K; 110]7 )] (B17)
By construction, \iftz [k; f]1s the Fourier transform of a POVM on the signal Hilbert space I';.
By using the differential of the characteristic operator of the number operators (B2) and the factorization properties of Fock

spaces and exponential vectors [22,26], we get a quantum stochastic differential equation for the reduced characteristic operator
(B16):

4
dVZ1k; 1 = WZ[K; f] Z GO 1) Trp,gre {dN; (0" © 07)), (B18)
j=l1

where the £ functions are given in (B15). Then, we can expand the exponential up to the second order in 1/|A|. By the assumption
of Gj» [Eq. (43)] independent of A, we get, in the limit |A| — +o00,

i () iljy2(1)
[A] [A]

~ ik;(O[G | f(0)Pdt + (e f(1)dA] (1) + H.c.)],

—L= Trpgre {dN; ) (0] @ %)} + Trryers {dN0)(0]" © o))

£;(t)?
2

2
Trryere {dN;0)(0]" ® pt)} - Trrers (AN 20(0 T @ pb)} = —k;(0) ~22 | F(0))2dt.
3

2 ]

By using these expressions, we have that the limit for |A\| — 400 of Eq. (B18) exists and, by using (52b), it is given by
2
A > A - ~ A K i ~
A1k f1 =976 f1) {ikj<t)[cj2|f<t)|2dt +d0,;(1)] - 2K%|f(t>|2kj<r)2dr}. (B19)
j=1 J3

By the rules of QSC, this equation can be integrated and we get

o 2
W71k f1= exp fo {sz ()Gl f(s)PPds +dQ;(s)) — —[Z ( )k,-(s>2 — 2k (S)kz(S)COS¢:| |f(s>|2ds}. (B20)
j=1 j=1
To check this result one has to differentiate (B20) by using the rules (A3); in this way, (B19) is obtained. These computations
prove also the existence of the limit in (50).

By using (B20), (B13), and (B17), we obtain the expressions (51) and (52). The expression \ilTQ[l;; f1 [Eq. (52a)] is the
characteristic operator which we would have obtained in the case of perfect efficiency, €; = 1, balanced outputs, i.e., Gj» = 0
and A j; = 0, and nonrandom laser; as these parameters are arbitrary, also ‘ilTQ [75; f] is the characteristic operator of a POVM.
This ends the proof of Proposition 1.

To prove Corollary 2 the easiest way is to take the characteristic functional (B11), (B8), and (B4) and to compute the limit
(50). Then, the characteristic functional of the ¥ processes turns out to be given by (51a) and (53). |
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4. Characteristic operator and probability density for the case of discrete sampling

In this Appendix we prove Propositions 3 and 4, giving the structure of the characteristic function of the random variables
Yj ().
a. Proof of Proposition 3

Proof. To get the characteristic function o7 (ié) [Eq. (72)] we insert k;(s) = ), kéB (s — t;) into the characteristic functional
<I>’T'[l;] [Eqg. (50)]. From (51a), (51b), and Assumption 3 we get

OF (k) = B, [0F[i; /1071 1], uj(s) = kj3 ) Kih(t — $)Liyr.(5)-
1

From (51d) we obtain

2 2

. g 22| otV o, 2
Prii f1=exp) Y | ds\F@)P| k] Garjsh(n = 5) = =—— w3k h(t — s | 1+
g T

this expression gives (74) and (75). Moreover, from (51c) and (52), we get

®[i; f1 = Trr, {204 f1p"),

A 2 4 A 1 f B 2
@2 f1 = epo{iZ / Kjakiht = 5)d0;(s) = 5 f h(ty — s F )| ds Y k}xjsE,-iKigkf}-
/ j:1 -t -t

i,j=1

By using Eqgs. (66) and the fact that the quadrature operators commute for different values of /, we get the product structure and
by expressing the quantity in square brackets as a squared modulus, this equation gives (76).

Once again, the expression W4 (k; f) [Eq. (76)] is the characteristic operator which we would have obtained in the case of
perfect efficiency, €; = 1, balanced outputs, i.e., Gj» = 0 and A j, = 0, and nonrandom laser; as these parameters are arbitrary,

also W4(k; f) is the characteristic operator of a POVM. By taking a single time #; we have that also each one of the factors is the
characteristic operator of a POVM. |

b. Proof of Proposition 4

Proof. First, we define the parameter
v = Ri()[kisky + €Prnks].

By using the parameters v; and «, S [Eq. (77)], we can check by direct computations that the characteristic operator (76) can be
written as

I f) = exp {i(via] + V@) — lev — Ui}
Again by direct computations, by using (70) and (78b), we can verify that
a = —i(e®ab, + eii‘bﬂb;), w = ie " (av; — BV)).

This gives v1a;r +vaq = ulb; + 7 by and |av; — Bui|> = |w;|? and (78a) is proved.
Then, by using CCRs and the overcompleteness property of the coherent states for the mode b; we have

‘i’,q(lzl;f) — i b yiub]
iwh 1 2 i b
= L [ @i ) G e
T Jc
1 2. it iw g .
=— [ d¢e" (G a, B (Wi a, Ble™®;
T Jc
this proves (79). |

¢. Proof of Eq. (81)
Proof. First, the parameter (78b), needed in (79), can be written as

w = K ()} — e PKL(fK.
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Then, we can compute the anti-Fourier transform of (80):

&oLynf) = | dhdk, e Okt )G (k) k)

A2

IO f dkidk, exp{ — ik + ko) F i T+ T+ Y [lk,wf)— Sol (2K ”

J

4 A2

1 .
— 4? 2 Afx ﬁ(Z)/ dkldk2 exp{ Zgél(f)z ka}

x exp {ik [/ (f) + 22X (f) =y ] + lkz[u (f) + 2X5(f)(z2 sin g — z1 cos §) — y2 ]}
where we have used z = z; + izp. By computing the Gaussian integral in dk;dk,, we get the POVM density g’y o1, y2: 1)
[Eq. (81)]. |
APPENDIX C: THE POVM AND THE PROBABILITY DENSITY OF THE Y OBSERVABLES

1. Signal in a mixture of coherent states

The density (83) can be explicitly computed, for instance, in the case of the signal in a mixture of coherent states as in
Corollary 2. By using (53) and (51) we get the characteristic function, from which we see that the density turns out to be a
mixture of normal distributions. We define

W) = 1)+ s [ de b TG =070 1) + e

0

where ,u’Z (f) is given in (75b). Then, the probability density can be written as

m2 0} = 1)’
o Ui . Cl
o) f[m—[ mp{ 2RiS Y -

Let us note that (48), (49a), and (75c¢) give the following decomposition of the variances:

. 1 1
kpRI(f)? =0 (f? +kA(Gis+ DR(FP, Gz +1= o Gmtl=g— (C2)
2. A density bound

Proposition 5. The POVM density (81) is bounded by

g,y f) < ! (C3)
YL IS G R (F ks sin gl
Moreover, the total probability density (83) is bounded by
1 m
() < —— [ [E/AR(H, (C4)
TS Gncelsing)) E Rl
¥ § € R?". This bound holds for any choice of the signal state p{ in the expression (83).
Proof. By using the bound (116) we have
pE) + 2Kl =]
5l .
oS 57 2a”(f)o (f)/ { 20 (/)2
. 2
(17 () +2K5(f)(z2 5in ¢ — 21 cos §) — 2]
X expy — T 1
20, (f)
2
! (k£ +22K](H) = yi] I
= 1 ] . 21 €Xp— 1 ry2 I= l l : I
2n27 o ()| KL sin g 204(f) 4 |K{(HK(f)sin g |

By inserting the expressions of K; (f) [Eq. (82)] we get (C3). As the POVM densities (81) act, for different values of /, on

different factors of the Hilbert space, the analogous bound holds for the total probability density (83), for any choice of the

signal state (even if not factorized), and this proves (C4). |
Let us note that, by inserting the bound (C3) into (113), we get (117).
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