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Due to the unconditional security of quantum communication and flexible and economical implementation
of wireless communication, quantum wireless networks (QWNs) have attracted wide attention. Different from
fiber-based or satellite-based quantum communication, quantum wireless networks have the characteristics
of high dynamics, limited node energy, and quantum resource competition. We have found that the existing
quantum wireless network routing protocols suffer from path collision, high energy consumption, and low
utilization of quantum resources. In this paper, a more practical and efficient entanglement routing protocol,
which can find contention-free paths for concurrent source destination pairs, is proposed. Simulation results
show that the proposed protocol can not only greatly improve the throughput and success rate of the network,
but also significantly prolong the network lifetime. The research developed by this work may stimulate more
investigations of entanglement routing problems in QWNs.

DOLI: 10.1103/PhysRevA.105.042619

I. INTRODUCTION

The security of classical communication cryptosystems is
based on the computational complexity of certain functions
such as factorization of large numbers. With the tremen-
dous progress in superconducting qubits [1], trapped ions [2],
nitrogen-vacancy centers in diamond [3], integrated photonics
[4], etc., quantum computation poses a great threat to classi-
cal communication. As opposed to classical communication,
quantum communication embraces the unconditional security
guaranteed by the laws of quantum mechanics [5,6]. Since
point-to-point quantum key distribution (QKD) communica-
tion is limited by distance, large-scale quantum networks have
been proposed and researched [7-11]. Many experimental
studies have successfully implemented quantum networks for
long-distance communication in the field, such as the DARPA
quantum network [10], the SECOQC Vienna QKD network
[12], the Tokyo QKD network [13], and China’s satellite
quantum network [14]. These quantum networks are all based
on optical fiber or satellite communication. Fiber-based quan-
tum networks [13,15-17] can be quickly deployed in existing
classical communication networks, whereas it is limited by the
fixed distribution of infrastructures. Satellite-based free-space
quantum communication [14] exploits lower loss in the empty
space than fiber-based networks to establish longer quantum
links. However, the quantum links can only be established for
certain ground locations within a limited time window.

To exceed the limits of existing quantum communication
methods, Liu et al. [18] propose drone-based quantum wire-
less networks, which can offer secure coverage in real time
without being affected by fixed infrastructures and regions.
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Compared with fiber-based and satellite-based quantum net-
works, quantum wireless networks (QWNs) are more flexible
and economical, which can be applied in many different fields
including real-time surveillance [19], rescue and recovery op-
erations [20], reconnaissance operations [21], wind estimation
[22], and so on [23-27]. Although QWNs have many ad-
vantages, the mobility and finite energy of nodes make the
routing and data transmission more complicated than other
types of quantum networks. We would like to realize efficient
end-to-end entanglement routing protocol in QWNss.

Currently, the existing quantum wireless network proto-
cols can be divided into three categories. The first category
[28] is the quantum relay routing scheme, which relies on
trusted repeaters and the actual qubit information can be
obtained by intermediate forwarding nodes. It is similar to
the store-and-forward process in classical networks. Since
the quantum network with trusted nodes does not provide
end-to-end security, the trusted nodes need extra physical
security mechanisms to protect. The second category [29-35]
focuses on designing the quantum network architecture and
teleportation schemes based on different quantum states, in
which the routing mechanism is not discussed and the paths
are assumed to have been selected appropriately. The third
category [36,37] utilizes quantum repeaters to establish long-
distance entanglement through entanglement swapping and
transmit information from one end to the other. However, such
protocols ignore certain realities in QWNs, such as concurrent
requests for resources, arbitrary topology, the dynamics and
exclusivity of quantum links, and the limited energy of nodes.
Due to path conflicts and resource contention in the concurrent
communication of nodes, the third category is treated as quan-
tum competitive path selection (QCPS) routing protocols.

In this paper, we first propose a concurrent and efficient
entanglement routing protocol for QWN, which can solve the
problems of path collision, high energy consumption, and low
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utilization of quantum resource. A different model, metrics,
and algorithms are presented in the protocol. To verify the
performance of the protocol, a custom-built simulator [38]
which supports topology generation and statistics is provided.
The performance is evaluated in various parameters through
simulations and the results demonstrate that the proposed
protocol has a higher throughput and success rate than QCPS
routing protocols.

The rest of the paper is organized as follows. Section II
discusses the challenges involved in QWN routing. Section I1I
introduces the basic concepts of quantum routing protocol.
Section IV provides the proposed communication protocol.
Section V gives the performance evaluations of the pro-
posed protocol and the existing protocol. The conclusion and
prospects for future work are presented in Sec. VI.

II. CHALLENGES INVOLVED IN ROUTING

Quantum wireless networks are a category of decentral-
ized infrastructureless networks. They have the advantages
of convenience and security. Compared with other types of
networks, QWNs still face many challenges in routing. In the
following we list and analyze them.

QOWNs versus routing in classical packet-switching wireless
networks. Proactive routing protocols [39] and reactive rout-
ing protocols [40] are the two main types of routing protocols
for classical wireless networks. One sends a message to the
other and the message is split into small packets and spreads
independently in the network. When the network is congested,
the packets can be buffered on any node and retransmitted un-
til the receiver acknowledges it. In QWNs, (i) quantum states
cannot be copied due to the quantum no-cloning theorem and
(ii) each source-destination (SD) pair must occupy a quantum
channel exclusively. Hence the optimal paths computed by
classic routing are not always available without considering
resource competition. (iii) Since entanglements on the quan-
tum links are delicate and decay quickly, all hops of the path
should have at least one successful quantum links in one time
slot to establish an end-to-end entangled link.

QWNs versus routing in fiber-based and satellite-based
quantum networks. For fiber-based or satellite-based quantum
networks, such as those in Refs. [41-44], the calculation of
feasible paths is based on known global network topology in-
formation. For QWN:ss, intermittent movement of nodes leads
to unpredictable position changes in the network topology.
Since the quantum states are delicate and entanglements on
the quantum links decay quickly, there is no time to broadcast
the global network topology information.

QWNs versus routing in circuit-switching networks. Al-
though both the circuit-switching network [45-47] and QWN5s
need to predetermine the end-to-end path and reserve re-
sources on the path, they still have differences. (i) The
topology in QWNss is dynamic, while the topology in circuit-
switched networks is stable. Therefore, the routing algorithms
in the two types of networks are different. (ii) In QWNs,
two adjacent nodes need to establish at least one quantum
entangled link and all nodes on the channel need to perform
entanglement swapping in one time slot. Since the quantum
entanglements may fail randomly with a certain probability,

we propose a path recovery phase to increase the success
probability of establishing end-to-end quantum entanglement.

OWNs versus routing in existing quantum wireless net-
works. The QCPS protocol differs from the proposed protocol
in the following ways. (i) The conflict and competition for
quantum resources are not considered in routing path selection
in QCPS. That is, regardless of whether the selected path is
already occupied by other requests, the algorithm will directly
select a path with the best metrics. (ii) Entangled photon
pairs are first distributed among all adjacent nodes in QCPS,
followed by the routing phase. This scheme will lead to low
utilization of quantum resources and high energy consumption
when the number of requests is small. (iii) Route request and
route finding is implemented by flooding in QCPS. Flood-
ing takes up a substantial amount of network bandwidth and
consumes more energy, which is at a premium in wireless
networks. Overall, QCPS routing protocols cannot adequately
solve the problems in QWNs.

III. PRELIMINARIES

In the following we introduce the basic concepts in routing
protocols including entanglement, quantum teleportation, and
entanglement swapping. More details of the quantum mecha-
nism can be found in Ref. [48].

Entanglement. Entanglement, which Einstein referred to as
“spooky action at a distance,” is the condition of a quantum
state in which the states of subsystems are not indepen-
dent: Operations on one part of the system can affect the
state of other parts, regardless of physical distance. The first
entanglement-based quantum key distribution protocol was
proposed by Ekert [8]. Entanglement comes in many forms
and can involve more than two parties, but in this paper we
focus on the two-party Bell states, which are usually written

1 1
V2 V2

Teleportation and entanglement swapping. Due to Heisen-
berg’s uncertainty principle and quantum no-cloning theorem
[6], an arbitrary unknown quantum state cannot be measured
precisely or replicated perfectly. However, the unknown quan-
tum states can be teleported reliably from one system to
another over arbitrary distances. Entanglement swapping [9]
can be understood as a special case of the teleportation proto-
col, where the teleported quantum system is itself entangled.
Two short-distance entangled pairs can be spliced into one
longer-distance entangled pair by entanglement swapping.

As seen in Fig. 1, Alice and Charlie are far away from each
other and can generate entanglement with Bob’s assistance.
Two entangled pairs of photons a-b; and b,-c are produced by
Alice and Charlie, respectively. One photon from each pair is
sent to Bob, who subjects them to a Bell-state measurement
(BSM), projecting them randomly into one of four possible
entangled states. This procedure projects photons a and ¢ into
a corresponding entangled state.

The teleportation protocol is sketched in Fig. 2. At entan-
glement swapping, Alice and Charlie each have one qubit of
an entangled pair (qubits @ and ¢) in the joint state |¥*),. =
%2(|01) +110)). Alice is in possession of the state (qubit d)

to be teleported, which is most generally given by |¢)y =

[y*) = —=(|01) £]10)), [¢p*) = —=(|00) & [11)). (1)
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FIG. 1. Entanglement swapping version of quantum teleporta-
tion. The yellow circles (dotted lines) represent entangled qubits
(quantum links).
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«|0) 4+ B|1). The combined state of all three qubits can be
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To teleport the quantum state to Charlie, Alice performs a joint
measurement on her qubits (qubits d and a) in the Bell basis.
Then Alice sends the outcome via a classical communication
channel to Charlie, who can then recover the original state by
applying the corresponding local transformations.

IV. ENTANGLEMENT ROUTING PROTOCOL

In this section we propose the quantum contention-free
path selection and one-hop-based path recovery (QCFPSR)
routing protocol, which takes into account the dynamics
of network topology, vulnerability of quantum links, node
energy depletion, and concurrent requests of SD pairs. Com-
pared with QCPS, our protocol is more in line with existing
physical experiments and theoretical studies [9,11,15,18,49].
In the following we first introduce the network components.
Then the routing metrics and protocol procedures are pre-
sented in detail.

Charlie Alice
(a) (b)

Charlie

Data qubit  Bell pair ©* Measured photon Measurement

— Classical data transmission === Quantum link

FIG. 2. Long-distance data qubit transmission based on telepor-
tation. (a) Alice and Charlie share long-distance entanglement after
entanglement swapping in Fig. 1. (b) Alice performs a BSM to
teleport qubit d to Charlie.

A. Network components

We represent the quantum network with the graph G =
(V,C, L), where V is the set of mobile quantum nodes, C is
the set of lossy free-space channels between two nodes, and L
is the set of quantum links on these channels.

Quantum nodes. Each quantum node is a processor
equipped with quantum memory and necessary hardware to
perform entanglement distribution and quantum teleportation.
All nodes are connected to other quantum nodes through
quantum channels and a classic network to form a quantum
network, which can exchange classic and quantum informa-
tion freely. Due to the beam diffraction and energy loss when
photons propagate in free space [52], it is difficult to directly
establish entanglement between two remote nodes. Therefore,
each node will also be used as a quantum repeater [50,51] to
achieve long-distance entanglement sharing via entanglement
swapping.

Quantum channels. The source and the destination nodes
establish quantum channels in free space for secure communi-
cation. For each quantum channel C;;, the nodes i are capable
of generating W;; quantum links in parallel with its neighbor
node j in a fixed time T'. The channel width W;; is defined as

Tc

Wij = .
ij

; 3)
where L;; is the length of a quantum link between adjacent
nodes and c is the speed of light in the communication chan-
nel. A path is identified by the sequence of the nodes along
the path and the path width W means that each channel on the
path has at least W parallel quantum links.

Quantum links. The establishment of entanglement be-
tween any two nodes indicates the success of the quantum
link. The link success rate P;; of sharing a pair of entangled
photons between two nodes i and j of length L;; is e=7%ii,
where y is the attenuation coefficient that depends on the
absorption and scattering of molecules and aerosol particles
present in the air [52]. If the link distance is over the Rayleigh
length limit, the beam aperture will be divergent and become
larger than the receiver telescope, which inevitably introduces
loss to the system. Therefore, the communication range of
our neighboring nodes is not greater than the maximum com-
munication radius R. Since the quantum link is dynamic,
the establishment of quantum entanglement may fail with a
certain probability. The actual number of quantum links on
a channel is less than or equal to the channel width W;;.
The quantum channel success rate P, at which at least one
entangled link is established successfully across the channel
C;j is defined as

Pe,=1—(1—Py". )

B. Routing metrics

Our routing metrics is based on the following three factors
to design the protocol and make routing decisions. Below we
will discuss these aspects in detail.

1. Residual energy

In wireless networks, mobile nodes such as drones are
powered by batteries and have a limited energy supply. Over
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time, energy supplies will be depleted and nodes will drop
out from the network. In a large network, almost all source
nodes rely on quantum repeaters to generate long-distance
entanglement since they cannot communicate directly with
destinations. Therefore, designing an efficient routing pro-
tocol to control and decrease consumed power can prolong
the network lifetime. Assuming that the minimum energy
required by a node to complete classical and quantum com-
munications in one time slot is E;,, the node will enter the
sleep state if the node energy is less than E,. The energy of
mobile nodes is depleted in the following ways.

(a) Energy consumption in classic communication. The
wireless communication module has four states: send, re-
ceive, idle, and sleep. The sending and receiving processes
account for about two-thirds of its total energy consump-
tion. The energy consumed in transmitting depends on the
length of the message and the transmission distance, and the
energy consumed in receiving depends on the length of the
message [53].

(b) Energy consumption in quantum communication. The
energy consumption of the quantum communication system
mainly includes the preparation of quantum states, BSM, stor-
age of entangled photon states, gated mode operation, and
acquiring, pointing, and tracking systems.

2. Width of quantum channel

The establishment of end-to-end entanglement requires
numerous attempts at entanglement distribution on each quan-
tum channel or entanglement swapping along the path. The
probability of successful entanglement distribution or entan-
glement swapping performed by repeaters increases with path
width W. Since the entangled link is highly dynamic and
delicate, it may fail randomly in one time slot. Therefore, the
wider paths are more reliable and preferred.

3. Node distance

The source node will select a suitable neighbor node as a
quantum repeater when the distance between the source and
the destination nodes exceeds the communication radius. For
an intermediate node, it is more inclined to choose the neigh-
bor node closer to the destination as the next hop. Routing
with fewer hops consumes less energy than more hops for
any request, which can also reduce the end-to-end delay and
increase the success rate after swapping. Below we define the
Euclidean distance between nodes A and D as

Dist(4; D) = /(x1 — x2)? + (y1 — y2)2. (5)

The node location is defined by an (x;y) coordinate pair,
where (x1;y;) are the coordinates of intermediate node A and
(x2; y2) are the coordinates of destination node D.

Further, considering the entanglement swapping success
rate g and average link success rate Py, along a path compris-
ing h hops and of width W, the number N,; of shared entangled
links per time slot between the end points of the path is
defined as

h
Na =Wq" ' T — (= p)", 6)
j=1

where i = j — 1 and P, is a simplification of P;;. According
to Eq. (6), we can draw the following conclusions. (i) A path
with fewer hops and greater widths has a higher number of
successful entangled links. (ii) In practice, paths with long-
distance links have fewer hops but are also narrower; paths
with multiple shorter-distance links have more hops but are
also wider.

Since the energy supply is limited in QWNs, routing with
fewer hops consumes less energy than more hops for any
request, which can also reduce the end-to-end delay and
increase the success rate after entanglement swapping. There-
fore, node distance is the primary consideration in routing
metrics. Since the probability of successful entanglement dis-
tribution or entanglement swapping performed by repeaters
increases with path width W, channel width is used as a metric
when multiple node distances are the same in routing.

C. Routing protocol

In the following we present the QCFPSR routing protocol,
which is designed to find (i) the optimal paths for multiple
concurrent requests which are contention-free on quantum
channels and (ii) the recovery paths for the failed entangled
links. We assume that time is slotted and the time synchro-
nization among all nodes can be achieved by existing current
synchronization protocols [54] via the Internet. As shown in
Fig. 3, each time slot contains four phases and is set to an
appropriate duration such that the established entangled links
will not be decoherent within one time slot [21].

Phase 1. First is the major path discovery phase. Source
nodes concurrently request to establish long-distance quantum
entanglements with the destination nodes via the Internet [55].
This process includes the construction of a candidate neighbor
table (CNT), node forwarding, and path optimization.

Construction of a CNT. For our edge-disjoint routing proto-
col, each node in the quantum network maintains a candidate
list. In the list, each CNT (as shown in Fig. 4) contains
neighbor ID, neighbor position, quantum channel width, and
quantum channel state. Each node has a unique ID to identify
itself. The location information of each node can be obtained
by using GPS [56] or a distributed localization scheme based
on the received signal power [57-59], etc. Each node peri-
odically transmits beacons to the broadcast the information
about its own ID and position. Once a beacon is not received
from a neighbor for longer than a timeout interval, the node
supposes that the neighbor has been out of range or failed and
deletes the neighbor from its CNT. Similarly, the locations of
the destination nodes could be obtained via an information
relay system. The quantum channel width can be calculated
according to Eq. (3). Since the quantum resources are reserved
exclusively, the quantum channel state is set to a Boolean
value, which is 0 or 1 when the quantum channel is idle
or occupied, respectively. The initial value of the quantum
channel state is 0.

Greedy forwarding. When the source node wants to com-
municate with the destination node, a route request (RREQ)
packet is created and presented in the formatting as shown in
Fig. 5(a). The source ID, destination ID, and request ID can
jointly identify a specific route discovery. The last hop ID field
records the neighbor ID from which the RREQ is received, the
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FIG. 3. Flowchart of the quantum wireless network routing protocol.

next hop ID records the neighbor that is expected to receive
or forward the RREQ, and the hop count is the number of
route forwarding. The value of the hop count is initialized to O
and is incremented by 1 for each forwarding. The source node
calculates the distance between all neighbor nodes with idle
quantum channel states in the CNT and the destination node
and select the neighbor node closest to the destination node as
the next hop. If multiple nodes have the same distance to the
destination node, the source node will select the node with the
maximum channel width W;; as the next hop and then update
the information in the CNT and RREQ, where the quantum
channel state of the next hop node in the CNT is set to 1, and
the node ID, neighbor ID, and updated hop count are recorded
as the last hop ID, next hop ID, and hop count in the RREQ,
respectively.

The source node broadcasts the RREQ packet. When an-
other intermediate node receives a RREQ packet from its
neighbor, it first checks the corresponding next hop ID and
destination ID. If the intermediate node is the destination
node, it first sets the quantum channel state of the previous
hop node in the CNT to 1, then stops forwarding the RREQ,
and starts the path optimization process. For the intermediate
node expected to forward the RREQ, it checks whether all
neighbor nodes are unavailable in the CNT or it has forwarded
the RREQ before. If not, the intermediate node first sets the
quantum channel state of the previous hop node in the CNT to
1, then updates the RREQ packet and routing table [as shown

Neighbor ID

Candidate List

Neighbor Position

Quantum Channel Width

Quantum Channel State

FIG. 4. Structure of the candidate neighbor table entry.

in Fig. 5(b)], and continues to forward RREQ. Otherwise, the
intermediate node starts the step back process.

Step back. During the exploration of the routing path, the
intermediate node will not further forward the received RREQ
when there are no available neighbor nodes in the CNT or
the node has already forwarded the RREQ. In this case, the
intermediate node will step back to its previous hop node.
After the previous hop node receives the message, it will first
set the corresponding quantum channel state in the CNT to 0
and then attempt to find another available neighbor node as
the next hop node. The procedure will be repeatedly executed
until the RREQ is sent to the destination node or the hop count
reaches /.y, the maximum number of hops.

Path optimization. Once the path between the source and
destination nodes is established, a successful acknowledgment
is sent back from the destination to the source node. During
the reverse acknowledgment process, the number of redundant
hops in the path can be reduced by optimization. First, the des-
tination node broadcasts a request ID to all its neighbors. The
neighboring node with the same request ID will send a reply
message with the hop count. Then the destination node sends
an acknowledgment to the neighbor with the smallest number

Source ID
Destination ID Source ID
Request ID Destination ID
Last Hop ID Hop Count
Next Hop ID Last Hop ID
Destination Position Next Hop ID
Hop Count Request ID
(a) (b)

FIG. 5. (a) Format of the RREQ packet. (b) Structure of the
routing table entry.
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FIG. 6. Flowchart of quantum wireless network routing protocol.
(a) Node forwarding and path optimization. (b) Entanglement distri-
bution and link states exchange. (c) Path recovery. (d) Entanglement
swapping.

of hops and sends a release command to all intermediate nodes
that are not used for transmission. The node receiving the
release command first finds the last hop ID and the next hop
ID in the routing table according to the request ID and then
sets the quantum channel states of the corresponding nodes to
0 in the CNT and deletes the related routing table entries. The
node receiving the acknowledgment first checks the next hop
ID in the routing table according to the request ID and sets the
quantum channel state of the next hop node to 0 in the CNT.
Then the node modifies the next hop ID in the routing table
and continues the path optimization process. The major path
is established [as shown in Fig. 6(a)] when the source node
receives a successful acknowledgment. Otherwise, the source
node will not continue and waits to initiate the request again
in the next time slot. In phase 2, nodes on the path start to
establish entangled pairs with neighbors.

Phase 2. This is the entanglement distribution and link state
exchange phase. As shown in Fig. 6(b), nodes on each chan-
nel of the path make W;; attempts to generate and establish
quantum entanglements with its neighbor nodes. As long as an
entangled link is successfully established, we consider the en-
tanglement distribution on that channel to be successful. Since
the entangled links are highly dynamic and decay quickly and
classical networks have delays, it is impractical for a node to
know the global quantum link states within such a short time.
Thus, each node only exchanges the quantum link states with
its one-hop neighbors via the classical network.

Phase 3. This is the recovery path discovery phase. If
entanglement distributions on all quantum channels of the
path are successful, the node will enter phase 4 and perform
entanglement swapping to establish long-distance end-to-end
entanglement. In practice, the quantum link is delicate and
entanglement distributions have a high probability of failure.
Therefore, after finding the major paths, the remaining quan-
tum resources will be utilized to construct recovery paths. For
each quantum channel that fails to establish entangled links,
phases 1 and 2 are repeated to find and establish the recovery
paths until no more paths are found or time is up. If there
are no available recovery paths, the failed nodes inform other
nodes on the path with a termination message. As shown in
Fig. 6(c), a recovery path from node C to node D through
node E is found and the entangled links are successfully
established.

Phase 4. This is the entanglement swapping phase. All
nodes on the path make swapping decisions consistently and
perform entanglement swapping locally to establish long-
distance entanglement. If entanglement swapping fails, the
node will inform the source node with a error message. Oth-
erwise, entanglement between source node S and destination
node D is established. As shown in Fig. 6(d), nodes B, C, and
E perform BSM on the corresponding qubits in their hands,
respectively, and two long-distance entangled links between S
and D and between S and C are established.

After the above four phases, the source node will teleport
the qubits to the destination node successfully and the secret
information can be obtained securely. The unused quantum
entangled links will be discarded and the information in the
CNT and routing table is reset to empty. Then the next round
of communication is started.

V. SIMULATION AND PERFORMANCE EVALUATION

In this section we build a custom simulator [38] to eval-
uate the performance of the QCPS, QCFPSR, and QCFPSR
without a recovery path discovery phase (QCFPSR-WR) pro-
tocols. We use the existing routing protocol [36] as the
representative of the QCPS routing protocols, which has the
same routing metrics as our proposed protocol. Since ad-
ditional overhead of the path recovery phase compared to
the QCPS protocol would necessitate longer time, we also
simulate the QCFPSR-WR protocol to prove the superiority
of our protocol performance. In the following sections we
first briefly introduce the QCPS protocol, then the simulation
environment and performance metrics are given, and finally
we run simulations to compare the results in a number of
parameter settings and investigate the impact of various pa-
rameters on the performance.

A. QCPS routing protocol

The QCPS routing protocol proposes a multihop commu-
nication model with quantum teleportation and a quantum
routing algorithm. The number of hops was selected as a route
metric, which is the same as our proposed protocol. In the
following we introduce the four phases of the protocol briefly;
the details can be found in Ref. [36].

(i) Entanglement distribution. All nodes in the network first
attempt to generate and establish entangled links with their
neighbor nodes.

(ii) Quantum route request. When the source node wants to
communicate with the destination node, it first checks whether
there is an available route to the destination node. If no routes
are available, the source node broadcasts the quantum route
request (QRR) packet, which contains the number of hops
through the wireless channel to create a route.

(iii) Quantum route finding. When the destination node
receives the QRR, the route selection and route reply phases
begin. The destination node selects the path with the least
number of hops and the quantum and classical routes existing
simultaneously as the route. If there is more than one route
satisfying these conditions, the destination node chooses the
one whose QRR is first received by the destination. Then the
destination node unicasts a reply message to the source node
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FIG. 7. Network topology (200 nodes) diagram of experimental
simulation. The blue dots represent the quantum nodes and the label
represents the node ID.

by the reverse route. The route is successfully established
when the source node receives the reply message.

(iv) Entanglement swapping. All nodes on the path perform
entanglement swapping to establish long-distance quantum
entanglement. If the end-to-end quantum entanglement is
established successfully, the quantum state can be directly
teleported from the source node to the destination node. So far,
the quantum communication process has been successfully
completed.

B. Simulation environment

The custom-built simulator [38] supports network topology
generation and statistics, which do not assume any specific
network topology and randomly generate quantum networks

for simulations. We deploy N quantum nodes randomly on
a 2000 x 1000 m? site. All the nodes in the network are
considered trustworthy and willing to participate. The QCPS,
QCFPSR, and QCFPSR-WR protocols share the same net-
work node distribution and node configuration. A sample of
node deployment is shown in Fig. 7 and the simulation pa-
rameters are summarized in Table 1.

To control variables, we show the results under the refer-
ence setting N = 200, M = 8, Nrs = 1000, Pgs = 0.9, and
P, = 0.8 unless explicitly changed to observe the data trend.
For each setting of N, M, Nrg, Pgs, and P, we simulate Nyg
consecutive time slots in the networks. In each time slot, SD
pairs are randomly selected. The experimental simulation runs
on a 64-bit Windows 10 system with 16 GB memory and
i7-10710U processor.

C. Performance metrics

We primarily consider the following four performance met-
rics.

(i) Throughput. The purpose of the routing protocol is to
satisfy all concurrent communication requests and maximize
the number of entangled states between each SD pair. The
throughput quantifies the number of entangled qubit per one
time slot of all SD pairs in the entire network.

(ii) Success rate. The success rate represents the probability
of one SD pair successfully establishing a quantum channel in
one time slot, as shown by

No. of successful SD pairs
success rate = —. (7
No. of concurrent SD pairs

(iii) Average energy. The node average energy quantifies
the average residual energy of all nodes throughout the simu-
lation time, as shown by

total residual energy

(®)

average energy =
g &y No. of nodes

(iv) Number of nodes. The number of active nodes indicates
the network lifetime over time. The node will enter the sleep
mode when the residual energy is below Ey,.

TABLE I. Initial parameters for the node configuration.

Parameter definition Symbol Default Value

Node communication radius R 200 m

Node distribution range 1000 x 2000 m?
Time of entanglement distribution T 1.5 ps
Number of concurrent SD pairs M 8 2,4,6,8,10
Total number of nodes N 200 100, 150, 200, 250, 300
Number of time slots Nrs 1000 1000, 2000, 3000, 4000, 5000
Average link success rate P 0.8 0.5,0.6,0.7,0.8,0.9
Node initial energy E 601J

Node minimum energy Enin 2]

Message transmission energy Erx 50 p
Message receiving energy Egx 10 pJ
Entanglement swapping energy Egs 1 mJ
Entanglement distribution energy Egp I mJ
Entanglement swapping success rate Prg 0.9 0.6,0.7,0.8,09, 1
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plotted vs the number of time slots.

In the following we will evaluate the performance of the
QCPS, QCFPSR, and QCFPSR-WR protocols in terms of
throughput and success rate by simulations and verify the
effectiveness of the proposed routing protocol. Meanwhile,
simulations can provide suitable parameters for the real scenes
as a reference.

D. Simulation results

We apply various combinations of parameters and analyze
the impact of these parameters on the performance of the pro-
tocols. Under the condition of different average link success
rates, entanglement swapping rates, number of network nodes,
number of concurrent SD pairs, and number of time slots,
the variations in throughput, success rates, average energy,
and number of nodes of QCFPSR, QCPS, and QCFPSR-WR
protocols are shown in Fig. 8.

Figures 8(a) and 8(e) show that the throughput and the suc-
cess rate increase with average link success rates in QCFPSR,
QCPS, and QCFPSR-WR protocols. From these two figures,
we can draw the following conclusions. First, due to no path
conflict and resource contention in the QCFPSR protocol,
the throughput and success rate of the QCFPSR protocol are
consistently higher than that of the QCPS protocol. Second,
due to the link failures in phase 2, the QCFPSR-WR protocol
exhibits lower throughput and success rate than the QCFPSR
and QCPS protocols when the average link rate is low. Third,

when the average link success rate exceeds 0.8, the perfor-
mance of the QCFPSR-WR protocol is similar to that of the
QCFPSR protocol and outperforms the QCPS protocol. In this
case, the QCFPSR-WR protocol can be used instead of the
QCFPSR protocol to improve the efficiency of the protocol.

Figures 8(b) and 8(f) depict the impact of entanglement
swapping (ES) success rates on throughput and success rate in
the QCFPSR, QCPS, and QCFPSR-WR protocols. We can see
from the figures that the entanglement swapping success rate
has the greatest impact on throughput and success rate. When
the entanglement swapping success rate is low, the throughput
and success rate of these protocols are approximately equal.
This is because the link failures can be mitigated by the path
recovery phase, but the entanglement swapping errors cannot
be restrained.

Figures 8(c) and 8(g) show that the throughput and success
rate vary with the number of network nodes in the QCFPSR,
QCPS, and QCFPSR-WR protocols. For the QCPS protocol,
the number of nodes has a great impact on performance. When
the nodes in the network are sparse, there are more conflicts
and competitions for quantum resources in path selection. For
the QCFPSR and QCFPSR-WR protocols, the throughput and
success rate increase slightly when the number of network
nodes reaches a certain value. Therefore, we may strike a good
balance between resources and performance in the network.

Figure 8(d) shows that the throughput increases with the
number of concurrent SD pairs, where the QCFPSR protocol
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shows great advantages over the QCPS protocol as the number
of concurrent nodes increases. Figure 8(h) shows that the
success rate decreases as the number of concurrent SD pairs
increases, with the QCPS protocol decreasing rapidly. This is
because more concurrent SD pairs in one time slot introduce
a higher level of resource conflicts.

Figures 8(1)-8(1) exhibit the throughput, success rate, av-
erage energy, and number of nodes varying with the number
of time slots in the reference setting in the QCFPSR, QCPS,
and QCFPSR-WR protocols. When the number of time slots
exceeds 1000, the nodes in the QCPS protocol gradually drop
out of the network due to insufficient residual energy. When
the number of time slots reaches 5000, the average residual
energy in the QCPS protocol is 25% of the node initial energy
and 60% of the nodes are inactive, while the average residual
energy in the QCFPSR and QCFPSR-WR protocols is still
90% of the initial energy and almost all nodes are active. As
the number of time slots increases, the throughput and success
rate of the QCPS protocol decrease rapidly, while both the
throughput and success rate of the QCFPSR and QCFPSR-
WR protocols remain stable. Therefore, the QCFPSR and
QCFPSR-WR protocols significantly outperform the QCPS
protocol in terms of network lifetime.

Summary of evaluations. The QCFPSR protocol exhibits
much higher throughput and success rate and longer network
lifetime than the QCPS protocol. If the average link success
rate exceeds a certain value, the recovery path discovery
phase can be disabled for better efficiency. The QCFPSR-WR
protocol strikes a good balance between performance and
efficiency.

VI. CONCLUSION AND FUTURE WORK

This work has presented a comprehensive entanglement
routing protocol for QWNs, which can construct contention-
free paths for concurrent communication. Simulation results
showed that the proposed protocol outperforms existing
quantum wireless network routing protocols in terms of
throughput, success rate, and network lifetime. We expect
that our study can serve as a basis for future exploration of
entanglement routing in QWNss.

There is much potential for related future work on the topic
of routing protocols in QWNs. Three possible research topics
related to this work are designing a more fair protocol for
concurrent communication requests, exploration of the opti-
mal recovery paths when nodes share link states with k-hop
neighbors, and the reasonable deployment of nodes to achieve
efficient communication.
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