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By introducing four-phase modulations into round-robin-differential-phase-shift (RRDPS) quantum key dis-
tribution (QKD) protocol, the round-robin-differential-quadrature-phase-shift (RRDQPS) protocol is proposed.
According to the security proof of RRDQPS protocol, it is able to tolerate a higher error rate of key bits. However,
its performance with a practical weak coherent source is still unknown since that security proof only applies to
a single photon source. In this article, we give the security proof for the general n-photon RRDQPS protocol, by
which RRDQPS with a practical weak coherent source becomes feasible in the experiment. Through numerical
simulation, it is verified that RRDQPS protocol has an advantage over RRDPS protocol on transmission distance,

especially when the pulse number is small.
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I. INTRODUCTION

Quantum key distribution (QKD) promises proven uncon-
ditional secure key distribution between two distant parties
(usually called Alice and Bob). Since the first QKD pro-
tocol BB84 protocol [1] was proposed by Bennett and
Brassard, a lot of ingenious protocols [2-9] have been put for-
ward. Among them, the round-robin-differential-phase-shift
(RRDPS) protocol [8] has attracted attention because of its
distinctive characteristics. First, signal disturbance monitoring
is not indispensable in RRDPS. Due to this characteris-
tic, decoy states [10-12] and even error-rate monitoring
are not needed, which may reduce some potential loop-
holes of intensity modulators. The simplification of devices
and postprocessing could reduce the practical difficulty of
implementing real-life QKD systems. Second, as a high-
dimensional protocol [13], RRDPS may tolerate a higher
error rate compared to the well-known BB84 protocol, which
can be useful in some particular channels. For instance, the
well-known BB84 cannot generate any secret key if the error
rate is larger than 11% [14], while this value in RRDPS can
be substantially increased. Since the invention and the first
security proof given in [8], improved security proofs [15-19]
have been given to further enhance its performance. Several
experimental realizations [20—23] showed its practicability.

It is beneficial to briefly review the flow of RRDPS. Alice
first prepares packets of L (3 < L < 100 typically) coherent
pulses and the phase of each pulse is encoded from {0, '}
randomly corresponding to her raw key bit. Then the packets
are sent from Alice to Bob through an insecure channel. Bob
will randomly select two pulses in each packet and conduct
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a phase differential measurement on them to acquire his key
bit. Through authentic classical communications, Bob tells the
indices of the pulses he selected to Alice, who can determine
her sifted key then. One can see the main difference between
RRDPS and the well-known phase-encoding BB84 is that the
former prepares L-pulse states instead of 2-pulse states in
BB&4. Indeed, the random selection of two pulses among the
L pulses made by Bob plays an essential role in the security
of RRDPS. On the other hand, BB84 modulates four phases,
ie., {0, %, T, 3—”}, while RRDPS just employs {0, 7}. So an
intuitive idea to improve the security of RRDPS is introducing
four-phase modulation like BB84 into RRDPS, which is the
very idea of the round-robin-differential-quadrature-phase-
shift (RRDQPS) protocol [24]. In the RRDQPS protocol,
Alice sends packets of L pulses to Bob like RRDPS. Differ-
ently, the phase of each pulse is modulated randomly from
{0, %, m, 371 like phase-encoding BB84. Then Bob will per-
form a differential phase measurement on X-basis {0, 7} or
Y-basis {7, 37”} uniformly at random, which is also quite like
phase-encoding BB84 except that the two pulses are randomly
chosen from the L pulses. RRDPS can be seen as an X -basis
case of RRDQPS. More interestingly, the phase-encoding
BB84 can be viewed as a special case of RRDQPS with L = 2.
In [25], the security proof for the RRDQPS protocol in the
single-photon case was given and significant improvement
on error tolerance compared to single-photon RRDPS can
be seen. However, without a security proof for the general
n-photon case, the RRDQPS protocol cannot be applied to
weak coherent-state pulse (WCP) sources.

In this article, we will give an asymptotic security proof
for the n-photon RRDQPS protocol, and then we apply our
result to RRDQPS with WCP source to see its improvement
in practice. Numerical simulation shows that, when the bit
error rate is monitored, larger error rates can be tolerated
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by the RRDQPS protocol than the RRDPS protocol. More
importantly, a longer transmission distance can be achieved.
This article is organized as follows. In Sec. I, the flow of the
RRDQPS protocol is listed. In Sec. III, we give the sketch of
the security proof (see a detailed proof in the Appendixes).
Some discussions of our result and a comparison between
RRDQPS and RRDPS with WCP sources are given in Sec. [V.
Finally, we come to the conclusion in Sec. V.

II. PROTOCOL DESCRIPTION

The RRDQPS protocol with a WCP source is described
below.

(1) Alice prepares packets of L pulses and the phase of
each pulse is modulated from {0, Z 2.7, 3”} randomly. Since
the pulses are produced from a WCP source and phase ran-
domization is conducted between packets, the quantum state
of each packet is a mixed state of pure Fock states, and the
mixed state ratios follow a Poisson distribution. So the state
of a packet is shown as

L n
|szzLﬂ__

n=0

[¥n) (¥l , (D

where p is the average photon number per pulse and [,) is
the state when there are n photons in a packet. For example,
we have

|wAme )

m=1

¥) = (Z%wm+f'z

I<m<p<L

“%wﬁ (3)

where i is the imaginary unit, k,, € {0, 1,2, 3} means that
Alice modulates phase k,, 7w /2 for the mth pulse in this packet,
and |m) means that the single photon in this packet is in the
mth pulse. Similarly, |mp) means that there are two photons in
the packet and they are in the mth and pth pulses, respectively.

(2) Packets of pulses are sent from Alice to Bob through
an insecure channel where the eavesdropper (usually called
Eve) can conduct attacks. Bob selects a pulse delay value r €
{1,2,...,L — 1} and detects the X basis or Y basis randomly
for each packet. When the X basis is selected, Bob conducts
the detection projecting to (|a) & |b))/ﬁ, where b —a=r
foralla,b € {1,2,...,L}. When the Y basis is selected, Bob
projects the state into (|a) £ i |b))/\/§, (b — a = r). In exper-
imental realization, this kind of detection can be realized by
a Mach-Zehnder interferometer with a phase modulator and a
variable delay [24]. We assume that the detectors of Bob could
discriminate between single-photon clicks from two or more
photon clicks. Only when there is one single-photon click in
a packet can the detecting result be recorded as a successful
click.

(3) After the transmission of sufficient packets, Bob pub-
licly discloses the two time-bins a, b and the detecting bases
for each packet with successful click. Alice also claims the
X (Y) basis if |k, — kp| is even (odd). Then Alice and Bob
discard the events with mismatched encoding and detecting
bases. Encoding and detecting events associated with (|a) +

1b))/~/2 and (|a) + i |b))/+/2 are recorded as bit 0, while
(la) — |b))/~/2 and (Ja) — i|b))/~/2 are recorded as bit 1.
Finally, classical postprocessing is conducted to obtain the
final key.

III. SECURITY PROOF

The essential of the security proof is to bound Eve’s in-
formation on the key bits. In the main text, we only give
the sketch of the proof, but leave the detailed proof in our
Appendixes. To sketch the security proof for the n-photon
case, we begin from the single-photon case for the ease of
reading, though a proof for this case has been given in [25].
In the single-photon case the state sent from Alice is |{) =
Z; i*» |m). The general collective attack can be given as
Ugye Im) |eop) = Z?=1 Cmij | 7) lemj), where the state of Eve’s
ancilla |e,,;) corresponds to Eve’s transformation from |m)
to |j) which will be sent to Bob. After Bob’s projection to
the ath and bth pulses, the terms of |e,,;) (j # a, b) become
irrelevant for guessing the key bit. It is worth noting that Eve
cannot get any information from the terms of e, ) (|emp)) for
m # a, b because the phase encoding bits k4, € {0, 1, 2, 3}
are randomly selected and never disclosed by Alice. After the
disclosing of bases, Eve’s information can be estimated by a
Holevo bound for the X and Y bases, respectively. Then the
average information Eve can get is the mean of the informa-
tion for the X and Y bases, which is

e < o[(L — x1, x2]/(L — 1), “4)
where  ¢(x, y) = —xlog, x — ylog, y + (x + y) log,(x + y).
Here x; = ), Conm> X2 = 2_mzzn Conjn satisfying 0 < x; < 1,

0 <x < 1andx; +x,=1.x and x, depend on the attack
Eve conducts. So for all attacks we have the upper bound of
Eve’s information Ij’E = maxy, y, [(L — Dxy, x2]/(L — 1).
Furthermore, the bit error rate of key bits E can also be related
to x’s, namely E > 2x2. Then we can get the information of
Eve at the condition of error rate E. The detailed security
proof can be seen in Appendix A.

With a similar method we can get the security proof of
the two-photon case, which is present in Appendix B. The
key point is that the variables ¢, ; in the single-photon case
become ¢, ; because we must analyze Eve’s transformation
from |mn) to |j) in the two-photon case. Of course, this leads
to a complicated form of 145, namely,

L < o[(L — Dxy +xz,X3] + ol(L — 2)Xa,2x41] )

—1
(WL —=Dx; — J)Ts) + LD+ L—- 1D
E> . (6)
2L—1)
Here X1 = m ci%lm\m’ X2 = Zm;én anmln’ X3 = Zm;én C}?nnlm’

and x4 = Zm<n;p;ﬁm,n crznn‘p. The nonnegative x’s satisfy x; +
X+ x3+x4 =

According to the examples of the single-photon and two-
photon cases, it is easy to see that I4z and E can be fully
characterized by a set of variables x’s, and its size becomes
larger when the photon number increases. Actually, in Ap-
pendix C we give the security proof for the three-photon case
and seven x’s should be used.
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Finally, we give the security proof for the n-photon case in
Appendix E. The result is complex and we only give the form
here, which is shown as

1
IAEgm Z

My, My, M3 >0
M, +2Mp +3M3 <n

1
E>2(L—1) 2.

M, My, M3 = 0
M, +2M +3M3 <n

Jo(M, n), (7

Je(M, n). ®)

Here f, and fg are expressions about the x’s (please see Ap-
pendix E for details). M = [M, M», M3] means that there are
M; pulses containing i +4p (p =0, 1,2, ...) photons in the
L — 2 pulses (the ath and the bth pulses are excluded). Though
the photon number 7; of the jth pulse can be larger than 3,
the phase modulation "% equals i"=%%i, So the behaviors
of 5,9, 13, ... photon pulses are the same as the behavior of
the one-photon pulses. Therefore, the three elements of M are
enough to represent the pulses of any photon number.

To calculate the upper bound of Eve’s information, one can
refer to Eqs. (E37) and (E51) in Appendix E to see the expres-
sion of f,, and fg. Then, for a given photon number n, Egs. (7)
and (8) become expressions about x’s. The parameters named
as x have three restrictions. First, the summation of all x’s
equals 1. Second, for a given error rate E, Eq. (8) should be
satisfied. Third, the x’s are all nonnegative. Under these three
restrictions, one can find a group of x’s reaching the maximum
of Eq. (7).

IV. DISCUSSION

In this discussion, we first compare our results with the
existing security proof to check the validity of the results and
then focus on the performance of RRDQPS with practical
WCP.

As a generalized security proof, it is natural to com-
pare our results with the existing proof for the single-photon
case in [25]. Eve’s information and the bit error rate ob-
tained in [25] are shown as Iy < max,,,,,[¢(, x2/(L —
D]+ ¢lx3/(L—1),x4)] and E = (x +x3)/2 + x4 for the
single-photon case. Here nonnegative xi, x;, x3, and x4 satisfy
x1 + x + x3 + x4 = 1. Though our result has different forms,
these results are equivalent because the maximum of I,
ie., IXE always holds when x3 = x4, = 0 (if E is involved)
or x;/x3 = x1 /x4 (if E is not involved or E is large enough
to have no restriction on the x’s). When x,/x3 = x1 /x4, Ing
in [25] is given by

@lxy, x2/(L — D]+ @lx3/(L — 1), x4]
= @lx1 + x4, (2 +x3)/(L = 1)]
= @[(L — D)(x1 +x4), 22 +x3]/(L — 1), )

which equals our result when E is not involved. When E is
involved, we have x3 = x4 = 0, so our results are also the
same.

In the following, with our security proof, a detailed com-
parison between RRDPS and RRDQPS can be made.

First, when E is not used to get I4g, our result shows that
RRDPS and RRDQPS protocols have a same upper bound 5.

TABLE I. Maximum error rate when only n-photon packets are
used and L = 8.

RRDPS without E RRDPS with E RRDQPS with E

N

1 17.63% 19.13% 19.93%
2 8.58% 9.69% 10.56%
3 3.92% 4.73% 6.08%
4 1.51% 2.02% 3.80%

So there is no advantage for RRDQPS protocol without error
monitoring. In the following, we will discuss the difference
when E is involved.

Let us begin with the maximum tolerable error rate
Emax, defined by IV, (Enax) = 1 — Ha(Emax), where Hy(x) =
—xlog, x — (1 —x)log,(1 —x) is the binary Shannon en-
tropy function. In Table I, we list Ey,,x for each protocol when
only n-photon packets are used and when L = 8. We can see
the RRDQPS protocol has an advantage over the RRDPS
protocol, especially when photon number 7 is large.

Then we will use our result on the WCP source QKD
scheme to show its improvement. For a WCP source with
phase randomization between packets, the probability of pro-
ducing an n-photon packet is shown as

_ (Lpye
- n! ’

p(n) (10)

where u is the average photon number of a pulse.
When the pulse delay r is selected, only (L — r) detecting
windows are opened, so the counting rate is

0" = (1 —dyE e L — rynu + 2(L — r)d],

(11)

where d is the dark counting rate of two detectors of Bob. 5 is

the transmission efficiency from Alice to Bob, and the detect-

ing efficiency is also included in it. For all » € {1,2,...,L —

1}, the total counting rate is @ = Y%~ Q) /(L — 1).

The bit error rate E is shown as
L-1

1
EQ = Z L__ 1(1 _ d)z(L—r)—le—(L—r)n;L
r=1

x [(L = r)nuemis + (L — r)d], (12)

where ep;s is the probability that an incident photon clicks an
erroneous detector due to interferometer misalignment.

If Bob knows the ratio of his clicks from single-photon
packets, from two-photon packets, and so on, the secret key
rate per pulse R is given by

2RL = Q[1 — Hy(E)] — [Q1135, (E1) + Qol iy (E2) + ... ],
(13)

where Hp(x) = —xlog, x — (1 — x)log,(1 — x) is the binary
Shannon entropy function. Q, is the counting rate and E,, is the
error rate for the n-photon packet. I{;, means the maximum
of 14z when the photon number is n. However, Q,, and E,, are
unknown to Alice and Bob.

We assume that when the photon number is larger than v,
no security key can be produced, so the optimal attack for Eve
is that all packets with photon number larger than v, are sent
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FIG. 1. The simulation results of secret key rate when ey, = 0.015, d = 107°. And for (a), (b) and (c), L = 4, 8, 16 separately.

to Bob without attenuation, which means
o0
Qv:zHrkI,g]E (Ev,thk) < €y, (14)
vtk
k=1

where egc =1 — )
have

v e (Lp)"
n=0 n!

. When the equality holds we

Vih

Y o.=0
n=0

Then we can obtain

— €src- (15)

Vth

Z QnI/{,JE” (En) < Z inijEn (En) + esc
n=1

n=1

Vih

<D Oully, () + ese

n=0
Vth V,
Z ’ﬁ() QnEn
g Qn If(X]EV (n_[— +esrc
(o). (5
QFE

<@- esmﬂ,i’Evm( ) +ege. (16)

0 —e
Here we used the concavity of /Y, (E), which is proven in
Vth

Appendix F. When m < n, If; (E) < I{; (E) is obvious.
So we have

U 23
2RL 2 Q[1 — Hy(E)] — ege — (Q — eSYC)IAEVrh <Q——€)

A7)

Then we can optimize p and vy, to get the largest R.

We simulated the key rates (per pulse) when L = 4, 8, 16,
which are shown in Fig. 1. We use the method in [16] to
calculate the key rates of the RRDPS protocol. The key rates
for phase-encoding BB84 are also simulated for comparison.
In the simulation, we set ey = 0.015 and d = 10~°. When
attenuation is small, the RRDQPS protocol has no advan-
tage because of the 1/2 coefficient from bases correcting.
But when attenuation is large, the RRDQPS protocol over-
whelms RRDPS and has a longer transmission distance. We
can see that RRDQPS protocol has more advantage when L is
small.

We also simulated the key rate under high error rate, which
is shown in Fig. 2. The parameters are set to be L = 8§,
emis = 0.175, and d = 107°. No keys can be produced un-
der this error rate by the BB84 protocol, while RRDPS and
RRDQPS can still work. Larger key rates can be achieved
by the RRDQPS protocol on this condition, which means
the RRDQPS protocol has a higher error tolerance than the
RRDPS protocol.

Compared with the well-known BB84 protocol, we can
see that higher error tolerance is a distinct advantage for the
RRDQPS protocol. The BB84 protocol must use decoy states
to have a long transmission distance. However, decoy states
are not needed in the RRDQPS protocol. Thus high speed
intensity modulators are not needed. Some potential loopholes
might be avoided. Therefore, in some high noise channels, the
RRDQPS protocol can be a good alternative.

Finally, we must stress that it is not restrictive to extend
the proof to be against coherent attack, though it is present at
the condition of collective attack. Indeed, with the quantum
de Finetti theorem [26,27] or postselection technique [28], the
security proof for a discrete-variable QKD protocol against
collective attack can also hold when coherent attacks are
conducted, provided an additional reduction of the key size
is performed.

—— RRDQPS with E
L 107 ---- RRDPS with E
g
9
-
B 10
8
1074
0 2 4 6 8 10

total attenuation(dB)

FIG. 2. The simulation results of secret key rate when L = 8,
emis = 0.175, and d = 1075. BB84 protocol and RRDPS protocol
without monitoring error rate cannot work on this condition.
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V. SUMMARY

To summarize, we give a security proof for the RRDQPS
protocol and conduct a simulation to show its improvement.

The RRDQPS and RRDPS protocols can run without mon-
itoring error rates, but RRDQPS has no advantage on this

iment RRDPS or RRDQPS protocols with large L are hard
to realize and the phase modulation from two phases to four
phases is easy to achieve, RRDQPS could be a good method
to improve transmission distance.
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APPENDIX A: SECURITY PROOF IN THE SINGLE-PHOTON CASE

Alice randomly prepares the single photon state |¢) = Zf‘n:] ik |m), where i is the imaginary unit, k, € {0, 1,2, 3} is
Alice’s random phase modulation, and |m) (m € {1, ..., L}) represents that a single photon is in the mth time bin. Eve’s general

collective attack can be given by
L L
Ukve Im) leoo) = D cmij 17) lemi) = > Cij 1) - (A1)
J J

where |e,,;) is the quantum state of Eve’s ancilla. We denote ¢,y j |€|;) as Cjj-

After the measurement of Bob, Bob’s state will be projected to (|a) £ |b))/ V2 (X basis) or (Ja) % i b))/ V2 (Y basis). Eve
can know Bob’s basis information which is disclosed after Bob’s measurement. Thus we can analyze the X-basis and Y -basis
cases separately.

If Bob projects the state into the ath and bth time bins, the state of Eve’s ancilla and Bob’s photon will become

Usve [¥7) leo) — i (Caja 1a) + Cap 16)) + i Chja 1) + Copp 16)) + Y " (Cja la@) + Conpy 15)). (A2)
m#a,b

If Bob projects to the X basis, the state of Eve is a mixed state of two states when Alice prepares (|a) + |b))/«/§
or (|la) — Ib))/ﬁ. Eve’s state of (|a) + |b))/\/§ is from the state Eq. (A2) when k, = k;, and we calculate the mean for
kn =0,1,2,3 (m # a, b), which are randomly selected and unknown to Eve:

Pxs = |:P{Cau + Cbla} + Z P{lea}] + |:P{Cub + Cblb} + Z P{Cmb}:| = P{Ca\a + Cb\u} + Z P{Cm\u} + Part{b}
m#a,b m#a,b m#a,b
(A3)

We see two similar parts with the only difference of the last subscript a and b of C. So we denote the second part with subscript
b as Part{b}. We also define P{|a)} = |a) (a].
Eve’s state of (|a) — |b))//2 is

pra = P{Caa = Cia} + Y P{Cpia} + Part(b}. (A4)
m#a,b
For the Y basis, Eve’s state of (|a) + i |b))/\/§ is
pys = P{Cula + iChia} + Y P{Cumia) + Part(b}. (A5)
m#a,b
In addition, Eve’s state of (|a) — i |b))//2 is
pyi = P{Caa — iChia} + Y P{Cpia} + Part(b}. (A6)
m#a,b

Without compromising the security, we assume that (€| |€;jn) = 6x8mn. Then Eve’s information of the X basis can be given
by the Holevo bound, which is

(a,b) y(a,b) 1 1 ! 1
QX' IAE’, <SS\ zpos+ =0 ) — zs(pxs)+zs(pxd)

2 2
= —c;,10g, ¢y — o108, + (ch + €5ja) 10y (€2, + €3,) + Part{b)
2 2 2 2
= w(ca\a’ Cb\a) + ¢(Ca\bv cb\b)’ (AT)
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where S(p) is the von Neumann entropy of state p and ¢(x, y) = —xlog, x — ylog, y + (x +y) log,(x + y). Q)((‘”” is the yield
when Bob uses the X basis and projects to the ath and bth time bins.

Similarly, we have Q;“’b)IXEf) < @(ch00 i) + 9(Clpys c3yp) and here 10 + QW) =3 (ot Conpy)-

Then we can get the ratio of Eve’s information,

% D ach (Q(a’b)l(u’b) + Q;a’b)lf(fgyb)) < D a<h [go(cﬁ‘a, Ci\a) + ﬁ"(ci\b’ Ci\h)]

Iyp =

2 Za<b (Q(a ) + le’b)) Za<b Zm (cr%ﬂa + C1211|b)
‘p(Zth (Ca\a + cb|b) Za<b (cila + cglb)) _ fﬂ[(L - l)xl s x2] (AS)
X - .
Za<b Zm ( mla + Cm\b) L-1
Here we used the inequality ¢(a, b) + ¢(c,d) < ¢(a + ¢, b+ d), which is because ¢(x,y) = (x + y)H>(==) where Hy(x) =

x+y
—xlog, x — (1 — x)log,(1 — x) is the binary entropy function and H, is concave. Because g(ax, ay) = (ax + ay)Hﬂﬁ) =
ag(x,y), we can set me c}n‘n = 1 without loss of generality.
Herex; =), crzn‘m, X2= cfnln, x1 +x2 = 1. The x’s are nonnegative. The x’s are also restricted by the error rate of the
sifted keys. Then we give the error rate.
From Eq. (A2), we can obtain the rates that Bob gets (|a) — |b))/\/§ when k, = k;, and gets (|a) + |b))/\/§ whenk, =k, + 2

mod 4. They are errors of the X basis, which are

a a 1 2 2 2 2 2 2 2 2
OWVESY = 3 <|Ca|a = Cap + Cpja = G| + Z 1Cna — Conjp| ) (A9)
m##a,b
a, a, A A A A2 A A2
0 EG" = (|Ca|a +Catp = Cota = Copl” + Y 1Cia + Conp ) (A10)
m#a,b

Here we calculated the mean for k,, = 0, 1, 2, 3 (m # a, b).
We can also get the errors that Bob gets (Ja) — i |b))/«/§ when k, =k, +1 mod 4 and gets (Ja) + i Ib))/ﬁ when k;, =
ks +3 mod 4. They are

B 1 (R W w2
Q( b) ( = E (lcula + lCalb + lela - Cb\b' + Z |Cm|¢l + lCm|b| )’ (ALD)
m#a,b
QUPEY = <|Ca|a — iCup — iCoja — Copl” + Y 1Coia —iCm.bF). (A12)
m#a,b

The overall error is the mean from Eqgs. (A9) to (A12) for all a and b, which is

[0+x + (L —-2)x] = —(L — Dx. (AI3)

l\JI'—‘

1] ~ - - ~ - -
EQ = Z 2 |:|Ca|a - Cb|b|2 + |Ca|b|2 + |Cb|a|2 + Z (|Cm|a|2 + |Cmb|2):|

a<b m#a,b

Here Q = % Y (0D + Q)(,“’b)) =L — 1, so we can get

E > ix. (Al14)

Finally, we can get a bound of I4z with Eq. (A8), Eq. (Al4),and x; +x, = 1, x; 2> 0,x, > 0.

APPENDIX B: SECURITY PROOF IN THE TWO-PHOTON CASE

. L .
Alice randomly prepares the two-photon state [¢) = Y, _, (=1D)* [mm) + 3_,,, _,<; i |mn), where ky, k, € {0, 1,2, 3}
are Alice’s random phase modulations and |mn) represents that there are two photons in a packet; they are in the mth and nth
time bins, respectively. Eve’s general collective attack can be shown as

~

UEve |mn |600|0 Zcmn\/ |l |emn\l Z mn|l |l (Bl)

Note that the realistic state should be |{) = Z;(—l)’" |mm) + 2 > <men<L i*n+% | mn). But the constant coefficients can be
absorbed into c;,,|;S, so we just ignore them (the same for our three-photon case and the n-photon case).
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If Bob projects the state into the ath and bth time bins, the state of Eve’s ancilla and Bob’s photon will become
Utve [¥) leoojo) —> (=1)*(Caala |a) + Caap 16)) + (=1 (Copa la) + Copip b))
+ Y (=D (Comia 1@) + Gy 16)) + iV (Caya 1) + Caniy 1))

m#a,b
+ Y G la) + Conpp 1B) + D [ (Conata 1@) + Conap 16)) + i (Conpla 1) + Convi 16))].
m<n;m,n#a,b m#a,b

(B2)

If Bob projects to the X basis, the state of Eve is a mixed state of two states when Alice prepares (|a) + |b)) /ﬁ or (la) —
|b))/~/2. Eve’s state of (Ja) + |b))/~/2 is

Pxs = P{Caala + Chb\a + Cah\a} + Z P{Cmmla} + Z P{Cmn\a} + Z P{Cmala + CNvmbla} + Part{b} (BS)
m#a,b m<n;m,n#a,b m#a,b

Here we calculated the mean for k,, = 0, 1,2, 3 (m # a, b).
Eve’s state of (|a) — |b))//2 is

Pxd =P{Caa|a + C~‘hb|a - Nab\a} + Z P{Cmm\a} + Z P{Cmn\a} + Z P{Cmala - ~mb|a} + Part{b} (B4)
m#a,b m<n;m,n#a,b m#a,b

For the Y basis, Eve’s state of (|a) + i Ib))/ﬁ is

Pys =P{Caa|a - Cbbla + iCab\a} + Z P{Cmm\a} + Z P{Cmn\a} + Z P{Cmala + iCmbIa} + Part{b}- (BS)
m#a,b m<n;m,n#a,b m#a,b

Also Eve’s state of (|a) — i |b))//2 is

Pyd =P{C‘aa\a - Cbbla - iCabla} + Z P{Cmm\a} + Z P{Cmnla} + Z P{Cmala - iCmbIa} + Part{b} (B6)
m#a,b m<n;m,n#a,b m#a,b
For the X basis, the Holevo bound of Eve’s information is
a a, ~ ~ 2 A 2 ~ ~ 2 x 2 ~ 2 x 2 ~ 2 x 2
Q;(C ’b)l,gEXb) < (p(|Caa\a + Cbb\al s |Cab|a| ) + ¢(|Caa|b + Cbb\b| s |Cab\b| ) + Z [¢(|Cma|a| s |Cmb|a| ) + w('Cma|b| ) |Cmb|b| )]

m#a,b
(B7)

In addition, for the Y basis, the Holevo bound of Eve’s information is

Q;a’b)lﬁjyb) <@(ICaqla — C‘bb|a|27 |Cab|a|2) + ¢(1Caarp — Cbb|b|2’ |Cab\b|2) + Z [¢(|Cma|a|2, |Cl71b|a|2) + (/)(|C‘ma|b|2, |Cmb|b|2)]~

m#a,b
(B8)
Then Eve’s information is
1
Olir =Y 5 (QUV15) + 0" 1EY)
a<b
2 2 2 2 2 2 2 2 2 2

< Z (‘p(caaa + Chpla T Caalp T+ Ciobjpr Cavla T cub\b) + Z ‘P(Cmam + Coubips Cmbla T+ cmab))

a<b m#a,b

2 2 2 2 2 2 2 2 2 2
% (Z Caala T Chbla T Caalp T Copjp» Z Cabla T Cubb) to (Z Z Cnala T Comblp> Z Z Conbla T Cmalb)
a<b a<b a<b m#a,b a<b m#a,b

= @[(L — )x; +2x2, x3) + (L — 2)x3, 2x4]. (B9)

Here we have

— § 2 _ § 2 _ § 2 _ § : 2
X1 = Cmm\m’ X2 = Cmm\n’ X3 = Cmn\m’ X4 = Cmnlp' (BlO)
m

m#n m#n m<n;p#m,n

And here
Q=" (Cuat o) =L — D@1 +x2+x3+x4) =L — 1. (B11)

a<b m<n
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‘We have

L—1 L —2)x3,2
L < ol( )X +xz,2314;¢[( )x3, x4]‘ (B12)

Then we give the error rate from Eq. (B2).
We can get the rates that Bob gets (|a) — |b))/ﬁ when k, = k; and gets (|a) + Ib))/x/i when k, = k, +2 mod 4, which
are

~ ~ - - ~ .~ 2 ~ -~ 2
Qb @b — {|Caa|a — Caalp + Covja — Cppjp + Cabja — Cappl™ + Z [Crmia — Conmip|

m#a,b
~ ~ 2 = = = ~ 2
+ Y Coumia = Cosl” + D Coata = Conas + Convla — G| } (B13)
m<n;m,n#a,b m#a,b
ab) (a ~ ~ ~ ~ ~ ~ 2 ~ ~ 2
Q( h)E( b = {|Caa|a + Caalp + Cppja + Copip — Cavja — Capppl™ + Z [Conmia + Coumipl
m#a,b
~ ~ 2 ~ ~ ~ ~ 2
+ Z |Cmn\a + Cmn|b| + Z |Cma|u + Cmalb - Cmb\a - mb\bl } (B14)
m<n;m,n#a,b m#a,b

Here we calculated the mean for k,, =0, 1, 2, 3 (
We can also get the errors that Bob gets (|a —1 |b ) \/_ 2 when k, =k, + 1 mod 4 and gets (|a) + i |b) )/\/f when k, =

k, +3 mod 4, which are

e T W
Q;S’b)Ey(sqb) = 5 { |Caa\a + lCaa\b - Cbbla - leb\b + lCabla - ab|b| + Z |Cmm|a + lCmm\bl
m#a,b
= . 2 = . X . = 2
+ Z |Cmn|a + lCmnlb' + Z |Cma|a + lCmalb + lCmbla - mb\h' } (BlS)
m<n;m,n#a,b m#a,b

b b ~ . ~ . L ) ~ s 2
Q(a )E(a ) = {lCauu — iCaalp — Copla + iCpppp — iCapla — Cappl” + Z [Comia — iComyp
m##a,b

=~ . 2 ~ = L = 2
+ Z |Cmn|a - lCmnlb| + Z |Cma|a - lCmalb - lCmbla - mb\b| } (B16)

m<n;m,n#a,b m#a,b

The overall error is the mean from Eqgs. (B13) to (B16) for all a and b, which is

1 ~ ~ ~ ~ ~ ~
EQ = 5 Z {|Caaa - Cab\blz + |Cbb\b - Cab\alz + |Cbb\a|2 + |Cam|b|2

a<b

+ Z (|Cmm|a|2 + |Cmm|b|2) + Z (|Cmn\a|2 + |Cmn\b|2)

m#a,b m<n;m,n#a,b
~ = 2 ~ 2 ~ 2
+ Z (|Cma|a _Cmb|b| + |Cma|b| + |Cmb\a| ) . (B17)
m#a,b

Then we use the inequalities that |a —b|> + % — §|* > (Va? +x2 — /B> +y2)* and (Ja — vb)* 4 (VX — )=
(Va+x — /b+¥y)>. We have

2
1
EQ > 5 Z Cagla T Cbb\b Z Capp T Cabla) + Z (Clzzb\a + Cgaw)
a<b a<b a<b
+ Z Z (Crznmla + Crznmlb) + Z Z (Crznn\a + Cﬁmlb) + Z Z (O + Crzna\b + Clznbla)}
a<b m##a,b a<b m<nym,n#a,b a<b m#a,b

= %[(\/ (L — 1Dx; — /X302 + 324+ (L — 2)x3 + (L — 3)xg + 2x4]
1
= E[(\/ (L — Dx; — /x3)* + (L — Dxy + (L — Dxg]. (B13)
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Then

oo WE=T0 = V) + (L= x4 (L~ Dy

2(L-1) (B19)

APPENDIX C: SECURITY PROOF IN THE THREE-PHOTON CASE

Alice randomly  prepares the three-photon state |¢) = Zan=1 P | mmm) + Zlgmy,l@;m# ikt | mn +

Zl<m<n<p< L jkmthntky |mnp?, where k,,, k,, k, € {O: 1,2,3} are Alice’s random phgse modulgtions and |mnp) represepts
that there are three photons in a packet, and they are in the mth, nth, and the pth time bins, respectively. Eve’s general collective
attack can be shown as

L L

UEve |mnp> |€()()()|()) = Zcmnp\l |l |emnp|l Z mnpl|/ |l (Cl)
=1 =1

If Bob projects the state into the ath and bth time bins, the state of Eve’s ancilla and Bob’s photon will become

UEve |1/f) |6000|0> — iska (Caaala |(l> + Caua\b |b>) + iSkb(Cbbbla |Cl> + Cbbb\b |b>) + Z i3km (Cmmmla |[l> + Cmmmlb |b>)
m#a,b

+ i (Coapta @) + Caapip 1B)) + T (Coppia @) + Cappip 1))

+ Z i2km [ika (Cammla |a) + Camm\b |b>) + ikh(ébmmla |a> + Cbmmlb |b) )]
m#a,b

+ Y 1% Caamia 1@) + Caamip 16)) +  (Cotmia 1) + Coomp 15))]

m##a,b
+ Z i2km+k" (Cmirzn\a |(1> + CNvmmnlb |b)) + Z ikmijmLkb (Cmabla |a) + éfnablb |b))
m,n#a,b;m#n m#a,b

+ Z ikm+k” [ika (C‘mnu\u |(l> + Cmnalb |b)) + ikb(cmnbla |a> + Cmnblb |b> )]

m,n#a,bym<n

+ Z ikr"+kn+k” (Cmnp\a |a> + Cmnp\b |b>) (C2)

m<n<p;m,n,p#a,b

If Bob projects to the X basis, the state of Eve is a mixed state of two states when Alice prepares (|a) + |b))/ V2 or (|la) —
b))//2. Eve’s state of (|a) + |b))/~/2 is

Pxs = P{Caaala + Cbbbla + CN‘aabla + Cabbla} + Z P{Cmmm\u} + Z P{Camm\u + Cbmm\u}
m#a,b m#a,b

+ Z P{Caam\a + Cbbmla + CNvmab\a} + Z P{Cmmnla}
ma,b m,n#a,b;m#n

+ Z P{Cmna\a + Cmnhla} + Z {Cmnp\a} + Part{b}- (CS)

m<n;m,n#a,b m<n<p;m,n,p#a,b

Here we calculated the mean for k,, = 0, 1,2, 3 (m # a, b).
And Eve’s state of (|a) — |b))//2 is

Pxd = P{Caaala - Cbbbla - ~aabla + Cabb\a} + Z P{Cmmmlu} + Z P{Camm\u - Cbmm\u}

m##a,b m##a,b
+ Z P{Caam\a + Cvabmla - ~mab\a} + Z P{Cmtnn\a}
m#a,b m,n#a,bym#n
+ Y. Pllwda—Cumwiad+ D {Cunpia} + Part{b}. (C4)
m<n;m,n#a,b m<n<p;m,n,p#a,b
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For the Y basis, Eve’s state of (|a) + i |b))/\/§ is

Pys = P{Caau\a - icbbbla + icaabla - ~abb|a} + Z P{Cinmm\u} + Z P{Camm\a + icbmm\a}

m#a,b m#a,b
+ Z P{Caamla - Cbbm\a + icmabla} + Z P{Cl1zmn|a}
m#a,b m,n#a,by;m#n
+ Z P{lelala + iCmnb\a} + Z {Cmnpla} + Part{b}- (CS)
m<n;m,n#a,b m<n<p;m,n,p#a,b

And Eve’s state of (la) — i |b))/~/2 is

Pyd = P{Cuaala + iCbbb\a - iCaab\a - ~ubb\a} + Z P{Cmmmla} + Z P{Cammla - iCbmm\a}

m#a,b m#a,b
+ Z P{Caamla - Cbbm\a - iCmabla} + Z P{Cmmnla}
m#a,b m,n#a,b;m#n
+ Y PlCuda—iComad+ Y, {Cunpla} + Part{b}. (C6)
m<n;m,n#a,b m<n<p;m,n,p#a,b

For the X basis, the Holevo bound of Eve’s information is

~ ~ 2~ ~ 2 ~
Q,(Ca’b)l/y}jf) < §0(|Caaa|a + Cabh|a| s |Cbbb\a + Caah|a| ) + Z <P(C§mm\a, Cl%mm\a)

m#a,b
+ Z ¢(|Caam\a + Cbbm|a|2, Cr%tabla) + Z @(Cr%ma\u’ Cr%mb\u) + Part{b} (C7)
m#a,b m<n;m,n#a,b

And for the Y basis, the Holevo bound of Eve’s information is

b = = 2 X = 2 = =
Q;a'b)lxgy) < w('Caaala - abb|a| s |Cbbb\a - aab|a| ) + Z §0(C§mm‘u, C§I71m\u)

m#a,b
~ ~ 2 ~ ~ ~
+ Y 9(ICaamia — Commial  Cpapia) + Y @(Coatar Copra) + Part{b). (C8)
m#a,b m<n;m,n#a,b
Then Eve’s information is
1 b b

o1 = Y L0001 + 01

a<b

2 2 2 2 2 2 2 2 2 2 2 2
< Z |:(p(caauu + Cbbb\b + cabb\u + Cuablb’ cbbbla + Caau\b + caab\u + cubb\b) + Z (p(cummla + Cbmmlb’ cbmmla + camm\b)
a<b m#a,b

§ : 2 2 2 2 2 2 § 2 2 2 2
+ (p(cuam\a + Cbbmlb + Cbbm\a + Caam\b’ Cmabla + Cmablb) + w(cmnu\u + Cmnb\b’ Cmnbla + Cmnalb):|

m#a,b m<n;m,n#a,b
< @[(L — Dxqo,0,11,3) + X(1,1,01,1)> X(10,0,11,0) + X((1,1,00,2)] + @[(L — 2)x(1,1,01,1)> X([1,1,01,0)]
+ @[(L — 2)x(1,1,01,2) + X([1,1,01,0)> 2X3,0,01, ] + @[ (L — 3)x13,0,01,1)> 3%((3,0,01,0)]- (C9)

Here we have

— § : 2 _ _ 2 : 2 _ _ 2: 2 _
X1 = Cmmmlm = X((0,0.11.3)> X2 = cmmmln = X((0,0,11,0)> X3 = cmmnln = X((1,1,01.1),

m m#n m#n
2 2 2
X4 = Z Commnlm = *([1.1,01,2), X5 = Z Commlg = X([1.1,0,0), X6 = Z Crnplp = *((3,0,01,1)>
mn PFGMFD.q m<n;p#m,n
2
X1 = Z Crmnplg = *(3.,0,01,0)- (C10)

m<n<piq#m,n,p

The subscripts will be explained in Appendix D.
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We have
1
Iae < 7 (@l = DXgo.0.10.3) + Xq1.1.010 Xq0.0.11.0) + Xqi1.1.01.)] + UL = 2)X1.1.01- X1.1.01.0)]
+ o[(L — 2)x(1,1,01,2) + X(11,1,01,0)> 2X3,0,01,1)] + @[ (L — 3)x3,0,01,1)> 3%((3,0,01,0)])- (C1D)

Then the error rate can also be given, which is

Z — 2(L (\/ (L — Dx0.0.11.3 — VELLon) + /L = 2)xq1.1.012) — v2Xq3.0011))°

+ (L — 2)x([0,0,1],0) + (L — Dxq1,1,01,00 + (L — Dx3,0,01,0)]- (C12)

APPENDIX D: EXPLANATION OF SYMBOLS

In the next Appendix, we will give the security proof in the n-photon case. This section will describe the symbols we will
use.

(1) Weusedtheforms*}_ _ ., . mnl , inAppendix Band“}" mmnlm "in Appendix C. We can forecast that we will use
something like “qu;p’#a ;pqq‘a in the four-photon case. We denote “Cpmum” @S “Cpynim”- Then we define M = [M, M, Ms],
where M; means there are M; pulses containing i photons. We define that },, , , means the summation of cases that the M;’s
traverse all combinations of L pulses except the ath and bth pulses. For example,

L
D Chgsa = ZcMW M = [1,2,1]), D1)
q<r
p#q.rns
s#q,r
L
2 2
Z Cpsqarasla = Z Ma> M =[1,2,1]), (D2)
g<r M/a,b
p.qg,rns#ab
PF#FGTS
s#q,r
and, for example,
L
2 2
Z Cprqarssarbla = Z CMasbla’ M =1, 3,0]). (D3)
p<q<r M/a,b
p.q.rsFab
s#Dp.q.r
Similarly, we define
L
Do PR ppggrrsy = Y i M), (M =[1,3,0]). (D4)
P<q<ris#p.q.r M

(2) We find that in the state vector the phase of Cp la 18 Pk = i*» where k, € {0, 1, 2, 3} is Alice’s phase modulation. It has a
same phase as C,,l‘a because i* = 1. So we use C,, a» 7 €10,1,2, 3} representmg all Cp 1=0,1,2,3... states. It is also
the reason that we only define M, M,, and M3 three elements in M.

(3) We used some x’s as some summation of ¢?’s such as Eq. (B10), and now we rename them. We define

2
X[(M+my) k) = Z Z Mailg (B3

M/q q

jraxtlar

where the summation ZM/ , means M;’s traverse all combinations of L pulses except the gth pulse. M' = (M + my;) means
M, =M+ 1and M] = M; (i # k), i.e., mg = [S1x, Sok, S3¢].
For example, see Eq. (C10) which is

— 2 2 — _ 2 : 2 _ _ 2 : 2 _
- Cmmmlm = X([0,0,11,3)> X2 = Cmmm|n = X([0,0,11,0)> X3 = Cmmn|n = X([1,1,01,1)»
m

m#n m#n
— 2 — _ 2 _ _ 2 _
X4 = Conmnjm = X([1,1,01,2)s X5 = Comm|qg = X([1,1,01,0), X6 = Crnplp = X(13,0,01,1)»
m#n PFEGMFED,q m<n;p#m,n
2
X7 = E Crnplg = X(13,0,01,0)- (D6)

m<n<piqF#m,n,p
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(4) Define z = n — (M} 4+ 2M, + 3M3), where n is the number of photons in a packet of L pulses.

APPENDIX E: SECURITY PROOF IN THE n-PHOTON CASE

First, we give the state Alice prepares, which is

) = > > i My (E1)
M

My, M, M5 >0
M +2M, +3M3 < n
n— (M) +2M, +3M3) =0 mod 4

Here M = [M,, M,, M3]. There are (L — M; — M, — M3) pulses containing no photons or their photon numbers are multiples
of 4.

Then we give the state of Eve’s ancilla and Bob’s photon after Eve’s attack and Bob’s projecting to the ath and bth time bins,
which is

3
K 1k 4-(z— 1)k
Ukve V) leop) — > >k Nk GOy g la) + Part{b). (E2)
M, My,M3 >0 M/ab t=0
My +2M, +3M5 < n z—t20

Herez =n — (M] + 2M2 + 3M3)
For example, when n = 2, we have

=10,0,01,7 = 0: i (Cppiala) + Copp 1)), M =10,0,01,7 = 1:i***(Coppa la) + Capp |b)),
M =10,0,01,t =2 : i (Caaa |a) + Caapp b)), M =1[1,0,01,£ =0: > i*i*(Cppya la) + Cpopy b)),

p#a,b
=[1,0,0Lt=1: > *i(Couala) + Coap b)), M =10,1,01.t =0: Y i**(Cpppala) + Cppps |b)).
p#a,b p#ab
=12.0,0L.t=0: > ™ (Cppala) + Cpqp 1b)). (E3)

p<q;p.q#a.b

which is the same as Eq. (B2).

1. Lig

We can see that the M| + 2M, + 3M5; = n terms have no contributions to I,z because no information about the ath and bth
pulses is included in these terms. For example, from Eqgs. (B3) to (B6), the terms * C,,,m‘a and “C,,,” are not shown in I4¢. So
we use an abbreviation in the following, which is

> o= X = (E4)

My, My, M5 >0 M\, My, M3 >0 C(M)
My +2M, +3M; <n My +2M> +3M; <n

If Bob declares that his photon has been projected to the X basis, Eve’s ancilla state is a mixed state of two states when Alice
prepares (|a) + |b))/~/2 or (|a) — |b))/~/2. They are

3
Y 2 Py D Cuasa( + Partib), (E5)

C(M)M/a,b t=0
z—1t>0

and

3
Y3 PL Y (=1 "Cutapia ¢ + Part{b). (E6)

C(M)M/a,b t=0
z—t>20

Here we have gotten the mean for all Kj,. So the cross terms are not shown in the two equations above.
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Similarly in the Y basis, Eve’s ancilla is a mixed state of the following two states:

3
>3 Py > #Cotap. o ¢ + Part{b},
C(M)M/a,b t=0

z—t>20

3
S P D (=i Cutapyia | + Part(b).

C(M)M/a,b t=0
z—1t>20

Then we can get the Holevo bound of Eve’s information. For the X basis, it is

Q)(ca’b)lggxb) < Z Z @[(CMagbola + CMaz—zbz\a)z’ (CMaz—lbﬂa + CM“:—Sbﬂ‘Z)Z] + Part{b}.
C(M)M/a,b

For the Y basis, it is

Qﬁa’b)lﬁg‘é) < Z Z Qo[(CMazbola - C‘Ma:,zbg‘a)za (CMaz,lblla - C‘Maz,gbgla)z] + Part{b}
) C(M)M]a,b

The overall information Eve can get is the mean of Q" I, (@, b) and Q"I (“’h). It is
,b) y(a,b) 2
Q(a )[ a < Z Z CMa bola + CMa _obsla’ cMa 1bila + cMa 3b3|a] + Part{b}
CM) Mjab
So
2
Qlar < Z Z Z CMa bola T CMa b’ Ma._ibyja T CMa 3b3|a] + Part{b} < Z Jo(M, n).

a<b C(M)M/a,b C(M)

We will give f, below.

(1) Ifz=1,
2
Z Z cMa -bola + CMu _obsla’ Ma _1bila + CMa 3b3|a] + Part{b}
a<b M/a,b
= Z Z CMama’ CMb1|a) + ﬁ"(cMalwv Chipy ) < (Z Z CMal|a + CMbwb’ Z Z chnIa + CMallb
a<b M/a,b a<b M/a,b a<b M/a,b

=o((L =Y M = DxXjartmp. 11 My + DXt 1m0).01)-
Here Y M = M| + M, + M5.

X{(M4m)),1] = Z Z Chgle®

M/q q

2
Xam) 01 = Y Y g (M =M +my).

M/q q
(2) Ifz=1 mod 4 and 7 # 1,

2 E , cMal\a + CMa;bz\a’ chl\a + CMa2b3\a) + ¢(CMal|b + CMagba\b’ CMbllb + CMazbglb)
a<b M/a,b

2 2 2 2 2 2 2 2
¢ <§ E CMaila T mbiib T Masbrla T CMasis > E § Cubila T Maip T Marbsla T cMa3b2b>

a<b M/a,b a<b M/a,b

IN

=o[(L- ZM = D)xgaagm).11 + M+ DX(1tm4ma).31 M1+ DXarmy).00 + M3 + DX(014mptms).21] -

Here,

2
X[(M+my+m3).3] = Z ZCM’WM M' =M +my),
M/q q

2
XM tmtm) 2l = ) D Chpggq (M =M +ms3).
Mg 4
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3) Ifz =2,
2 2 2 2 2 2
Z Z QO(CMazm + Crbyjas CMa1h1|a) + ‘P(CMazu) + Chtiy CMa1b1|b)
a<b M/a,b
2 2 2 2 2 2
<@ (Z Z Marla T Mbyp t Cutbala T Marlbo Z Z Marbija T CMa1b1b>
a<b M/a,b a<b M/a,b
=o[(L - ZM — )xX(amy).21 + Mo+ DXa14m).00 My + DX(t4m, 411 |-
Here,

X[(M+my),2] = Z Z Cfvrqqlq’

M/q q
X[(M-+my),0] = Z chzwq M' =M +my),
Mg q
2
X{(MAmy+my), 1] = Z ZCqu\q M' =M +m).
M'/q g

(4) Ifz=2 mod 4 and z # 2,

2 2 2 2 2 2 2 2
§ E (p(cMaz\a + Cubyjar Maybyja T CMa3b3|a) + ‘P(CMa2|b + iy 1ps Maypyp T+ CMa3h3|b)
a<b M

<o[(L- ZM — D) Xiatmn .21 + M2 4 DX 1m).01 M1+ DXt sm,4mi.11 + M+ DXy 1) 31]-

Here,
X[(M-+m3+ms3).3] = Z Zczzwqqq‘q (M’ =M + m3).
M/q q
5) Ifz=3 mod 4,

P 2 P 2 P P 2 2
E E O(Chasia + Charbalar Hagpra + chgla) + @ (Chtasp + tarbotpr harsip + CMbglb)
a<b M

< o[(L - ZM — 1)xXqa4ma).31 + Mo + DXz 4mo). 11 My 4 DXat4my 121 + M3+ DXpagms).01]-

Here,

2
HM+m3).3] = Z Z “Mgqqlg®

M/q q
2
XM +my+my), 1] = Z ZCM’q\q M' =M +m),
M/q q
2
X[(MAmy+my).2] = Z Z Chrgglg M =M +my),
M/q q
2
X[(M+m3),0] = Z Zcmq M =M + m3).
Mg q

(6) If z=0 mod 4 and z # 0,

2 2 2 2 2 2 2 2
§ § iﬁ"(CMm + Charbras Mazbyja T CMalbg\a) + (p(CM|b + CMarbyb> Mashy b T+ CMalbg\b)
a<b M

< <P[(L - ZM - l)x(M,O) + (M + DxXpMtmytma),21, M1+ DXM4my+my),31 + (M3 + l)x[(M+m|+m3),l]]-

Here,

X0 = ) Y Cing

M/q q
2
X[(M+mp+mp),2] = Z Z CM’qq|q (M, =M + mZ)a
M/q q
2
X[(M+my+m3).3] = Z ZCM’qqq\q M =M +m),
M/q q
2
XMmm) 1 = ) D Cirgg (M =M +m3).
M/q q

032441-14

(E19)

(E20)

(E21)

(E22)

(E23)

(E24)

(E25)

(E26)

(E27)

(E28)

(E29)

(E30)

(E31)

(E32)

(E33)

(E34)



SECURITY PROOF FOR ROUND-ROBIN ... PHYSICAL REVIEW A 105, 032441 (2022)

The yield Q is

Q:Z Z Z(Clzll\a+clz|/1|b):(L_I)ZXZL—]. (E35)

a<b My, My, M5 >0 M
M, +2M, +3M3 < n
n—(M; +2M, +3M3) =0 mod 4

So we get

I = <— Y. fuM.n), (E36)
My, My, Ms > 0
M, +2M +3M3 <n
PlL = XM — Dxiwam),11, My + DX15mp),01)
z=1,
O[(L = X" M — Dxpvsmp, 11 + Mo 4+ DXprgmytms),31, M1+ DXpuamyy,01 + (M3 + DX 4my),21]
z=1 mod 4,and z # 1,
O[(L — > "M — DXjr4ms),2) + Mo 4+ DXpa4my).01, M1+ DX[aa4my +m0)11]
fo= 2=2, (E37)
T Y ol(L = X" M — DxXprgmy),21 + Mo 4 DxXprgms),01, (M1 4 DXpratmy+mp), 11 + (M3 + DX 4my),31]
z=2 mod 4,and z # 2,
O[(L — > M — DxXjs4my),3) + Mo + DX, 40,17, M1+ DXpvagm,4ma),21 + (M3 + DX 4m5),01]
z=73 mod 4,
O[(L —>"M — Dxs0) + (Ma + DxXpvtmytmy). 21, M1+ DXty +ms).31 + M3 + DXy ms),11]
z=0 mod 4,and z # 0.

Herez =n — (M[ + 2M2 + 3M';)

2. Error

In this part we will give the relationship between the error rate and x’s.
The errors when Alice sends (|a) + |b))/ /2 can be given by multiplying ({(a| — (b])/ V2 to Eq. (E2) and getting its square,
which is

2
1 3
a.brab __ ~ ~
OWES = 3 E E E (Cyab,_ila — CMa,p,_p)| - (E38)
M\, My,M3 >0 M/ab| =0
M| +2M +3M3 < n z—1t>20

Here sending (|a) + |b))/ /2 means k, = kj;, and we have calculated the mean for all Kj;. So the cross terms are not shown.
Then we can get the errors when Alice sends (|a) — |b))/ /2, which is

2
| 3
bpab o .
QuEd =3 ) Dol > U Cotape i+ Cotap )| - (E39)
My, My, M3 >0 M/ab| =0
My +2M, +3M3 <n z—t 20

Here sending (|a) — |b))/ /2 means k, = k, + 2 mod 4, and we have gotten the mean for all K.
When Alice sends (|a) + i |b)), errors can be obtained by multiplying ((|a) — i |b))/~/2)" = ({a| + i (b])/~/2 to Eq. (E2) and
getting its square, which is

2
| 3
OE =5 3 | X T Coahia iCotan )| - (E40)
M\, My,M3 >0 M/ab| t=0
My +2M, +3M3 <n =120
Here sending (|a) + i |b))/«/§ means k, = k, + 1 mod 4.
When Alice sends (|a) — i |b)), the errors are
2
| 3
QUES =5 D DT i Cutaberta — iCrtas )| - (E41)
My, My, M3 >0 M/ab| =0
M| +2M, +3M3 <n z—t>20
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Here sending (|a) — i |b))/ﬁ means k, = k, +3 mod 4.
We calculate the mean of these four cases from Eqgs. (E38) to (E41) and get its summation for a and b. We get

I . ) 2 |~ y 2
QF =2 > > {ICuabola = Cota ool + 1Chta, ssla — Cota syl

My, My,M3 >0 a<b M/a,b
M, +2M, +3M3 < n

- ~ 2 A ~ 2
+ 1Cta_sbr1a — Cra_apoi|” + 1Crta_sbsla — Crtaboinl ™}

> fe(M, n). (E42)

My, My, M5 >0
My +2M, +3M; < n

D

NSRS

Then we will give fz. And in the following we will use the inequalities that |@ — b|> + |¥ — 7|> > (Va? + x2 — /b +2)?
and (a — Vb + (Vx — 3 = (Va+x— D+ y)>
() Ifz=1,
. . 2 2 A 2
Z Z {IChasia — Crtmppl” + 1Cuyial” + 1Crtanipl "} = My + DXa1mp),00- (E43)
a<b M/a,b

(2) Ifz=1 mod 4 and 7 # 1,

~ 5~ 2 A ~ 2 | = ~ 2 | = ~ 2
Z Z {1Charia = Cuny ™ + 1Crtasbria — Cotarpsipl” + 1Cortya = Crtashail” + [Crtartsla — Coraiol” }
a<b M/a,b
2

2
> Y et ) = | D Crapa + o) | = M1+ Dxiarsmy01 = VO3 + DX 4my)21) -

a<b a<b
M/a, b Mja, b
(E44)
3) Ifz =2,
~ - 5 5 ) B B 5 ~ s
Z Z {|CMa2|a - (’wMalbl\bI + |CMb2|a| + |CMa]b]|a — CMb2|b| —+ |CMa2\b| }
a<b M/a,b
2
2 2
> D (Bt T o) = | D (Braprta T Crannin) {2 Chtata + Chtans)
a<b a<b a<b
M/a, b M/a, b Ma.b
2
N (\/(L - ZM = Dt =/ + 1)x[<M+m1+m1>,1]> + Mz + DX{(M4my),0)- (E45)
4) Ifz=2 mod 4 and z # 2,
~ - 5 5 . 5 ~ 3 5 5 i )
Z Z {lCMaz\a N CMa1h1|b| + |CMh2‘a - CM“3b3‘h| + |CMalhl|a - Csz\b| + |CMa3b3|a - CMa2|b| }
a<b M/a,b
2
2 Z (Clzllazla + Clzl/lbz\b) - Z (612\4a1h1|a + C12‘4a1h1|h)
a<b a<b
M/a,b M/a,b
2
+ Z (szubzla + C12wa2\b) - Z (szw%bﬂa + ci,,a_;b_}lb)
a<b a<b
M/a,b M/a, b
’ 2
= (\/(L - ZM — Dxormn 21 — /(M1 + 1)Xl(M+m1+m|),1J) + (VM2 4+ Dxarm)00 — v M3+ DXty 4ma).31) -
(E46)
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(5) Ifz=3 mod 4,

- ~ 2 - 2 A - 2 - 2
Z Z {IChasa = Crtarprvl” + 1Crtarbata — Crtiaipl” + 1Cotastyia — Crtanpapl” + 1Cuiisia — Crtasiil” }

a<b M/a,b
2
Z Z (Cizl/la3\a + 612\4b3|b) - Z (Cl2wa1b2|a + Clzl/lagbl\b)
a<b a<b
M/a, b M/a, b
2
= <\/(L - ZM — DXy 3 — /(Mo + l)x[(M+t71|+m2),l]> . (E47)
6) Ifz =0,
~ 2 ~ 2
DO {1Cual” + 1Cupl ) = @ = > M — Dxaro). (E48)
a<b M/a,b

(7) If z=0 mod 4 and z # 0,

~ ~ 2 | = ~ 2 | A ~ 2 | = % 2
Z Z {1Cu1a = Crtaspy o™ + 1Crtariata — Crtanisiol” + 1Cotaspiia — Cotarprivl” + 1Cotarisia — Coapl ™}
a<b M/a,b

2

Z Z (C12V1\a + szmb) - Z (C1214a1b3\a + 612|/1a3b1|b)

a<b a<b
M/a, b M/a, b
2
+ Z (Clzl/lazbz\a + clzl/lazbz\b) - Z (szua3b,|a + C12V1a1b3\b)
a<b a<b
M/a, b M/a, b
? 2
= <\/(L - ZM — Dxaro) — v/ (M3 + l)x[(M+1n|+m3),l]> + (VM + DXjargmama).21 = My 4 DXt +m3).31) -
(E49)
So we get
QF 1
E=="—">__— M, n). E50
o 2= > feMon) (ES0)

My, My, M3 >0
My +2M; +3M3 <n

My ~+ DX(a+my),01
z=1,

VM1 + Dxpar4mn.0) — M3+ DX(14my4ms).21)
z=1 mod 4, and z # 1,

VL= M = Dxjrsm.21 — vV My + DXty 4mp). 1) + Mo+ DX(b14m),01

7=2,

fr = VL =M = Dxirm).21 — VM1 + DX +m ) + Mo+ Dxiaama,01 — s+ DXy 4ma).31)>
£ 2=2 mod 4 andz 2,

VL =M = DxXjrmy).31 — vV Mo + DXt 4ma)11)

(L — ZM — 1)X(M'0)

z=3 mod 4,

z=0,
V(L ="M — Dxr0) = /M3 + Dxpasm,-4ms).1)> + (Mo + DXt 1m0, 21 = /My + DXy 1m3).31)°
z=0 mod 4, and z # 0.
(E51)
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APPENDIX F: PROOF FOR THE CONCAVITY OF 1Y,

In this section, we will give the proof that / EE is a concave function for variable E. From Eqs. (E36) and (E37), we can see

that 1%}, has a form like

Lie < @(kix) + koxo, kaxs + kaxg) + . ... (FD)

We assume that if error rate is E, [y gets its maximum IXE when the x’s are xi, x5, ..

maximum /{; when the x’s are x/, x5, ..., which means

., and if the error rate is E’, Ig gets its

L (E) = lkix) + koxa, kaxs + kaxg) + ..., (F2)

IL(E') = @(kix) + koxh, kaxy + kaxi) + . ... (F3)

Then we have

alV(E) + (1 — ) (E") = aplhix) + kaxa, kaxs + kaxg) + (1 — a)p(kix) + kaxb, ksxy + kax) + . ..
< plkifax; + (1 — a)x|] + kaaxs + (1 — a)x3], ksfoxs + (1 — a)xj]
+ kaloxs + (1 — o)Xy} + ... (F4)

Here o € [0, 1]. Then if we can prove that IXE [@E + (1 — a)E']

> alY (E) + (1 — a)I{(E’), the concavity will be proven.

We define that X; = ax; + (1 —o)x] fori =1,2,.... Thenwecangetthat ) X =a ) ;xi+ (1 —a)) ;x;=1landX; > 0.
So the X’s are a legitimate group of variables for Iyz. From Eq. (F4) we can see Iig[aE + (1 —a)E', X] > aIEE(E) + (1 -
o)l XE (E) if the X’s meet the error rate requirement of «E + (1 — «)E’, which will be proven in the following.

From Eq. (E50), E has a form like

E > t1x; + txy + (Jwix) — Jwaxa)? + ... (F5)
So we have
E' 2nx| + nxy + (m — \/;xé)z +... (F6)
oE + (1 —a)E 26X) + 6Xo + wiXi + woXo — 20 /wixiwax, — 2(1 — )/ wixjwyx, . ... (F7)
What we should prove is
aE + (1 —)E' 2t,X) + 6Xo + (VwiX) — VwaXa)* + -+ = 61X) + 6Xo + wiX) + waXo — 2w XjuaoXs . . ... (F8)

Here —y/wiXijwaXo < —a Jwixiwoxy — (1 — o)/ wixjwax) is easy to prove. So Eq. (F8) is correct.
To summarize, the X’s is a group of variables satisfying Ing[eE + (1 — a)E', X1 > el (E) + (1 — a)IY(E"). And
IXE[aE + (1 —a)E'l > LiglaE + (1 — a)E’, X]. So the function IXE is concave.
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