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In private broadcasting, a single plaintext is broadcast to multiple recipients in an encrypted form, such that
each recipient can decrypt locally. When the message is classical, a straightforward solution is to encrypt the
plaintext with a single key shared among all parties, and to send to each recipient a copy of the ciphertext.
Surprisingly, the analogous method is insufficient in the case where the message is quantum [i.e., in quantum
private broadcasting (QPB)]. In this work, we give three solutions to ¢-recipient quantum private broadcasting
(t-QPB) and compare them in terms of key lengths. The first method is the independent encryption with the
quantum one-time pad, which requires a key linear in the number of recipients, . We show that the key length
can be decreased to be logarithmic in # by using unitary #-designs. Our main contribution is to show that this can
be improved to a key length that is logarithmic in the dimension of the symmetric subspace, using a concept that
we define of symmetric unitary t-designs, which may be of independent interest.
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I. INTRODUCTION

The secure transmission of classical information is a fun-
damental and well-studied problem, as it is the basis of current
secure communications. Shannon [1,2] showed that in order to
transmit n bits of information in an information-theoretically
secure way, one needs an n-bit shared secret key. An optimal
solution to this problem is given by the one-time pad, where,
in order to securely transmit an n-bit message m, a random
key k € {0, 1}" previously shared between the parties can be
used by applying the exclusive-or m @ k to encrypt, and later
to decrypt if the key is known. This encryption scheme is
information-theoretic secure when the key is used only once
(hence its name). Nevertheless, one can use the same single
key to encrypt the same message and distribute it to as many
recipients as desired or, equivalently, broadcast the ciphertext
so that anyone in possession of the key can decrypt the mes-
sage.

In the case of a quantum encryption scheme, where the
plaintext is a quantum message, that is, an n-qubit state, 2n
bits of shared key are needed for perfect security, and the
quantum one-time pad, where a random unitary from a set of
2n unitaries is used to encrypt, is optimal [3,4]. The perfect
security is equivalent to having a randomizing map which
maps any quantum state to the maximally mixed state. In the
case of approximate security, it was also proven in [3] that 2n
bits are needed for security against side information. Whereas,
if there is no side information, there are e-randomizing maps
with O(nlog,(n)) unitaries that are approximately secure en-
cryption schemes [5,6].
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As in the one-time pad, the key from the quantum one-time
pad cannot be reused to encrypt two different quantum states.
Moreover, with the quantum one-time pad, one cannot even
use the same key to encrypt the same state twice as it allows
the ability to discard some possible original states as noted
in [7]. So, how can we securely and efficiently broadcast the
same quantum message to ¢ recipients, such that the message
is information-theoretically secure? This is the problem that
we study here and call ¢-recipient quantum private broadcast-
ing. More precisely, if one has available ¢ copies of the same
pure quantum state and wants to securely communicate each
state to different recipients, how can this be accomplished so
that each recipient decrypts with the same key? Furthermore,
what is the size of such a key? We tackle these questions
and enlarge the already close connection between quantum
encryption schemes and unitary designs.

Unitary t-designs were introduced by Dankert et al. [8]
from the concept of state designs. Follow-up work on unitary
t-designs includes Refs. [9-14]. They are a discrete set of
unitary matrices with a probability measure with the property
that averaging up to ¢ uses of the unitary yields the same result
as averaging with respect to the Haar measure over the full
unitary group. Unitary 1-designs are known to yield perfect
encryption schemes and unitary 2-designs yield nonmalleable
encryption schemes [15] (see, also, [16]). In [12], the authors
consider the approximate case for unitary 2-designs and their
link to approximate nonmalleable encryption schemes. Recent
work [17] demonstrates that Haar random unitaries allow a
private quantum channel to be implemented with multiphoton
pulses, and shows that ¢#-designs can be used to practically
implement such channels when the parity of the photon source
is fixed.

There are no known efficient constructions of exact unitary
t-designs for r > 3, although there has been recent work com-
pleted regarding such constructions [14,18]. However, it has
been shown that e-approximate unitary #-designs on n qubits
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can be efficiently constructed with local random circuits that
are polynomial in n, t, and log, (1/€) [19]. In this work, we use
the construction of an e-approximate unitary #-design from
[12], where they prove an upper bound for when the unitaries
are sampled from an exact 7-design (Theorem 3.1 [12]). They
show that when, at most, C(td) (¢ log, d )6 /62 unitaries are
sampled from a #-design for some constant C, then this is
an e-approximate unitary #-design with probability of at least
1/2.

In this article, we formally introduce a ¢-recipient quantum
private broadcasting (#-QPB) scheme in the information-
theoretic setting and discuss three possible ways to implement
it. First is the natural idea of using the quantum one-time pad
and examining the ramifications of reusing the key. Second
is the use of exact and approximate #-designs as encryption
schemes. Intuitively, in a -QPB scheme there are only ¢ uses
of the unitaries, and random unitaries from the Haar measure
are perfect t-QPB schemes for any number of copies ¢, which
is made clear from Sec. IID and the formal definition of
t-QPB. Therefore, it follows that z-designs can be used for
t-QPB schemes. Since the key length required for unitary
t-designs is logarithmic in ¢, this offers an exponential im-
provement in key length compared to the first solution. Lastly,
we propose, a notion of designs, applicable to the scenario
where the input is in the symmetric subspace. We call these
symmetric unitary t-designs, and the resulting 7-QPB schemes
have the lowest key size as they exploit the full structure of the
broadcasting problem that we have outlined.

We note that recent work on private communication over
quantum broadcast channels [20] considers a different sce-
nario, where recipients are legitimate or malicious; this differs
from our work of broadcasting the same encrypted message to
multiple recipients, who must then locally decrypt.

The paper is organized as follows. In Sec. II, we recall the
basic notation, definition of unitary designs and symmetric
subspace, and how they are related through representation
theory. Then, in Sec. III, we introduce the definitions of ¢-
recipient quantum private broadcasting. IVVVI analyze each
of the solutions proposed, with Sec. IV devoted to the quan-
tum one-time pad, Sec. V to unitary z-designs, and Sec. VI
introducing and analyzing these symmetric unitary 7-designs.
Finally, Sec. VII contains a summary and some open prob-
lems.

II. PRELIMINARIES

In this section, we present the basic notation used through-
out this paper. We define unitary #-designs, recall the known
upper and lower bounds on their size, and briefly define and
explain the symmetric subspace and concepts needed from
representation theory.

A. Basic notation

Let H4» be the Hilbert space of dimension d" which is
spanned by the basis states {|x) : x € {0, 1,...,d — 1}"}. Let
D(Hn) be the set of density operators and L(H«) be the set
of linear operators on H4». A Hilbert space of subsystems,
say M and E, is denoted with subscripts, Hg» = Hy & Hg.
Density operators on such Hilbert spaces are written as oy,

and pr denotes when subsystem M is traced out from pyg.
Transformations between quantum states are formalized by
quantum channels, that is, completely positive trace preserv-
ing maps. Determining the distinguishability of the outputs
from two such channels, ¥, ® : L(Hy) — L(Hy), is done
with the trace norm || - ||, where ||A||; = Tr(~/AAT) for lin-
ear operator A. This trace norm is the sum of the singular
values of A, while the infinity norm || - ||o is the maximum
singular value. The quantum channels themselves are com-
pared with the diamond norm || - ||,, which is the maximum
trace norm when an auxiliary space E is considered, along
with the original Hilbert spaces [21,22]. For example, ||¥ —
®@||o = max,,, [|(V ® Zg)pue — (P ® Ze)pumell1, where g
denotes the identity operator in L(Hg). This is considered
a better determination of the distinguishability of two quan-
tum channels than the 1 — 1 norm, that is, ||V — ®||;1 =
max,,, ||W(om) — ®(om)ll1, because it accounts for the orig-
inal space H,s being entangled with another auxiliary space
He.

The notation U/ (d) denotes the unitary group of all d x d
unitaries. The Pauli matrices for 2-qubits are defined as

)
= (o) =6 8)

The quantum one-time pad (QOTP) is defined in the fol-
lowing way for ¢ € D(H,») and a, b € {0, 1}":

QOTP,,(p) = X*ZbpzbXx°,

where X and Z are Pauli operators. The quantum one-time
pad is perfectly secure as defined in Definition 4, where the
input need not be restricted to the symmetric subspace. This
is because

E " QOTPa,b(gO) =

a,bel0,1 22n’

where E denotes the expectation value and I is the identity
matrix of the given space, D(Hy»). It can be shown that the
quantum one-time pad is also perfectly secure against ad-
versaries with side information (an auxiliary space) [3]. This
is because, when considering the state of a quantum system
M that is interacting with an environment E, applying the
QOTP results in a joint state that is independent of the state
of system M, that is, (E,, QOTP,;, ® Zg)pur = % ® ¢k,
where gyr € D(Hon @ Hi).!

B. Unitary ¢-designs

We use the definition in [10] for unitary ¢-designs, which
we adapt to our notation.

Definition 1. Let {Ui}rex be a finite subset of U/(d) and
let w: {Ulrexk — R be a positive weight function such
that w(Ux) = 0, )", x w(Uy) = 1. Then, 4 = (w, {Ug}rex) is

This can be generalized to Hg» with the generalized Pauli group.
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TABLE I. Known bounds on the number of unitaries for unitary
t-designs.

Lower Upper

(“471) € 0a2 =) [10]

wid () e ) [10]
(D3]

Unwtd (P41 € Q@1 [10]

t

called a unitary t-design if

EqU® ® UH®] =Y wlU) - UF ® UH*
keK

(1)
- / U® @ UH®dU,
U)

where the integral is over the whole unitary group with respect
to the Haar measure.

When w(Uy) = 1/|K]| for every Uy, this is an unweighted
unitary ¢-design. Otherwise, it is a weighted unitary 7-design.
The known lower and upper bounds on the number of unitaries
needed (i.e., |K|) for exact unitary ¢-designs for general # and
dimension d are shown in Table I.

There are also approximate unitary z-designs, defined as
follows.

Definition 2. Let {Ui}rex be a finite subset of U/(d) and
let w: {Uilrexk — R be a positive weight function such
that w(Uy) = 0, ), x w(Uy) = 1. Then, U = (w, {Ui}kex) is
called an e-approximate unitary t-design if

[Ea[&5]-TO0 2, <€ @

1—1
channel T®(p) =

where T@ is the t-twirling .
Egk)(p) =U2pU)®  for

Jua U® p(UNH®dU  and
p € D(Har).

Note that there are other definitions of e-approximate uni-
tary ¢-designs depending on the norm used in Eq. (2). We use
the 1 — 1 norm as it is the one needed for our application.

C. Symmetric subspace

As defined similarly in [23], the symmetric subspace for
quantum states in H?’ is the subspace formed by states in-
variant under any permutation of the subsystems, i.e.,

Sym(d") := {l¢) € (Ha)™" : Pa()|§) = ) , ¥ € S;},

where Py(m) : HY' — H' is the operator that permutes the
¢t subsystems in ’Hf” according to permutation 7 in the sym-
metric group of ¢ elements ;. That is,

d—1

Py(m) = Z liz-1(1ys o oo br1)) {1y ooy e

The dimension for this subspace is dsym = (“7/7') [23].
The notation U/ (Sym(d")) denotes unitaries from Sym(d’) ®
Sym(d") of size dsym X dsym, in the same way that U(d)
denotes unitaries from Hy; ® H, of size d x d. The nota-
tion D(Sym(d")) is for the density operators on Sym(d").
One can write density matrices in the symmetric subspace
as a real linear combination of rank 1 density matrices [23],

that is,

D(Sym(d")) C spang{(l¢)(¢D® : 1) € Ha}.  (3)

D. Representation theory

Using Schur-Weyl duality and Schur’s Lemma [24] simi-
larly to [12], one can write the following for p € D(H?’):

/ U®tp(UT)®th
U)
= tr(MsympMsym)Tsym + »_ r(MpoT)T5,  (4)
b
where gy, is the projector into Sym(d’) and tgym = SSS”“.
ym

These IT, are projectors into subspaces orthogonal to the

symmetric subspace which have dimension dp, and 7, = 1.

dp
When p € D(Sym(d")), this reduces to Tsynm.

II1. DEFINITIONS FOR QUANTUM PRIVATE
BROADCASTING

Here we define the semantics of a ¢-recipient quantum
private broadcast scheme, (#-QPB) along with its security def-
initions. We also make an observation relating 7-QPB schemes
to (r — 1)-QPB schemes with perfect security and correctness.

Definition 3. Let Hy = H, and Hce be the message and
ciphertext Hilbert spaces, respectively. A §-correct, ¢-recipient
quantum private broadcast scheme in H,, is a set of encryp-
tion maps Ency : Hjy — HE' along with decryption maps
Dec; : He — Hy, where k € K is the set of possible keys.
We require that for each k € K,

| (Decs o Enci)[gy gy = Zsyman [, < 1 =8, (5)
where the notation |sym() denotes that the input messages are
restricted to being elements of Sym(d"), and ZTsymary is the
identity map in Sym(d").

Note that in this definition, there is no reference about how
the ¢ copies of the pure quantum state (or the state in the
symmetric subspace) are produced. They can be given by a
third party or, if the quantum state to be transmitted is known,
they can be prepared. We also note that a 1-correct r-QPB
(that is, a perfect -QPB) must necessarily be implemented
via unitary matrices. Moreover, in this case, as the definition
imposes local identical decryption, the decryption operation
needs to be the t-fold tensor product of a unitary matrix.
Thus, although the encryption maps are not necessarily 7-fold
tensor products of a unitary matrix, the action of each of
them over the symmetric subspace can be written as a 7-fold
tensor product of a unitary matrix. Such a perfect 7-QPB is
illustrated in Fig. 1. The indistinguishability of ciphertexts
for our 7-QPB scheme is based on the definitions from [12],
which compares the encryption scheme with that of a “state
replacement channel” (o). For a fixed o € D(Hf”), this is
defined as (o) (R) = Tr(R)o, for any R € D(HS").

Definition 4. Let K be the set of possible keys in the 7-QPB.
A t-QPB has e-indistinguishable ciphertexts if there exists a
fixed o € D(HF") such that

|| (kIeEK Ean - <O—>)|Sym(d’)”1~>1 Se (6)
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FIG. 1. Quantum private broadcasting.

t Send to each recipient

We note that the above does not consider quantum side in-
formation. The encryption scheme has e-indistinguishable
ciphertexts against adversaries with side information if

” (kIEK Ean - <U>) ‘Sym(d’)

. SE ™)

Indistinguishability against adversaries with side information
necessarily implies indistinguishability since the 1 — 1 norm
is upper bounded by the ¢ norm.

When the above norms are equal to zero, we call such en-
cryption schemes perfectly secure or perfectly secure against
adversaries with side information because in this case both
notions coincide.

When ¢t =1, Sec. Il corresponds to the conventional
information-theoretic encryption [12], where there is no re-
striction in the input space.

In the perfect security scenario, Sec. III implies that if
all ciphertexts are intercepted by an adversary who has no
information about the key, they can learn nothing. Moreover,
if instead the adversary intercepts less than ¢ copies and waits
to make an attack until after the honest receivers perform
their decryption, they still learn nothing. This is because from
the adversary’s point of view, the part of the system where
the decryption is performed is traced out, and therefore the
decryption operation has no effect on the adversary’s view of
the state.

Note that random unitaries from the Haar measure are
perfectly secure 1-correct -QPB schemes for any number of
copies ¢ with an infinite key set K = U(d), where Encg) =
Ency', Ency(p) = UpUT, and Decy (p) = UTpU for U €
U(d). Indeed, correctness follows from the use of unitary
matrices as encrypting and decrypting maps, while perfect
security follows from Sec. I D.

The following lemma follows naturally from the setting
where t copies of a pure quantum state are used as the input
for a r-QPB.

Lemma 1. Let EnC,({l) CHY — HE and Decy : He —
Hyr, defined as Encf{’)(p) =U&pUZ)" and Deci(y) =

UkT y Uy, respectively. Let (Enc,(f), Decy) be a perfectly secure

and perfectly correct 7-QPB scheme. Then, (EnC,(f_l), Dec;)
is a perfectly secure and perfectly correct (¢ — 1)-QPB
scheme.

Proof. By definition of encoding and decoding
maps, it is clear that for any p € D(?’-[Z?t_1 ® Ha),
we have (Dec?'o Enc,(c’_')) ®Zu(p) =p and thus

_ -1 .
I(Decf ! o Enc™)lsym-1) — Zsyma1ll, =0 showing
correctness.

Let p = (o) (@D® ™!, with |@) € Hy; then we have

t-1) _ ()
kIEK Enc, (p) = trl(ngK Enc,’ (o ® lp){(¢]))

= tr{(Tsym,s) = TSym,i—1>

where the first equality follows from linearity and the sec-
ond follows from the definition of a perfectly correct r-QPB
scheme. We use the notation sy, to make explicit that it is
the maximally mixed state in D(Sym(d")). Moreover, using
Eq. (3) and linearity, we know that this equation holds for any
o € D(Sym(d")). Thus,

|| (k]g[( EnC](:_l) - (TSym,171>) |Sym(d"‘) || 1—>1 = O

IV. LIMITATIONS ON THE QUANTUM ONE-TIME PAD

When considering classical encryption, the one-time pad
(OTP) can only be used once to encrypt a plaintext message
since the exclusive-or (XOR) of the ciphertexts resulting from
encrypting different plaintexts reveals information about these
plaintexts. However, if the OTP is used to encrypt two (or
more) identical plaintexts, their ciphertexts will also be iden-
tical and the XOR of these ciphertexts is the zero string. This
reveals nothing about the original plaintext and therefore is
still information-theoretically secure.

Since classical messages are a special case of quantum
messages, the QOTP should also only be used once to en-
crypt a plaintext quantum state for the same reasons as the
OTP. However, when the QOTP is used to encrypt two copies
of the same quantum state, this is no longer information-
theoretically secure, as illustrated in the following theorem.

Theorem 1. QOTP,;, ® QOTP,, with the same key a, b
is a l-correct, 2-recipient QPB scheme, but it does not have
e-indistinguishable ciphertexts for any € < 1/2.

Proof. This QOTP,, , ® QOTP,;, can be defined as a “dou-
ble quantum one-time pad” for ¢,y € D(H,) and a,b €
{0, 1}:

dQOTP, ,(¢ ® ¥) = XZ" @ XZP(p @ ¥)Z"X“ ® Z°X“.
Consider the following:

po = 10)(0] ® [0)(0,
p1 =)+ @ [+)(+].

Then the expectation of dQOTP, ;, applied to each state re-
sults in

E dQOTPq(00) = 5(10)(01 ® [0)(0] + [1){1]| @ [1)(1]),

E dQOTP,(01) = SUFNH @ ) (] + =) (=1 @ |=)(=D.
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TABLE II. Bounds on the number of unitaries for quantum one-
time pad for n qudits

QOTP,, QOTP¥,

Qubits (d = 2”) d2 = 4" d2t — 4
General d" a 42

We have that for any state replacement channel (o),

I( E dQOTP,, — (@)

|Sym(22) || 1—1

=  max H E dQOTP, ,(p) — (‘7)(:0)”1

peD(Sym(22)) ~ a,b

> 3 (Il E dQOTP(00) = (@) (o0)],

+ || E dQOTP.s(p1) — (o) (p1)] )

> 1 gEb dQOTP, 5(p0) — EdQOTPa,b(,Ol)“l > 1.

]

Therefore, encryption with the same key is not sufficient to
obtain perfect security when encrypting multiple copies of the
same message. Using independent encryption keys for each
copy of the message is one possible solution to this problem,
done by extending Sec. III so that the encryption map becomes
Ency : Hy — Hce to account for different encryption and
decryption keys. However, as one can see in Table II, this leads
to the amount of unitaries needed to be exponential in ¢, the
number of copies. These bounds are from the known fact that
to encrypt once an n-qubit state, 2>" unitaries are needed [4],
and this bound can be extended to general d with a general
QOTP using generalized Pauli matrices [25]. We denote ¢
independent uses of the quantum one-time pad as QOTPff by
where a;, b; € {0,1}" for i =1, ...,t. In the d-dimensional
case,a;,b; € {0,1,...,d — 1}~

V. QPB WITH DESIGNS

In this section, we examine the case where unitary ¢-
designs are used to solve the r-QPB problem. In order to
maintain security against side information, we impose restric-
tions on the input message, specifically that it be an element
of the symmetric subspace.

Theorem 2. Let 3 = (w, {Ui}rek ) be an e-approximate uni-
tary 7-design. Then the set of maps, Enci(p) = U¥ p(UZ")",
and its local inverse maps Dec,(y) = U,ijk forke K, p €
D(Sym(d")), and y € D(H,) form a perfect 1-QPB which has
e-indistinguishable ciphertexts. Moreover, in the case of exact
unitary t-designs, we have a perfect r-QPB perfectly secure
against adversaries with side information.

Proof. The fact that Enc, and Dec{’ are inverses
of each other automatically shows correctness. Denote
T® the t-twirling channel T®(p) = fu(d)U@p(UT)@’dU.
For p € D(Sym(d")), T (p) = tsym, that is, T |gyma) =
(Tsym)|sym(); thus, using the definition of approximate ¢-

designs, we get
H (k]gK Enc; — (TSym)) ’sym(dr) H 1—>1

= (,}EK Ency — T%) |Sym(d’)” 11

< | E Eno T, <.

Consider now the security against side information for the
case of exact unitary ¢#-designs. Suppose the plaintext to be
encrypted is |¢) € Ha ® Sym(d'), where A is the auxiliary
space. This can be written as

D
W) = Aila) ® lgi)
i=1

Wl =D ikilai)(aj| @ lgi(e;, ®)

! J

using the Schmidt decomposition, where |a;) and |g;) are
orthonormal states for H, and Sym(d"), respectively. The A;
values are non-negative real numbers such that Y, A7 = 1.

Applying Z, ® Enc; to |) (| and taking the expectation
gives

DO mdilaiail ® Y wUoUE ei) e | (U
i

kekK

=Y Y rkaale [ i a
5 U@

= E E Lidilai)(a;l
i

® |:tr(HSym|(pi> <¢j|HSym)TSym + Z tr(Hb|§0i) (‘p‘i|nb)fb:| .
b

The second equality follows from Eq. (4), whose nota-
tion is explained in Sec. IID. This tr(ITsym|@:)(@;|Msym) =
(@j1MsymMsyml@;) will equal O when i # j since |g;) and
l;) are orthonormal. For tr(ITy|¢;){@;|I1;), this will always
equal zero because |¢;) , |¢;) € Sym(d"), which is orthogonal
to subspace b, and so I, applied to these states will give zero.
Therefore, the only terms that remain are when i = j, which
gives
> nilPlai el ® f U™ ) @il U dU
- Ud)
©))
= > [ilPlai)(ail ® Tsym,
1

and this Tsyy is independent of i. This implies that the en-
crypted plaintext will always look the same, regardless of
what the adversary has as side information. This implies

I CE, Ence — (tsym)) sy | = O-

|

Remark 1. Quantum private broadcasting with designs for ¢
recipients cannot be used to broadcast states of the form v®' ¢
D(Sym(d")). Consider, for example, the totally mixed state
T = % ® % € D(Hq ) ford =t = 2. The averaged encryption
of 7 is naturally E;cxEnci(t) = 7. On the other hand, any
state pg € D(Sym(2?)) is mapped to E;exEnci(poo) = TSyms
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the maximally mixed state in the symmetric subspace. Clearly,

% # Tsym because, whend =1t = 2,

I

TSym = _d ym
Sym

Msym , I

= -, 10
3 # 1 (10)

and for any state replacement channel (o),
I( & Enc — )]

= _max | E Enci(o) — (o)),

> 4(]| E Enci(r) — (o)),

+ [ E Enci(on) — (o) (o))
> (1 B Encu() - E Encym] )

S

This does not fulfill a generalized version of security follow-
ing Sec. III, and therefore supports why we restrict our input
to the symmetric subspace in the definitions of security and
correctness for t-QPB. Furthermore, we can insert a prebroad-
casting stage into the -QPB where we perform a projective
measurement {Tsym, I — Tsym} to determine whether or not
our state is in the symmetric subspace. The state provided by
an adversary is either projected into the symmetric subspace,
whose action leaves symmetric states unchanged, or it is pro-
jected into a subspace orthogonal to the symmetric subspace.
In the first case, the state is symmetric and the 7-QPB is
secure, as explained above. In the second case, the projective
measurement result indicates that the state is not symmetric
and the encryption protocol is aborted, thus avoiding scenarios
where the 7-QPB is not secure.

We are interested in the key length required for the 7-QPB,
and we can compare the bounds from Table II to those in
Table I. One can see that the upper bounds for unitary ¢-
designs are better than the number of unitaries needed for
QOTPffbi when ¢ is very large. The reason for this is because
if one fixes the dimension d and allows 7 to increase, the order
of unitaries needed for a 7-design is polynomial in 7, while the
QOTP is exponential in ¢. See Fig. 2 for the comparison of the
classical bit key length whend =2 andt =1, ..., 20.

VI. SYMMETRIC UNITARY T DESIGNS

Motivated by the fact that we are only working in the
symmetric subspace, we propose the concept of symmetric
unitary 7-designs, which are a relaxation of #-designs. Namely,
they are a discrete set of unitaries together with a probability
distribution that mimics the action of the Haar measure in the
symmetric subspace.

Definition 5. Let {Uy}rex be a finite subset of U/(d) and
let w : {Uxlrex — R be a positive weight function such that
w(Uk) 2 0 and ZkeK w(Uk) =1. Then, U= (w, {Uk}keK) is
called an e-approximate symmetric unitary t-design if

” (]Eil[gl(/lk)] - <f5ym))|sym(d/)”1»1 <6 (11)

where Egk)(,o) = UZ p(U)®".

Key Length Comparison, t up to 20

45
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Classical Bits
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—e—QOTP

-Weighted t-design ~ =#—Symmetric weighted t-design

FIG. 2. QOTP, weighted 7-design, and symmetric weighted #-
design, t < 20,d = 2.

Note that (tsym) is equal to 7@, the r-twirling chan-
nel TO(p) = fu(d) U® p(UT)® dU, for symmetric states p €
D(Sym(d")) and the integral is over the whole unitary group
with respect to the Haar measure.

We now connect symmetric unitary z-designs with perfect
t-QPB schemes.

Corollary 1. Let { = (w, {Ux}rex) be an e-approximate
symmetric unitary z-design. Then the set of maps, Enc;(p) =
UZ p(UE"), and its local inverse maps Decy(y) = U,y Uy
for k € K, p € D(Sym(d")), and y € D(H,) form a perfect
t-QPB which has e-indistinguishable ciphertexts. Moreover,
in the case of exact symmetric unitary z-designs, we have a
perfect 1-QPB perfectly secure against adversaries with side
information.

Proof. Note that the only properties of approximate or
exact unitary #-designs we are using in the proof of Sec. V
are those fulfilled by their corresponding symmetric unitary
t-designs. |

This shows that symmetric unitary 7-designs give perfect
t-QPB schemes. Moreover, every perfect -QPB comes from
a symmetric unitary 7-design. Indeed, as discussed after the
definition of -QPB schemes in Sec. III, perfect r-QPB must
necessarily be implemented via unitary matrices and with
local identical decryption unitaries Ug. Encryption can be
performed with a general unitary for each Uy, but its action
over the symmetric subspace should be exactly the same as
(U,j')®’. So, mathematically, the 7-QPB comes from a sym-
metric unitary ¢-design.

Hence, Sec. III can be rephrased in terms of symmetric
unitary 7-designs.

Lemma 2. Let U = (w, {Ur}rex) be a symmetric unitary
t-design; then, 4 is a symmetric unitary (r — 1)-design.

We now give lower and upper bounds for exact symmetric
unitary 7-designs.

Lemma 3. A symmetric unitary ¢-design has at least déym
unitaries.

Proof. A symmetric t-design in U(d) gives a 1-design
in U(Sym(d")) having a particular tensor product structure,
via the map U € U(d) — Vy = U® |sym@) € U(Sym(d")),
where U® |sym(r) : Sym(d') — Sym(d") is the restriction of
U®' to the symmetric subspace.
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TABLE III. Bounds on the number of unitaries for symmetric
unitary 7-designs.

Lower Upper
Exact a2, di = 2d2, +3 € O,
€-approximate (dsym)' 7 a diyz“’ log, (dsym)® log, (1/€?)

Therefore, a lower bound for the number of unitaries
needed in a 1-design in U(Sym(d")) will also give a lower
bound for those of a symmetric ¢-design in U(d). From

Table I, the lower bound for a 7-design in U(d) is (dzﬂ*l).

This implies that the lower bound on the number of unittaries
for a symmetric 1-design is (dszymflfl) = dgypn- [

Lemma 4. There are symmetric unitary ¢-designs formed
by n unitaries with n < dg,,, — 2dg,,, + 3 unitaries.

Proof. The proof follows using the results from [10] regard-
ing the dimensions for sets of homogeneous polynomials and
then applying Carathéodory’s theorem.

A symmetric unitary design seen as a linear operator is an
element of the convex hull of the set

A={U® ® (U)¥|symuesym@) : U € U(d)}. (12)

Clearly, the convex hull of A is a subset of the convex hull
of B={V®V :V elU(Sym(d"))}, where V does not nec-
essarily have the tensor product structure. The span of set B
has the same dimension as Hom[U/(Sym(d")), 1, 1], the set
of homogeneous polynomials of degree 1 in the entries of
V and degree 1 in the entries of V where V € U(Sym(d")),
whose dimension is dg‘ym - 2d§ym + 2 (see [10]). Now apply-
ing Carathéodory’s theorem, elements of the convex hull of
A can be written as convex combinations of, at most, d?

Sym —
2dszym + 3 elements in A. Therefore, there exists a weighted
symmetric unitary 7-design of, at most, dg‘ym - 2d32ym +3e€
0(dg,,,,) elements. [

This shows a gap between the lower and upper bounds,
in line with the results for unitary ¢-designs. The bounds are
summarized in Table III.

We concentrate now in giving bounds on the number of
unitaries needed for approximate symmetric unitary ¢-designs.
We adapt the randomized construction of approximate unitary
t-designs from [12]? to our case, where we are only interested
in the action of the set of unitary matrices over Sym(d’),
giving a construction almost linear in dsyp,.

Theorem 3. Let 0 < € < 1. Let U = (w, {Uy}rex) be a uni-
tary t-design, and let Uy, ..., U, be sampled independently
from 4. Then there exists a universal constant & > 0 such that
ifn > otd:yz‘“ log, (dsym)® log,(1/€?), then, with probability at

least 1,V p € D(Sym(d")),

<= (13)
A dSym’

1 ¢ s
‘; Y UP p@H® = 1V(p)

i=1

oo

where T (p) is the symmetric ¢-twirling channel which maps
p € D(Sym(d")) to fu(d) U® p(UT)® dU with respect to the

These results build on those of [6]. Note that we make explicit this
log,(1/€?) term that is missing in the result of [6].

Haar measure. In other words, 7 (p) = (Tsym)(p) = Tsym for
p € D(Sym(d")).

Note that by relating the co norm to the 1 norm, Sec. VI
gives an e-approximate symmetric unitary 7-design and thus a
perfectly correct -QPB scheme which has e-indistinguishable
ciphertexts.

The proof of Sec. VI follows similarly to [12], with altered
bounds due to p being in the symmetric subspace. To see this,
we need the following result based on Lemma 5 of Ref. [6],
now adjusted so that p € D(Sym(d")) and Ui®’ is being ap-
plied instead of simply U;.

Lemma 5. Let Uy, ..., U, e U(d). For ¢y, ..., &, indepen-
dent Bernoulli random variables, we have
E sup Z eU2 p(UH®
peD(Sym(d")) i=1 0
< a(log, dsym)”*(log, n)'/?
n 1/2
X sup US'p(UH® |, (14)
peDSym(d")) || ;=1 .

where o > 0 is a universal constant.

Proof. This proof follows from the proof in [6] since there
exists an isometry that will map everything in Sym(d") to a
complex Hilbert space Hy,, of dsym dimensions. This isom-
etry preserves scalar products and maps all nonsymmetric
elements to zero. There is, therefore, an isometry between
D(Sym(d")) and D(H,,,, ), and Aubrun’s Lemma 5 result can
be applied, where d is replaced with dsyn, and U; is now Ui®’ .
]

Section VI can now be proved by directly following
the proof of [12], replacing Lemma 3.2 in [12] with the
known fact of sup,cpsyman) 1T (P)lloe = and substi-

tuting Sec. VI for Lemma 3.3 in [12].

From [12], their upper bound is n > C(td)'(t log, d)°/€?,
while the wupper bound from Sec. VI is n2>
adz—’z"“ log, (dsym)®log,(1/€?).  As mentioned previously,
the lower bound for symmetric unitary ¢-designs is dgym,
and this upper bound for e-approximate symmetric unitary
t-designs is of the order of dsyn, along with a log, dsym term.
The following lemma shows that this upper bound is optimal
in dsym up to a sublinear term.

Lemma 6. An e-approximate symmetric unitary 7-design
has at least (dsym)l’g unitaries.

Proof. Similar to what is done in [12], we adapt the ar-
guments given in [26] to our case. As proven in [26], if
two quantum channels 7" and T on L(H,) are e-close in the
1-norm, then the following is true:

log, r(T) > (1 - E)pEI'IDR(l’))-(Ld) IS(T(p)) =S(p)l,  (15)

_1
dsym

where r(T') is the Kraus rank of 7 and S(-) is the von Neu-
mann entropy.

Moreover, if the quantum channel T has the property that
IT ()l < 3 for p € D(H,), then it can be said that

d
Jmax IS(T'(p)) — S(p)| = log, < ) (16)

C

which implies that r(T') > (%)(1’6).
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With respect to approximate symmetric unitary 7-designs,

it is known that for p € D(Sym(d")), [TV (0)s = #.

Therefore, if a quantum channel 7@ is e-close to T® in the
1-norm, then the rank of Kraus operators for the channel 7
satisfies

r(TD) > (dsym)!' ™9, (17)

which gives a lower bound for the number of unitaries for an
€-approximate symmetric unitary ¢-design. |

VII. SUMMARY AND OPEN PROBLEMS

In this article, we have formally defined the f-recipient
quantum private broadcasting (#-QPB) problem in the
information-theoretic setting, and have shown three methods
to achieve it. Along the way, we have defined a notion of
designs, applicable to the scenario where the input is in the
symmetric subspace, that may be of independent interest; we
have called these symmetric unitary ¢-designs.

The first straightforward solution to the 7-QPB problem is
the encryption of each copy of the plaintext with the quantum
one-time pad, using independent keys. This requires a key
of length linear in ¢, the number of recipients, and is secure
even if the adversary holds quantum side information about
the plaintext. We observe, however, that this solution does not
make use of the full structure of the problem, namely, that
each recipient receives the same plaintext.

In order to consider the structure of the problem, we
consider unitary 7-designs as -QPB schemes. Since the key
length required for unitary 7-designs is logarithmic in #, this
offers an exponential improvement in key length compared to
the first solution. Moreover, we show that unitary ¢-designs are
secure against quantum side information, as long as the state
to be encrypted is in the symmetric subspace. Note that this is
not a restriction as one can ensure that the input state is always
in the symmetric subspace by implementing a prebroadcasting
stage. This projects the state into the symmetric subspace,
aborting the encryption protocol if the resulting state is not
symmetric.

Our final solution takes full advantage of the structure
of the 7-QPB problem, and we define symmetric unitary ¢-
designs as a relaxation of unitary z-designs that mimic the
action of the Haar measure on the symmetric subspace. We
show that up to some reasonable assumptions, these are neces-
sary and sufficient as -QPB schemes, and that they yield a key
length logarithmic in dsyn, (the dimension of the symmetric
subspace); this is still logarithmic in ¢, but with a smaller
constant than the key length of encryption schemes derived
from unitary ¢-designs. We also provide lower and upper
bounds for both exact and approximate symmetric unitary
t-designs with respect to dsyy. This lower bound of déym for
exact symmetric unitary 7-designs corresponds to the number
of unitaries needed to perform the quantum one-time pad in
the symmetric subspace, which is the 7-QPB problem without
the local decryption requirement.

We use the bounds for the size of weighted unitary 7-
designs as proven in [10] to compare the key length of a design
as opposed to ¢ uses of the quantum one-time pad (QOTP). We
compare the results for the qubit case in Fig. 2, which shows
that when ¢ > 5, symmetric designs are a better choice than
the QOTP, while it takes until ¢ > 6 for regular designs to be

better than the QOTP. (The data for Fig. 2 are given in the
Appendix.)

We leave as an open problem further applications of sym-
metric unitary ¢-designs, and it would be interesting to see if
t-designs can be relaxed in similar ways with other subspaces
or depending on the application. Relaxing the correctness of
the 7-QPB problem to further improve the key length is left to
further research. It is left open whether the techniques used
to reduce the circuit depth needed for approximate unitary
t-designs [27-29] can be applied to approximate symmetric
unitary ¢-designs. We also note that we attain security against
side information with ¢-designs by restricting our input of the
broadcasting protocol to be in the symmetric subspace, and we
leave as an open problem whether there is another solution to
t-QPB that has the same security and similar key length but
with fewer restrictions.
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APPENDIX: DATA FOR Fig. 2
Please refer to Table IV, which presents the data for Fig. 2.
TABLE IV. Classical bits for QOTP and upper bounds of classi-

cal bits for weighted 7-design and symmetric weighted ¢#-design when
d=2.

t QOTP Wted 7-design Sym wted 7-design
1 2 4 3.46
2 4 6.64 6.04
3 6 8.64 7.83
4 8 10.26 9.17
5 10 11.61 10.26
6 12 12.78 11.17
7 14 13.81 11.96
8 16 14.73 12.64
9 18 15.56 13.26
10 20 16.32 13.81
11 22 17.02 14.32
12 24 17.66 14.78
13 26 18.26 15.21
14 28 18.82 15.61
15 30 19.34 15.99
16 32 19.84 16.34
17 34 20.31 16.67
18 36 20.75 16.98
19 38 21.18 17.28
20 40 21.58 17.56
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