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Recently, several practical wavelength attacks on continuous-variable quantum key distribution (CVQKD)
were proposed based on the wavelength-dependent property of a beam splitter in Bob’s station. These attack
schemes are limited to the fiber channel systems with a relatively stable transmittance. However, unlike the fiber
channel, the transmittance of the atmospheric channel is complex and fluctuates dramatically in time, which
may invalidate the attack equations that must be satisfied in the optical fiber channel. In this paper, we propose
two wavelength attack schemes against complex atmospheric CVQKD systems and formulize the two schemes
based on the parameter estimation method. To verify the feasibility and availability of this attack, we deduce the
success criteria for the two attack schemes. By numerical analysis, our attack schemes are proved to be feasible
in the permitted parameter regimes. The secret key rate and propagation distance of CVQKD can be further
overestimated by selecting the condition parameters effectively. Moreover, we discuss the possible prevention
countermeasures to resist these attack schemes. The proposed method will fill the gap of wavelength attack for

the implementation of practical atmospheric CVQKD.
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I. INTRODUCTION

Continuous-variable quantum key distribution (CVQKD)
permits two authenticated parties Alice and Bob to share a
group of secret keys through an insecure quantum channel,
which is assumed to be manipulated by the potential eaves-
dropper Eve [1-5]. The unconditional security of the CVQKD
protocol is guaranteed based on the quantum mechanics laws,
especially the no-cloning theorem [6—10]. So far, the security
of the Gaussian-modulated coherent-state (GMCS) CVQKD
protocol has been fully proved against several attacks includ-
ing individual attacks, collective attacks, and coherent attacks
theoretically [11-13]. Therefore, the practical implementation
of GMCS CVQKD schemes plays a crucial part in secure
quantum communication [14—17].

However, there are still inevitably deviations between the
implementation of practical GMCS CVQKD schemes and the
underlying theoretical model, which are usually caused by the
device imperfections, technical deficiencies, and operational
imperfections of the key components [2,5,11,18,19]. It opens
the security vulnerability which may be exploited by Eve to
mount various types of powerful attacks. As a consequence,
Eve can successfully steal information from legitimate parties
and break the unconditional security of quantum commu-
nication. A great many related research works have been
done on the typical attack strategies, such as Trojan horse
attacks [20,21], saturation attacks [22,23], wavelength at-
tacks [24-27], homodyne detector blinding attacks [28], local
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oscillator (LO) calibration attacks [29], and LO intensity at-
tacks [30].

In Refs. [25,26], the authors proposed a wavelength at-
tack using the heterodyne detection CVQKD protocol. It is
assumed that Eve can control the transmittance of Bob’s
wavelength-dependent beam splitter (BS) by switching the
wavelength of the fake state. The excess noise measured by
Bob can be controlled much lower than the tolerable threshold
of theoretical security proofs; as a result, the legitimate parties
can never discover the existence of Eve. In Ref. [27], another
improved calibration-wavelength attack has been systemati-
cally studied in the practical homodyne detection CVQKD
system, which can invalidate the countermeasure of real-time
shot-noise measurement in the calibration attack. Eve can
make the estimated excess noise arbitrarily close to zero by
controlling the intensity and wavelength of the fake state. In
principle, Eve can obtain all of the secret keys without being
discovered, even if they have monitored the intensity of LO.

It should be noted that the wavelength attack schemes
proposed above were limited to the case of all-fiber CVQKD
systems, where the attenuation coefficient is usually assumed
to be a constant. However, compared with the fiber-based
channel, the environment in the atmospheric channel is un-
stable due to the turbulent effect [31], thus the transmittance
fluctuating randomly in time. As a critical step in CVQKD,
the parameter estimation method provides the legitimate
communication parties an intuitive indicator to analyze the
intervention of Eve [32-34]. It usually assumes the channel
transmittance as a fixed value in the fiber-based CVQKD
system. The aforementioned assumption for parameter esti-
mation is improper in practical atmospheric CVQKD systems
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which may invalidate the equation that must be satisfied in
noiseless-fiber schemes. Therefore, the previous results of
parameter estimation cannot be directly applied. That is, the
instability of transmittance may have a significant impact on
parameter estimation sequentially affecting the feasibility of
wavelength attack in practical atmospheric CVQKD systems.
Therefore, the effectiveness and functionality of these attack
schemes for atmospheric CVQKD systems are ambiguous,
which needs further investigation.

In this paper, we consider two wavelength attack schemes
for the turbulent atmospheric CVQKD systems. Then we for-
mulize the two schemes based on the parameter estimation
method over the atmospheric channel. To demonstrate the
feasibility of these attacks, we specifically discuss the criteria
that must be satisfied in these attacks. Finally, we calculate the
constraint condition accurately and conclude that Eve can al-
ways implement the attack schemes successfully by tuning the
regime of condition parameters. Furthermore, we discuss the
countermeasures against the atmospheric wavelength attack.
Based on the parameter estimation method in atmospheric
CVQKD, Eve can make the estimated shot-noise level seems
normal and estimated excess noise lower than the true value.
As a result, the slight manipulation of attack parameters can
result in great overestimation of the achievable secure se-
cret key rate and secure transmittance distance without being
discovered, which will make the communication that was
initially considered secure become insecure.

The paper is organized as follows: In Sec. II, we present
the transmittance models in the atmospheric turbulent channel
and explain how parameter estimation is performed in this
CVQKD protocol. In Sec. III, we first briefly review the
calibration attack and then introduce the wavelength attack in
the fiber channel which can invalidate the countermeasure of
calibration attacks. In Sec. IV, we propose two wavelength
attack strategies in atmospheric-based CVQKD protocols. In
Sec. V, we define the success criteria for the attack schemes
in the atmospheric channel following the parameter estimation
procedure. In Sec. VI, we perform security analysis to verify
the influence of the wavelength attack on parameter estimation
under different estimated transmittance, in particular on ex-
cess noise, and then discuss the impact on the secret key rate.
Moreover, we discuss the possible countermeasures for the
proposed attack schemes. Finally, conclusions are presented
in Sec. VIIL.

II. PARAMETER ESTIMATION IN ATMOSPHERIC
CHANNEL

In this section, we will concentrate on the transmittance
characteristics of the atmospheric channel that is primarily
affected by the turbulence effects. The Rytov variance 0,% is
used for characterizing the turbulent strength which can be

expressed as [35]
o} =1.23C2k+ L, (1)

where k is the optical wave number and L is the horizontal
propagation distance. C> represents the index of refraction
structure parameter, which primarily determines the turbu-
lence fluctuation along the propagation path. Based on the

TABLE I. The values (median) of C? within the boundary layer
in four seasons.

Spring Summer Autumn Winter

C? (m™23 x 10715) 2.03 2.12 5.56 7.46

long-term radiosonde measurement results in Hefei, Anhui,
China, it is quite reasonable to assume C> to be a constant as
shown in Table I [36].

The beam wandering in turbulent atmosphere can be
described properly by an elliptical beam model [37], as
shown in Fig. 1. We can describe any spot at the receiving
aperture of the elliptical beam model with parameters v =
(x0, Y0, Wi, W,) and &. Here, (xo, yo) is the position of the
beam centroid and represents the degree of beam wandering,
which is equal to (o cos ¢, 7 sin ¢)>. (W), W) represents
the half axis of the elliptical beam profile, and ® € [0, 7 /2]
is the rotated angle between half axis W) and the x axis of the
aperture. With this ellipse model, the analytical expression of
atmosphere transmittance can be obtained by

oja |
T = T() eXp § — ﬁ s (2)

Wetr (P—¢o)

where a is the receiving aperture radius, W (-) is the effective
point radius, Tj is the maximal transmittance coefficient for
the centered beam, and R(-) and A(-) are the scale and shape
functions, respectively. The details of the above parameters
are shown in Appendix A.

Based on the above analysis, the probability density distri-
bution of transmittance in the atmospheric turbulence channel
can be evaluated by the Monte Carlo method. It can be visu-
alized by N simulated values of the transmittance via smooth

FIG. 1. The receiving aperture with radius a, and the elliptical
beam profile with the half axis W, and W,, where W, rotates on the
angle @ relating to the x axis. Beam wandering is characterized by
r, which represents the beam-centroid position with respect to the
center of the aperture.
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kernels techniques [38]:

1 N
<ﬂM%ﬁ§ymﬂmwm 3)

where T'(v;, ;) is obtained from Eq. (2), and the extinction
factor yext € [0, 1] is a random variable that indicates the
absorption and scattering losses. Thus, the average value of
the fading transmittance can be calculated via

N
1
(ﬂ=mﬁ;NWw,

1 N
(ﬁ) = A/ Xexlﬁ Z \/m (4)
i=1

In the GMCS CVQKD protocol, Alice randomly encodes
information on the coherent state with a laser source. The
quadrature components X4 and P4 of coherent state |Xs +
iP,), with Gaussian random numbers of zero mean and vari-
ance V4N [6], are transmitted to Bob through an atmosphere
channel, where N, is the variance of shot noise. Bob then
randomly selects ¢ = 0 or ¢ = 7 /2 to measure either the X
or P quadrature by a homodyne detector.

By repeating this process many times, Alice and Bob
share a group of correlated vectors X = {x1,x2,...,xn} and
Y = {y1,¥2,...,yn}, where N is the total number of signals.
There are m = N — n pairs of correlated variables {(x;, y;)|i =
1,2,...,m} applied for parameter estimation and security
evaluation. The remaining n variables are used for the final
secret key establishment through reverse error correction rec-
onciliation and privacy amplification.

To estimate parameters from Alice’s and Bob’s correlated
variables, we consider a normal linear model with the follow-
ing relation:

y=tx+z, (@)

where t = /1T is a normal linear model, and vector z denotes
the total noise term following a centered normal distribution
with variance o2 = nT& + Ny + V1. Here, T is the transmit-
tance of the atmospheric channel, & is the excess noise, and
n and V, are the detection efficiency and electronic noise
of the homodyne detector, respectively. In particular, in or-
der to evaluate the secret key rate, the excess noise £ and
electronic noise V, must be expressed in shot-noise units
(SNUs), i.e., £ = eNp and V) = v Ny. Following the analysis
in Refs. [32,33], the estimators f and 62 can be obtained by

o XL Xy A2_lm 2
t_gﬁ,a_m;@rm. (©6)
According to the maximum likelihood estimation method,
the estimated parameters 7 and & have the following forms
(see Appendix B for more details):
L _ P 2 o ValD) + () = Val(WT)P
T=—=[(VT)P &= :
n [(VT)P2
We can see from Eq. (7) that when the channel transmit-
tance T is a constant, the estimated value 7" is equal to the
ideal value T. However, there are obvious deviations between

)

our estimated parameters and the true values because the
atmospheric channel transmittance fluctuates rapidly in time.

III. WAVELENGTH ATTACK IN FIBER CHANNEL

Before introducing the wavelength attack in optical fiber
CVQKD system, we first take a brief review of the LO cal-
ibration attack. The principle of the LO calibration attack is
modifying the shape of the LO pulse by introducing an atten-
uation or a delay trigger at the beginning of the LO pulse, thus
resulting in a decrease of the detection response slope [29]. If
Alice and Bob still use the previously calibrated relationship
they will overestimate the shot noise. As a consequence, the
excess noise will be underestimated, which is known as a
calibration attack. To go against the LO calibration attack, the
countermeasures based on real-time shot-noise measurement
methods were proposed. See Appendix C for the detailed
principle and corresponding countermeasures of calibration
attacks.

However, there are some unsatisfactory characteristics in
practical optical devices. These inevitable physical defects
will be exploited by Eve to threaten the security of the
CVQKD system. For example, a key component in practical
CVQKD systems, the fused biconical taper (FBT) BS, has
the characteristics of low insertion loss, excellent directivity,
and low production cost. It works in confined bandwidths and
has great performance at a specified central wavelength. The
coupling ratio (also known as transmittance) of the FBT BS is
closely related to the wavelength, which changes periodically
with wavelength once deviating from the central wavelength
[39,40]. The wavelength-dependent FBT BS can be utilized in
wavelength attacks to invalidate the above countermeasures in
LO calibration attack [26,27].

Specifically, we consider a dual-wavelength FBT BS at two
different central wavelengths, Ao = 1310 nm and Ao = 1550
nm. The relationship between the wavelength A and transmit-
tance T of the FBT BS can be expressed as

)L2.5
T = F?sin® Ao
F

where F? is the fraction of power coupled, CA%? is the cou-
pling coefficient, and w is the heat source width; here we
set ' = 1 for convenience. For central wavelength Ao = 1310
and Ly = 1550, we have T (Lg) = sinz(%’ké's) = 0.5, hence

Co = %075 It is simple to get the other wavelength around

0
the central wavelength:

) eT), (®)

arcsin v/ 0.512_5)‘ ©)

2.5
)"0

T(1) = sin® (

We theoretically calculate the transmittance of this 50:50
dual-wavelength FBT BS, and the relationships between the
transmittance and wavelength for central wavelengths Ay =
1310 and Ay = 1550 are shown in Table II and Table III,
respectively.

Eve can exploit this vulnerability to implement wavelength
attacks in the practical CVQKD systems. First, Eve intercepts
the signal light pulse and LO light pulse sent by Alice, and
makes a heterodyne detection on both the signal and LO
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TABLE II. The transmittance 7' of 50:50 dual-wavelength FBT
BS at different wavelength X (central wavelength 1y = 1310 nm).

A(nm) 1295 12959 12963 1297.5 12984 1299.6
T 0.47772 0.47904 0.47963 0.48140 0.48273 0.48451
A(nm) 13003 1301.2 13025 1303.7 1304.1 1305
T 0.48554 0.48688 0.48881 0.49059 0.49119 0.49253
A(nm) 1305.8 1306.5 1307 1308.1  1309.5 1310
T 0.49372 0.49476 0.49551 0.49716 0.49925 0.5
A(nm) 13107 1311.6 13124 13134 13143 13155
T 0.50105 0.50240 0.50360 0.50511 0.50646 0.50827
A(nm) 13163 1317.1 1318 1318.8 1319.2 1320
T 0.50948 0.51068 0.51204 0.51325 0.51386 0.51507
A(nm) 13215 13223 13235 13247 13258 13264
T 0.51735 0.51856 0.52039 0.52221 0.52389 0.52480

for measuring the quadrature components Xg and Pg. Then
Eve generates and resends two coherent state pulses by a
wavelength-tunable laser, while the wavelength deviates from
the central wavelength. Eve can control the measurement
results deviating from the normal value by controlling the
wavelength of forged signal states. In theory, it is considered
that Eve can hijack all of the key information without being
discovered by legitimate communication parties, as long as
Eve chooses the appropriate wavelength and parameters to
satisfy the attack equation.

However, the wavelength attack schemes proposed above
were appropriate in the noiseless fiber CVQKD systems,
where the fiber attenuation coefficient is usually assumed to be
a constant, and the channel transmittance is usually assumed
as a fixed value in the parameter estimation method, while in
the practical atmospheric CVQKD system, the transmittance
fluctuates randomly in time. This will bring about large devi-
ations to our estimated parameters which may invalidate the
equation that must be satisfied in the attack schemes. There-
fore, the success criteria of wavelength attack in atmospheric
CVQKD systems needs further investigation. In the following
analysis, we will analyze the effectiveness and feasibility of
atmospheric wavelength attacks under the framework of the
parameter estimation method.

TABLE III. The transmittance 7' of 50:50 dual-wavelength FBT
BS at different wavelength A (central wavelength Ao = 1550 nm).

A(nm) 1535 15359 15363 15375 15384 1539.6
T 0.48114 0.48226 0.48276 0.48426 0.48539 0.48689
A(nm) 15403 15412 15425 154377 1544.1 1545
T 0.48777 0.48890 0.49053 0.49204 0.49255 0.49368
A(nm) 15458 1546.5 1547 1548.1 15495 1550
T 0.49469 0.49557 0.49621 0.49759 0.49937 0.5
A(nm) 1550.7 1551.6 15524 15534 15543 15555
T 0.50089 0.50203 0.50304 0.50431 0.50546 0.50699
A(nm) 15563 1557.1 1558 1558.8 1559.2 1560
T 0.50800 0.50902 0.51017 0.51119 0.51209 0.51273
A(nm) 1561.5 15623 1563.5 15647 1565.8 1566.4
T 0.51465 0.51567 0.51721 0.51875 0.52016 0.52093

IV. ATTACK STRATEGIES IN ATMOSPHERIC CHANNEL

The wavelength attack of GMCS CVQKD over the at-
mospheric channel is shown in Fig. 2. Alice first randomly
chooses quadrature components X4 and P4 from Gaussian
distribution with variance V4N, and zero mean. The light
pulses from the laser diode are divided into the weak signal
pulse and strong LO pulse by a 1:99 BS. Then the weak
signal is modulated as a coherent state by the PM and AM.
To avoid interference, the signal is separated from LO in
time and modulated into orthogonal polarizations by the PBS
before arriving in the fluctuating atmospheric channel. Eve
intercepts the signal light and LO light, then measures X and
P quadratures of the signal state by heterodyne detection,
which are denoted as Xy and Pg. According to the measure-
ment results, Eve prepares and resends four extra light pulses
{F*, F'°} and {P°, P'°} to Bob. When these pulses arrive at
Bob’s side, they must pass through a 10:90 BS in which 10%
light intensities are sent to the detector D,., for the clock
trigger. Subsequently, the PBS separates signal states {F'*, P*}
and LO states {F'°, P'°} into the signal path and LO path. In
addition, Bob adds an AM in the signal path with a strong
attenuation on some randomly selected pulse for real-time
shot-noise measurements, which can be utilized to resist the
LO calibration attack. Finally, Bob measures either X or P
quadrature. After repeating this process many times, the final
secret keys were obtained through reverse reconciliation.

It is worth noting that the transmittance of the 50:50
FBT BS diverges from 0.5 because the wavelengths of
{P’, P'°} depart from the central wavelength. Exploiting the
wavelength-dependence feature of FBT BS, the wavelengths
of {P%, P} are randomly selected from the following two
groups of parameters with equal probability (the details are
given in Table II and Table III):

parameter 1 : A] = 1298.4 nm, T}’ = 0.48273;
A0 =1536.3 nm, T/° = 0.48276;

10
parameter 2 : A3 = 1321.5 nm, T;’ = 0.51735; (10)

AX =1563.5 nm, T,° = 0.51721;

where )\3 (i=s,10,j =1,2) is the wavelength and Tji is the
transmittance of the 50:50 FBT BS in different wavelengths.
The unbalanced distribution of light pulse between D and D,
will result in a differential current that is proportional to the
light intensity. The light intensity of P* and P' are defined as
I° and I'°, respectively.

When Bob applies a strong attenuation to measure the shot
noise (r; ~ 0), I' has a tremendous attenuation and thus the
differential current is mainly contributed by 7'°. The extra
contribution of I' is recorded as D} with D' ~ n'°[T}°I}° —
(1 = T/)IP] = n'?2T}° — DI}, where n'? is the detector ef-
ficiency under different wavelengths. If there is only one set
of wavelength parameters for {P*, P'°} such as {71, A11°}, the
variance of the differential current can be written as ((D\°)?) —

((Dll"))2 = 0. In order to make the variance of the differential
current remarkably larger than zero but maintain zero mean,
the wavelengths of {P*, P} should be chosen from the two
sets of parameters randomly with equal probability. As shown
in Eq. (10), the simplest approach to achieve zero mean is to
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FIG. 2. Schematic diagram of the wavelength attack scheme on atmospheric CVQKD via homodyne detection. BS, beam splitter; PM,
phase modulator; AM, amplitude modulator; PC, polarization controller; PBS, polarization beam splitter; WT-LD, wavelength tunable laser
diode; IM, intensity modulator; ¢, phase modulator with ¢ = 0 or 7 /2; D, detector. Indices a, b, ¢, d denote F*°, F lo ps plo respectively.

choose the appropriate wavelength )»ljo (j =1, 2) with trans-
mittance 7,° & 1 — T}, then choose the appropriate I}° for
ensuring DY = —DY.

By contrast, if Bob applies no attenuation to measure the
signal state (r, &~ 1), the differential current is contributed by
I* and I'°, which actually cancel each other out. The extra
contribution of I* is considered as (1 — 2T3)n‘15 DS Eve
ensures D] = —D3 by choosing approprlate )f and I; g with
the same probablhty For the convenience of analyzmg, we
sum up the extra contribution defined above as

D} = (1 = 2T{)ni1;,

Dllo = 2T10 _ 1) 10110’
S (11
D5 =

We define D} = —Dll0 =Dj = —D]0 = D. To make our
attacks work, we should select the appropriate light intensity
of {I*, I'°} for the compensation of shot-noise and the mea-
surement of excess noise.

Simply put, by introducing {P*, P'°} with different wave-
lengths, the differential current response value close to zero
when r, & 1 is selected to measure the signal state. Yet when
Bob selects r; &~ 0 to measure the shot noise, the nonzero
differential current response value is superposed with the mea-
surement results of {F*, F!°}. As a result, the total response
value will increase to the normal shot-noise variance value N.

If Bob does not monitor the intensity of LO, Eve im-
plements a full intercept-resend wavelength attack as attack
scheme A. Furthermore, if Bob monitors the intensity of LO,
Eve implements a calibration-wavelength attack as attack
scheme B. However, in the practical atmospheric CVQKD
systems, there are some apparent deviations between our
estimated parameters and the ideal value. Therefore, the wave-
length attack schemes and success criteria for atmospheric
CVQKD systems need to be further investigated. In the fol-
lowing section, in order to distinguish from the previous

symbols, the estimated channel transmittance is denoted as
fleh, and the BS transmittance is denoted as 7.

A. Attack scheme A

In this situation, Eve implements a full intercept-resend
wavelength attack, and the implementation steps are as fol-
lows:

Part 1: Based on the heterodyne measurement results and
parameter estimation results, Eve prepares a fake signal state
F* with amplitude v/ Nag = «/Nfien(Xg + iPg)/2 and a fake
LO state F© with amplitude oro/ /N , where N is a real
number greater than 1. The F* and F'° are modulated to the
same polarization as the original signal state and the original
LO state, respectively.

Part 2: Eve prepares two extra light pulses P* and P'°. The
wavelengths of {P*, P'°} are randomly selected from the two
groups of parameters in Eq. (10) with equal probability, then
modulated to the same polarization as the original signal state
and the original LO state, respectively. As shown in Fig. 2, P*
is sent to the upper path along with F*, and P! is sent to the
lower path along with F'°,

For {P’, P'°}, the final measurement variance of Bob is
Necn(Va + 2)No + No/N + nijeneNo + veiNo, and the realistic
shot noise is Ny/N since the F o declined N times. Here,
£ is the excess noise in units of Ny, and Ny = naﬁo is the
shot-noise variance based on the calibrated relationship. The
estimated excess noise is equal to [2+ (1/N — 1)/nfjen +
&]Ny. By selecting an appropriate N for the estimated chan-
nel transmittance, the excess noise estimated by Bob will be
close to zero when N is still set as SNUs. For example,
we select the specific values such as ¢ = 0.1, n = 0.5, and
N = 2.105. It is obvious that the excess noise estimated by
Bobis (2.1 — 1.0499/%cn )Ny, which is close to zero when fj¢p,
is equal to 0.5.

However, Bob can immediately regulate the parameters
against such attacks as long as he measures the shot noise
in real time [29]. Eve should improve her attack strategy to
avoid the detection by legitimate parties; thus attack scheme B
is proposed.
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B. Attack scheme B

In this situation, Bob monitors the intensity of LO, Eve
adopts a combination of LO calibration attack and wavelength
attack. The implementation steps are as follows:

Part 1: Based on the measurement results of heterodyne
detection and parameter estimation, Eve prepares F* and F'°
with the same amplitude of the original signal state and the
original LO state, respectively. Combining the LO calibration
attack, Eve modifies the shape of the LO pulse by introduc-
ing an attenuation or a delay trigger; thus the measurement
variance reduces to y times than the true value (y < 1).

Part 2: Eve prepares two extra light pulses {P*, P'°}, and
sends them to Bob along with F* and F'° just like attack
scheme A.

As we have seen, {F*, F1°} implement the LO calibration
attack, while {P*, P'°} revise the measurement results of shot
noise to the normal range. In the next section of this article,
we analyze the effect of arbitrary changes in atmospheric
transmittance on the feasibility of wavelength attack, under
the framework of the parameter estimation method.

V. ATTACKING SUCCESS CRITERIA IN ATMOSPHERIC
CHANNEL

In this section, we discuss the estimated parameters under
the above attack scheme in the atmospheric GMCS CVQKD
protocol. Following the parameter estimation procedure in
Sec. II, we can obtain the variance (X) and (y) on Alice’s
and Bob’s side, and the covariance (Xy) between Alice

and Bob (assuming that x and y are centered variables as
(£) = (@) =0

(£%) = VaNo,
) = nfcn(Va + &)No + No + verNo,
(X9) = v/ nficnValNo, (12)

where 7)o, is the estimated transmittance of atmospheric
channel, V4N, is the modulation variance, &N is the excess
noise, veNy is the electronic noise (all expressed in SNUSs),
and 7 is the homodyne detector efficiency. Note that 1 and v,
are calibrated before the parameter estimation.

In order to analyze conveniently, we set nj- =n=050(=
s,lo; j = 1,2), and the light intensity of LO I o = 1 x 108
(expressed in units of photoelectron number). Ny = nlo is
the calibrated shot noise based on the linear relationship es-
tablished in a secure laboratory. Bob sets r; = 0.001 for the
estimation of shot noise and r», = 1 for the measurement of
signal state, which corresponds to the variance of (y); and
2

(1 = Va = rinflen(Va + €)No + No + verNo,
(D)2 = Vo = ranflen(Va + €)No + No + vaNo.  (13)

Based on Eq. (13), we can deduce the estimated shot noise
Ny and the estimated excess noise &:

N Vo — Vs

No = [M]/(] + v),
rn—r

_|: VSZ_Vxl

(r2 — ri)nfen

g

- VAN()i| /No. (14)

Based on the estimated shot noise, estimated excess noise,
and estimated channel transmittance, Alice and Bob can gen-
erate the final key rate. To achieve a full security break, Alice
and Bob should accept the compromised key information
while the secure key has been fully obtained by Eve. For these
reasons, the successful attack under these schemes should
satisfy a set of requirements for parameter estimation:

(a) For any estimated atmospheric transmittance, the esti-
mated shot noise should always meet No = No.

(b) In particular, the estimated excess noise should satisfy
& < ¢ and can be made arbitrarily close to zero but remains
positive.

In other words, the CVQKD protocol is considered to be
secure by Alice and Bob if the estimated excess noise is
below the original excess noise. When ¢ is as close to zero
as possible, Eve can achieve all of the final key information
without being discovered by the legitimate communication
parties. What we are going to do, however, is take account
of the numerical range of Nj and & for the two attack schemes
in the atmospheric GMCS CVQKD protocol.

A. Attack scheme A

The total differential current gilot in Bob’s side can be
expressed as the summation of gipartl and (§ipart2, which are
generated from part 1 and part 2 of the attack scheme, re-
spectively. We denote rSAi,ot,m = cSAipam,m + gipanz,m, where m =
{1, 2} represents the attenuation ratio r,,. SAipam,m can be cal-
culated by substituting X5 = +/77ienN (X4 + 8X4 + 6Xz) into
Eq. (C1); the variance can be written as

VA - ((gipanl,m)z) - <(§ipart],m)2

partl,m
O‘fo
= UT[rmnﬁchN(VA +2) + 1+runficneNo + vaNo

N No
= rufecn(Va +2 + )Ny + N + veNo. (15)
The variance of gipmzim can be computed by
Vo = (1= r)?D* + (1) + nrn (1), (16)
Here,

o\ __ Mn na
n(I}?) = S+ 5h
n Dllo n D]20

T 2nere 1) 2neme 1)
— 29.028D,

) =3

m m 2

n
I.Y _IS
1tk

—2|" Dy + n D)
"L2n(1-217)  2a(1-21p)
28.885r2D. (17)

Based on Eq. (10) and Eq. (11), Ijl-0 and /5 can be calculated

according to the real numbers of Dii and Tji (i=sloj=
1, 2). Therefore, Eq. (16) can be rewritten as

VA

part2,m

= (1 — r,,)*D* + (29.028 + 28.885r,)D.  (18)
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Thus, the total variance can be expressed as

Vxém = V;:;rll,m + V}QirtZ,m
. No
= rmnnch(VA +2+ S)NO + ﬁ

+vaNo + (1 = 1,,)*D* + (29.028 + 28.885r;,) D.
(19)

Substituting Eq. (19) into Eq. (14), the estimated shot noise
and the estimated excess noise under attack scheme A can be
represented as

o (% +ve)No + (1= r172)D? + (29.028 — 28.885r72)D

=

’

1+ vg
R +r, —2)D?
8= [(2 )N + Va(Ng — Np) 4 L2 = 2D
NMch
28.885(r1 + r»)D o
+ (A—lﬁ}/No. (20)
NMch

We assume Ny = 5 x 107, ¢ = 0.1, and v,y = 0.01 in order to
be consistent with the typical parameters in practical CVQKD
systems. Based on Eq. (20), we can formalize and numerically
study these constraint conditions in Sec. V, which can be
written as

1
5 % 107(1 - ﬁ) — 0.999D? + 28.999D, —1.05 x 10°

X flen < —1.998D? + 57.828D <

—1 x 10% X fep. (21

For the convenience of analyzing, we can further derive the
feasible set of D and N:

N =5x10"/(5 x 107 — 0.999D* — 28.999D), 14.47
+7.07 x 10* x \/fen < D < 14.47

+7.25 x 10° x \/feh- (22)

In theory, the differential current coming from 7° and 7'
can be completely compensated. However, the photoelectrons
of coherent states obey a Poisson distribution in practice,
which leads to the statistical fluctuations in the measurement
of light intensity. The variance of light intensity fluctuations
(AI%) is equal to the square root of light intensity value
VT and the differential current from I and I' will not be
restricted to zero. In Ref. [26], the authors proved that the
excess noise value will below the tolerance threshold even
below the normal value, as long as the light intensity of the
fake state is two orders of magnitude lower than the real LO.
In other words, we constrain the maximum value of I and I'°
as 10 < IO’Znaﬁo to make the influence of the interference
at a reasonable range.

For this reason, it should meet the requirements that D{ =
—DY = D = —D¥ = D < 17210. From the analysis above,
we can conclude that even if there is some obvious transmit-
tance fluctuating in the atmospheric communication channel,
Eve can still manipulate the I* and I'® to obtain an appropriate
D < 17210 with the corresponding N > 1 in the feasible set.
The estimated excess noise & can be seriously underestimated

and even be made arbitrarily close zero by changing the value
of I* and I'°, which will introduce a critical security loophole.

B. Attack scheme B

In this attack scheme, Eve introduces a decrease in the de-
tection response slope by attenuating or delaying the trigger.
The realistic shot noise is set as y Ny (y < 1). The variance
of zfipam .m can be deduced from the same method described in
attack scheme A:

Vot = YIrmniln(Va +2 4 &) + 1INy + valNo,  (23)

where y and 7, are controlled by Eve, which should satisfy
Y1, = ficn to meet the success criteria of the attack scheme.
The variance V2, , is the same as the variance Vi i
Eq. (18). Therefore, the total variance can be expressed as

B __ yB B
Vx,m - Vpanl,m + VpartZ,m

= y[rmanf,(Va + 2 + &) + 11Ny + veaNo
+ (1 = ry)*D? + (29.028 + 28.885r2)D. (24)

Thus, substituting Eq. (24) into Eq. (14), the estimated shot
noise in attack scheme B can be expressed as
% (y + ve)No + (1 — rir2)D? + (29.028 — 28.885r172)D
0= )
1+ Vel

(25)
and the estimated excess noise £ is the same as in Eq. (20).
Furthermore, as discussed in Sec. V, we deduce the success
criteria for this attack scheme:

y = (5 x 10" —0.999D° — 28.999D)/(5 x 107), 14.47
+7.07 x 10* x \/flen < D < 14.47

+7.25 x 10* x \/Aen. (26)

By selecting an appropriate D and y in the feasible set under
different estimated transmittance 7.y, Eve can successfully
implement the attack. Meanwhile, Eve can make the estimated
excess noise within the normal range even arbitrarily close
zero with the corresponding I and I'°. In addition, the esti-
mated value of the shot noise is calibrated to the true value
as Ny = Ny: thus the countermeasures of shot-noise real-time
monitoring will be nullified. Eve can obtain all of the key
information and the communication is not secure anymore.

VI. SIMULATION RESULTS

In order to meet the success criteria in the attack schemes
that the estimated shot noise Ny = N, and the excess noise
¢ is arbitrarily lower than the true value, Eve should control
the wavelength and intensity of /* and I' for the given es-
timated transmittance 7j.,. Before the performance analysis,
three estimated transmittances ¢, of the atmospheric turbu-
lence channel are randomly selected, and the corresponding
parameters are calculated and recorded in Table IV.

As we have seen, with the randomly estimated transmit-
tance 7, of the atmospheric turbulence channel and arbitrarily
small estimated excess noise &, Eve can always select a suit-
able N of N > 1 for attack scheme A and a suitable y of
y < 1 for attack scheme B. Then Eve chooses the reasonable
light intensity I}, [ %O, I, 1%0 to meet the criteria for a successful
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TABLE IV. Parameter values that satisfy the attack criteria in
different 7)o, and &. The estimated transmittance & are in SNUs, the
extra contribution D in units of 10* photoelectron number, and the

TABLE V. The parameters for final secret key rate analysis (all
the variances and noises are in SNUSs).

light intensity 7§, 1°, I5, I° in units of 10° photoelectron number.

Scheme A Scheme B

fw & D I I° 15 P N y
0.88 0.1 6.643 3.846 3.853 3.829 3.859 8732  0.115
0.06 6.709 3.885 3.891 3.867 3.898 10.320  0.097
0.03 6.758 3.913 3.920 3.895 3.927 11951  0.084
0.01 6.790 3.932 3.939 3.914 3.946 13.359  0.075
0.69 0.1 5.879 3.404 3.409 3.388 3.416 3267  0.306
0.06 5.937 3.438 3.444 3.422 3450 3.421 0.292
0.03 5.980 3.463 3.469 3.447 3475 3547  0.282
0.01 6.009 3.480 3.486 3.464 3492 3.636  0.275
047 0.1 4.883 2.827 2.832 2.814 2.837 1.920  0.521
0.06 4931 2.855 2.860 2.842 2.865 1956  0.511
0.03 4.967 2.876 2.881 2.863 2.886 1984  0.504
0.01 4991 2.890 2.895 2.877 2.900 2.002  0.499

Parameters Values Description References
A 1550 nm Laser wavelength [27]
Wo 80 mm Initial beam-spot radius [31]
a 110 mm Receiving lens radius [31]
f 220 mm Focal length of receiving lens [31]
deor 4.5 pm Fiber core diameter [31]
c? 2.12 x 1071 m~?/Index of refraction structure  [36]
Vel 0.01 Electronic noise [27]
n 0.5 Detection efficiency [27]
Va 16 Modulation variance [41]
B 90% Reconciliation efficiency [42]

attack, which are three orders of magnitude smaller than I o.
As a consequence, Alice and Bob will always overestimate
the secret key rate that they believe to be a secure result, even
though Eve has completely broken the security without being
detected by Alice and Bob.

Now we analyze the security of the horizontal link GMCS
CVQKD systems against the wavelength attack in the at-
mospheric environment. In the asymptotic situation, the
reachable secret key rate K({fjc), &) with reconciliation ef-
ficiency B is given as

K((Acn), &) = Blap({ficn), €) — xBE({len), &), 27

where 145 is the Shannon mutual information between Alice
and Bob, and xgg is the Holevo quantity of Bob and Eve
(see Appendix D for more details). Considering that the atmo-
spheric channel is primarily influenced by the estimated value
of (ficn) and {+/7cn), the covariance matrix can be expressed
by

y =( Vil (M)«/V2—10Z> 28)
TNV VVE = To () (VA xiell)”

where II = diag(1, 1) is the unity matrix and o, = diag(1, 1)
is the Pauli matrix. To estimate the secret key rate, we first
simulate the horizontal link transmittance distribution (1)
and (,/Mcn) of the atmospheric turbulence channel by the
Monte Carlo method, and then obtain the (fic,) and (s/Fch)
based on the parameter estimation method. All parameters
needed for the secret key rate analysis are presented in
Table V.

Figure 3 shows the secret key rate versus the transmission
distance for various estimated excess noise &. We simulate the
transmittance of the atmospheric turbulent channel in summer
(C? =2.12 x 107> m~2/3). The simulated results indicate
that the security bound of the system can be overestimated
if Eve initiates a wavelength attack. We have omitted the real
secret key rates in Fig. 3, since they are identical to the purple
dashed-dotted line as £ = . As we have seen, £ can be re-
duced by selecting the condition parameter value effectively;

thus the secret key rate and propagation distance of CVQKD
can be further overestimated. This means that Alice and Bob
may not be able to discover Eve’s attack. Therefore, it may se-
riously threaten the security of atmospheric GMCS CVQKD
protocols if there are a lack of specific countermeasures.

The kernel of this atmospheric wavelength attack is that
Eve adjusts I7, I}", I, Iéo to underestimate the excess noise.
In our previous numerical analysis, it assumes that & can
be made arbitrarily lower than the true value even close
to zero. To confirm this hypothesis, we simulate the atmo-
spheric transmittance in different seasons according to the
corresponding C2 in Table I, and then depict the relationship
between & and ygg in Fig. 4. The simulation results show that
xse always increases with £ despite the seasonal variation
of the atmospheric environment. In particular, the values of
xse exceed zero when the values of & infinitely approach
to zero in different seasons, which indicates that Eve can
successfully perform an attack and obtain the information of

100\4“ T T T T T T T
""“-:-:_:“‘\‘\\\\
~~~~~~ ~ ~
- ~ ~
N~ ~ ~N
\;\\\ ~
107 F AN _
a AN AN \\
< N\ N
2 L AN
p N \
E 2 - \
>, 10 F \ \ E
) Vo \
o by \
bt Lo \
@ " | |
103 F | — — —£€=0.01 | Vo
£=0.03 P |
— — —=0.06 Lo |
————— é=0.1 Lol !
. b |
104 L= . . . . . . .
2 3 4 5 6 7 8 9 10

Distance (km)

FIG. 3. The achievable secret key in atmospheric attenuation
channel for various estimated excess noise &. The transmittance of
atmospheric turbulent channel is simulated at summer (C? = 2.12 x
10~1). The abscissa axis represents the communication distance, and
the corresponding estimated transmittance )., can be derived from
Eq. (7).
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FIG. 4. The relationship between & and ygg when the channel
transmittance is simulated in different seasons.

the final key. Moreover, we find that spring provides the best
communication conditions, which is consistent with the trend
of long-term radiosonde measurement results in Hefei, Anhui,
China. In conclusion, Eve can always obtain the secret infor-
mation without being discovered if these condition parameters
are adjusted to the corresponding value according to the attack
criteria.

The countermeasures against the atmospheric wavelength
attack will consist of some high-quality wavelength filters
before Bob’s detection. However, the practical wavelength
filters have an upper limit of attenuation for any specific wave-
length; thus Eve can counteract the effect by increasing the
light intensity. To resist these attacks completely, the wave-
length filters and the real-time monitoring of LO intensity
should be added together to the practical systems. Moreover,
countermeasures based on peak-valley seeking and Gaussian
postselection are proposed against the known practical attacks
without increasing the complexity of CVQKD systems [43].

VII. CONCLUSION

In this article, we propose two wavelength attack schemes
in atmospheric CVQKD systems. Differently from the noise-
less fiber with fixed transmittance, the transmittance of
turbulent atmospheric channels fluctuates randomly in time
which may bias the parameter estimation results between the
legitimate parties. We discuss the criteria specifically and
calculate the constraint condition accurately for the attack
schemes. We demonstrate the feasibility of this attack by
selecting the appropriate wavelength and intensity to make
the shot noise within the normal regime, no matter whether
Bob monitors the shot noise in real time. Besides, we demon-
strate the impact on both of the attacks in detail; i.e., Eve’s
slight manipulation of the condition parameters will lead to
a large underestimation of the excess noise and corresponds
to overestimation of the secure communication distance. The
numerical results show that the security bound can be further
overestimated if the estimated excess noise be made arbitrarily

close to zero, which is unified with the physical model of
the refractive index structure parameter. To avoid the security
loophole, wavelength filters and the real-time monitoring of
LO intensity is effective, and the countermeasures based on
peak-valley seeking and Gaussian postselection are also rec-
ommended.

ACKNOWLEDGMENTS

This work is supported by the National Natural Science
Foundation of China (Grant No. 11904410), National Natu-
ral Science Foundation of China (Grant No. 61801522), and
Natural Science Foundation of Hunan Province, China (Grant
No. 2019JJ40352).

APPENDIX A: THE ATMOSPHERIC TRANSMITTANCE
ANALYSIS

The maximal transmittance T; for the centered beam ry =
0 can be estimated by [37]

W2 — W7 W2 — W}
o= 1= ho( @ Yewp (M )

W12W22 W12W22
271 1
a2 -2)
2\w W (Al)
Witwa? ) M)
X exp | — _wiwe
I 1 ,
R(5 — w)

which is a function of Wiz, i =1,2.R(-)and A(-) are the scale
and shape function, which can be expressed as

_ 1 —exp (=) & A2
R(S)‘{1“[21—exp(—a252>10<a252> S
2.2 exp(—a*E)(a’E?)
M) = 2 e ()
(A3)

1 — exp(—0.54%£2) -
X [ In{2
1 — exp(—a?&?)lp(a’E?)
Here, I;(-) is the modified Bessel function of ith order. For the

given angle ¢ = ® — ¢y, the effective spot radius Weg(¢) can
be estimated with Lambert function W (x):

Weir (9)* =4a* | W o exp “—2[1+2cos2<¢>]
WiW, w2

a? 5
xexp{m[l—i—Zsm ((p)]} .
2

As for the isotropic turbulence, the randomly changed pa-
rameters (xo, yo, Wi, W, ®) can be derived from the Gaussian
distribution. As shown in Fig. 1, parameter & obeys uni-
form distribution and is independent of (xg, yo, Wi, W»). The
beam-centroid position (xy, yp) follows a Gaussian distribu-
tion, which is influenced by the additive white Gaussian noise.
Besides, the shape parameters (W;, W) obey a log-normal dis-
tribution which can be obtained by W;> = W exp ®;, where
Wy is the initial beam-spot radius. Therefore, for a given

(A4)
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®;, the correlation of (xg, yo, @1, ®,) can be defined by its
covariance matrix,

x3) 0 0 0
-1 0 «d 0 0
=71 o 0 (©%) CHEN (A5)
0 0 (©10;) (©10,)
the elements of E can be expressed by
() = (3] = 033WgaR0
1.2020Q3
(0 = (%) =In|1+— K% |
(1+2.960393) (A6)
0.802%23
(©10,) =In |1 - ——— K6 |,
(142.9602Q2)

and their expectations can be expressed by
(x0) = (yo) =0,

205)2
©1) = (@) = In (1 + 2.960R526)

’

512 5

92\/(1 +2.9603Q2)" + 1.203Q2

(A7)

where o,% is the Rytov variance, and €2 is the Fresnel parameter
of the beam:

_kwg

. (A8)
2L

APPENDIX B: PARAMETER ESTIMATION METHOD

7 and 6% are two independent estimators following the
normal distribution and x? distribution, respectively:

2

A2
N . mo 2 .
PNt i) =D B

where ¢ and o2 are the true values of the parameters. Con-
sidering the finite-size effect on parameter estimation, the x>
distribution converges to a normal distribution in the limit of
large block size m (e.g., m > 10%); thus the confidence inter-
vals of the estimators 7 and 0’2 can be expressed as follows:

52 62
L mVANO " Zerea mVaNo (B2)

) 522
O' € 2 — Zeprp i! o? Zepep =

Jm Jm
where €pg ) is the probability that the estimated parameters
do not belong to the confidence region (the typical value is

10719), z,,. , follows 1 — Yerf(ze,, ,/+/2) = Leprsr, anderf(:)
is the error function defined as

2 X
erf(x) = ﬁ/ e dt.
0

One can then estimate these parameters via the estimators
and their confidence intervals:
i‘2 6’2—N0—U51N0

T=—, ¢=
n ]V()l’:2

(B3)

(B4)

Alice and Bob can use the quadrature X modulated by Alice
(X4 or P,) and the quadrature ¥ measured by Bob (Y or Pg)
to evaluate the channel parameters. Here we assume that

X = |aalcos(@), ¥ = /nT|as|cos(@ + AV) + Ay, (B5)

where |os| and 6 represents the amplitude and the phase of
the modulation coherent state without the effect of the atmo-
spheric link, respectively. ¢ is the phase shift generated by the
atmospheric link, and Ay is the amplitude caused by the noise.
From the above analyses, we can rewrite the parameters 7 and
6% in Eq. (6) as

f= % 52 = E[(Y —X)%). (B6)
Here,
E(X?) = E[|aa|’ cos*(0)] = Vx,
E(XY) = E[/nT |as|? cos(0) cos(d + AD)]
+ E[An|aa| cos(0)]
= E[/nT |al* cos®(0)] = E(/nT)Vx,
E(Y?) = nE[T|al* cos® (0 + AD)] + E[A}]
+2E[/nTAy|as| cos(d + A®)]
=nVxE(T)+ neNoE(T) +No + Ve,  (B7)

where Vyx = V4Ny, and V, is the modulation variance.
Considering A¥ =~ 0, the mean value of amplitude Ay
can be regarded as 0 [E(Ay) = 0], E(AN|aA| cos(f)) =
E(AN)E (Joa| cos(@)) can be ignored, and E[A 1 = D[AN] =
No(nE (T;)e + 1 4 vg)). It is worth noting that all the parame-
ters in the above equations are expressed in SNUSs.

According to the maximum likelihood estimation method,
the estimated atmosphere channel parameters 7 and & have
the following forms:

2 _ [E&Y)P

T=—="""" =[EWT),
n nlEX?)P? B (B8)
. VuE(T)+ eE(T) — VA[EWT)P
&= ,
[E(VT)P?
where (T') = E(T) and (ﬁ) =E(«/T) reflects the influ-

ences of atmospheric environments mainly. These estimated
parameters are the foundation for calculating the maximal
value of the Holevo information and the final secret key rate.

APPENDIX C: LO CALIBRATION ATTACK AND
COUNTERMEASURES

In principle, the shot noise can be evaluated from the
interference results between the LO and the vacuum mode.
However, in practical CVQKD, the LO is transmitted publicly
on the channel between Alice and Bob. Eve can easily access
and manipulate the intensity, wavelength, or pulse shape of
LO. In Ref. [29], the authors propose the LO calibration attack
by introducing a delay trigger.

Before illustrating the LO calibration attack scheme, we
first briefly review the basic principle of homodyne detection,
which is shown in Fig. 5. The LO light is modulated to the
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Dl

Lo D,

Homodyne
detection

FIG. 5. Schematic diagram of the homodyne principle.

same frequency, polarization, and initial phase as the signal
state, then interfere in a 50:50 BS. The differential photocur-
rent between the two photodetectors can be calculated as

§i = JianoXf: e
where oo is the LO state, and ¢ € {0, 7/2} is randomly
selected by Bob. The variance of )?]‘fob can be calculated from

i as Vlg’ = ((§i2) = nVyNy + Ny, where Ny is the SNUs esti-
mated by Ny = noi.

When an optical pulse arrives at the photodetector, the
photons interact with the medium. The accumulated charge
reaches a maximum value until all of the photons are ab-
sorbed and converted to photoelectrons. This process will last
for approximately 100 nanoseconds (depending on the pulse
width). After that, the capacitor discharge and the voltage drop
exponentially, which lasts for about a few hundred nanosec-
onds. Specifically, as the solid green curves in Fig. 6 show,
the clock circuit is usually designed as a rising trigger signal
once the intensity entering the photodiode exceeds a certain
threshold Iy. By delaying the trigger, the signal output of
the homodyne detection is maximized. This means that the
maximum shot-noise measurement variance is obtained when
the trigger coincides with the end of the whole period.

I I
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[ 3
” 0\
Bf
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A /B A/ Y
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2 _ .- p
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FIG. 6. The principle of calibration attack. The upper plots show
the shape of the trigger signals generated at Bob’s side. The solid
green curves and dotted blue curves denote the original signal and
the reshaped signal, respectively. The lower plots show the differen-
tial signal of homodyne detection after a delayed trigger about 100
nanoseconds; different measurement time corresponds to different
measurement variance. (a) Introducing a delayed trigger by attenuat-
ing the LO pulse. (b) Introducing a delayed trigger by modifying the
shape of LO pulse.

D/ES/
P For clock trigger
_10:90 r,r,
Signal BS Signal
{PBS AM 50:50 Dy
BS
LO D,
1PC ¢
Homodyne
detection

FIG. 7. Real-time shot-noise measurement resisting the LO cali-
bration attack.

However, as shown by the dotted blue lines in Fig. 6,
a potential loophole for Eve involves an attenuation at the
beginning of the LO pulse or the shape modification of the LO
pulse. As a result, Alice and Bob cannot obtain the true peak
value of 1. If they still use the previously calibrated relation-
ship to deduce the shot noise, the measurement results will
be overestimated and the excess noise will be underestimated;
thus the communication is not secure anymore.

To go against the LO calibration attack, a countermeasure
based on the real-time shot-noise measurement method is
depicted in Fig. 7. A non-attenuation (r; =~ 0) and a strong at-
tenuation (r, & 1) are randomly applied on the selected pulse
in Bob’s signal path. This is actually measuring the vacuum
state in real time when applying the strong attenuation with
a probability of 10%. By analyzing the measurement results
of the vacuum state statistically, the true shot noise can be
calibrated to resist the calibration attack.

APPENDIX D: SECRET KEY RATE

The parameters I4p and ypg can be calculated from the
covariance matrix y4p,. Considering the detection efficiency
n and electronic noise v, the mutual information between
Alice and Bob for homodyne detection can be expressed as

1 1
Iag = 5 log, | — WAmPv=D’ (D1
<ﬁch>(V+X(o()
14-vep

where i = Ty~ 1 4+ &. We can also obtain the Holevo
quantity xgg based on y4p,, which can be further simplified to

e Eol5) Eel),

i=1 i=3

(D2)

where G(x) = (x 4+ 1)log,(x + 1) — xlog, x. The symplectic
eigenvalues A; of y4p, can be represented as

1

A, = SAE VA2 — 4B),
1

A4 = -(C+VC?*—4D),

2
As =1,

(D3)
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with

A= V21 = 2(/Ren)®) + 2/ Pen)? + [Aen)Va + 1+ & (fen)
B = [VX({flen) — (v/Aen)®) + (V/T1en)> + (Aen)V Kiine ]

C

_ Axthom + VB + (ien)(V + Xiine)

(Aen)(V + Xtor)
_ “/EV + BXhom

<ﬁch> (V + Xtot)

1—n+vel

where Xiine = 1/{fich) — 1+ &, Xhom = 7

3

(D4)
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