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Examining the correctness of anonymity for practical quantum networks
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In a recent paper [A. Unnikrishnan et al., Phys. Rev. Lett. 122, 240501 (2019)], a quantum anonymous
communication protocol was proposed in the presence of malicious agents and an untrusted source. Here, we
point out that malicious agents can change the generated anonymous entanglement between the sender and the
receiver without being detected, which means that the correctness of the generated anonymous entanglement
should be reexamined. The way to check the above correctness is discussed.
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I. INTRODUCTION

Anonymity is defined as the secrecy of identity. Consider
a quantum network with n nodes. If, for the sender, her
identity remains unknown to all the other parties whereas,
for the receive,r no one except the sender knows her identity,
the sender and the receiver are both considered anonymous.
In the future, the capability of anonymously transmitting
quantum information is of vital importance to many potential
applications on the quantum Internet [1–6].

In a recent paper, Unnikrishnan et al. [7] proposed a
quantum anonymous communication protocol in the presence
of malicious agents and an untrusted source. This protocol is
subtly designed so that perfect anonymity is guaranteed. Here,
from a different perspective of security, we consider a special
threat which was not concerned in Ref. [7]. That is, after the
anonymous communication, the correctness of the generated
anonymous entanglement between the sender and the receiver
is still not assured [7]. As the correctness of the generated
anonymous entanglement is concerned, it has a vital effect
on the correctness of transmitting quantum information from
the sender to the receiver anonymously later. We will show
that, by a special attack, malicious agents can destroy this
correctness without introducing any detectable disturbance.

Let us first review the anonymous protocol in Ref. [7]. The
agents first run a classical notification protocol [8] so that the
sender can notify the receiver anonymously. Then, the source
generates state |ψ〉 and distributes it to the agents. Finally,
the sender anonymously chooses verification or anonymous
entanglement. If the verification mode is chosen, the agents
use the verification protocol for verifying Greenberger-Horne-
Zeilinger (GHZ) states [9,10]. More specifically, the verifier
generates random angles θ j ∈ [0, π ) for all agents includ-
ing themselves ( j ∈ [n]) such that

∑
j θ j is a multiple of

π . The angles are then sent out to all the agents in the
network. Agent j measures in the basis {|+θ j 〉, |−θ j 〉} =
{(1/

√
2)(|0〉 + eiθ j |1〉), (1/

√
2)(|0〉 − eiθ j |1〉)} and sends the

outcome Yj = {0, 1} to the verifier. It will show that state
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|ψ〉 is a perfect GHZ state if the following condition is
satisfied: ⊕ jYj = 1

π

∑
j θ j (mod 2). If the anonymous entan-

glement mode is chosen, the agents run the anonymous en-
tanglement protocol to generate the anonymous entanglement
between the sender and the receiver [7]. More specifically,
assume that there are n agents who share a generalized GHZ
state. Each agent, apart from the sender and the receiver,
applies a Hadamard transform to his qubit, measures it in the
computational basis, and broadcasts his outcome. The sender
first picks a random bit b, broadcasts it, and applies a phase
flip σz only when b = 1. The receiver picks a random bit b′,
broadcasts it, and applies a phase flip σz only when the parity
of everyone else’s broadcasted bits is 1.

Indeed, the verification protocol is just useful to examine
the correctness of the GHZ states. However, to verify the cor-
rectness of the generated anonymous entanglement between
the sender and the receiver is not considered in the anonymous
entanglement protocol. Given the perfect GHZ states, the ma-
licious agents can take a special attack. That is, the malicious
agents do not follow the anonymous entanglement protocol
honestly, i.e., apply a Hadamard transform to their particles,
measure them in the computational basis, and broadcast their
outcomes, but just choose a random bit to publish without
performing any operation on their particles. Obviously, the
resultant two-qubit state shared between the sender and R is
not the correct one, albeit, perfectly anonymous. Here, the
purpose of the malicious agents is to destroy the anonymous
communication instead of to extract the information on the
identities of the sender and the receiver. Since the role of this
attack is just to change the generated anonymous entangle-
ment, the sender and the receiver will obtain the anonymous
entanglement differently from what they intended. And more
seriously, they cannot detect the presence of the malicious
agents (obviously, the malicious agents can pass the verifica-
tion protocol successfully).

It can be seen that this special attack causes a severe effect,
that is, the anonymous entanglement cannot be successfully
shared between the sender and the receiver as they intended.
More seriously, at the end of the anonymous protocol, when
the sender and the receiver are happy for the successful
sharing of the anonymous entanglement, they even do not
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know they have been cheated by the malicious agents. When
the sender utilizes the anonymous entanglement differently
from what they intended to transmit quantum information
to the receiver, remarkable errors would appear. But, at that
time, they still do not know whether the malicious agents
exist in the process of anonymous communication, which is
a really intractable problem. Consequently, this problem must
be overcome in a real implementation. In fact, the above attack
is a special kind of denial-of-service attack, and it is forbidden
in other quantum cryptographic protocols [11–13].

To realize the secure quantum communication, all think-
able attack strategies should be taken into consideration.
Otherwise, the intended communications may be attacked
successfully, for instance, see Refs. [11–26]. In Ref. [7], the
main attention is paid to forbid the malicious agents from
extracting the identity information of the sender and the
receiver, whereas the correctness of the generated anonymous
entanglement is overlooked.

II. AN IMPROVED PROTOCOL FOR ANONYMITY FOR
PRACTICAL QUANTUM NETWORKS

Now, consider how to detect this special attack. Obviously,
before performing measurements, the malicious agents know
if they will run the verification or anonymous entanglement
mode. In the verification mode, the malicious agents run the
protocol honestly, whereas, in the anonymous entanglement
mode, they take the special attack. So, the special attack by
the malicious agents will not introduce any detectable distur-
bance. In view of the above analysis, to expose the special
attack, the agents should be required to perform measurements
on their qubits and broadcast their results before they know
the mode selection. Therefore, a possible way is to subtly
adjust the order of the agents knowing the mode selection
and performing measurements. That is, the agents are required
to first perform measurements on their particles, broadcast
their results, and finally perform the LOGICALOR protocol to
know the mode selection. If the malicious agents act honestly,
the verification should be deterministically successful. By this
way, the verifier can assure the correctness of the anonymous
entanglement except with a probability that vanishes expo-
nentially with the number of rounds used to implement the
subroutines. The improved version of the protocol in Ref. [7]
is as follows.

Protocol 1
Step 1. The sender notifies the receiver anonymously.
Step 2. GHZ state generation: The source generates state

|ψ〉 and distributes it to the agents (V ).
Step 3. Each node j ∈ V \{s, r}, apart from the sender and

the receiver
(1) applies a Hadamard transform to her qubit.
(2) Measures this qubit in the computational basis with

outcome Yj ∈ {0, 1}.
(3) Broadcasts her measurement outcome Yj .

Step 4. The receiver picks a random bit b′ ∈ {0, 1} and
broadcasts it.

Step 5. The sender picks a bit x to be 0 or 1 according to
the following probability distribution: She flips S fair classical
coins, and if all coins are heads, she gets 0, otherwise she gets
1. Let the outcome be x.

If x = 0, the sender chooses the anonymous entanglement
mode:

Picks a random bit b ∈ {0.1}.
Broadcasts b.
Applies a phase flip σz to her qubit if b = 1.

Otherwise, she chooses the verification mode:
(1) Applies a Hadamard transform to her qubit.
(2) Measures this qubit in the computational basis with

outcome Ys ∈ {0, 1}.
(3) Broadcasts Ys.

Step 6. The agents perform the LOGICALOR protocol with
input {xi}n

i=1 and security parameter S and output its outcome
where the sender inputs x; all other agents pick xi = 0. Let the
outcome be y. Note that, in an honest run, y = x except with
a probability that vanishes exponentially with the number of
rounds, and so, if any agent behaves dishonestly, the sender
will abort.

Step 7. According to outcome y, the agents perform the
following operations:

If y = 0, the receiver applies a phase flip σz to her qubit if
b ⊕ (⊕ j∈V \{s,r}Yj ) = 1, otherwise if y = 1:

(i) The receiver applies a Hadamard transform to her
particle and measures this particle in the computational
basis with outcome Yr ∈ {0, 1}.

(ii) The agents perform the LOGICALOR protocol with
input {yi}n

i=1 and output its outcome where the receiver
inputs z′ = b′ ⊕ Yr ; all other agents pick yi = 0. Let the
outcome be z. Note that, in a honest run, if z′ = 0, the
correct probability of obtaining z = z′ is 1. If z′ = 1, the
correct probability of obtaining z = z′ is 1 − 2−s after S
rounds.

(iii) The sender runs the verification test as the verifier.
The verification test is passed when it satisfies the fol-
lowing condition: ⊕V \{s,r}Yj ⊕ Ys ⊕ z ⊕ b′ = 0, i.e., there
must be an even number of one outcome for Yj( j ∈ V ). If
she accepts the outcome of the test, they return to step 2,
otherwise the protocol aborts.
If at any point in the protocol, the sender realizes someone

does not follow the protocol, she stops behaving like the
sender and behaves as any agent.

In contrast to the protocol [7] where the verifier is a
randomly chosen agent j by the sender, the verifier is just the
sender himself. Obviously, the probability of passing the GHZ
test with state |ψ〉 differently from the perfect GHZ state is
P(|ψ〉), which is lower than n−k

n + k
n P(|ψ〉) in the protocol in

Ref. [7].
It is worth mentioning that the verification condition

⊕V \{s,r}Yj ⊕ Ys ⊕ z ⊕ b′ = 0 is, in fact, a special case of
⊕ j ∈V Vj = 1

π

∑
j θ j (mod 2) where θ j = 0. The verification

can achieve the two goals of checking the correctness of
the GHZ state and the generated anonymous entanglement
simultaneously, which is superior to that [7] which is just
useful to examine whether the GHZ state is prepared correctly.

As in Refs. [7,9], we take the ideal n-party state to be |�n
0〉,

given by

∣∣�n
0

〉 = 1√
2n−1

⎡
⎣ ∑

|y〉
�(y)=0(mod 4)

−
∑

|y〉
�(y)=2(mod 4)

⎤
⎦, (1)
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which can be obtained from the GHZ state by applying a
Hadamard and a phase shift

√
Z to each qubit and, thus, is

equivalent to the GHZ state up to local unitaries. Here �(y) =∑
i yi denotes the Hamming weight of the classical n-bit string

y. Analogous to Refs [7,9,10], to measure the quality of state
|ψ〉 shared between the n agents, we take a fidelity measure
given by F ′(|ψ〉) = max

U
F (U |ψ, |�n

0〉) = √
1 − ε2, where U

is a general operator in the space of the malicious agents.

III. SECURITY ANALYSIS OF THE
IMPROVED PROTOCOL

Next, we present the security definitions and prove the
security of Protocol 1 against active adversaries.

Definition 1 (active adversary). We define the active adver-
sary scenario as one in which the adversaries are active, i.e.,
can perform arbitrary joint operations on their state and even
corrupt the source during the execution of the protocol.

We define security in terms of the probability of event
Cε that the protocol does not abort and the state used for
the anonymous entanglement mode is such that the fidelity
F ′(|ψ〉) �

√
1 − ε2 [7,9,10]. We say that the protocol is

secure when the probability of event Cε is no larger than a
significance level δ, i.e., the maximum passing probability
when the state satisfies F ′(|ψ〉) �

√
1 − ε2.

Definition 2 (probability of event Cε). Let Cε be the
event that the protocol does not abort and the state used for
the anonymous entanglement mode is such that F ′(|ψ〉) �√

1 − ε2 whatever the malicious agents perform to their parti-
cles.

Theorem 1. For the honest agents (only) for all ε > 0,

Pr[Cε] � 22−S

1 − √
1 − ε2

. (2)

Proof. Similar to Ref. [7], our aim is also to bound the
probability that the protocol does not abort and the fidelity of
the state satisfies F ′(|ψ〉) �

√
1 − ε2. As proved in Ref. [9],

the optimal cheating strategy which maximizes the probability
of passing the verification is to prepare some pure state |ψ〉 in
each round such that F ′(|ψ〉) �

√
1 − ε2.

First, we consider the probability that the state is used in
round l . For this to happen, the sender must get all S coin flips
to be heads (x = 0), which happens with probability 2−S .

Second, we consider the probability that the state is tested
in all (l − 1) previous rounds. More specifically, in step 5, the
probability of the sender not getting all S coin flips to be 0
is given by 1 − 2−S . Then, in step 6, the agents perform the
LOGICALOR protocol with input {xi}n

i=1 and security parameter
S. Then, they obtain the outcome of the LOGICALOR protocol
y where the sender picks bit x = 1 and other agents input
0. The correct probability of obtaining x = y is 1 − 2−S . In
step 7(ii), the agents perform the LOGICALOR protocol with
input {yi}n

i=1 and security parameter S. Then, they obtain the
outcome of the LOGICALOR protocol z where the receiver picks
bit z′ and other agents input 0. If z′ = 0 with probability 1/2,
the correct probability of obtaining z = z′ is 1. If z′ = 1 with
probability 1/2, the correct probability of obtaining z = z′ is
1 − 2−S after S rounds. Thus, the overall probability is given
by (1 − 2−S )2(l−1)(1 − 2−1−S )l−1.

Finally, we consider the probability that all the (l − 1) tests
have passed. In our protocol, the sender runs the verification
as the verifier. The probability that the test is passed with
state |ψ〉 is given by P(|ψ〉). Then, the probability that all
(l − 1) tests have passed is [P(|ψ〉)]l−1. Note that, from
Refs. [7,9,10], the probability that state |ψ〉 with fidelity
F ′(|ψ〉) will pass the test is given by P(|ψ〉) � 3+F ′(|ψ〉)

4 .
Thus, the total probability of event Cε at the lth repetition

of the protocol is as follows:

Pr
[
Cl

ε

] = 2−S (1 − 2−S )2(l−1)(1 − 2−1−S )(l−1)[P(|ψ〉)]l−1

� 2−S (1 − 2−S )2(l−1)(1 − 2−1−S )2(l−1)

×
(

3 + F ′(|ψ〉)

4

)l−1

. (3)

Since the summand is monotonously decreasing in the
round number l , we then take the integral to upper bound this
probability as follows:

Pr[Cε] �
∫ ∞

0
2−S (1 − 2−S )

2l
(1 − 2−1−S )

l
(

3 + F ′(|ψ〉)

4

)l

dl

� 2−S
∫ ∞

0

(
3 + F ′(|ψ〉)

4

)l

dl = − 2−S

ln
( 3+F ′(|ψ〉)

4

)

� 2−S

1 − 3+F ′(|ψ〉)
4

� 2−S

1 − 3+√
1−ε2

4

= 22−S

1 − √
1 − ε2

.

(4)

We solve the equation 22−S

1−√
1−ε2 = δ and obtain one solution

as follows:

S = log2
4

δ(1 − √
1 − ε2)

= 2 − log2[δ(1 −
√

1 − ε2)], (5)

By taking S = 2 − log2[δ(1 − √
1 − ε2)], we have

Pr[Cε] � δ. The expected number of runs of the protocol
is given by 2s = 4

δ(1−√
1−ε2 )

. Thus, they can make this
probability of failure negligible by performing a large number
of runs.

FIG. 1. S for different ε’s and δ’s. S descends with δ and ε. When
S is very large, both ε and δ approach zero.
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FIG. 2. Relations between S and δ for different values of ε. When
S = 38 and ε = 0.0002, δ is about 0.0007. Use the case that ε =
0.0002. With the increase in S, δ approaches zero, and, thus, Pr[Ce]
approaches zero.

We take the partial derivative of S with respect to ε and δ,
respectively,

∂s

∂δ
= − 1

δ ln 2
, (6)

∂S

∂ε
= − 1√

1 − ε2(1 − √
1 − ε2) ln 2

. (7)

Obviously, ∂S
∂δ

and ∂S
∂ε

are both negative which means that
S descends with δ and ε, respectively. Moreover, the graphs
corresponding to the above two formulas are given to make it
more visible (see Figs. 1 and 2).

One may argue that the special attack occurs in many
other situations, for example, one-time pad, quantum key
distribution, and quantum secure direct communication and,
consequently, it is meaningless to discuss this problem here.
However, it is not the fact for the case of anonymous commu-
nication. As we know, the malicious agents exist inevitably
in anonymous communication. They may take various attack
strategies to extract the information on the identities of the
sender and the receiver or destroy the anonymous communica-
tion. Therefore, it is necessary to check the correctness of the
product of anonymous communication, i.e., the correctness
of the generated anonymous communication instead of only
assuring the anonymity.

IV. CONCLUSIONS

In conclusion, we have presented a special attack on the
anonymous protocol [7] by which the malicious agents can
change the generated anonymous entanglement without being
detected. It means that the generated anonymous entangle-
ment should be reexamined. Furthermore, the way to check
the correctness of the generated anonymous entanglement is
discussed. Note that the special attack, i.e., the denial-of-
service attack, is common in classical cryptography. More-
over, such an attack was effectively applied in breaking some
quantum cryptographic protocols [11–13]. We hope that the
special attack should be taken into account in the design of
anonymous quantum protocols and other quantum crypto-
graphic protocols [27].
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