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Trojan horse attack is a common eavesdropping strategy which can attack various quantum secure commu-
nication systems. Its basic idea is to send auxiliary photons into a legitimate communicator’s apparatuses and
steal information by analyzing the reflected photons. In this paper, we consider a different kind of Trojan horse
attack, the so-called counterfactual Trojan horse attack, which has not been studied in detail so far. In such an
attack, the eavesdropper may steal the secret information by “ghost” photons, which can spontaneously avoid
being detected, even if the detector is an ideal one. We present the details and requirements of such an attack. We
also illustrate our results by considering two protocols, the ping-pong protocol and the counterfactual quantum
cryptography. Furthermore, we discuss the nature of the counterfactual Trojan horse attack and the strategy to
successfully deal with it. Our results indicate that additional resources may be required for the protection against
such an attack.
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I. INTRODUCTION

The fundamental laws of quantum mechanics provide
some novel ways to transmit messages securely. Since the
earliest protocols BB84 [1,2] and E-91 [3] were published,
quantum key distribution (QKD) has turned into one of the
most mature quantum information techniques [4]. QKD pro-
vides a secure way for two remote legitimate users Alice and
Bob to create a private key through a quantum communication
channel and transmit a secret message that is encrypted by
the key through a classical channel. There are other proto-
cols that avoid the key-generation process, and messages are
exchanged directly and securely through a quantum chan-
nel. Such quantum secure direct communication protocols
have been extensively studied and show important applica-
tion prospects [5,6]. Both QKD and quantum secure direct
communication protocols rely on the quantum communication
channel. In principle, the quantum physics, particularly the
no-cloning theorem [7], guarantees the security of the trans-
mitted qubits in the quantum channel. However, the quantum
channel itself has left a “back door” for other classes of
eavesdropping attacks such as Trojan horse attacks [8].
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Trojan horse attacks have received a great deal of attention.
In a typical Trojan horse attack, Eve has potential access
to the apparatuses belonging to the legitimate users (Alice
and Bob) such that she can insert her own photons to gain
the secure information by probing the apparatuses [4,8,9].
A basic principle to counter such attacks is to improve the
design of Alice and Bob’s apparatuses in a way that Eve’s
eavesdropping photon can be filtered out and prevented from
entering their apparatuses. In addition, in order to counter the
known Trojan horse attacks, it is also important to expose
the eavesdropper. This usually requires auxiliary monitoring
detectors to actively search for the eavesdropper’s photon
[8].

There are two types of Trojan horse attack strategies that
are commonly considered in order to avoid being detected.
Both of them are based on the detector imperfections [10–14].
One of them is the invisible photon Trojan horse attack [10],
which uses “invisible” eavesdropping photons that are insen-
sitive to a single-photon detector. The invisibility condition is
satisfied, for example, by carefully choosing the wavelength
of the eavesdropping photon such that it is not within the
measurement range of the detector. In this case, the photon
cannot trigger the detector. The other kind of Trojan horse
attack is the delay-photon Trojan horse attack [11,12], whose
basic idea is to avoid the active time of the detector due
to the fact that a single-photon detector may be blinded by
the legitimate communication photon [13]. Using the above
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detector imperfection, in a delay-photon Trojan horse attack,
the eavesdropping photon can be inserted following a legit-
imate photon with a short time delay so that the detector is
unable to respond [12].

Obviously, these types of Trojan horse attacks exploit the
imperfections of detector either in the wavelength domain or
in the time domain. If the detector is ideal, then it is impos-
sible to successfully perform both types of attacks simply
because the eavesdropping photon is not truly invisible or
undetectable.

In this paper, we introduce another kind of Trojan horse
attack, the counterfactual Trojan horse attack, in which eaves-
dropping photons are like “ghosts” and cannot be seen even
when the detector is an ideal one. As an eavesdropper, Eve
is considered to have unlimited resources at her disposal.
Then, based on the interaction-free measurement [15,16] and
the quantum Zeno effect [17–19], we demonstrate that, when
exposed to continuous measurement by Bob, an eavesdrop-
ping photon can stay in Eve’s device without leaking into the
public transmission channel (between Alice and Bob). Thus,
the photon never triggers Bob’s detector even the detector
is an ideal one. It seems that eavesdropping photons can
sense the presence of the detector in advance and avoid being
detected accordingly. In that sense, we call this strategy of
attack “counterfactual” [20–23]. With the counterfactual Tro-
jan horse attack, we elaborate on how to distinguish different
quantum operations such as the identity operator I , Pauli-X
gate σx, Pauli-Y gate σy and Pauli-Z gate σz, which can be used
by Bob to encode information, under the condition that the
probability of finding an eavesdropping photon in the public
transmission channel by continuous measurement is close to
zero.

It is worth noting that the concept of counterfactual quan-
tum attack has already been proposed in Ref. [24] but without
detailed description and analysis. In that paper, we show that
a counterfactual quantum attack requires multiple interactions
between the eavesdropping photon and Bob’s apparatus and
suggest a double-chained Mach-Zehnder interferometers to
distinguish operations only related to I and σz. However,
in this paper, we show that the counterfactual Trojan horse
attack can be implemented with an array of single-chained
interferometers, which can drastically reduce the number of
interactions and thus not only reduce the resources used
by eavesdropping devices but also relax the condition of a
successful counterfactual Trojan horse attack.

In the second part of the present paper, we discuss the
general defense strategies to counter the counterfactual Trojan
horse attack. We show that an important outcome of our
present work is that the defense strategies against Trojan horse
attacks must to be upgraded. However, we should point out
that, in spite of successfully countering Eve’s attack, we may
not, in all situations, find out whether Eve is there.

The structure of this paper is as follows. In Sec. II, we
show two setups of the counterfactual Trojan horse attack.
The first setup is for the single-cycle counterfactual Trojan
horse attack, which is based on the single-chained version
of the interaction-free measurement [16], but with necessary
changes so that it can distinguish between different opera-
tions. For comparison, we also introduce the double-cycle
counterfactual Trojan horse attack mentioned in Ref. [24],

which is based on double-chained interferometers [25]. We
demonstrate the most important feature of the counterfactual
Trojan horse attack is that it is hard to expose Eve. In Sec. III,
we describe in detail how the counterfactual Trojan horse
attack recognizes several different quantum operations (I , σx,
σy, σz and so on). In Secs. II and III, we also discuss the
conditions for a successful counterfactual Trojan horse attack.
In Sec. IV, we give two eavesdropping examples. One is the
ping-pong protocol [5,26] and the other one is the counterfac-
tual quantum cryptography protocol [27–29]. We show that,
without a careful design of the communication apparatuses,
the counterfactual Trojan horse attack could be an unnoticed
threat to the security of quantum communication. In Sec. V,
for the purpose of exposing the counterfactual Trojan horse
attack, we introduce a possible scheme which may increase
the chance of Bob finding Eve’s photon by using multiple
random measurements. In Sec. VI, we present the concluding
remarks.

II. COUNTERFACTUAL TROJAN HORSE ATTACK SETUPS

In a conventional Trojan horse attack, Eve accesses the
public transmission channel between Alice and Bob and sends
her eavesdropping photons into one communicator’s (Bob)
apparatus as shown in Fig. 1. Its main purpose is to determine
the state of the apparatus by analyzing the reflected photons.
If the information exchanged between Alice and Bob depends
on Bob’s manipulations, and these manipulations correspond
to distinguishable apparatus states, Eve can successfully steal
the information.

There are three key points for a successful eavesdropping.
The first is whether Eve can identify Bob’s manipulation,
which could be a unitary operation or a measurement. The
second is whether the eavesdropping photon can return to Eve.
In principle, any component that can reflect photons in a com-
munication apparatus can be exploited by Eve to carry out the
attack, but the specific analysis depends on the actual system
design. It is worth noting that the second condition is usually
not difficult to satisfy in a round-trip communication protocol.
In such a protocol, Bob returns Alice’s photons after manipu-
lating them (to encode his information), which provides a win-
dow for Eve’s photons to escape also from Bob’s apparatus.
Therefore, the round-trip-type communication is vulnerable to
Trojan horse attack [10–12]. Here, for convenience, we only
consider a typical round-trip-type communication as shown in
Fig. 1, in which Bob uses a quantum device (QD, its details
depend on a specific communication protocol) to manipulate
Alice’s photons. In addition, there is a normal mirror (MR) at
Bob’s end so that he can return incoming photons. The last key
point of Trojan horse attack is how to avoid being discovered.
Since extra photons are used, an intuitive idea for defense is
to use auxiliary detection to find Eve’s photons. While most
existing Trojan horse attacks exploit the defects of the actual
detector to avoid being discovered, here we show that this may
not be necessary.

In the following, we discuss the counterfactual Trojan
horse attack. Here, Eve’s eavesdropping device is specially
designed such that when Bob makes active measurements the
probability of eavesdropping photons appearing in the public
transmission channel approaches zero.
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FIG. 1. A schematic diagram of Eve’s attack: (a) the setup of the
single-cycle counterfactual Trojan horse attack and (b) the double-
cycle counterfactual Trojan horse attack. In the figure, S stands for
photon source, D for detector, C for optical circulator, BS for beam
splitter, SPBS for switchable polarizing beam splitter, OD for optical
delay, QD for quantum device, MR for normal mirror, PR for polar-
ization rotator, PS for phase shifter, AED for auxiliary eavesdropping
device, and SM for switchable mirror, which is transparent when it
is turned off.

We present two possible setups at Eve’s end that can
achieve the above objective. In Fig. 1(a), the setup is for
the single-cycle counterfactual Trojan horse attack, while in
Fig. 1(b), the setup is for the double-cycle counterfactual
Trojan horse attack. The latter case is the one that was
mentioned in Ref. [24]. In general, Eve’s single-photon source
(S) prepares an eavesdropping photon either horizontally (H)
or vertically (V) polarized. This photon may enter the eaves-
dropping channel, be manipulated, and then go back to trigger
different detectors (D) at Eve’s end according to different
Bob’s manipulations. In addition to the above-mentioned
optical elements, BS stands for beam-splitter, OD stands for
optical delay, and C stands for optical circulator. In particular,
the blue dashed line box has an auxiliary eavesdropping
device (AED), which consists of a switchable polarizing beam
splitter (SPBS), a polarization rotator (PR), a phase shifter
(PS), a switchable mirror (SM), and a detector. The AED helps
Eve to distinguish Bob’s multiple manipulations (see Sec. III).

For the sake of convenience, in this section, we introduce
only the most basic functions of the two setups. Thus, the

AED is assumed to be inactive (transparent). The basic func-
tions of Eve’s eavesdropping device are as follows:

Working mode 1: When the eavesdropping photon sent to
Bob is back to Eve without any changes (no phase change),
the detector DN clicks with a 100% probability.

Working mode 2: When the eavesdropping photon sent to
Bob is back, but after undergoing a π phase shift, the detector
DP clicks with a 100% probability.

Working mode 3: When Bob uses detectors to search for
the eavesdropping photon (so the eavesdropping channel is
completely blocked), those detectors register the photon with
a probability close to zero. If the photon is not found by
Bob’s detectors, DP clicks. We emphasize that this feature,
i.e., avoiding Eve’s photons being found, is the key to the
counterfactual Trojan horse attack.

A. Single-cycle counterfactual Trojan horse attack

For the sake of clear description, we divide the structure
of Fig. 1(a) into two zones by black dotted lines. The photon
state |PE (B)〉 indicates Eve’s photon with a polarization state
P = H,V appearing in zone E(B), while |0E (B)〉 indicates that
there is no photon appearing in zone E(B). The process of a
photon passing BS1 can be described as

|PE 〉|0B〉 → cos
π

4M
|PE 〉|0B〉 + sin

π

4M
|0E 〉|PB〉,

|0E 〉|PB〉 → cos
π

4M
|0E 〉|PB〉 − sin

π

4M
|PE 〉|0B〉, (1)

where M is a nonzero integer and | cos π
4M |2 is the reflectivity

of BS1. When SM1 and SM2 are turned on to work as ordinary
mirrors, the photon can pass BS1 multiple times. To ensure the
interference, the optical lengths of SM1 ↔ BS1 and SM2 ↔
BS1 are designed to be the same. Likewise, it is assumed to
be true for the optical lengths BS1 ↔ MR1 and BS1 ↔ MR3.
The delay line OD1 is used to compensate for the optical path
difference due to the public transmission channel contained
in the path BS1 ↔ MR3. We treat the process that the photon
starts from SM1 or SM2, passes BS1, gets reflected from MR1

or MR3, and returns to SM1 or SM2 as a cycle.
In the single-cycle counterfactual Trojan horse attack, ini-

tially a P polarized photon is sent into the interferometer from
Eve’s source. Once the photon passes the initially transparent
SM1, the mirror is turned on, and so is SM2. After m cycles,
i.e., the photon passing BS1 for 2m times, SM1 and SM2 are
turned off (transparent) to output the photon. We analyze the
evolution of Eve’s photon according to Bob’s manipulation as
follows.

For working mode 1, the output photon state is

|PE 〉|0B〉 m−→ cos
mπ

2M
|PE 〉|0B〉 + sin

mπ

2M
|0E 〉|PB〉. (2)

If m = M, the detector DN clicks with a unit probability. On
the other hand, if m = 2M, the output state is −|PE 〉|0B〉 and
DP clicks with a unit probability.

For working mode 2, in each cycle, the photon state evolves
into cos π

4M |PE 〉|0B〉 + sin π
4M |0E 〉|PB〉 for the first time

Eve’s photon passes BS1, and turns into cos π
4M |PE 〉|0B〉 −

sin π
4M |0E 〉|PB〉 due to Bob’s phase operation. It becomes

|PE 〉|0B〉 after passing BS1 for the second time. Finally, DP

clicks with a unit probability.
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For working mode 3, the first cycle with
Bob’s measurement turns Eve’s photon state into
cos π

4M (cos π
4M |PE 〉|0B〉 + sin π

4M |0E 〉|PB〉), if Bob does not
get the photon. Under the same condition and after m cycles,
the photon state is

cosm−1 π

2M
cos

π

4M

×
(

cos
π

4M
|PE 〉|0B〉 + sin

π

4M
|0E 〉|PB〉

)
. (3)

Because of the quantum Zeno effect, the probability that Eve’s
photon stays in her device is approximately cos2m π

2M . As
a consequence, the total probability that Bob detects Eve’s
photon tends to be

Ps = 1 − cos2M π

2M
≈ π2

4M
, (4)

when m = M � π2. In this case, when M tends to infinite,
the detector DP clicks asymptotically with a unit probability,
while Bob’s chance of finding out Eve’s photon is close to
zero.

B. Double-cycle counterfactual Trojan horse attack

For comparison, here we also elaborate on the counterfac-
tual attack setup that was proposed in Ref. [24]. As shown in
Fig. 1(b), there are two Michelson interferometers. The inner
Michelson interferometer, composed of SM3,4, BS2, MR2,3,
OD2, and Bob’s QD, is structurally nested in one arm of the
outer Michelson interferometer, which also contains SM1,2,
BS1, MR1,3, and OD1. Here, OD1(2) is used to compensate
for the optical path difference between BS1(2) ↔ MR1(2) and
BS1(2) ↔ MR3. The whole structure could be divided into
three zones based on BS1 and BS2. |PE1〉|0B〉, |PE2〉|0B〉, and
|0E 〉|PB〉 indicate that P-polarized photon appears in zones E1,
E2, and B, respectively. The function of BS1 can be described
as

|PE1〉|0B〉 → cos
π

4M ′ |PE1〉|0B〉 + sin
π

4M ′ |PE2〉|0B〉,

|PE2〉|0B〉 → cos
π

4M ′ |PE2〉|0B〉 − sin
π

4M ′ |PE1〉|0B〉, (5)

while the function of BS2 is

|PE2〉|0B〉 → cos
π

2N ′ |PE2〉|0B〉 + sin
π

2N ′ |0E 〉|PB〉,

|0E 〉|PB〉 → cos
π

2N ′ |0E 〉|PB〉 − sin
π

2N ′ |PE2〉|0B〉, (6)

where | cos π
4M ′ |2 and | cos π

2N ′ |2 (M ′, N ′ are integers) are the
reflectivity of BS1 and BS2, respectively.

Initially Eve inputs a P polarized photon. After the photon
enters the outer interferometer, SM1 and SM2 are turned on
until the photon completes M ′ outer cycles [25,30]. In each
outer cycle, the photon passes BS1 twice. Between the two
passes, the photon enters the inner interferometer and leaves
after N ′ inner cycles (the photon passing BS2 for 2N ′ times)
by Eve controlling SM3,4.

According to the discussion for the single-cycle counter-
factual Trojan horse attack, it is not difficult to find out that
after the photon passes BS2 for the first time in the mth outer
cycle and the nth inner cycle before Bob’s operation, for

working mode 1, we have the photon state [30]

|PE1〉|0B〉 → cos
π

4M ′ |PE1〉|0B〉 + sin
π

4M ′

×
[

cos
(2n − 1)π

2N ′ |PE2〉|0B〉 + sin
(2n − 1)π

2N ′ |0E 〉|PB〉
]
.

(7)

We notice that the photon component inside the inner
interferometer are either in the path from BS2 to
MR3 or from BS2 to MR2. It needs to pass through
BS2 once more to complete the nth inner cycle.
The corresponding photon state is cos π

4M ′ |PE1〉|0B〉 +
sin π

4M ′ [cos nπ
N ′ |PE2〉|0B〉 + sin nπ

N ′ |0E 〉|PB〉]. In the case n = N ′,
SM3 and SM4 are turned off so that the photon leaves the
inner interferometer. Then, the photon passes through BS1,
and the mth outer cycle is completed, leading the photon state
to become |PE1〉|0B〉. After the photon completes M ′ outer
cycles, the photon state is still |PE1〉|0B〉, which leads DN to
click.

For working mode 2, in the mth outer cycles and the nth
inner cycle, and before Bob’s phase operation, the photon state
is

|PE1〉|0B〉 → cos
(2m − 1)π

4M ′ |PE1〉|0B〉 + sin
(2m − 1)π

4M ′

×
(

cos
π

2N ′ |PE2〉|0B〉 + sin
π

2N ′ |0E 〉|PB〉
)
. (8)

The photon state becomes cos mπ
2M ′ |PE1〉|0B〉 +

sin mπ
2M ′ |PE2〉|0B〉 after m outer cycles, and |PE2〉|0B〉 after

M ′ outer cycles. Then, DP clicks.
For working mode 3, the photon state in the mth outer cycle

and the nth inner cycle (before Bob’s measurement) is

|PE1〉|0B〉
→ cos

(2m − 1)π

4M ′ |PE1〉|0B〉 + sin
(2m − 1)π

4M ′ cos
π

2N ′

× cosn−2 π

N ′
(

cos
π

N ′ |PE2〉|0B〉 + sin
π

N ′ |0E 〉|PB〉
)
, (9)

where we assume that N ′ is sufficiently large so that the in-
terference in the outer cycles can be considered uninterrupted
[20,30]. When the mth cycle is completed, the photon state is
approximately cos mπ

2M ′ |PE1〉|0B〉 + sin mπ
2M ′ |PE2〉|0B〉 and tends

to |PE2〉|0B〉 when m = M ′, which causes DP to click. The total
probability of Bob finding Eve’s photon is approximately [30]

Pd =
M ′∑

m=1

sin2
( mπ

2M ′
)[

1 − cos2N ′( π

N ′
)]

≈ M ′π2

2N ′ . (10)

In summary, the output photon state can have one of these
three forms: (i) |PE1〉|0B〉, which is registered by DN for
the working mode 1; (ii) |PE2〉|0B〉 registered by DP for the
working mode 2; and (iii) approximately |PE2〉|0B〉 for the
working mode 3. In the last case, the chance of Bob finding
Eve’s photon is nearly zero if N ′ � π2M ′.

C. Implementation conditions and comparison of two
counterfactual Trojan horse attacks

So far, we considered how Eve distinguishes Bob’s
0-phase operation (the working mode 1) and π -phase
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operation (the working mode 2) under the condition that the
eavesdropping photon can hardly be detected (the working
mode 3). Apparently, both the single-cycle and double-cycle
counterfactual Trojan horse attacks satisfy our requirements.
The condition for a successful attack is that Eve’s eaves-
dropping photons must be manipulated multiple times using
Bob’s consistent operation (see Supplementary Material III of
Ref. [24]). Therefore, Bob’s apparatus needs to be accessible
for a certain period of time, and the state of Bob’s apparatus
should remain unchanged during this access time window.
Suppose the time Eve’s eavesdropping photon spent inside
Bob’s apparatus is τ ; then the minimum time required for
Eve to perform a successful counterfactual attack is Mτ

for the single-cycle counterfactual Trojan horse attack, and
M ′N ′τ for the double-cycle counterfactual Trojan horse at-
tack. Moreover, according to Eqs. (4) and (10), if we want
the eavesdropping photon in the double-cycle counterfactual
Trojan horse attack to have smaller chance of being found
compared to that with the single-cycle counterfactual Trojan
horse attack, i.e., Ps � Pd , we must have M � N ′/(2M ′) <

M ′N ′, which means that the access time window required by
the double-cycle counterfactual Trojan horse attack is longer
than the single-cycle counterfactual Trojan horse attack. It is
worthwhile mentioning that the optical structure of the single-
cycle counterfactual Trojan horse attack is also simpler than
that of the double-cycle counterfactual Trojan horse attack.
Therefore, the single-cycle counterfactual Trojan horse attack
is less time-consuming and less demanding for experimental
implementation, which is critical for the success of the coun-
terfactual attack in practice.

Nevertheless, the above conclusion does not mean that
the double-cycle counterfactual Trojan horse attack has no
advantage. For example, in the case of working mode 1, the
probability of the photon appearing in the public transmission
channel approaches one at the later stage of the single-cycle
counterfactual Trojan horse attack but remains tiny in each
cycle of the double-cycle counterfactual Trojan horse attack.
In fact, in all three working modes, as long as M ′ and N ′ tend
to infinity, Bob’s probability of finding Eve photons in any
cycle of the double-cycle counterfactual Trojan horse attack
tends to 0 [25,30].

III. DISCRIMINATION OF BOB’S MULTIPLE
MANIPULATIONS

In quantum information and quantum communication,
quantum operations that are used to encode information can
take different forms other than the ways described in the pre-
vious section. Here, we discuss how Eve distinguishes other
commonly used quantum operations such as Pauli operators
σx, σy, σz with the help of the AED under the condition that
Bob finds nothing if he tries to detect Eve’s eavesdropping
photon. More specifically, assuming that Bob might perform
several kinds of operations (all known to Eve) on photons, Eve
needs to identify which one Bob used.

In order to facilitate the discussion, we characterize
Pauli operators based on photon polarization, which are
σx = |HB〉〈VB| + |VB〉〈HB|, σy = −i|HB〉〈VB| + i|VB〉〈HB|,
and σz = |HB〉〈HB| − |VB〉〈VB|. Similarly, we define the
operator σI = |HB〉〈HB| + |VB〉〈VB|, which means that

Bob does not change the state of the photon passing
through his QD as shown in Fig. 1. It is worth pointing
out that the above operators just represent Bob’s local
operations since they have no contribution if a photon does
not pass through Bob’s QD (with state |0B〉). Regarding
Eve’s eavesdropping photon, Bob’s operation can be
generally described as UB = |0〉〈0| + UPS (αH , αV )UPR(β ),
where UPS (αH , αV ) = eiαH |H〉〈H | + eiαV |V 〉〈V | represents
that Bob gives a αH phase shift to the H photon and
a αV phase shift to the V photon, while UPR(β ) =
cos β|H〉〈H | + cos β|V 〉〈V | + sin β|V 〉〈H | − sin β|H〉〈V |
represents that Bob rotates the photon polarization
with angle β, i.e., |H〉 → cos β|H〉 + sin β|V 〉 and
|V 〉 → cos β|V 〉 − sin β|H〉. Here, we have omitted the
subscript B for convenience. It is not difficult to see that
when Bob’s local operation is σI (i.e., working mode 1),
UBI = |0〉〈0| + UPS (0, 0)UPR(0) = I , where I is the identity
operator. While for σx, σy, σz, and σzσx, Bob’s operations
can be represented as UBx = |0〉〈0| + UPS (π, 0)UPR(π/2),
UBy = |0〉〈0| + UPS (π/2, π/2)UPR(π/2), UBz = |0〉〈0| +
UPS (0, π )UPR(0), and U Bzx = |0〉〈0| + UPS (π, π )UPR(π/2),
respectively. In addition, one can easily obtain the following
relations:

UPS (αH , αV )UPS (−α′
H ,−α′

V )

= UPS[(αH − α′
H ), (αV − α′

V )], (11)

UPR(β )UPR(β ′) = UPR(β + β ′), (12)

[UPR(β ),UPS (αH , αH )] = [UPR(β ),UPS (αV , αV )] = 0.

(13)

From Eqs. (11) and (12), we obtain [UPS (αH , αV )]L =
UPS (LαH , LαV ) and [UPR(β )]L = UPR(Lβ ).

A. Discrimination between two different Bob’s operations

Suppose that Bob’s two operations are UB =
UPS (αH , αV )UPR(β ) and UB′ = UPS (α′

H , α′
V )UPR(β ′), where

β, β ′ ∈ {0, π
2 } and αH (V ), α′

H (V ) ∈ {0, π
2 , π, 3π

2 }. All the
parameters (α, β, α′, β ′) are known to Eve, and she only
needs to identify Bob’s operation, but with the condition
that Bob cannot find her photon. The basic idea is to utilize
the three working modes of the previous section with the
help of Eve’s auxiliary operations. In general, in each cycle,
Eve’s photon needs to go through the AED before it enters
the eavesdropping channel. At first, Eve turns the switchable
polarization beam splitter (SPBS) and SMA off (transparent).
When Eve’s photon (with a specific polarization state |P〉
prepared by the photon source) passes through them, SMA

is turned on. Then, the polarization rotator (PR) rotates
the photon polarization with UER = UPR(−β ′). After that,
Eve’s photon enters the eavesdropping channel, be operated
by Bob (UB or UB′ ) and sent back to the AED, where the
phase shifter, PS, shifts the photon phase with the operator
UEL = UPS (−α′

H ,−αV + αH − α′
H ). Unless SMA becomes

transparent, Eve’s photon will be reflected and travel back and
forth between SMA and Bob for L times. As a result, the total
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operation performed by the AED and Bob can be represented
as

OB = [UELUBUER]L = |0〉〈0| + eiL(αH −α′
H )

× [cos L(β − β ′)|H〉〈H | + cos L(β − β ′)|V 〉〈V |
− sin L(β − β ′)|H〉〈V | + sin L(β − β ′)|V 〉〈H |],

(14)

O′
B = [UELUB′UER]L

= |0〉〈0| + |H〉〈H | + eiL(αH −α′
H +α′

V −αV )|V 〉〈V |. (15)

When SMA is turned off (making it transparent), the eaves-
dropping photon passes through it and reaches SPBS. Eve
can either make SPBS transparent or reflect only V photons
to detector DA. Next we show how she identifies UB and UB′

by setting |P〉, L, and SPBS.
(i) When β 
= β ′, Eve selects |P〉 = |H〉 and L = | (2k+1)π

2(β−β ′ ) |,
(k is an integer), i.e., OB|H〉 = ±eiL(αH −α′

H )|V 〉 and OB′ |H〉 =
|H〉. In addition, SPBS is set to reflect V photons. Then, OB

causes Eve’s device to be in working mode 3, while OB′ causes
the device to be in working mode 1.

(ii) When β = β ′, α′
H 
= αH , Eve selects |P〉 = |H〉 and

L = | (2k+1)π
αH −α′

H
|, (k is an integer), i.e., OB|H〉 = −|H〉 and

OB′ |H〉 = |H〉. SPBS is set to be transparent. Then, OB causes
Eve’s device to be in working mode 2, while OB′ causes Eve’s
device to be in working mode 1.

(iii) When β = β ′, α′
H = αH , α′

V 
= αV , Eve selects |P〉 =
|V 〉 and L = | (2k+1)π

α′
V −αV

| (k is an integer), i.e., OB|V 〉 = |V 〉
and OB′ |V 〉 = −|V 〉. SPBS is set to be transparent. Then, OB

causes Eve’s device to be in working mode 1, while OB′ causes
Eve’s device to be in working mode 2.

Here, we need to emphasize that not arbitrary α and β

can be identified by the method described above since the
expression of L may not be satisfied. However, once the
expression is satisfied, the corresponding parameters must
be distinguishable such as β, β ′ ∈ {0, π

2 } and αH (V ), α
′
H (V ) ∈

{0, π
2 , π, 3π

2 }. In addition, we also need to point out that the
methods used to distinguish Bob’s operations are not unique.
The above is just a strategy that is easy to describe in a unified
way.

Consequently, Eve is able to identify Bob’s operation. The
remaining question is, if Bob does the measurement, can he
find Eve’s photon? We notice that Eve’s photon travels back
and forth between SMA and Bob for L times for each cycle
of the counterfactual Trojan horse attack. Even when Bob
makes only one measurement that results in blocking that
cycle. Therefore, the results given in Eqs. (4) and (10) are
still correct, and the condition for a successful counterfactual
Trojan horse attack is the same as that presented in the previ-
ous section. Eve needs an access time window to complete
the nonlocal interaction between her eavesdropping photon
and Bob’s apparatus many times. During this period, Bob’s
manipulation needs to be consistent.

B. Identifying Bob’s multiple operations

In the above discussion, we show how Eve can identify two
of Bob’s operations by only one “ghost” photon. Obviously,
if Eve sends j ghost photons which have no interference

with each other, the probability of any photon being found
by Bob is 1 − (1 − Pi=s,d ) j ≈ jPi. When Pi tends to 0, the
probability also tends to 0. It is worth noting here that for those
Eve’s photons, they can be used to distinguish Bob’s different
operations. Hence, it is possible for Eve to recognize multiple
Bob operations with multiple photons.

Next, we assume that Bob may take five operations
{UBI ,UBx,UBy,UBz,UBzx} [26]. We show Eve can use four
ghost photons (a, b, c, and d) to distinguish them. These
photons can be sent to Bob either by separate eavesdropping
devices or one by one using the same eavesdropping device so
that Eve can treat them independently.

Regarding the “a” photon, its initial photon state is |H〉 and
SPBS is set to reflect V photon with L = 1 and UEL = UER =
I . Then, for Bob’s operations UBI and UBz, DN clicks, while
for UBx, UBy and UBzx, DP clicks.

Regarding the “b” photon, it is used to distinguish between
UBI and UBz. Initially, its photon state is |V 〉, while L = 1,
UEL = UER = I , and SPBS is set to be transparent. Now, for
UBI , it is DN clicks, while for UBz, it is DP clicks.

Regarding the “c” photon, it is used to distinguish between
UBzx and {UBx,UBy}. Initially, its photon state is |V 〉, while L =
2, UEL = UER = I , and SPBS is set to be transparent. Here, for
UBzx, DP clicks, while for UBx and UBy, it is DN clicks.

Regarding the “d” photon, it is used to distinguish between
UBx and UBy. Initially, its photon state is |H〉, while L = 2,
UEL = UPS (−π/2, π/2), UER = UPR(−π/2), and SPBS is set
to be transparent. DP clicks for UBx, while DN clicks for UBy.

As a result, with four ghost photons, Eve can identify five
Bob’s operations without being noticed.

IV. COUNTERFACTUAL TROJAN HORSE ATTACK ON
TYPICAL QUANTUM SECURE COMMUNICATION

PROTOCOLS AND ITS GENERAL DEFENSE STRATEGY

In this section, we show how to eavesdrop two quantum
secure communication protocols. The general defense strategy
is also discussed. We show that the counterfactual Trojan
horse attack is not difficult to defeat, but it must be taken
seriously. The system vulnerabilities that the counterfactual
Trojan horse attack can exploit must be eliminated. This can
be done by properly designing communication apparatuses
and not just improving experimental conditions and equip-
ment quality.

A. Ping-pong protocol

First, we elaborate on how to attack the ping-pong protocol
[5], which is famous as a deterministic secure direct commu-
nication protocol. In the ping-pong protocol, Alice prepares
polarization-entangled EPR pairs in one of the four Bell states
|φ+〉 = (|HA〉|VB〉 + |VA〉|HB〉)/

√
2, where A and B indicate

the “home photon” kept by Alice and the “travel photon” sent
to Bob, respectively. Bob randomly chooses from two modes,
the message mode and the control mode. In the message
mode, Bob uses local unitary operations σI or σz to encode his
message on the travel photon. The resulting states are | φ+〉
or |φ−〉 = (−|HA〉|VB〉 + |VA〉|HB〉)/

√
2. Then, Bob sends the

travel photon back to Alice, who performs a Bell measurement
on the two photons to read out the result. In the control mode,
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Bob uses the travel photon for an eavesdropping check. He
measures the travel photon polarization in arbitrary measuring
basis. Then, he sends the measurement result along with the
measuring basis to Alice through the public classical channel.
To verify the security of the communication channel, Alice
performs a measurement in the same measuring basis on her
photon and compares the outcome with Bob.

The ping-pong protocol sparked an interest in its applica-
tions to direct secure quantum communication. An analysis in
the related security issue indicates that the ping-pong protocol
is not secure when considering quantum channel noise [31]
and actual detector imperfections [32]. However, here we
show that Eve can steal the information in the ideal situation
without being exposed, because the auxiliary active detection
in the control mode is not reliable for our eavesdropping
photons.

As discussed in Sec. III, utilizing the setup proposed in
Fig. 1, Eve sends a vertically polarized photon (|V 〉) to Bob’s
apparatus. In the meantime, she sets L = 1, UEL = UER = I ,
and SPBS to be transparent. Eve needs to complete M cy-
cles through the Michelson interferometer within one access
time window for the single-cycle counterfactual Trojan horse
attack, and M ′N ′ cycles for the double-cycle counterfactual
Trojan horse attack. In the message mode, Bob’s operation
σI directly reflects back the incoming photon and causes
a detection event at Eve’s detector DN . Bob’s operation σz

induces a π phase shift to Eve’s photon and causes a detection
event at DP. Thus, Eve can distinguish Bob’s phase operation.
In the control mode, Bob measures all incoming photons, thus
blocks Eve’s eavesdropping channel. According to Sec. II,
Eve’s eavesdropping device is in working mode 3. Conse-
quently, the probability of the eavesdropping photon being
found in the transmission channel is nearly zero and Eve’s
DP clicks. In other words, Bob cannot “see” Eve’s photon.
In addition, it is worth noting that Bob needs to announce
his measuring basis in the control mode. This is equivalent
to telling Eve that her DP is triggered by Bob’s measurement
instead of Bob’s phase operation.

In addition, we note that an upgraded version of ping-pong
protocol is proposed in Ref. [26]. Here, in the message mode,
Bob utilizes four operations which are σI , σx, σz, and σzx to
encode two-bit information. However, this protocol is still
insecure under the counterfactual Trojan horse attack. As
discussed in Sec. III, Eve can send three ghost photons to
distinguish these four operations.

B. Counterfactual quantum cryptography

Next, we discuss the counterfactual Trojan horse attack
implementation on the counterfactual quantum cryptography
(N09) [27], which is a QKD protocol utilizing the interaction
free measurement. The N09 protocol distributes a secret
key relying on the mere possibility for signal particles to be
transmitted without any particle carrying secret information
in the transmission channel. The protocol can be described
as follows. Alice launches a single photon either in state |H〉
(representing the bit value 0) or |V 〉 (representing the bit value
1) at random into a Michelson-type interferometer. One arm of
the interferometer is public, but the rest is only accessible by
Alice including two detectors D1 and D2. By controlling the

public interferometer arm, Bob has two choices to influence
Alice’s photon evolution. The first choice is that Bob measures
the H photon and returns the V photon, which represents his
bit value 0. The second choice is that Bob measures the V
photon and returns the H photon, which represents his bit
value 1. Bob’s two choices can be achieved with a polarization
selection device and the detector D3. Then, if Alice’s and
Bob’s bit values are equal, blocking in the public interferom-
eter arm destroys the interference and causes D3 to click with
a 50% probability, while Alice’s two detectors (D1, D2) each
have a 25% probability of being triggered. However, if Alice’s
and Bob’s bit values are not equal, only D2 clicks due to the in-
terference. After the detection Alice and Bob announce which
of their detectors clicks. If D2 or D3 clicks, they also check the
polarization state to detect Eve’s intervention. A sifted key is
obtained only when D1 clicks. The N09 protocol is assumed
to provide security advantages in the photon-number-splitting
attack [27], the normal intercept-resend attack, and the general
Trojan horse attack when hiding the quantum channel in a
quantum network (see Appendix in Ref. [33]). The security of
N09 has been proved based on a perfect single-photon source
[34,35] and a weak-coherent-laser source [36]. However,
this protocol is no longer secure under Trojan horse attack
when Bob’s detector is not ideal [12]. We now discuss what
happens if Eve uses counterfactual Trojan horse attack.

In principle, counterfactual quantum cryptography is inse-
cure under the counterfactual Trojan horse attack since Bob’s
measurement can no longer register Eve’s photon. To imple-
ment the counterfactual Trojan horse attack, each time Alice
launches a photon, Eve sends a V polarized eavesdropping
photon to Bob using one of two types of the counterfactual
Trojan horse attack setups (here AED is not necessary and
can be set to be transparent). If Bob chooses to block the
V photon and return the H photon, this leads Eve’s detector
DP to click with almost a unit probability. If Bob chooses to
block the H photon and return the V photon, Eve’s photon
causes DN to click. Thus, Eve knows exactly every move
of Bob. In 2012, an experimental realization of the counter-
factual quantum cryptography was reported [28], which can
be successfully attacked by the counterfactual Trojan horse
attack as described above.

However, we should point out here that in Ref. [28], the
polarization selection device is different from Noh’s original
design. In Ref. [28], the polarization selection device is imple-
mented by a half-wave plate and a polarization beam splitter,
while in Noh’s work [27,29], the device consists of an optical
loop (OL), a PBS, and a high speed optical switch (SW). Ac-
cording to Noh’s description, the polarization selection device
has no special requirements, which is optional [27]. However,
as explained below, the original design of the polarization
selection device in Noh’s work can defeat the counterfactual
Trojan horse attack, but the device proposed in Ref. [28] can-
not. Therefore, the specific design of the device will determine
if the communication can survive the counterfactual Trojan
horse attack. To defeat the counterfactual Trojan horse attack,
there are additional restrictions on device design.

The basic idea of polarization selection device suggested
in Ref. [27] is to separate the H photon and V photon by
a short distance, which is determined by the length of OL.
The timing of different polarized photons passing through the
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SW is different. By accurately controlling the switching time,
Bob can route specific polarized photon to D3. Regarding the
counterfactual Trojan horse attack, the key here is that the
active time of SW is less than the interval time T between
the H and V photons, while an eavesdropping photon takes
more time in Bob’s apparatus than T (T < τ ). Therefore,
there is not enough time for Eve to complete a successful
counterfactual Trojan horse attack, unless Eve can bypass
OL and detect SW directly. It is worth mentioning that in
Ref. [24], the method (quantum multiuser authorization sys-
tem) for defending the counterfactual Trojan horse attack has
the same spirit. That work also points out that the best defense
strategy against the counterfactual Trojan horse attack is to
precisely control the apparatus access time window so that
the counterfactual Trojan horse attack cannot be completed
in time. Regarding Ref. [28], unfortunately, its polarization
selection device cannot control the access time window, and
thus the scheme is insecure under the counterfactual Trojan
horse attack.

In a nutshell, we emphasize three points at the end of
this section. First, in the above discussion, we assume that
all eavesdropped object’s apparatuses (Alice and Bob) are
ideal. Our main purpose is to show that the use of detectors
to detect eavesdropping photons is not always reliable, even
the detector is an ideal one. Second, the defense against the
counterfactual Trojan horse attack depends heavily on the
design of the communication apparatus, as in the case of
the counterfactual quantum cryptography. Thus, the counter-
factual Trojan horse attack must be taken seriously. Third,
although the counterfactual Trojan horse attack can be pre-
vented by controlling access time, this does not mean that
eavesdroppers can be exposed. In fact, an important feature of
the counterfactual Trojan attack is that it is hard to expose Eve,
which gives Eve the advantage of hiding herself. A special
case worth explaining is that Bob makes his apparatus acces-
sible only when Alice’s photon arrives. In such case, to avoid
exposure, Eve cannot interfere with Alice’s photon but rather
set her photon state to be orthogonal with Alice’s photon state.
Filtering out Eve’s photons does not help Bob to confirm
that Eve is there, because his measurements only force the
eavesdropping photons to stay inside Eve’s device. As for
Eve, she can take this advantage to scan Bob’s weakness by
using photons that have different states without being noticed.
Although Eve may not succeed, a hidden eavesdropper is
always a threat, hence, in the next section we will discuss a
possible scenario to increase the probability of exposing the
eavesdropper, which has not been discussed in Ref. [24] or
somewhere else.

V. POSSIBLE SCHEME TO MAKE “GHOST”
PHOTONS VISIBLE

Here, we assume that Eve has unlimited resources. Under
this condition, we discuss how Bob can improve the probabil-
ity of finding Eve’s “ghost” photons.

We notice that most counterfactual quantum communi-
cation protocols are very sensitive to the channel noise
[20,30,37–39], which means that when considering each cy-
cle, the transmission channel is randomly blocked. As the
channel noise increases, the communication efficiency, i.e.,

FIG. 2. The total probability of Eve’s photon being detected in
the transmission channel by Bob, versus the probability of Bob
turning on his detector in each cycle, γ , for different cycle number M.
Here, we assume that Eve preforms the single-cycle counterfactual
Trojan horse attack and Bob knows exactly Eve’s attack strategy.

the probabilities of DN,P registering a photon, decreases.
Those researches also imply the probability of Eve’s photon
absorbed in the public transmission channel increases. There
is no doubt that Bob can achieve similar results on purpose,
i.e., for each cycle of the counterfactual Trojan horse attack,
Bob can decide to block or not block the transmission channel
at random. Then, he may improve the probability of finding
Eve’s photon.

In Figs. 2 and 3, we assume that Bob knows exactly Eve’s
attack strategy such that Bob could randomly choose to mea-
sure or pass the photon in each cycle of Eve’s counterfactual
Trojan horse attack. The probability that Bob performs the
measurement is γ . We plot the total probability of Bob finding
Eve’s photon in the public transmission channel as a function

FIG. 3. The total probability of Eve’s photon being detected in
the transmission channel by Bob, versus the probability of Bob
turning on his detector in each cycle, γ , for different cycle numbers
M ′ and N ′. Here, we assume that Eve preforms the double-cycle
counterfactual Trojan horse attack and Bob knows exactly Eve’s
attack strategy.
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FIG. 4. We consider the single-cycle counterfactual Trojan horse
attack and plot the total probability of Eve’s photon being detected in
the transmission channel by Bob vs Pt and X/M, for (a) M = 500 and
(b) M = 1000. Here, M is unknown to Bob. X is the total number of
Bob’s slots, while Pt is the probability of Bob turning on his detector
in each slot.

of γ for various cycle numbers. Figure 2 is plotted for the
single-cycle counterfactual Trojan horse attack, while Fig. 3
is plotted for the double-cycle counterfactual Trojan horse
attack. Here we need to explain that since Bob’s measurement
process is random, we take multiple samples for each γ value
and calculate the average probability. Therefore, Fig. 2 is not
smooth. As shown in the figures, when Bob uses multiple
random measurements, he has a large probability of finding
Eve’s photon at certain value of γ . Therefore, in principle, it
is feasible for Bob to increase the probability of finding Eve by
multiple random measurements. The next problem is, what if
Bob does not know the details of Eve’s counterfactual Trojan
horse attack?

In the following, we assume that Bob does not know Eve’s
attack strategy. He splits the access time window for his one
signal (bit value 0 or 1) into X time slots, each of which spans
longer time than one cycle of Eve’s counterfactual Trojan
horse attack (otherwise, the situation is the same as in Figs. 2
and 3). In each slot, Bob chooses to continuously measure
or pass the photon at random with measurement probability
Pt . In Figs. 4 and 5, we plot the total probability of Bob
finding Eve’s photon in the public transmission channel as
a function of X and Pt . Figure 4 is plotted for the single-
cycle counterfactual Trojan horse attack with (a) M = 500 and

FIG. 5. We consider the double-cycle counterfactual Trojan
horse attack and plot the total probability of Eve’s photon being
detected in the transmission channel by Bob vs Pt and X/M ′N ′, for
(a) M ′ = 10, N ′ = 500 and (b) M ′ = 10, N ′ = 1000. Here, M ′ and
N ′ are unknown to Bob. X is the total number of Bob’s slots, while
Pt is the probability of Bob turning on his detector in each slot.

(b) M = 1000, while Fig. 5 is plotted for the double-cycle
counterfactual Trojan horse attack with (a) M ′ = 10, N ′ =
500 and (b) M ′ = 10, N ′ = 1000. According to Eqs. (4) and
(10), we can calculate the total probability of Bob finding
Eve’s eavesdropping photon when Bob measures Eve’s pho-
ton all the time. This probability is 0.5% for Fig. 4(a), 0.25%
for Fig. 4(b), 10% for Fig. 5(a), and 5% for Fig. 5(b). Obvi-
ously, according to Figs. 4 and 5, with multiple random mea-
surements, Bob can greatly enhance the probability of finding
Eve’s eavesdropping photon. The reason behind this behavior
is that the counterfactual Trojan horse attack is highly depen-
dent on the quantum Zeno effect. If Bob makes continuous
measurement, the interference process in Eve’s interferometer
is interrupted, and hence Eve’s photon is prevented from
entering the transmission channel. However, when Bob stops
measuring, the quantum Zeno effect is simply elapsed. The
interference accelerates the speed at which photons enter the
transmission channel. This can roughly explain why when
Bob takes intermittent measurements, the probability of him
finding Eve’s photon increases.

Finally, it is desirable to emphasize three points. First, from
Figs. 4 and 5, we can see that the single-cycle counterfactual
Trojan horse attack saves Eve’s resources (fewer cycles but
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lower probability of being detected) and is more resistant to
multiple random measurements than the double-cycle coun-
terfactual Trojan horse attack (less green area). Second, the
above simulations are based on the fact that all Eve’s cycles
are evenly distributed under an access time window. Even
under this condition, Bob needs to choose the appropriate
parameters (X and Pt ) to maximize the probability of finding
Eve photons. However, if Eve chooses a different strategy,
Bob’s parameters may no longer be optimal. For example,
as shown in the figure, for small X , Bob has a better chance
of finding Eve’s photon. A smaller X means that a slot has
a longer duration. Apparently, if Eve compresses the time it
takes her to complete an attack, she will reduce the probability
of being disturbed by multiple random measurements. There-
fore, the success of the defense strategy based on multiple
random measurements depends on a specific Eve’s attack
strategy. Third, one can argue that specific designed multiple
measurements rather than randomness can be used to increase
the probability of finding Eve photons. For example, for
the single-cycle counterfactual Trojan horse attack, we can
unblock the transmission channel until the very last cycle and
then measure Eve’s photon. The probability of finding Eve
photon is close to 100%. However, this defense strategy is still
based on information about Eve’s attack strategy. Under the
conditions that Eve’s strategy is unknown, multiple random
measurements provide more robust choice.

VI. CONCLUSION

In this paper, we discuss the basic principle and advan-
tages of the counterfactual Trojan horse attack and introduce

two types of setups. Using the ideas of the interaction free
measurement and the quantum Zeno effect, the counterfactual
Trojan horse attack can completely steal secret information
through “ghost” photons, which is capable of avoiding be-
ing detected spontaneously even if the detector is an ideal
one. We demonstrate the effect of the counterfactual Trojan
horse attack through examples of the ping-pong protocol
and the counterfactual quantum cryptography protocol. We
show that the eavesdropping checking technique utilizing
auxiliary detector to measure eavesdropping photon may not
be foolproof. In principle, the counterfactual Trojan horse
attack can threaten any communication apparatus containing
components that can reflect photons. Hence, more sophisti-
cated defense strategy must be used when designing an actual
secure communication apparatus. In addition, we present the
properties and requirements that are needed for a successful
counterfactual Trojan horse attack. One of the main require-
ments is to keep Bob’s manipulation unchanged during the
transmission of his one signal. We also briefly discuss the
general defense strategy and the possible way to expose the
counterfactual Trojan horse attack, which can be achieved by
adding multiple random measurements.
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