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A bipartite quantum interaction corresponds to the most general quantum interaction that can occur between
two quantum systems in the presence of a bath. In this work, we determine bounds on the capacities of bipartite
interactions for entanglement generation and secret-key agreement between two quantum systems. Our upper
bound on the entanglement generation capacity of a bipartite quantum interaction is given by a quantity called
the bidirectional max-Rains information. Our upper bound on the secret-key-agreement capacity of a bipartite
quantum interaction is given by a related quantity called the bidirectional max-relative entropy of entanglement.
We also derive tighter upper bounds on the capacities of bipartite interactions obeying certain symmetries.
Observing that reading of a memory device is a particular kind of bipartite quantum interaction, we leverage our
bounds from the bidirectional setting to deliver bounds on the capacity of a task that we introduce, called private
reading of a wiretap memory cell. Given a set of point-to-point quantum wiretap channels, the goal of private
reading is for an encoder to form codewords from these channels, in order to establish a secret key with a party
who controls one input and one output of the channels, while a passive eavesdropper has access to one output
of the channels. We derive both lower and upper bounds on the private reading capacities of a wiretap memory
cell. We then extend these results to determine achievable rates for the generation of entanglement between two
distant parties who have coherent access to a controlled point-to-point channel, which is a particular kind of

bipartite interaction.
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I. INTRODUCTION

In general, any two-body quantum system of interest can be
in contact with a bath, and part of the composite system may
be inaccessible to observers possessing these systems. The
effective interaction between given two constituent systems
in the presence of the bath is known as a bipartite quantum
interaction. It is well known that a closed quantum system
evolves according to a unitary transformation [1,2].

Let UfB/E,_) pp denote a unitary transformation asso-
ciated to a Hamiltonian H, which governs the underly-
ing interaction between a two-body quantum system and
a bath. Here A’B’ and E’ denote system labels for a two-
body quantum system of interest and the inaccessible bath,
respectively, at an initial time, and AB and E denote system
labels for a two-body quantum system of interest and the

*sidddas @ulb.ac.be
fstefan.bacuml@icfo.eu
‘mwilde @lsu.edu

2469-9926/2020/101(1)/012344(29)

012344-1

inaccessible bath, respectively, at a final time when the evo-
lution is complete. The individual input systems A’, B’, and
E’ and the respective output systems A, B, and E can have
different dimensions. Initially, in the absence of an interaction
Hamiltonian H, the bath is taken to be in a pure state and
the systems of interest have no correlation with the bath;
i.e., the state of the composite system A’B'E’ is of the form
wap ® |0)0|g, where wyp and |0)0|;, are density operators
of the systems A’B’ and E’, respectively. Under the action
of the Hamiltonian H, the state of the composite system
transforms as

pase = U (wap & 10X0]2)(UT) (1)

Since the system E in (1) is inaccessible, the evolution of the
systems of interest is noisy in general. The noisy evolution of
the bipartite system A’B’ under the action of Hamiltonian H is
represented by a completely positive, trace-preserving (CPTP)
map [3], called a bipartite quantum channel:

N ap@an) = Trg (U (@ap © 10X0[)U™D)), ()
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where system E represents inaccessible degrees of freedom.
In particular, when the Hamiltonian H is such that there is no
interaction between the composite system A’B" and the bath
E',and A'B’ >~ AB, then NI corresponds to a bipartite unitary,

e, N = Ully s (Ul )

In an information-theoretic setting, a bipartite quantum
channel Ny p_ 4p is also called bidirectional quantum channel
when system pairs A’, A and B’, B belong to two separate
parties (cf. Ref. [4]).

Depending on the kind of bipartite quantum interaction,
there may be an increase, decrease, or no change in the amount
of entanglement [5,6] of a bipartite state after undergoing a
bipartite interaction. As entanglement is one of the funda-
mental and intriguing quantum phenomena [7,8], determining
the entangling abilities of bipartite quantum interactions is
pertinent.

In this work, we focus on two different information-
processing tasks relevant for bipartite quantum interactions,
the first being entanglement distillation [9-11] and the second
secret-key agreement [12—15]. Entanglement distillation is the
task of generating a maximally entangled state, such as the
singlet state, when two separated quantum systems undergo a
bipartite interaction. Whereas, a secret-key agreement is the
task of extracting maximal classical correlation between two
separated systems, such that it is independent of the state of
the bath system, which an eavesdropper could possess. Both
of these tasks are of practical interest: distilling pure maxi-
mally entangled states is useful for fundamental tasks such
as teleportation [16], super-dense coding [17], and distributed
quantum computation, while a distilled secret key is useful
for private communication when combined with the one-time
pad. Thus, it is of interest to know fundamental limitations for
these tasks for the design of actual protocols, and this is what
our bounds provide.

In an information-theoretic setting, a bipartite interaction
between classical systems was first considered in Ref. [18] in
the context of communication; therein, a bipartite interaction
was called a two-way communication channel. In the quantum
domain, bipartite unitaries have been widely considered in the
context of their entangling ability, applications for interactive
communication tasks, and the simulation of bipartite Hamil-
tonians in distributed quantum computation [4,19-28]. These
unitaries form the simplest model of nontrivial interactions in
many-body quantum systems and have been used as a model
of scrambling in the context of quantum chaotic systems
[29-31], as well as for the internal dynamics of a black hole
[32] in the context of the information-loss paradox [33]. More
generally, [34] developed the model of a bipartite interaction
or two-way quantum communication channel. Bounds on the
rate of entanglement generation in open quantum systems
undergoing time evolution have also been discussed for par-
ticular classes of quantum dynamics [35,36].

The maximum rate at which a particular task can be accom-
plished by allowing the use of a bipartite interaction a large
number of times, is equal to the capacity of the interaction for
the task. The entanglement-generating capacity quantifies the
maximum rate of entanglement that can be generated from a
bipartite interaction. Various capacities of a general bipartite
unitary evolution were formalized in Ref. [4]. Later, various

capacities of a general two-way channel were discussed in
Ref. [34]. The entanglement-generating capacities of bipartite
unitaries for different communication protocols have been
widely discussed in the literature [4,20,37—41]. Also, prior to
our work here, it was an open question to find a nontrivial,
computationally efficient upper bound on the entanglement-
generating capacity of a bipartite quantum interaction. An-
other natural direction left open in prior work is to determine
other information-processing tasks for bipartite quantum in-
teractions, beyond those discussed previously [4,34].

In this paper, we determine bounds on the capacities of bi-
partite interactions for entanglement generation and a secret-
key agreement. Observing that the read-out task of memory
devices is a particular kind of bipartite quantum interaction
(cf. Refs. [22,42]), we leverage our bounds from the bidi-
rectional setting to deliver bounds on the capacity of a task
that we introduce here, called private reading of a memory
cell. We derive both lower and upper bounds on the capacities
of private reading protocols. We then extend these results to
determine achievable rates for the generation of entanglement
between two distant parties who have coherent access to a
controlled point-to-point channel, which is a particular kind
of bipartite interaction.

Private reading is a quantum information-processing task
in which a classical message from an encoder to a reader
is delivered in a read-only memory device. The message is
encoded in such a way that a reader can reliably decode it,
while a passive eavesdropper recovers no information about
it. This protocol can be used for a secret-key agreement
between two trusted parties. A physical model of a read-only
memory device involves encoding the classical message using
a memory cell, which is a set of point-to-point quantum
wiretap channels. Note that a point-to-point quantum wire-
tap channel is a channel that takes one input and produces
two outputs. The reading task is restricted to information-
storage devices that are read-only, such as a CD-ROM. One
feature of a read-only memory device is that a message
is stored for a fairly long duration if it is kept safe from
tampering. One can read information from these devices many
times without the eavesdropper learning about the encoded
message.

The strong converse bounds on the bidirectional quantum
and private capacities of bidirectional channels presented in
this work have also been stated, in abbreviated form and
without proofs, in our companion paper [43]. There we also
compute the bounds on the bidirectional quantum capacity
for several examples. In the current paper, we present a more
comprehensive discussion of the results, including proofs and
derivations, as well as a detailed overview of the under-
lying concepts. The present article also includes additional
results on private reading, namely, the computation of the
nonadaptive private reading capacity of a wiretap memory
cell presented in Theorem 5, an alternative converse bound
on the nonadaptive private reading capacity of an isometric
memory cell presented in Proposition 4, and the study of
entanglement generation from a coherent memory cell or
controlled isometry, presented in Sec. VII.

The organization of our paper is as follows. We set nota-
tion and review basic definitions in Sec. II. In Sec. III we
derive a strong converse upper bound on the rate at which
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entanglement can be distilled from a bipartite quantum inter-
action. This bound is given by an information quantity that
we call the bidirectional max-Rains information R22(\)
of a bidirectional channel A. The bidirectional max-Rains
information is the solution to a semidefinite program and is
thus efficiently computable. In Sec. IV we derive a strong
converse upper bound on the rate at which a secret key can
be distilled from a bipartite quantum interaction. This bound
is given by a related information quantity that we call the bidi-
rectional max-relative entropy of entanglement E2.>%(N) of
a bidirectional channel V. In Sec. V we derive upper bounds
on the entanglement generation and secret-key-agreement
capacities of bidirectional PPT- and teleportation-simulable
channels, respectively. Our upper bounds on the capacities
of such channels depend only on the entanglement of the
resource states with which these bidirectional channels can be
simulated. In Sec. VI we introduce a protocol called private
reading, whose goal is to generate a secret key between an
encoder and a reader. We derive both lower and upper bounds
on the private reading capacities. In Sec. VII we introduce a
protocol whose goal is to generate entanglement between two
parties who have coherent access to a memory cell, and we
give a lower bound on the entanglement generation capacity in
this setting. Finally, we conclude in Sec. VIII with a summary
and some open directions.

II. PRELIMINARIES

We begin by establishing some notation and reviewing
definitions needed in the rest of the paper.

A. States, channels, isometries, separable states, and positive
partial transpose

Let B(#) denote the algebra of bounded linear operators
acting on a Hilbert space H. Throughout this paper, we restrict
our development to finite-dimensional Hilbert spaces. The
subset of B(#) containing all positive semidefinite operators
is denoted by By (7). We denote the identity operator as
I and the identity superoperator as id. The Hilbert space
of a quantum system A is denoted by H4. The state of a
quantum system A is represented by a density operator p4,
which is a positive semidefinite operator with unit trace. Let
D(Ha) denote the set of density operators, i.e., all elements
pa € BL(Ha) such that Tr{ps} = 1. The Hilbert space for a
composite system LA is denoted as Hy4 where Hpy = H; ®
Ha. The density operator of a composite system LA is defined
as pra € D(Hpa), and the partial trace over A gives the re-
duced density operator for system L, i.e., Tra{ora} = pr such
that p, € D(HL). The notation A" := A4, ... A, indicates a
composite system consisting of n subsystems, each of which
is isomorphic to the Hilbert space H4. A pure state ¥4 of a
system A is a rank-one density operator, and we write it as
Ya = |¥)(¥|a for |¥)4 a unit vector in Hy. A purification of
a density operator p, is a pure state ¥, such that Trg{y .} =
pa, where E is called the purifying system. The maximally
mixed state is denoted by 74 := I/ dim(H,) € D(H,). The
fidelity of t, 0 € B4 (#) is defined as F(r,0) = ||ﬁﬁ||?
[44], with the trace norm || X ||; = Tr VXX for X € B(H).

The adjoint M7 : B(Hp) — B(H4) of a linear map M :
B(Ha) — B(Hp) is the unique linear map such that

(Yp, M(X4)) = (M (Yp), Xa), 3)

for all X, € B(Hs) and Yz € B(Hp), where (C,D) =
Tr{C'D} is the Hilbert-Schmidt inner product. An isometry
U:H — H'is alinear map such that UTU = I.

The evolution of a quantum state is described by a quan-
tum channel. A quantum channel M,_,p is a CPTP map
M:Bi(Ha) = Bi(Hp). A memory cell {M*},cx is defined
as a set of quantum channels M?*, for all x € X', where X is a
finite alphabet, and M* : B (Ha) — B (Hp).

Let UM . denote an isometric extension of a quantum
channel M _, g, which by definition means that for all ps €

D(Ha),
Tre {UM e oa (U 52) '} = Mas(oa), )
along with the following conditions for UM to be an isometry:
UMM =1,. (5)

As a consequence of (5), we conclude that UM(UM)" =
[pg, where I1pg is a projection onto a subspace of the Hilbert
space Hpg. A complementary channel My g of My_.p is
defined as

Mo i(pa) :=Trp {Uff\iBEpA (Uﬂ»BE)T}’ (©)

for all py € D(H,).

The Choi isomorphism represents a well-known duality
between channels and states. Let M4_, g be a quantum chan-
nel, and let | Y);., denote the following maximally entangled
vector:

) ea =Y li)elida, (7)

where dim(H,) = dim(H,), and {|i).}; and {|i)4}; are fixed
orthonormal bases. We extend this notation to multiple parties
with a given bipartite cut as

) parpeas = V)i @ I V) 8. (8)

The maximally entangled state ®;4 is denoted as

1
Dy = W|T><T|LA9 9

where |A| = dim(?4). The Choi operator for a channel
My_ p is defined as

T3 = (de @ Ma—p)(|T)(YLa), (10)

where id; denotes the identity map on L. For A’ ~ A, the
following identity holds:

(Tlaz (psa ® T T)ae = Massg(psa), (1)

where A" >~ A. The above identity can be understood in terms
of a postselected variant [45] of the quantum teleportation
protocol [16]. Another identity that holds is

(TlralQst & L]l 1) p:a = Tri{Qse}, (12)
for an operator Qg; € B(Hs @ Hyr).
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For a fixed basis {|i)3};, the partial transpose Ty on system
B is the following map:

(idg ® Tp)(Qap) = Z (Ia ® 1) {jlp)OapUs ® |i){jlp),
ij
(13)
where Qap € B(Ha ® Hp).
Furthermore, it holds that

(Ost @I )p:a = (Ta (Qsa) @) ). (14)

We note that the partial transpose is self-adjoint, i.e., Tp =
T}, and is also involutory:

TBOTB =IB. (15)
The following identity also holds:
TN La) = Ta(ITNY [ La)- (16)

Let SEP(A: B) denote the set of all separable states oxp €
D(Ha ® Hp), which are states that can be written as

oas =Y pX)w} ® 75, (17)
X

where p(x) is a probability distribution, w} € D(H,), and
75 € D(Hp) for all x. This set is closed under the action of
the partial transpose maps T4 and Ty [46,47]. Generalizing
the set of separable states, we define the set PPT(A:B) of all
bipartite states psp that remain positive after the action of the
partial transpose Tp. A state pap € PPT(A:B) is also called a
PPT (positive under partial transpose) state. We can define an
even more general set of positive semidefinite operators [48]
as follows:

PPT'(A:B) := {oap : oap = O A [Tg(oup)ll; < 1} (18)

We then have the containments SEP C PPT C PPT'. A bipar-
tite quantum channel Py p_, 45 is a completely PPT-preserving
channel if the map Tg oPap_ap o Tp is a quantum channel
[11,49] (see also Ref. [50]). A bipartite quantum channel
Pap—ap is completely PPT-preserving if and only if its Choi
state is a PPT state [49],

JP ..
“LalsAB o pPT(L,A:BLp), (19)
|LsLp|
where
JZLB:AB
A2 = Pugap(Pra @ Ppr,). (20)
[LaLg|

Any local operations and classical communication (LOCC)
channel is a completely PPT-preserving channel [11,49]. For
a formal definition of LOCC channels; see Ref. [51].

B. Channels with symmetry

Consider a finite group G. For every g € G, let g — Ux(g)
and g — Vg(g) be projective unitary representations of g
acting on the input space H,4 and the output space Hp of a
quantum channel M., p, respectively. A quantum channel
M- p is covariant with respect to these representations if the
following relation is satisfied [52,53]:

My plUs (g)PAU/I (@] = VB(g)MAeB(PA)Vg (&, @D
for all p4 € D(H4) and g € G.

Definition 1 (Covariant channel [53]). A quantum chan-
nel is covariant if it is covariant with respect to a group G
which has a representation U (g), for all g € G, on H, that
is a unitary one-design; i.e., the map ﬁ dec U(g)(HU(g)
always outputs the maximally mixed state for all input states.

For an isometric channel 24;"! ,, extending the above chan-
nel M_, g, there exists a unitary representation Wg(g) acting
on the environment Hilbert space Hg [53], such that for all
geq,

UM e [UA(2)paU S (2)]
= [V(g) ® We(I[U 5 (p)] [V, (9) @ Wi()].  (22)

We restate this as the following lemma:

Lemma 1 ([53]). Suppose that a channel M4_, g is covari-
ant with respect to a group G. For an isometric extension
UﬂBE of My_, g, there is a set of unitaries {WS} e such that
the following covariance holds for all g € G:

UM 5 U5 = (Vs @ WEUM 4. (23)

For convenience, we provide a proof of this interesting
lemma in Appendix A.

Definition 2 (Teleportation-simulable [54,55]). A channel
M p is teleportation-simulable with associated resource
state wy, p if there exists an LOCC channel £;,45_, p, such that
for all input states ps € D(H,), the following equality holds:

Musp(pa) = Liap—5(ps ® oL,5). (24)

(A particular example of an LOCC channel is a generalized
teleportation protocol [56]).

One can find the defining equation (24) explicitly stated
as [55] [Eq. (11)]. All covariant channels, as given in
Definition 1, are teleportation-simulable with respect to the
resource state Ms_, g(Pr,4) [57].

Definition 3 (PPT-simulable [58]). A channel Mj_ 5 is
PPT-simulable with associated resource state wp,p if there
exists a completely PPT-preserving channel Py, 45—, 5 (acting
on systems L4A : B and where the transposition map is with
respect to the system B) such that for all input states ps €
D(Ha), the following equality holds:

Musp(pa) = Proap—s(oa ® or,5). (25)

Definition 4 (Jointly covariant memory cell [59]). A set
My = {M_ glrex of quantum channels is jointly covariant
if there exists a group G such that for all x € X, the channel
M* is a covariant channel with respect to the group G (cf.
Definition 1).

Remark 1 ([59]). Any jointly covariant memory cell
My = {M_ plx is jointly teleportation-simulable with re-
spect to the set { M} _, 5(Pr,4)}, of resource states.

C. Bipartite interactions and controlled channels

Let us consider a bipartite quantum interaction between
systems X’ and B’, generated by a Hamiltonian Hy g, where
E’ is a bath system. Suppose that the Hamiltonian is time
independent, having the following form:

Aype =) 10)xly ® Hyp, (26)
xeX
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where {|x) },cx is an orthonormal basis for the Hilbert space of
system X’ and ﬁg, - 1s a Hamiltonian for the composite system
B'E’. Then the evolution of the composite system X'B'E’ is
given by the following controlled unitary:

L A
U= Y ) (ely @ exp (—=Hppr).  @D)
xeX

where ¢ denotes time. Suppose that the systems B’ and E’
are not correlated before the action of Hamiltonian Hng/
for each x € X. Then the evolution of the system B’ under
the interaction Hj ., is given by a quantum channel M}, ,
for all x.

For some distributed quantum computing and information-
processing tasks where the controlling system X and input
system B’ are jointly accessible, the following bidirectional
channel is relevant:

Nwoxp() i= ) I)xly ® My p(KIOlx)x).  (28)

xeX

In the above, X' is a controlling system that determines which
evolution from the set {M*},cx takes place on input system
B'.In particular, when X’ and B’ are spatially separated and the
input states for the system X’B’ are considered to be in product
state, the noisy evolution for such constrained interactions is
given by the following bidirectional channel:

Nxp—xplox ® pg)
= Z(X|UX'|X>X'|X><X|X @ My _z(p). (29)

xeX

This kind of bipartite interaction is in one-to-one correspon-
dence with the notion of a memory cell from the context of
quantum reading [22,42]. There a memory cell is a collection
{M3% _ p}x of quantum channels. One party chooses which
channel is applied to another party’s input system B’ by
selecting a classical letter x. Clearly, the description in (28)
is a fully quantum description of this process, and thus we
see that quantum reading can be understood as the use of a
particular kind of bipartite interaction.

D. Entropies and information

The quantum entropy of a density operator p4 is defined
as [60]

S(A), 1= S(pa) = —Tr[palog, pal. (30)

The conditional quantum entropy S(A|B),, of a density opera-
tor pap of a composite system AB is defined as

S(A|B), := S(AB), — S(B),. 31)

The coherent information I(A)B), of a density operator p4p
of a composite system AB is defined as [61]

I(A)B), :== —S(A|B), = S(B), — S(AB),. (32)

The quantum relative entropy of two quantum states is a
measure of their distinguishability. For p € D(H) and o €
B, (H), it is defined as [62]

supp(p) < supp(o)

._ | Tr{pllog, p —log, o},
D(plo) = { otherwise.

+o00,
(33)

The quantum relative entropy is nonincreasing under the
action of positive trace-preserving maps [63], which is the
statement that D(p||o) = D(M(p)||M(o)) for any two den-
sity operators p and o and a positive trace-preserving map
M (this inequality applies to quantum channels as well [64],
since every completely positive map is also a positive map by
definition).

The quantum mutual information /(L;A), is a measure of
correlations between quantum systems L and A in a state py4.
It is defined as

I(L;A), == )D(pLA oL ® oa) (34)

inf
(IAED(HA
= S(L), + S(A), — S(LA),. (35)

The conditional quantum mutual information /(L;A|C), of a
tripartite density operator ppac is defined as

I(L; A|C), == S(LIC), + SA|C), — S(LA|C),. (36)

It is known that quantum entropy, quantum mutual infor-
mation, and conditional quantum mutual information are all
nonnegative quantities (see Refs. [65,66]).
The following Alicki-Fannes-Winter (AFW) inequality
gives uniform continuity bounds for conditional entropy:
Lemma 2 ([67,68]). Let pra, o4 € D(Hpa). Suppose that
31pa = orall; < &, where & € [0, 1]. Then

IS(AIL), — S(A|L)s | < 2¢log, dim(Ha) + g(e),  (37)
where
ge) = (1 +¢e)log,(1 +¢)—celog, e, (38)

and dim(7#,4 ) denotes the dimension of the Hilbert space H,4.

Suppose that system L is a classical register X such that
pxa and oy, are classical-quantum (cq) states of the following
form:

pxa =Y px(Ox)(xlx ® p}, (39)
xeX

oxa = Y_ax(0lx) {(xlx ® o}, (40)
xeX

where {|x)x}ycx forms an orthonormal basis and for all x €
X, pi. 04 € D(Hy4). Then the following inequalities hold:

IS(X|A), = S(X|A)| < elog, dim(Hx) + g(e),  (41)

ISAIX), = S(AIX)s | < elogy dim(Ha) + (). (42)

E. Generalized divergence and generalized relative entropies

A quantity is called a generalized divergence [69,70] if
it satisfies the following monotonicity (data-processing) in-
equality for all density operators p and o and quantum
channels N:

D(pllo) = DIN ()N (o)]. (43)

As a direct consequence of the above inequality, any gener-
alized divergence satisfies the following two properties for an
isometry U and a state t [71]:

D(pllo) = DWpUT||UcU"), (44)
D(pllo) =D(p ®@ t]lo @ 7). (45)
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One can define a generalized mutual information for a quan-
tum state pgra as

Ip(R;A), = , elg(fH )D(pRA”pR ® 0p). (46)

The sandwiched Rényi relative entropy [71,72] is denoted
as Dy (p|lo) and defined for p € D(H), 0 € B (H), and Va €
0, 1)U (1, 00)as

Dy(pllo) =

! : longr{(a%pa%)a}, 47)

but it is set to oo for « € (1, 00) if supp(p) ;(_ supp(o).
The sandwiched Rényi relative entropy obeys the follow-
ing “monotonicity in «” inequality [72]: for o, B € (0, 1) U
(1, 00):

Dy(pllo) < Ds(pllo)

The following lemma states that the sandwiched Rényi rela-
tive entropy D, (pllo) is a particular generalized divergence
for certain values of .

Lemma 3 ([73]). Let N : By (H4) — B, (Hp) be a quan-
tum channel and let py € D(H,) and 64 € B (H,). Then, for
alla € [1/2,1)U (1, 00),

Du(pllo) = DalN (p)IN (). (49)

See Ref. [74] for an alternative proof of Lemma 3 and
Ref. [75] for an even different proof when o > 1.
__ Inthe limit @ — 1, the sandwiched Rényi relative entropy
D, (p|lo) converges to the quantum relative entropy [71,72]:

lim Dy(pllo) == Di(pllo) = D(p|lo). (50)

if a<8B. (48)

In the limit & — oo, the sandwiched Rényi relative entropy
D, (p|lo) converges to the max-relative entropy [72], which is
defined as [76,77]

Duax(pllo) = inf{x: p < 2"0}, (51)

and if supp(p) 52 supp(o) then Dpax(p|lo) = 0.
Another generalized divergence is the e-hypothesis-testing
divergence [78,79], defined as

Di(pllo) := —log, ir&f{Tr{Ao}
0K ASIATHApP) > 1—¢), (52)
fore € [0, 1], p € D(H),and o € B, (H).

F. Entanglement measures

Let E(A;B), denote an entanglement measure [6] that is
evaluated for a bipartite state psp. The basic property of an
entanglement measure is that it should be an LOCC monotone
[6], i.e., nonincreasing under the action of an LOCC channel.
Given such an entanglement measure, one can define the
entanglement E(M) of a channel M,_ p in terms of it by
optimizing over all pure, bipartite states that can be input to
the channel:

E(M) = sup E(L; B),, (33)

Yia
where w; g = Ma_p(¥4). Due to the properties of an en-
tanglement measure and the well-known Schmidt decompo-
sition theorem, it suffices to optimize over pure states ;4

such that L ~ A [i.e., one does not achieve a higher value
of E(M) by optimizing over mixed states with unbounded
reference system L]. In an information-theoretic setting, the
entanglement E (M) of a channel M characterizes the amount
of entanglement that a sender A and receiver B can generate
by using the channel if they do not share entanglement prior
to its use.

Alternatively, one can consider the amortized entanglement
E4 (M) of a channel M,_ 5 as the following optimization
[58] (see also Refs. [4,37,80-82]):

Es(M) := sup [E(Ly; BLg): — E(L4A; Lp),l, (54

PLAALR

where 77,51, = Ma_p(pr,ar,) and pr,ar, is a state. The
supremum is with respect to all states pz,4;, and the systems
Ly, Lp are finite-dimensional but could be arbitrarily large.
Thus, in general, E4 (M) need not be computable. The amor-
tized entanglement quantifies the net amount of entanglement
that can be generated by using the channel Mj4_, g, if the
sender and the receiver are allowed to begin with some
initial entanglement in the form of the state pp,47,. That is,
E(L4A; Lp), quantifies the entanglement of the initial state
Pr,aLg. and E(Ls; BLg), quantifies the entanglement of the
final state produced after the action of the channel.

The Rains relative entropy of a state p4sp is defined as
[48,49]

R(A;B), = min

D(paglloas), (55)
0As€PPT (A:B)

and it is monotone nonincreasing under the action of a com-
pletely PPT-preserving quantum channel Py/p a5,

R(A";B), > R(A;B)., (56)

where wap = Pap—ap(pap ). The sandwiched Rains relative
entropy of a state pp is defined as follows [83]:

Ry(A;B),:= min  Dy(paplloas). (57)

oA €PPT'(A:B)
The max-Rains relative entropy of a state psp is defined as
[84]

Rmax(A;B)p = min Dmax(paBlloas)- (58)

045€PPT (A:B)

The max-Rains information of a quantum channel M,_,p is
defined as [85]

Rpax (M) = n;ax Rinax (S B)ws (59)

where wgp = Mu_p(¢hsa) and ¢s4 is a pure state, with
dim(Hg) = dim(#H,). The amortized max-Rains information
of a channel M,_, g, denoted as Rpyax.a (M), is defined by
replacing E in (54) with the max-Rains relative entropy Ryax
[86]. It was shown in Ref. [86] that amortization does not
enhance the max-Rains information of an arbitrary point-to-
point channel,

Rmax,A(M) = Rmax (M) (60)

Recently, in Ref. [87] (Eq. (8); see also Ref. [85]), the max-
Rains relative entropy of a state psp was expressed as

Rmax(A;B)p = logz W(A;B)pa (61)
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TABLE I. Overview of where one can find the definitions of various entanglement measures for states 45, point-to-point channels M, g,

bidirectional channels Ny g _, 45, and their amortized versions.

E E(pap) EMy_p) E s(My_.p) E*>72(Nyp—ap) EZ7*(Nyp—ap)
R, Eq. (57) via Eq. (53) via Eq. (54)

R Eq. (55) via Eq. (83) via Eq. (54)

Rinax Eq. (61) Eq. (59) via Eq. (54) Definition 5 Eq. (111)

o8 Eq. (65) via Eq. (53) via Eq. (54)

Er Eq. (66) via Eq. (83) via Eq. (54)

Eax Eq. (68) via Eq. (53) via Eq. (54) Definition 6 Eq. (139)
Ey Eq. (70) via Eq. (53) via Eq. (54)

where W (A; B), is the solution to the following semidefinite
program:

minimize Tr{Cap + Dap}
subject to Capg, Dap = 0,
Tp(Cap — Dag) = pas- (62)

Similarly, in Ref. [85] [Eq. (21)], the max-Rains information
of a quantum channel M ,_, g was expressed as

Rinax (M) = log, (M), (63)

where I'(M) is the solution to the following semidefinite
program:

minimize [ Trp{Vsp + Y58}l
subject to Ygg, Vsg > 0,
Ts(Vss — Ysp) = Jip - (64)

The sandwiched relative entropy of entanglement of a
bipartite state p4p is defined as [88]

E4(A;B),:= min  D,(paslloas). (65)

043 €SEP(A:B)
In the limit ¢ — 1, Ea (A; B), converges to the relative en-
tropy of entanglement [89],

lim E,(A;B), = Ex(A;B), (66)

= i D . 67
L (paslloas) (67)
The max-relative entropy of entanglement [76,77] is defined
for a bipartite state pap as

Emax(A;B)p = min Diax(0aBlloas). (68)

oAp€SEP(A:B)
The max-relative entropy of entanglement E,x(M) of a
channel My _, p is defined as in (53), by replacing E with Ey,«
[80]. It was shown in Ref. [80] that amortization does not
increase max-relative entropy of entanglement of a channel

MA—)B?
Emax,a(M) = Emax (M). (69)

The squashed entanglement of a state pap € D(Hap) is
defined as [90] (see also Refs. [91,92])

1 .
Ey(A;B), == 3 wABEelg(fHABE){I(A;mE)w : Tre{wase} = pas}-
(70)

In general, the extension system E is finite-dimensional but
can be arbitrarily large. We can directly infer from the
above definition that Eg(B;A), = Es(A; B), for any psp €
D(Hap). We can similarly define the squashed entanglement
Egq(M) of a channel M,_ [93], and it is known that
amortization does not increase the squashed entanglement of
a channel [93]:

Egqa(M) = Eq(M). (71)

For an overview of the various entanglement measures used
in this work see Table I.

G. Private states and privacy test

Private states [14,15] are an essential notion in any discus-
sion of secret-key distillation in quantum information, and we
review their basics here.

A tripartite key state yk,x,rz contains log, K bits of a
secret key, shared between systems K4 and Kp, such that
|K4| = |Kp| = K, and protected from an eavesdropper pos-
sessing system E, if there exists a state oy and a projective
measurement channel M(-) = Y, [i)i|(-)]i)i|, where {|i)}; is
an orthonormal basis, such that

K1
(M, ® M) (vkuxor) = % > li)ilk, ® 1) (ilk, ® o
i=0
(72)
The systems K4 and Kp are maximally classically correlated,
and the key value is uniformly random and independent of the
system E.
A bipartite private state ys, k, k,s, containing log, K bits of
a secret key has the following form:

.
Vskiksss = US, ks (Pkaks © 05,5,) (Us,kikps,) » (73)

where @k, k, is a maximally entangled state of Schmidt rank
K, Ug ks, 1S @ “twisting” unitary of the form

K—1
U kakesy = D liNilg, ® 1iMilk, ® Ugls,.  (74)
i,j=0

with each Ug/¢ a unitary, and 6s,s, is a state. The systems
Sa, Sp are called “shield” systems because they, along with
the twisting unitary, can help to protect the key in systems Ky
and K from any party possessing a purification of ys, k, k,s,-

Bipartite private states and tripartite key states are equiv-
alent [14,15]. That is, for ys,k,x,s, a bipartite private state
and ys,k,k,5,£ some purification of it, yk,k,r is a tripartite
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key state. Conversely, for any tripartite key state yk,x,r and
any purification ys, k, k,s,£ Of it, ¥s,k, ks, 1S @ bipartite private
state.

A state pg,k,e 1S an g-approximate tripartite key
state if there exists a tripartite key state yk,k,E
such that

F(pukob s Viakoe) = 1 — €, (75)

where ¢ € [0, 1]. Similarly, a state pg,k,k,s, 1S an é&-
approximate bipartite private state if there exists a bipartite
private state s, k, k,s, such that

F(08,KuKSsE » VsaknKaSsE) = 1 — €. (76)

If ps,k,kss, 1S an e-approximate bipartite key state with
K key values, then Alice and Bob hold an e-approximate
tripartite key state with K key values, and the converse is true
as well [14,15].

A privacy test corresponding to ¥s,k,k,s, (@ y-privacy test)
is defined as the following dichotomic measurement [88]:

4 Y
{HSAKAKESB’ ISAKAKBSB - HSAKAKBSB}’ (77)
where

105 k. ks = Us,kukssy (Pruxs ® ISASB)(U;'AKAKBSB)T (78)

and Ug g .5, 18 the twisting unitary discussed earlier. Let
¢ € [0, 1] and pgs, k,k,s, be an e-approximate bipartite private
state. The probability for pg,k,k,s, t0 pass the y-privacy test
is never smaller than 1 — & [88]:

Tr {H.)S/‘AKAKBSBPSAKAKBSE} > 1—e. (79)
For a state os,k,k,s, € SEP(SaK4:KpSg), the probability of
passing any y-privacy test is never greater than % [15]:
1
K
where K is the number of values that the secret key can take
[i.e., K = dim(Hg,) = dim(Hk, )]. These two inequalities are
foundational for some of the converse bounds established in
this paper, as was the case in Refs. [15,88].

Tr {H?;AKAKBSBO-SAKAKBSB } < ? (80)

III. ENTANGLEMENT DISTILLATION FROM BIPARTITE
QUANTUM INTERACTIONS

In this section, we define the bidirectional max-Rains
information R2.>?(\) of a bidirectional channel A/ and show
that it is not enhanced by amortization. We also prove that
RZ2>2(N) is an upper bound on the amount of entanglement
that can be distilled from a bidirectional channel . We do
so by adapting to the bidirectional setting, the result from
Ref. [58] discussed below and recent techniques developed in
Refs. [80,82,86] for point-to-point quantum communication
protocols.

Recently, it was shown in Ref. [58], connected to related
developments in Refs. [4,37,59,80,81], that the amortized
entanglement of a point-to-point channel M,_, g serves as an
upper bound on the entanglement of the final state, say wygp,
generated at the end of an LOCC- or PPT-assisted quantum

communication protocol that uses M4_, g n times:

E(A;B)y < nE4(M). (81)

Thus, the physical question of determining meaningful upper
bounds on the LOCC- or PPT-assisted capacities of point-to-
point channel M is equivalent to the mathematical question
of whether amortization can enhance the entanglement of a
given channel, i.e., whether the following equality holds for a
given entanglement measure E:

Es(M) = E(M). (82)

A. Bidirectional max-Rains information

The following definition generalizes the max-Rains infor-
mation from (59), (63), and (64) to the bidirectional setting:
Definition 5 (Bidirectional max-Rains information). The
bidirectional max-Rains information of a bidirectional
quantum channel Ny _ 45 is defined as
R272(N) :=1log, T 72(N), (83)

max

where I'2~2 () is the solution to the following semidefinite
program:

minimize | Trap {Vs,ass, + Y585, } |
subject to Vs, aps,» Ys,aps, = 0,
Tos, (Vsuass, — Ys,a85,) = JéAVABsB’ (84)

such that Sy ~ A’, and S >~ B'.

Remark 2. By employing the Lagrange multiplier method,
the bidirectional max-Rains information of a bidirectional
channel Ny g _, 4p can also be expressed as

R2HN) = log, T 772(N), (85)

max

where T'>~2(N) is solution to the following semidefinite
program (SDP):

. N
maximize Tr {J S.A BSBXSAABSB}

subject to:
Xs,4Bsy»> 0s:55 = 0, Tr{ps,s;} =1,
— 0155 ® Inp < Ts, (Xsuams,) < Ps,s, @ s, (36)

such that S4 >~ A" and Sp >~ B’. Strong duality holds by em-
ploying Slater’s condition [94] (see also Ref. [87]). Thus, as
indicated above, the optimal values of the primal and dual
semidefinite programs, i.e., (86) and (84), respectively, are
equal.

The following proposition constitutes one of our main
technical results, and an immediate corollary of it is that
the bidirectional max-Rains information of a bidirectional
quantum channel is an upper bound on the amortized max-
Rains information of the same channel.

Proposition 1. Let p,ap1, be a state and let Ny p— 45 be
a bidirectional channel. Then

Rmax(LAA;BLB)w < Rmax(LAA/;B/LB)p + R2_>2(N)7 (87)

max

where @p,ap1, = Nap—ap(prapr,) and R222(N) is the
bidirectional max-Rains information of Nyg _4p.

Proof. We adapt the proof steps of Ref. [86] (Proposition
1) to the bidirectional setting. By removing logarithms and

applying (61) and (83), the desired inequality is equivalent to
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the following one: subject to the constraints
V. , Y, >0, 93
W (LaA: BLg), < W(LaA':B'Ly), - T>72(N),  (88) A AR 2
. ' - S Tas, (Vsuans, — Ysuans,) = JQ/ABSB- (94)
and so we aim to prove this one. Exploiting the identity inpy 01 in (62) implies that the left-hand side of (88) is
(62), we find that
equal to
W(LsA'; B'Lg), = minTr {C,ap1, + Drapr, ). (89) W (LsA; BLg)., = min Tr {Ep, ap1, + Fi,a81, ), 95)
subject to the constraints
subject to the constraints
) Ep aBry,  Fr,asi, 20, (96)
Criapiy Drapr, 20, (90) Nuag—ap(prasr,) < Tor, (Evase, — Fasi,).  (97)
T, (CLovsiy — Diasiy) = PLasiy, 1) Once we have these SDP formulations, we can now show

that the inequality in (88) holds by making appropriate choices
for ELAABLB and FLAABLB~ Let CLAA’B’LB and DLAA’B’LB be optimal
for W(L4A'; B'Lp),, and let Vs,4ps, and Ys,ps, be optimal
for I'>72(N). Let |T)g,g,.4 be the maximally entangled
'2>2(N) = min | Tras {Vsiaps, + Ys,a8s, } ”OO (92)  vector. Choose

J

while the definition in (84) gives that

Er,apr, = (Vlssp:a3Crapr, ® Vs,aps, + Drapr, @ Ys,aps,| 1), s,.a8 (98)
Froasry, = (Vlss3:a8Crapry @ Ys,apsy + Drai, ® Vs,apsy| 1) s,s5:48 - (99)
Then we have Ej,ap1,, F1,481, = 0, because

Crapiy Dr,apiy, Ys,aBsy» Vs,ans; = 0. (100)

Also, consider that

Epast, — Fryasr, = (Yls,span (Cooamr, — Drasn,) ® (Vsiass, — Ysaans, )| V) s,spas

= Trs,ams, | YN Is,s508 (Craasr, — Dranr,) ® (Vs,assy — Ysuans,) }- (101)

Then, using the abbreviations E’ := Ej apr,, F' := F,a1,. C' := Cramiry, D' := Diapr,, V' := Vs,aps,, and Y’ := Y5, aps,,
we have

Tpr, (E' — F') = Tor, [ Trs,ams, {I0)(Yls,s,a8(C = D)@ (V' =Y} ] (102)

= Tar, [ Trs,amsy {1 (T syspa8 (€ — D) ® (Ts, 0 Ts, )(V' — Y} ] (103)

= Tar, [ Trs,amsy { Ts, (T)(Ys,5548)(C" — D) @ Ts, (V' — Y] (104)

= Tos, [ Trs,ams, {I0)(Yls,spa T (C' = D) © T, (V' = Y} ] (105)

= Trs,ams, (I V)Y s,s5a8 Tor,(C' = D') @ Tas, (V/ = Y')} (106)

> (Yls,spa8PL,0815 ® S\ aps, | T)susian (107)

= Nap—as (pLAA’B’LB)- (108)

In the above, we employed properties of the partial transpose reviewed in (13)—(16). In particular, the third equality follows from
the fact that T}B = Ts,. For the fourth equality we have used (16) to change T, to Ty and then Tg, = Tpg. Now, consider that
Tr{Ep,apr, + Fr,asr,) = Tr {(TlsASB;A/B’ (CLAA'B'L,, + DLAA’B’LB) ® (VSAABS,, +7 SAABS,,)|T>SASB;A/B/}
= Tr {(Criasr, + Drasr,) Tvs Vaass + Yaass)}
=Tr {(CLAA’B’LB + DLAA’B’LB)TA’B’ (Trap[Vaape + YA’ABB/])}
Tr {(CLoapr, + Droawi,) | Twe { Tras (Vaass + Yaass) |
=Tr {(CLAA’B’LB + DLAA’B’LB) } ITrap{Vaae + Yarap }loo
= W(LaA'; B'Lg), - T*72(N). (109)

[e¢]
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The second equality follows from (12) and (14). The
inequality is a consequence of Hdolder’s inequality [95]. The
second-to-last equality follows because the spectrum of a
positive semidefinite operator is invariant under the action of
a full transpose (note, in this case, T4 p is the full transpose
as it acts on reduced positive semidefinite operators V4 and
Yup).

Therefore, we can infer that our choices of Ej,4p, and
Fy,ap1, are feasible for W(LsA; BLg),,. Since W (LsA; BLg),,
involves a minimization over all operators Ej,pz,, and Fy,apr,
satisfying (96) and (97), this concludes our proof of (§8). W

Remark 3. The choices made for Ej, ap;, and Fy, apr, in
(98) and (99), respectively, can be thought of as bidirectional
generalizations of those made in the proof of Ref. [86] (Propo-
sition 1) (see also Ref. [85], Proposition 6), and they can
be understood roughly via (11) as a postselected teleporta-
tion of the optimal operators of W(L4A’; B'Lg),, through the
optimal operators of I'>72(\/), with the optimal operators
of W(LsA'; B'Lg), being in correspondence with the Choi
operator Jé\Af Ags, through (94).

An immediate corollary of Proposition 1 is the following:

Corollary 1. The amortized max-Rains information of a
bidirectional quantum channel ANy p_.4p is bounded from
above by its bidirectional max-Rains information; i.e., the
following inequality holds:

Riwa W) < RIZZN),

max,A max

(110)

where R2.>2 (N) is the amortized max-Rains information of

a bidirectional channel \,
RZZA(N):i= sup [Rumax(LaA; BL)o — Ruax(LaA"; B'Lp),],

max,A
PLyA'B Ly

(111)
where prap1, € DHpapr,) and  op,ap, = Nap-as
(PLAA'BLy)-

Proof. The inequality in (110) is an immediate conse-
quence of Proposition 1. To see this, let py,4p1, denote an
arbitrary input state. Then from Proposition 1

Rinax (LaA; BLp)y — Rinax (LaA'; B'Lp),, < REZZ(N), (112)

max

where wp,apr, = Nag—ap(pr,a51,)- As the inequality holds
for any state oz,4'p1,, we conclude the inequality in (110).

B. Application to entanglement generation

In this section, we discuss the implication of
Proposition 1 for PPT-assisted entanglement generation
from a bidirectional channel. Suppose that two parties Alice
and Bob are connected by a bipartite quantum interaction.
Suppose that the systems that Alice and Bob hold are A" and
B’, respectively. The bipartite quantum interaction between
them is represented by a bidirectional quantum channel
Nup_ap, where output systems A and B are in possession
of Alice and Bob, respectively. This kind of protocol was
considered in Ref. [4] when there is LOCC assistance.

1. Protocol for PPT-assisted bidirectional
entanglement generation

We now discuss PPT-assisted entanglement generation
protocols that make use of a bidirectional quantum channel.

We do so by generalizing the point-to-point communication
protocol discussed in Ref. [58] to the bidirectional setting.

In a PPT-assisted bidirectional protocol, as depicted in
Fig. 1, Alice and Bob are spatially separated and they are
allowed to undergo a bipartite quantum interaction Ny p_ 43,
where for a fixed basis {|i)g|j)1,}; ;, the partial transposition
Ty, is considered on systems associated to Bob. Alice holds
systems labeled by A’, A whereas Bob holds B’, B. They
begin by performing a completely PPT-preserving channel

ng Lo A BiLs,* which leads to a PPT state p&? LB Ly, where
Ly, , L, are finite-dimensional systems of arbitrary size and
A}, B are input systems to the first channel use. Alice and
Bob send systems A} and Bj, respectively, through the first
channel use, which yields the output state

(1

— )
OLy ABiLg, *= NA’]B/I—>A,BI (pLAlAﬁBGLBI)’ (113)

Alice and Bob then perform the completely PPT-preserving

(2) :
channel PLAI ABILy, —Lay AyB) Ly, which leads to the state
2) . p?2) (1)
PLy,ABy Ly, *= PLAIAIB]LB]—>LA2A§B’2LBZ (ULAIAIBILB,)' (114)

Both parties then send systems A, B, through the second
channel use ./\/}y2 B,—A,B,» Which yields the state

(2)

— 2)
ULAZAZBZLE2 = NA’ZB’ZAAZBZ (pLAzA/zBlzLBZ ) . (1 15)

They iterate this process such that the protocol makes use of
the channel n times. In general, we have the following states
for the ith use, fori € {2, 3, ..., n}:

@) _ pW) (=D

pLA,-A;B;LBi =P (O—LAI-_IAi—]B[—lLB,v_] )’ (116)
() . ()

GL/\[AiBiLB[ T ’/\[A;B;_)AiBi (pLA’»A;»B;LB’»)’ (1 17)

where PZ;) is a completely PPT-

o Ais1BisiLp, | —La,A{B/Lp,

i

preserving channel, with the partial transposition acting
on systems B;_j,Lp, , associated to Bob. In the final

step of the protocol, a completely PPT-preserving channel

PE’A’:{'”)B”LM% mum;, 18 applied, which generates the final state:

. ptl) (n)
oMMy = PL, A Lg, MMy (GLAWA’ B, LBW)’

nn

(118)

where M, and Mp are held by Alice and Bob, respectively.

The goal of the protocol is for Alice and Bob to distill
entanglement in the end; i.e., the final state wy,y, should
be close to a maximally entangled state. For a fixed n, M €
N, ¢ € [0, 1], the original protocol is an (n, M, &) protocol
if the channel is used n times as discussed above, |[My| =
|Mg| = M, and if

F(a)MAMB’ <I>MAMB) = ((D|MAMB‘0MAMB|®>AB

>1—s¢, (119)

where @y, u, is the maximally entangled state.

A rate R is achievable for PPT-assisted bidirectional en-
tanglement generation if for all ¢ € (0, 1], § > 0, and suffi-
ciently large n, there exists an (n, 2"®=% ¢) protocol. The
PPT-assisted bidirectional quantum capacity of a bidirectional
channel V, denoted as QZ7*(N\), is equal to the supremum
of all achievable rates. Whereas a rate R is a strong converse
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A’l A1 A’z AZ
C-PPT-P | B’ N B, |cprTP } B, N B,

C-PPT-P

Ly, M,
o0 0 A’ A
(XX ] C-PPTP | B N B, | c-pPT-P
Xy} Ls M;

FIG. 1. A protocol for PPT-assisted bidirectional quantum communication that employs n uses of a bidirectional quantum channel N
Every channel use is interleaved by a completely PPT-preserving channel. The goal of such a protocol is to produce an approximate maximally
entangled state in the systems M, and Mg, where Alice possesses system M, and Bob system M.

rate for PPT-assisted bidirectional entanglement generation if
for all ¢ € [0, 1), § > 0, and sufficiently large n, there does
not exist an (n, 2"®+% ) protocol. The strong converse PPT-
assisted bidirectional quantum capacity Q+2(N\) is equal to
the infimum of all strong converse rates. A bidirectional chan-
nel NV is said to obey the strong converse property for PPT-
a}vssisted bidirectional entanglement generation if ngﬁz(/\f ) =
Oppr”(N).

We note that every LOCC channel is a completely PPT-
preserving channel. Given this, the well-known fact that tele-
portation [16] is an LOCC channel, and completely PPT-
preserving channels are allowed for free in the above protocol,
there is no difference between an (n, M, &) entanglement
generation protocol and an (n, M, £) quantum communication
protocol. Thus, all of the capacities for quantum communica-
tion are equal to those for entanglement generation.

Also, one can consider the whole development discussed
above for LOCC-assisted bidirectional quantum communi-
cation instead of more general PPT-assisted bidirectional
quantum communication. All the notions discussed above
follow when we restrict the class of assisting completely
PPT-preserving channels allowed to be LOCC channels. It fol-
lows that the LOCC-assisted bidirectional quantum capacity
0ok (./\Q and the strong converse LOCC-assisted quantum

capacity Qfgc% () are bounded from above as

022 (N) < Q572 N),

022 (N) < O22(N).

(120)

(121)
|

Eppr(Mu; Mp) < Eppr(La,An; BuLg,)

o

= EPPT(LAnAn; BnLB,l)U(n) — Eppr (LAIA,1§B/]LBl)p(1)

= Eppr (LA,,An; BnLBn)a(n) + Z [EPPT (LA,AQ; B;LBi) o0~ Eppr (LA,AQ; B;LBi) pm] — Eppr (LAIA/1 ; B/lLBl)

i=2

n

< Z [Eppr(La,Ai BiLs,) 0 — EPPT(LAiA;;B;LBi)p<;>] < nEppra(N).

i=1

(1)

Ly, A\ By Ly,
PPT state with vanishing Eppy. The second equality
follows trivially because we add and subtract the

The first equality follows because p is a

Also, the capacities of bidirectional quantum communication
protocols without any assistance are always less than or equal
to the LOCC-assisted bidirectional quantum capacities.

The following lemma is useful in deriving upper bounds
on the bidirectional quantum capacities in the forthcoming
sections, and it represents a generalization of the amortiza-
tion idea to the bidirectional setting (see Ref. [4] in this
context).

Lemma 4. Let Eppr(A;B), be a bipartite entanglement
measure for an arbitrary bipartite state psp. Suppose that
Eppr(A; B), vanishes for all psp € PPT(A:B) and is mono-
tone nonincreasing under completely PPT-preserving chan-
nels. Consider an (n, M, ) protocol for PPT-assisted en-
tanglement generation over a bidirectional quantum channel
Nup_ap, as described in Sec. IIT B 1. Then the following
bound holds:

Eppr(Ma; Mp),, < nEppra(N), (122)
where Eppr 4(N) is the amortized entanglement of a bidirec-
tional channel V,

Eppr.a(N)
:= sup [Eppr(LaA;BLp)s — Eppr(LaA"; B'Lg),], (123)

PLAA'B Ly

pLaL, € DHiap,), and op,apr, = Nag—ap(Prapiy,)-

Proof. From Sec. IIl B 1, as E is monotonically non-
increasing under the action of completely PPT-preserving
channels, we get that

o

(124)
[
same terms. The second inequality follows because
Eppr(La,A}; BiLp,) jo < Eppr(La, \Ai—13Bi-1Lg, )ya-  for
alli € {2, 3, ..., n}, due to monotonicity of the entanglement
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measure Eppr with respect to completely PPT-preserving
channels. The final inequality follows by applying the
definition in (123) to each summand. |

2. Strong converse rate for PPT-assisted bidirectional
entanglement generation

We now establish the following upper bound on the bidi-
rectional entanglement generation rate %logzM (qubits per
channel use) of any (n, M, ¢) PPT-assisted protocol:

Theorem 1. For a fixedn, M € N, ¢ € (0, 1), the follow-
ing bound holds for an (n, M, ¢) protocol for PPT-assisted
bidirectional entanglement generation over a bidirectional
quantum channel \V:

1 1 1
—log, M < RZZAHN) + - 1og2( ) (125)
n n 1-—
Proof. From Sec. III B 1, we have that
Tr{®y,myom,m,} 2 1 — ¢, (126)

while Ref. [11] (Lemma 2) implies that, for all ou,m, €
PPT' (M4:Mp),

1

Tr {‘DMAMBO'MAMB} < M

Under an “entanglement test,” which is a measurement with
POVM (P, m» Intymy — Py}, and applying the data pro-
cessing inequality for the max-relative entropy, we find that
[for details, see (56)—(59) in Ref. [86]]

(127)

Rinax(Ma; Mp)., 2 logy[(1 — e)M]. (128)
Applying Lemma 4 and Proposition 1, we get that
Ruax(Ma; Mp)y < nRIHN). (129)

Combining (128) and (129), we arrive at the desired inequality
in (125).
Remark 4. The bound in (125) can also be rewritten as

l—e< 2—"[Q—Ré§2(N)]’ (130)
where we set the rate Q = % log, M. Thus, if the bidirectional
communication rate Q is strictly larger than the bidirectional
max-Rains information R2:*(\), then the fidelity of the
transmission (1 — ¢) decays exponentially fast to zero in the
number n of channel uses.

An immediate corollary of the above remark is the follow-
ing strong converse statement:

Corollary 2. The strong converse PPT-assisted bidirec-
tional quantum capacity of a bidirectional channel N
is bounded from above by its bidirectional max-Rains
information:

Ot (N) < RZZHN). (131)
IV. SECRET-KEY DISTILLATION FROM BIPARTITE
QUANTUM INTERACTIONS

In this section, we define the bidirectional max-relative
entropy of entanglement E 2 2(N). The main goal of this
section is to derive an upper bound on the rate at which a secret

key can be distilled from a bipartite quantum interaction. In

deriving this bound, we consider private communication pro-
tocols that use a bidirectional quantum channel, and we make
use of recent techniques developed in quantum information
theory for point-to-point private communication protocols
[15,58,80,88].

A. Bidirectional max-relative entropy of entanglement

The following definition generalizes a channel’s max-
relative entropy of entanglement from [80] to the bidirectional
setting:

Definition 6. The bidirectional max-relative entropy of

entanglement of a bidirectional channel Nyp_.p is
defined as
EZ2N) = SUp  Emax(SaA: BSp)o, (132)

Vs 4 @Pprsy

where  ws,aps, = Nap—ap(¥s,a ® ¢ps,) and P, and
@p's, are pure bipartite states such that Sy ~ A’, and Sy >~ B'.

Remark 5. Note that we could define En%;x 2(N) to have an
optimization over separable input states ps,a'ps, € SEP(SaA”:
B’Sp) with finite-dimensional but arbitrarily large auxiliary
systems S4 and Sp. However, the quasiconvexity of the max-
relative entropy of entanglement [76,77] and the Schmidt
decomposition theorem guarantee that it suffices to restrict the
optimization to be as stated in Definition 6.

Proposition 2. Let pp,ap 1, be a state and let Ny p— a5 be
a bidirectional channel. Then

Emax (LaA; BLp)y < Emax(LaA'; B'Lp), + EZ22(N), (133)

max

where wp,ap1, = Nap—ap(pr,apr,) and EZ2(N) is the
bidirectional max-relative entropy of entanglement of
Nap—ap.

Proof. Let us consider states o} ;. € SEP(LyA":B'Lp)
and oy, apr, € SEP(LsA:BLg), where Ly and Lp are finite-
dimensional but arbitrarily large. With respect to the bipartite

cut L4A : BLg, the following inequality holds:

Emax(LaA; BLp)oy < Diax(Narg— (0L, 481,101,481, )-
(134)
Applying the data-processed triangle inequality [80] (Theo-
rem III.1), we find that

Duax (Nyp—a8(pLasL,) |oLasL,)
< Dunax (Praasis 0] wpr,)
+Dinax (Naz—48(07 g, ) 0L,a8L,).  (135)

Since oiA A'B'L and oy, 4pr, are arbitrary separable states, we
arrive at

Emax (LAA; BLB )w < Emax (LAA,; B,LB )p + Emax (LAA; BLB )‘[ ’

(136)

where
oLy = Naw—as(PLapiy), (137)
T, = Nap—as(o L ABLy)- (138)

This implies the desired inequality after applying the observa-
tion in Remark 5, given that aiAA,B,LB € SEP(L4A":B'Lg). 1

An immediate consequence of Proposition 2 is the follow-
ing corollary:
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Corollary 3. Amortization does not enhance the bidirec-
tional max-relative entropy of entanglement of a bidirectional
quantum channel My p _ 4p; and the following equality holds:

EXAN) = EX2N),

max

(139)

where E 2% (N) is the amortized entanglement of a bidirec-
tional channel \V,

B W)
= sup [Emax(LAA;BLB)G

PLyA'B Ly

- Emax(LAA/; B/LB);O]’ (140)

where  prapr, € D(Hpapr,) and  orapr, = Nap—ap
(L ABLy)-
Proof. The inequality EZ %3(N) > EZZ*(N) always

max

holds. The other inequality E2>% (V) < E2-2(N) is an im-
mediate consequence of Proposition 2 (the argument is similar

to that given in the proof of Corollary 1). ]

B. Application to secret-key agreement
1. Protocol for LOCC-assisted bidirectional secret-key agreement

We first introduce an LOCC-assisted secret-key-agreement
protocol that employs a bidirectional quantum channel.

In an LOCC-assisted bidirectional secret-key-agreement
protocol, Alice and Bob are spatially separated, and they
are allowed to make use of a bipartite quantum interaction
Nup_ ap, where the bipartite cut is considered between sys-
tems associated to Alice and Bob, L,A: LgB. Let L{/f,[ s ABE DE
an isometric channel extending Nup _ Ap:

Uy o) = Udlp e O Udpape) . (141)
where UA/\’G?’» ApE 1S an isometric extension of Nug_ap. We
assume that the eavesdropper Eve has access to the system E,
also referred to as the environment, as well as a coherent copy
of the classical communication exchanged between Alice and
Bob. One could also consider a weaker assumption, in which
the eavesdropper has access to only part of E = E'E”.
Alice and Bob begin by performing an LOCC channel
(ﬂl—)>LA|A’]B’.LB, , which leads to a state 'OSATA;BELB] € SEP(L4,A}:
B|Lg,), where Ly,, Lg, are finite-dimensional systems of arbi-
trary size and A}, B} are input systems to the first channel use.
Alice and Bob send systems A} and B], respectively, through
the first channel use, that outputs the state

(1)

. (1)
Oponbiy, =Napoan (00, ypr, ) (142)

They then perform the LOCC channel £

Ly, AiB) Ly, —Ls,AbBy Ly,
which leads to the state

(2) — r@ (1)
Py AyBsLs, = Ll MBIy — Loy AyB L, (GLAIAIBILB] )-

(143)

Both parties then send systems A, B, through the second

; ; (2) —
channel use Ny, p,.4,8,, Which yields the state 0Ly Aol =

2 .
M§B§—>Asz (pzAi A8, LBZ)‘ They iterate the process such that
the protocol uses the channel n times. In general, we
have the following states for the ith channel use, for

ie{2,3,...,n}:
(@) (0=
'OLA,-A;B,{LB,- =L (O—LA,-,IAI—IB[—ILBF] )’ (144)
(i) o ]
OLyABLg, = M;B§—>A.-Bf ('OLA/.A;.B;LB[)’ (145)

where L(Li) is an LOCC channel corre-

A Aic1Bi—iLg;_ | —La,AiBiLg,
sponding to the bipartite cut Ly, ,A;_1:Bi_1Lp, ,. In the final
step of the protocol, an LOCC channel ﬁgl:\:_A]l?BnLBn‘) KKy 1S
applied, which generates the final state:

. ptD) (n)
WK, Ky -= £LAnA;B;Lgn—>KAKB (GLA,,A/ B, LB,,)’ (146)

nn

where the key systems K4 and K are held by Alice and Bob,
respectively.

The goal of the protocol is for Alice and Bob to distill
a secret-key state, such that the systems K4y and Kp are
maximally classical correlated and tensor product with all of
the systems that Eve possesses (see Sec. II G for a review of
tripartite secret-key states). See Fig. 2 for a depiction of the
protocol.

2. Purifying an LOCC-assisted bidirectional
secret-key-agreement protocol

As observed in Refs. [14,15] and reviewed in Sec. II G, any
protocol of the above form, discussed in Sec. IV B 1, can be
purified in the following sense.

The initial state ,021) W € SEP(Ls,A| :B|Lg,) is of the
A1

B)Lp
following form:

M ._ v y
PLy AB Ly, "= ZPY. (yl)TL;]A,] ® 5L:;,B;' (147)
Y1

The classical random variable Y; corresponds to a message
exchanged between Alice and Bob to establish this state. It
can be purified in the following way:

1
¢ )>Y|SA1LA1A’]B’1L31SBI

= VPO ® 115, 1,4y @ 167 )50, 1, 5, (148)

Vi

where S4, and Sp, are local “shield” systems that in principle
could be held by Alice and Bob, respectively, |7°) Su, L, A

and [¢”)s, 1, g, purify rz;] o, and g'LVt‘Zl 5, respectively, and Eve
possesses system Y, which contains a coherent classical copy

of the classical data exchanged between Alice and Bob. Each

(i) . .
LOCC channel ‘CLA,,, ArsBisLa,_, Ly AYBILs, can be written in

the following form [94], foralli € 2,3, ..., n:

E(i)
LA;,IAFIBFILBH] —)LA’.A;B;LB’.
— Vi Vi 14
: gLAHA;,l—>LAI.A§ ® }—BI,ILBH—>B;LH,.’ (149)

Vi
Vi Vi
where .}, and , ~are collec-
{ELAi_lAi,leLAiAi b {‘FB,-,ILBi_]—>BiLB,. by

tions of completely positive, trace nonincreasing maps
such that the map in (149) is trace preserving. Such an
LOCC channel can be purified to an isometry in the
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A Ay A, A,
rocc | g, | N} B, | rocc | B, | NV | B,

LOCC

LA,I K A
[ XX ] A)ﬂ ﬂl
eee l10CC | g |N|3B, | rOCC
eee Ls, | K;

FIG. 2. A protocol for LOCC-assisted bidirectional private communication that employs n uses of a bidirectional quantum channel A/
Every channel use is interleaved by an LOCC channel. The goal of such a protocol is to produce an approximate private state in the systems

K, and K3, where Alice possesses system K, and Bob system Kjp.

following way:

Uﬁ(i)
Ly, Ai-1Bi-1Lp;,_| —Y:iSp;La,A;BiLp,; S,

i—1

o . EYi
= E il ® UL, a5, Lo a;

Vi

]:yi
‘X’UB,_,LBF1 —~BlLy, Sy, (150)

o i
where {ULAF]A,-,I—>SA,.LA,‘A;}VI_ and {UB,.,,LBH—>B;LBI,

’ S }y, are col-
lections of linear operators (each of which is a contraction,

<1

|ug: (151)

Ly,

i—1

Ui

Aio1—>Sp, L Aj ” 00’ Bi_1Lp,_,—BjLg, S, ” 00

for all y;) such that the linear operator U £ in (150) is an
isometry, the system Y; being held by Eve. The final LOCC
channel can be written similarly as

(n+1)

— Y1 Vn+1
L, A, B, Lg, —~KsKp " Z ELA,,A,,*)KA ® fB”LB,,%KB’ (152)
Yn+1
and it can be purified to an isometry similarly as

LoD

LayAuBuL, —Yu1S4,, | KaK5Ss,,
. EVn+1 Fon+l
i § |)’n+1 >Yn+1 ® ULAnAn_>SA”+1KA ® UKBSB”_H . (153)

Yn+1

Furthermore, each channel use NA;B;_WB,, for all ie
{1,2,...,n},is purified by an isometry Uﬁ%{ such that
Eve possesses the environment system E;. -

At the end of the purified protocol, Alice possesses the key
system Ky and the shield systems S4 := S4,S4, - - - Sa,,,, Bob
possesses the key system Kp and the shield systems Sp :=
S, SB, - - Sp,.,» and Eve possesses the environment systems
E":=E\E,---E, as well as the coherent copies Y"*! :=
Y, ---Y,q1 of the classical data exchanged between Alice
and Bob. The state at the end of the protocol is a pure state

—ABE?

Wyn+18, KyKpSpE" +

For afixedn, K € N, ¢ € [0, 1], the original protocol is an
(n, K, ¢) protocol if the channel is used n times as discussed
above, |[K4| = |Kp| = K, and if

F(wSAKAKBSR’ ySAKAKBSB) > 1- €, (154)

where ys, k,k,s, 1S a bipartite private state.

A rate R is achievable for LOCC-assisted bidirectional
secret-key agreement if for all ¢ € (0, 1], § > 0, and suffi-
ciently large n, there exists an (n, 2"®=% g) protocol. The
LOCC-assisted bidirectional secret-key-agreement capacity

of a bidirectional channel N, denoted as P35¢a(N), is equal
to the supremum of all achievable rates. Whereas a rate R
is a strong converse rate for LOCC-assisted bidirectional
secret-key agreement if for all € € [0, 1), § > 0, and suffi-
ciently large n, there does not exist an (r, 2MRED) g protocol.
The strong converse LOCC-assisted bidirectional secret-key-
agreement capacity P%¢2(N) is equal to the infimum of all
strong converse rates. A bidirectional channel A is said to
obey the strong converse property for LOCC-assisted bidirec-
tional secret-key agreement if P3¢ (N) = Poce(N).

We note that the identity channel corresponding to no
assistance is an LOCC channel. Therefore, one can consider
the whole development discussed above for bidirectional
private communication without any assistance or feedback
instead of LOCC-assisted communication. All the notions
discussed above follow when we exempt the employment of
any nontrivial LOCC assistance. It follows that the nonadap-
tive bidirectional private capacity Pnz_jz(N ) and the strong
converse nonadaptive bidirectional private capacity P,%,”2(\)
are bounded from above as

PN < PRogeN), (155)

BN < Plote ). (156)

The following lemma is useful in deriving upper bounds on
the bidirectional secret-key-agreement capacity of a bidirec-
tional channel. Its proof is very similar to the proof of Lemma
4, and so we omit it.

Lemma 5. Let Epocc(A;B), be a bipartite entanglement
measure for an arbitrary bipartite state psp. Suppose that
Erocc(A; B), vanishes for all p4p € SEP(A:B) and is mono-
tone nonincreasing under LOCC channels. Consider an
(n, K, €) protocol for LOCC-assisted secret-key agreement
over a bidirectional quantum channel Ny p_ 45 as described
in Sec. IV B 2. Then the following bound holds:

Evocc(SaKa; KgSp)w < nErocca(N), (157)

where ELocc.a(N) is the amortized entanglement of a bidi-
rectional channel NV,
Erocc,a(N)
= sup [Erocc(LaA;BLg)s — ELocc(LaA"; B'Lp),],

PLyA'B Ly

(158)

and 0,481, = Nap—a(PrapL,)-
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3. Strong converse rate for LOCC-assisted bidirectional
secret-key agreement

We now prove the following upper bound on the bidi-
rectional secret-key-agreement rate %log2 K (secret bits per
channel use) of any (n, K, &) LOCC-assisted secret-key-
agreement protocol:

Theorem 2. For a fixed n, K € N, ¢ € (0, 1), the follow-
ing bound holds for an (n, K, €) protocol for LOCC-assisted
bidirectional secret-key agreement over a bidirectional quan-
tum channel \V:

1 N 1 1
;logngEn%axz(N)—i—;logz(l _8>. (159)

Proof. From Sec. IV B 2, the following inequality holds
for an (n, K, ¢) protocol:

F(a)SAKAKBSB’ ySAKAKBSB) =>1—e, (160)

for some bipartite private state ys,k,k,s, With key dimension
K. From Sec. lI G, w, k, k,s, passes a y-privacy test with prob-
ability at least 1 — ¢, whereas any ts,k, ks, € SEP(SaKj :
KgSp) does not pass with probability greater than % [15] (see
also Ref. [88]). Making use of the discussion in Ref. [80]
(Secs. III and IV; i.e., from the monotonicity of the max-
relative entropy of entanglement under the y-privacy test), we

conclude that
! (161)
1—¢)°

Applying Lemma 5 and Corollary 3, we get that
Ennax(SaKa: KgSp)o < nEpyy ().

max

logy K < Emax (SaKy; KpSp)w + log2<

(162)

Combining (161) and (162), we get the desired inequality
in (159). |
Remark 6. The bound in (159) can also be rewritten as
(163)

| — g < 27 MP-ERZOD],
where we set the rate P = % log, K. Thus, if the bidirectional
secret-key-agreement rate P is strictly larger than the bidirec-
tional max-relative entropy of entanglement £2.>%(N), then
the reliability and security of the transmission (1 — ¢) decays
exponentially fast to zero in the number n of channel uses.

An immediate corollary of the above remark is the follow-
ing strong converse statement:

Corollary 4. The strong converse LOCC-assisted bidirec-
tional secret-key-agreement capacity of a bidirectional chan-
nel V is bounded from above by its bidirectional max-relative
entropy of entanglement:

PEEWN) S ELAN).

max

(164)

V. BIDIRECTIONAL CHANNELS WITH SYMMETRY

Channels obeying particular symmetries have played an
important role in several quantum information-processing
tasks in the context of quantum communication protocols
[52,54,55], quantum computing and quantum metrology
[96-98], resource theories [99,100], etc.

In this section, we define bidirectional PPT- and
teleportation-simulable channels by adapting the defini-
tions of point-to-point PPT- and LOCC-simulable channels

[54,55,58] to the bidirectional setting. Then we give upper
bounds on the entanglement and secret-key-agreement capac-
ities for communication protocols that employ bidirectional
PPT- and teleportation-simulable channels, respectively.
These bounds are generally tighter than those given in the
previous section, because they exploit the symmetry inherent
in bidirectional PPT- and teleportation-simulable channels.

Definition 7 (Bidirectional PPT-simulable). A bidirec-
tional channel Ny p_p is PPT-simulable with associated
resource state 0p,p, € D(Hp, ® Hp,) if for all input states
pap € D(Ha ® Hp ) the following equality holds:

Napa(pap) = Pp,A'BDs—AB (;OA’B’ ® GDADB)v (165)

with Pp,app,—ap being a completely PPT-preserving chan-
nel acting on DyA’: DgB’, where the partial transposition acts
on the composite system DgB’.

The following definition was given in Ref. [101] for the
special case of bipartite unitary channels:

Definition 8 (Bidirectional teleportation-simulable). A
bidirectional channel ANyp_.ap is teleportation-simulable
with associated resource state 0p,p, € D(Hp, ® Hp,) if for
all input states pap € D(Ha ® Hp) the following equality
holds:

A/;\/B’—>AB(/)A’B’) = EDAA/B’DB—>AB (pA/B’ ® ODADB), (166)

where Lp,app,—ap is an LOCC channel acting on
DAA/ . DBB/.

Let G and H be finite groups, and for g€ G and h € H,
let g — Ua(g) and h — Vp/(h) be unitary representations.
Also, let (g, h) — Wx(g, h) and (g, h) — Tp(g, h) be unitary
representations. A bidirectional quantum channel Nyp_ 4p
is bicovariant with respect to these representations if the
following relation holds for all input density operators pap
and group elements g € Gand h € H:

Nap—ap{lUs (8) ® Ve (W) (pap)}
= [Wa(g, h) ® Tg(g WIINap—as(pap)]l, (167)

where U(g)(-) := U(g)(-)[U(g)]" denotes the unitary channel
associated with a unitary operator U (g), with a similar con-
vention for the other unitary channels above.

Definition 9 (Bicovariant channel). We define a bidirec-
tional channel to be bicovariant if it is bicovariant with respect
to groups that have representations as unitary one-designs, i.e.,
61 2 Un (@) = and o 37, Vip (1)) = 7.

An example of a bidirectional channel that is bicovariant
is the controlled-NOT (CNOT) gate [19], for which we have the
following covariances [102,103]:

CNOT(X ® I) = (X ® X)CNOT, (168)
CNOT(Z ® I) = (Z ® I)CNOT, (169)
CNOT(Y ® I) = (Y ® X )CNOT, (170)
CNOT(I ® X) = (I ® X)CNOT, (171)
CNOT(I ® Z) = (Z ® Z)CNOT, (172)
CNOT(I ® Y) = (Z ® Y ))CNOT, (173)
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where {/, X, Y, Z} is the Pauli group with the identity element
I. A more general example of a bicovariant channel is one
that applies a CNOT with some probability and, with the com-
plementary probability, replaces the input with the maximally
mixed state.

In Ref. [103] the prominent idea of gate teleportation was
developed, wherein one can generate the Choi state for the
CNOT gate by sending in shares of maximally entangled states
and then simulate the CNOT gate’s action on any input state by
using teleportation through the Choi state (see also Ref. [104]
for earlier related developments). This idea generalized the
notion of teleportation simulation of channels [54,55] from
the single-sender single-receiver setting to the bidirectional
setting. After these developments, Refs. [25,105] generalized
the idea of gate teleportation to bipartite quantum channels
that are not necessarily unitary channels.

The following result slightly generalizes the developments
in Refs. [25,103,105]:

Proposition 3. If a bidirectional channel Nyp_ap is
bicovariant, Definition 9, then it is teleportation-simulable
with resource state 6Op,apr, = Nap—ap(@ra ® Ppr,)
(Definition 8).

We give a proof of Proposition 3 in Appendix B.

We now establish an upper bound on the entanglement
generation rate of any (n, M, ¢) PPT-assisted protocol that
employs a bidirectional PPT-simulable channel.

Theorem 3. For a fixedn, M € N, ¢ € (0, 1), the follow-
ing strong converse bound holds for an (n, M, ) protocol
for PPT-assisted bidirectional entanglement generation over
a bidirectional PPT-simulable quantum channel N with asso-
ciated resource state 6p,p,, Definition 7, Voo > 1,

1 ~ 1
—log, M < Ry(Da; Dp)y + al log, , (174)
n n(a—1) 1—¢

where ﬁa (D4; Dp)g is the sandwiched Rains information (57)
of the resource state Op,p,.
Proof. The first few steps are similar to those in the proof
of Theorem 1. From Sec. III B 1, we have that
TI‘{@MAMBO)MAMB} 2 1 — &, (175)
while Ref. [11] (Lemma 2) implies that, Yoy,u, € PPT’
(M, : Mp),

1

Tr { Pusom,omam, | < —-

i (176)

Under an “entanglement test,” which is a measurement with
POVM (D, 01,5 Int,m; — Py}, and applying the data pro-
cessing inequality for the sandwiched Rényi relative entropy,
we find that (for details, see Lemma 5 of Ref. [106]), for all
a > 1,

~ 1
logy M < Ry (Ma; M), + —— log, .
a—1 1—¢

The sandwiched Rains relative entropy is monotonically non-
increasing under the action of completely PPT-preserving
channels and vanishing for a PPT state. Applying Lemma 4,

we find that
1~
;Ra (My;Mp)o

< sup [Ru(LaA; BLg)xp) — Ru(LaA': B'Lp),). (178)
PLyA'B Ly
As stated in Definition 7, a PPT-simulable bidirectional

channel Ny p _ 4p with associated resource state 6p,p, is such
that, for any input state p/, .,

Nup—a8(Pyg) = PpuaBpy—aB (/0;;/3/ ® 9DADB)- (179)

s /
Then, for any input state @} ,p,

Ro(LaA; BLg)p(ws9) — Ra(LaA's B'Lp)y
< Ry(DaLaA'; BLpDp)wygs — Ro(LaA'; B'Lp).y
< Ry(LaA'; B'Lg),y + Ro(Da; Dp)s
~Ru(LyA'; B'Lp).y

= R,(Dy; Dp)y. (180)

The first inequality follows from monotonicity of R, with
respect to completely PPT-preserving channels. The second
inequality follows because R, is subadditive with respect to
tensor-product states.

Applying the bound in (180) to (178), we find that

Ry(My; Mg),, < nR,(Da; Dp)s. (181)

Combining (177) and (181), we get the desired inequality
in (174). |

Now we establish an upper bound on the secret-key rate
of an (n, K, ¢) secret-key-agreement protocol that employs a
bidirectional teleportation-simulable channel.

Theorem 4. For a fixed n, K € N, ¢ € (0, 1), the follow-
ing strong converse bound holds for an (n, K, &) protocol
for a secret-key agreement over a bidirectional teleportation-
simulable quantum channel A/ with associated resource state
QDADB: Yo > 1,

1 ~ o 1
—log, K < E,(Ds; D, 1 , (182
" 0g, K < Ey(Dy B)9+n(a—l) ng(l—e) (182)

where EQ(DA;DB)Q is the sandwiched relative entropy of
entanglement (65) of the resource state Op,p, .

Proof. As stated in Definition 7, a bidirectional
teleportation-simulable channel ANup_.ap is such that,
for any input state p/,p,

Nug—ap(Pyp) = Loasps—as(Pyp @ Opn,).  (183)

Then, for any input state “)/L/; ABL
Eo(LyA; BLy) £(w96) — Ea(L)A'; B'Ly)u
< Ey(DALLA'; B'LyDg) ey — Eq(LyA'; B'LY)u
< EL(LyA'; BLy)w + Eo(Da; Dp)o
— Ey(L,A"; B'Ly)y
= E,(Dy; Dp)p. (184)

The first inequality follows from monotonicity of E, with
respect to LOCC channels. The second inequality follows
because E, is subadditive.
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From Sec. IV B 2, the following inequality holds for an
(n, K, ¢) protocol:

F(05,K,KsS50 Vsskakssy) = 1 — €, (185)
for some bipartite private state ys,k,k,s, With key dimen-
sion K. From Sec. II G, ws,k,k,s, passes a y-privacy test
with probability at least 1 — &, whereas any 7g,k,x,s, €
SEP(SaK4 : KpSp) does not pass with probability greater than

% [15]. Making use of the results in Ref. [88] (Sec. 5.2), we
conclude that

~ 1
log, K < Eq(SaKa; KpSp)w + a 0 10g2<1 > (186)
o — —¢

Now we can follow steps similar to those in the proof of
Theorem 3 in order to arrive at (182). |

We can also establish the following weak converse bounds,
by combining the above approach with that in Ref. [58]
(Sec. 3.5):

Remark 7. The following weak converse bound holds
for an (n,M,e) PPT-assisted bidirectional quantum
communication protocol (Sec. III B 1) that employs
a bidirectional PPT-simulable quantum channel A with
associated resource state 6, ,:

(I—¢)

log, M
oM (187)
n

1
S R(LasLg)o + ;hz(é‘),

where R(L4; Lp)y is defined in (55) and h(¢) := —¢elog, ¢ —
(1 —¢)log,(1 —e).

Remark 8. The following weak converse bound holds
for an (n,K,e) LOCC-assisted bidirectional secret-key-
agreement protocol (Sec. IV B 2) that employs a bidirectional
teleportation-simulable quantum channel A~ with associated
resource state Op, p,:

log, K 1
(1 - S)T < E(Dy;Dp)g + th(é“),

(188)
where E(D4; Dg)y is defined in (66).

Since every LOCC channel Lp,4'5p,—4p acting with re-
spect to the bipartite cut DgA’ : DgB’ is also a completely
PPT-preserving channel with the partial transposition action
on DpB, it follows that bidirectional teleportation-simulable
channels are also bidirectional PPT-simulable channels. Based
on Proposition 3, Theorem 3, Theorem 4, and the limits n —
oo and then @« — 1 (in this order) [107], we can then conclude
the following strong converse bounds:

Corollary 5. If a bidirectional quantum channel N is bico-
variant (Definition 9), then

0% 2(N) < R(LaA; BLg)s, (189)

PloceWN) < E(LaA; BLg), (190)
where 6p,ap1, = Nagap(@ra @ Ppr,), and Oppr*(N)
and P;5¢&(N) denote the strong converse PPT-assisted bidi-
rectional quantum capacity and strong converse LOCC-
assisted bidirectional secret-key-agreement capacity, respec-
tively, of a bidirectional channel V.

VI. PRIVATE READING OF A READ-ONLY
MEMORY DEVICE

Devising a communication or information-processing pro-
tocol that is secure against an eavesdropper is an area of
primary interest in information theory. In this section, we
introduce the task of private reading of information stored in
a memory device. A secret message can either be encrypted
in a computer program with circuit gates or in a physical
storage device, such as a CD-ROM, DVD, etc. Here we limit
ourselves to the case in which these computer programs or
physical storage devices are used for read-only tasks; for
simplicity, we refer to such media as memory devices.

In Ref. [22] a communication setting was considered in
which a memory cell consists of unitary operations that en-
code a classical message. This model was generalized and
studied under the name “quantum reading” in Ref. [42], and it
was applied to the setting of an optical memory. In subsequent
works [59,108,109], the model was extended to a memory
cell consisting of arbitrary quantum channels. In Ref. [59] the
most natural and general definition of the reading capacity of
a memory cell was given, and this work also determined the
reading capacities for some broad classes of memory cells.
Quantum reading can be understood as a direct application
of quantum channel discrimination [106,110-117]. In many
cases, one can achieve performance better than what can
be achieved when using a classical strategy [108,109,118—
120]. In Ref. [121] the author discussed the security of a
message encoded using a particular class of optical memory
cells against readers employing classical strategies.

In a reading protocol, it is assumed that the reader has
a description of a memory cell, which is a set of quantum
channels. The memory cell is used to encode a classical
message in a memory device. The memory device containing
the encoded message is then delivered to the interested reader,
whose task is to read out the message stored in it. To decode
the message, the reader can transmit a quantum state to the
memory device and perform a quantum measurement on the
output state. In general, since quantum channels are noisy,
there is a loss of information to the environment, and there
is a limitation on how well information can be read out from
the memory device.

To motivate the task of private reading, consider that once
reading devices equipped with quantum systems are built, the
readers can use these devices to transmit quantum states as
a probe and then perform a joint measurement for reading
the memory device. There could be a circumstance in which
an individual would have to access a reading device in a
public library under the surveillance of a librarian or other
parties, whom we suppose to be a passive eavesdropper Eve.
In such a situation, an individual would want information in a
memory device not to be leaked to Eve, who has access to the
environment, for security and privacy reasons. This naturally
gives rise to the question of whether there exists a protocol for
reading out a classical message that is secure from a passive
eavesdropper.

In what follows, we introduce the details of private reading:
briefly, it is the task of reading out a classical message (key)
stored in a memory device, encoded with a memory cell, by
the reader such that the message is not leaked to Eve. We
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FIG. 3. The figure depicts a private reading protocol that calls a memory cell three times to decode the key k as k. See the discussion in

Sec. VI A for a detailed description of a private reading protocol.

also mention here that private reading can be understood as a
particular kind of secret-key-agreement protocol that employs
a particular kind of bipartite interaction, and thus, there is a
strong link between the developments in Sec. IV and what
follows (we elaborate on this point in what follows).

A. Private reading protocol

In a private reading protocol, we consider an encoder and
a reader (decoder). Alice, an encoder, is one who encodes a
secret classical message onto a read-only memory device that
is delivered to Bob, a receiver, whose task is to read the mes-
sage. We also refer to Bob as the reader. The private reading
task comprises the estimation of the secret message encoded
in the form of a sequence of quantum wiretap channels chosen
from a given set {M7,_ pp}rex of quantum wiretap channels
(called a wiretap memory cell), where X is an alphabet, such
that there is negligible leakage of information to Eve, who has
access to the system E. A special case of this is when each
wiretap channel My, _ . is an isometric channel. In the most
natural and general setting, the reader can use an adaptive
strategy when decoding, as considered in Ref. [59].

Consider a set { My, _, pp}rex of wiretap quantum channels,
where the size of B, B, and E are fixed and independent of x.
The memory cell from the encoder Alice to the reader Bob is
as follows: My = {M%_ g}y, where

Vx € X: My p(-) :=Trg {M}_ gz (O}, (191)

which may also be known to Eve, before executing the reading
protocol. We assume only the systems E are accessible to Eve
for all channels M”* in a memory cell. Thus, Eve is a passive
eavesdropper in the sense that all she can do is to access the
output of the channels

Vx e X My p () = Trg {M}_ ()} (192)

We consider a classical message set = {1,2,...,K},
and let K4 be an associated system denoting a classical
register for the secret message. In general, Alice encodes a
message k € K using a codeword x" (k) = x (k)xp(k) - - - x, (k)
of length n, where x;(k) € X for all i € {1,2,...,n}. Each
codeword identifies with a corresponding sequence of quan-
tum channels chosen from the wiretap memory cell M y:

(M &y o MO MY, ).

B\—>BiE;" 7 ' By—>BEy

(193)

An adaptive decoding strategy makes n calls to the memory
cell, as depicted in Fig. 3. It is specified in terms of a
transmitter state PLy B> @ set of adaptive, interleaved chan-

nels {A} ol

5,Bi>Ls, Bl }i—,» and a final quantum measurement

{A(k) }; that outputs an estimate k of the message k. The

Ly, By
strategy begins with Bob preparing the input state pr, p,
and sending the B/ system into the channel M;;‘,I(QBI £ The

channel outputs the system B; for Bob. He adjoins the system
By to the system L, and applies the channel A}

The channel A

Ly, Bi~Lg,,
take an action conditioned on the information in the system
B;, which itself might contain partial information about the
message k. Then he sends the system B, into the channel

X2 (k) :

M By By which outputs systems B, and E;. The process of
successively using the channels interleaved by the adaptive
channels continues n — 2 more times, which results in the

final output systems Lp, and B, with Bob. Next, he performs
a measurement {A(L]:, B, and the
measurement outputs an estimate & of the original message k.
It is natural to assume that the outputs of the adaptive channels
and their complementary channels are inaccessible to Eve and
are instead held securely by Bob.

The physical model that we assume, as is standard in QKD
protocols, is that Bob’s local laboratory is secure. So Bob can
perform whatever local operations that he would like to in
his laboratory. Furthermore, without loss of generality, Bob
can perform all of these local steps as isometric channels,
sending the original output as output and keeping the former
environment to himself, thus ensuring that the new comple-
ment of each isometric channel is trivial so that Eve gets no
information from these steps. So the task does not change even
if we assume that Eve has access to the complements of each
of the adaptive channels since it is possible to do things in this
way without loss of generality.

It is apparent that a nonadaptive strategy is a special case
of an adaptive strategy. In a nonadaptive strategy, the reader
does not perform any adaptive channels and instead uses o~
as the transmitter state with each B} system passing through

the corresponding channel /\/l)l;(k_z i, and Lp being a reference
system. The final step in such a nonadaptive strategy is to
perform a decoding measurement on the joint system LgB".

As argued in Ref. [59], based on the physical setup of
quantum reading, in which the reader assumes the role of both
a transmitter and receiver, it is natural to consider the use of an
adaptive strategy when defining the private reading capacity of
a memory cell.

Definition 10 (Private reading protocol). An (n, K, €, 8)
private reading protocol for a wiretap memory cell My is
defined by an encoding map K — X®", an adaptive strategy

5, B1—>Ls, By’
» is called adaptive because it can
17i+1

}# on the output state oy, p

n?

with measurement {A(LI;) g, i such that the average success
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probability is at least 1 — ¢ where ¢ € (0, 1):

1 k k
l—e <1 = pey = < ZTr {A;Blenpingn}, (194)
k

where

(k) _ X (K) n—1
IOLBanE" - (MB;—>B,,E,, o ALB,HIB“—I‘)LB”B:,
1 x1(k)
o0 A, pryp 0 Mg g g ) (PLs,)- (195)
Furthermore, the security condition is that

1 1
£ 2 zlot =
kek

<6, (196)

where ,ogf,) denotes the state accessible to the passive eaves-

dropper when message & is encoded. Also, 7z« is some fixed
state. The rate P := %logzK of a given (n, K, ¢, §) private
reading protocol is equal to the number of secret bits read per
channel use.

Based on the discussions in Ref. [88] (Appendix B), there
are connections between the notions of private communica-
tion given in Sec. IV B 2 and Definition 10, and we exploit
these in what follows.

To arrive at a definition of the private reading capacity,
we demand that there exists a sequence of private reading
protocols, indexed by #n, for which the error probability pe, —
0 and security parameter § — 0 as n — oo at a fixed rate P.

A rate P is called achievable if for all ¢,8 € (0, 1], §' >
0, and sufficiently large n, there exists an (n,2""=%) ¢, 8)
private reading protocol. The private reading capacity
Pd(My) of a wiretap memory cell My is defined as the
supremum of all achievable rates.

An (n,K,e¢,§) private reading protocol for a wiretap
memory cell My is a nonadaptive private reading protocol
when the reader abstains from employing any adaptive strat-
egy for decoding. The nonadaptive private reading capacity
ng’:d(ﬂ/y) of a wiretap memory cell M is defined as the
supremum of all achievable rates for a private reading protocol
that is limited to nonadaptive strategies.

B. Nonadaptive private reading capacity

In what follows we restrict our attention to reading proto-
cols that employ a nonadaptive strategy, and we now derive
a regularized expression for the nonadaptive private reading
capacity of a general wiretap memory cell.

Theorem 5. The nonadaptive private reading capacity of a
wiretap memory cell My is given by

_ 1
P(My) =sup max —[I(X";LgB"), — I(X";E").],

n PxnsOppn N
(197)
where

TXn[zB'En ‘= Z Pxn (x”)|x”)(x”|xn (Y M)g:"*)B”E“ (ULRB’")7
-
(198)
and it suffices for o7, to be a pure state such that Ly ~ B"".
Proof. Let us begin by defining a cqg-state corresponding
to the task of private reading. Consider a wiretap memory cell

My = { M3 _ pglxex. The initial state pg, 7, of a nonadap-
tive private reading protocol takes the form

1
PKALpB" = X Xk: |k){klk, @ przB"- (199)

The action of the encoding is to apply an instrument that
measures the K, register and, conditioned on the out-
come, presents Bob with a channel codeword sequence
MO = QL M’g,(k_)) 5,z Bob then passes the transmit-

ter state py,z» through M2%*

g e Lhen the resulting state is

1 n
— x" (k)
PEALBEN = Ek k) (klk, ® Mpa™ ppu (PLypm).  (200)

Let pk,x, = Dip—k,(Pk,,50) be the output state at the
end of the protocol after the decoding channel Dy p:_ k,
is performed by Bob. The privacy criterion introduced in
Definition 10 requires that

1 1, =
(k)
22 5l — |, < (201)
kel
where ,Ogjl(k) = TrLBBn{Mxn(k)B/u*)BnEn(pLBB/u)} and T 1S
some arbitrary constant state. Hence
1 |
8> Zk: EHpEn — T, (202)
1
= EHPKAE" — Tk, ® Tgn |1, (203)

where g, denotes maximally mixed state, i.e., 7g, 1=
% > i k) (k|k,. We note that

I(KAsE™), = S(Ka)p — S(KalE™), (204)
= S(KAlE")z9c — S(K4|E™), (205)
< dlog, K 4+ g(é), (206)

which follows from an application of Lemma 2.
We are now ready to derive a weak converse bound on the
private reading rate:

log, K = S(Ka),
= I(Kx; Kp), + S(KalKB),
< I(K4; Kp), + €logy K + ha(e)
< 1(Ka; LgB"), + elogy K + ha(e)
< I(Ka; LgB"), — I(Ka3 E™), + elogy K

+ hy(e) 4+ Slog, K + g(8)
< max [I(X";LgB"). —I(X";E"),]
pxn,Opppn

+elog, K + hy(e) + 8log, K + g(8),  (207)

where txn;,ppn 1S a state of the form in (198). The first
inequality follows from Fano’s inequality [122]. The second
inequality follows from the monotonicity of mutual informa-
tion under the action of a local quantum channel by Bob
(Holevo bound). The final inequality follows because the
maximization is over all possible probability distributions and
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input states. Then
1
(I—e—68)< max -—[I(X";LgB"), —I(X";E"),]
PxnsOpppn N

n ha(e) + 8(8)
n

log, K
n

(208)

Now considering a sequence of nonadaptive (n, K, €, &,)
protocols with lim,_, k’g+K" =P, lim,,¢&, =0, and
lim,_, » 8, = 0, the converse bound on nonadaptive private
reading capacity of memory cell My is given by

1
P <sup max —[I(X";LgB"). — [(X";E").],

n pxn.lTLBBrn n

(209)

which follows by taking the limit as n — oo.

It follows from the results of Refs. [12,13] that right-hand
side of (209) is also an achievable rate in the limit n — oo. In-
deed, the encoder and reader can induce the cq wiretap chan-
nel x — My, pr-(01,5), to which the results of Refs. [12,13]
apply. A regularized coding strategy then gives the general
achievability statement. Therefore, the nonadaptive private
reading capacity is given as stated in the theorem. ]

C. Purifying private reading protocols

As observed in Refs. [14,15] and reviewed in Sec. II G,
any protocol of the above form, discussed in Sec. VI B, can be
purified in the following sense. In this section, we assume that
each wiretap memory cell consists of a set of isometric chan-
nels, written as {UM;BE}X. Thus, Eve has access to system
E, which is the output of a particular isometric extension of
the channel M}, _ 5 i.e., Mj_ () = TrB{Z/{é\,/‘;BE (+)}, for all
x € X. We refer to such memory cell as an isometric wiretap
memory cell.

We begin by considering nonadaptive private reading pro-
tocols. A nonadaptive purified secret-key-agreement protocol
that uses an isometric wiretap memory cell begins with Alice
preparing a purification of the maximally classically corre-
lated state:

1
TR Y kg, k) glk)e, (210)

kek

where K =1{1,2,...,K}, and K}, K, and C are classical
registers. Alice coherently encodes the value of the register
C using the memory cell, the codebook {x"(k)};, and the
isometric mapping |k). — |x"(k))yx.. Alice makes two co-
herent copies of the codeword x"(k) and stores them safely
in coherent classical registers X” and X". At the same time,
she acts on Bob’s input state pp,p» with the following
isometry:

M
D I xn @ U™, g ® 1¥") g

X"

@211)

For the task of reading, Bob inputs the state pr,p» to the
channel sequence M*'®_ with the goal of decoding k. In the
purified setting, the resulting output state is Vg, gxnz; 1, prgngns
which includes all concerned coherent classical registers or

quantum systems accessible by Alice, Bob, and Eve:

1
Wk kxoL,LaprEngn = ﬁ Z k), k) g @ |x" (k) xn
k

M n
X Upn_, gun h”)LgLBB’" |x (k)))gy, s

212)

where Yy, 1,pn is a purification of pr,p» and the systems Ly,
Lg, and B" are held by Bob, whereas Eve has access only to
E™. The final global state is Yy, gxny, k,pngn after Bob applies
the decoding channel Dy, p_, k,, Where

.— 7D N A
V) K kxorykpEnin = LpB'—LjKg V) K kxnLyLsBrEngns

(213)

UP is an isometric extension of the decoding channel D, and
Ly is part of the shield system of Bob.

At the end of the purified protocol, Alice possesses the key
system K and the shield systems KX"X", Bob possesses the
key system Kjp and the shield systems L L, and Eve possesses
the environment system E". The state Yy, gxny; 11k, x7» at the
end of the protocol is a pure state.

For a fixed n, K € N, ¢ € [0, 1], the original protocol is
an (n,2"", \/e, /) private reading protocol if the memory
cell is called n times as discussed above, and if

F(I/IKAKX"L;;L};KBX”» ySAKAKBSB) z1—e, (214)

where y is a private state such that Sy = KX"X", Ky =
Ky, Kg =Kp, Sg = LyLy. See Ref. [88] (Appendix B) for
further details.

Similarly, it is possible to purify a general adaptive private
reading protocol, but we omit the details.

D. Converse bounds on private reading capacities

In this section, we derive different upper bounds on the
private reading capacity of an isometric wiretap memory
cell. The first is a weak converse upper bound on the non-
adaptive private reading capacity in terms of the squashed
entanglement. The second is a strong converse upper bound
on the (adaptive) private reading capacity in terms of the
bidirectional max-relative entropy of entanglement. Finally,
we evaluate the private reading capacity for an example: a
qudit erasure memory cell.

We derive the first converse bound on nonadaptive private
reading capacity by making the following observation, related
to the development in Ref. [88] (Appendix B): any non-
adaptive (n, 2P e 8) private reading protocol of an isometric
wiretap memory cell My, for reading out a secret key, can be
realized by an (n, 2", ¢'(2 — ¢’)) nonadaptive purified secret-
key-agreement reading protocol, where ¢’ := & + 28§. As such,
a converse bound for the latter protocol implies a converse
bound for the former.

First, we derive an upper bound on the nonadaptive private
reading capacity in terms of the squashed entanglement [90]:

Proposition 4. The nonadaptive private reading capac-
ity P[f:d(mx) of an isometric wiretap memory cell
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My = U 41 }ee v is bounded from above as

PE(My) < sup Eyq(XLp; B),,
Px, ‘/fLB’

(215)

where wyxy,p = Trg{wxr,pr}, such that ¥y, p is a pure state
and

|)xese = Y V/Px@x)x @ Uy pel¥),p.  (216)

xeX

Proof. For the discussed purified nonadaptive secret-key-
agreement reading protocol, when (214) holds, the dimen-
sion of the secret-key system is upper bounded as [123]
(Theorem 2)

log, K < Es(KX"X"Ka; KgLgLy)y + fi(We, K),  (217)
where
fi(e, Ky) :=2¢elog, K + 2g(¢). (218)
We can then proceed as follows:
log, K < Eq(KX"X"Ka: KgLiLp)y + fi(v/e,K)  (219)

= E(KX"X"Kp; B"LgLy)y + f1(v/e, K), (220)

where the first equality is due to the invariance of Ey under
isometries.

For any five-partite pure state ¢pp,p,r k> the following
inequality holds [93] (Theorem 7):

E(B';B1By)y < Esq(B'B2E>; B1)g + Esq(B'BiE1;B)g.
221)

Choosing B' = KX"X"Ky, By = B,, B, = LgL;B""', E; =
E, and E; = E"! this implies that

Ey(KX"X"Ky; B"LpLy)y
< Eq(RX"X"K4LpLyB" 'E""';B,)y
+ Eq(KX"X"KsB,Ey; LgLpB" ')y
= Ey(RX"X"KsLgLyB" 'E""";B,),
+Eq(RX"X""KsB,; LsLpB" ")y, (222)

where the equality holds by considering an isometry with the
following uncomputing action:

1K)k, 1K) g 15" (D) s Ut o oW 1y 13" D)

=1
= 1K)k, k) g X ) xnUppts s o W) 1y
X ")) g (223)

Applying the inequality in (221) and uncomputing isome-
tries like the above repeatedly to (222), we find that

E(KX"X"Kys; B"LgLy)y

n
< Y Eq(RX"XiK4LpLyB™; By),

i=1

(224)

where the notation B indicates the composite system
B\B,---Bi_B  ---B,, ie., all n—1 B'-labeled systems
except B;. Each summand above is equal to the squashed

entanglement of some state of the following form: a bipartite

state is prepared on some auxiliary system Z and a control
system X, a bipartite state is prepared on systems Lg and B', a
controlled isometry ) |x)(x|x ® UbfY’; g 18 performed from
X to B', and then E is traced out. By applying the development
in Ref. [41] (Appendix A), we conclude that the auxiliary
system Z is not necessary. Thus, the state of systems X, Lg,
B’, and E can be taken to have the form in (216). From (220)

and the above reasoning, since lim,_,¢lim,_ o M =0,
we conclude that
B (My) < sup Eq(XL;B), (225)

PxVipn

where wyxy,p = Tre{wxr,pe}, such that ¥ p is a pure
state and

) xrepE = Y V/PxOIX)x @ UL pul¥)p- (226)
xeX
This concludes the proof. |

We now bound the strong converse private reading capacity
of an isometric wiretap memory cell in terms of the bidirec-
tional max-relative entropy.

_ Theorem 6. The strong converse private reading capacity
Pre“d(ﬂ/y) of an isometric wiretap memory cell My =
{u Mﬁ pE)xex 1s bounded from above by the bidirectional
max-relative entropy of entanglement E,2,>%( )?//ll;f_, xp) of the

o v
bidirectional channel N3/ .,

P (M) < EZ22(Nont xn)s (227)
where
My . My M +
Nigtoxp() = Trg {UXB'LXBE(')(UXB&XBE) } (228)
such that
Ugs'oxpe = Y _ 10l ® Up g (229)

xeX

Proof. First we recall, as stated previously, that a
(n,2"", &, §) (adaptive) private reading protocol of a memory
cell My, for reading out a secret key, can be realized by
an (n,2"", &'(2 — ¢')) purified secret-key-agreement reading
protocol, where &’ := ¢ + 2. Given that a purified secret-key-
agreement reading protocol can be understood as particular
case of a bidirectional secret-key-agreement protocol (as dis-
cussed in Sec. IV B 2), we conclude that the strong converse
private reading capacity is bounded from above by

PEsd(Ma) < B2 (NYAY xn) (230)
where the bidirectional channel is
NMx () = Trp (UM e QU )L @231)
such that B
U)?;LXBE = Z lx)x|y ® Ué}/‘_x)BE. (232)

xeX
The reading protocol is a particular instance of an LOCC-
assisted bidirectional secret-key-agreement protocol in which
classical communication between Alice and Bob does not
occur. The local operations of Bob in the bidirectional secret-
key-agreement protocol are equivalent to adaptive operations
by Bob in reading. Therefore, applying Theorem 2, we con-
clude that (227) holds, where the strong converse in this
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context means that ¢ + 2§ — 1 in the limit as n — oo if the
reading rate exceeds E22(NIAY  ») [124]. [ ]

max

1. Qudit erasure wiretap memory cell

The main goal of this section is to evaluate the private read-
ing capacity of the qudit erasure wiretap memory cell [59].

Definition 11 (Erasure wiretap memory cell). The qudit
erasure wiretap memory cell QX = {QB  BE ) xex |X| =
consists of the following qudit channels:

Q™ (-) = Q6" ()(™)'], (233)

where Q7 is an isometric channel extending the qudit erasure
channel [125]:

Q(pp) = Ulpy(U?),

Ul )p =1 —qlv)sle)e + ale)sl¥)e

such that g € [0, 1], dim(Hp) = d, |e){e| is some state or-
thogonal to the support of input state p, andVx € X : 0* ¢ H
are the Heisenberg-Weyl operators as reviewed in (C5) of
Appendix C. Observe that Q% is jointly covariant with respect
to the Heisenberg-Weyl group H because the qudit erasure
channel QY is covariant with respect to H.

Now we establish the private reading capacity of the qudit
erasure wiretap memory cell.

Proposition 5. The private reading capacity and strong
converse private reading capacity of the qudit erasure wiretap
memory cell @q){ are given by

P Q) =

Proof. To prove the proposition, consider that N’ % as
defined in (228) is bicovariant and Qg,ﬁ p is covariant. Thus,
to get an upper bound on the strong converse private reading
capacity, it is sufficient to consider the action of a coherent use
of the memory cell on a maximally entangled state (see Corol-
lary 5). We furthermore apply the development in Ref. [41]
(Appendix A) to restrict to the following state:

(234)

(235)

Pfead o) X) =2(1 —¢q)log, d. (236)

¢X LgBE

Qu-x

1
= —— Y x @ U | Py
VIXl '
1—gq - e s
a7 - ZZ X)x ® 0 |i)gli), le)g
‘/le ZZ|xx®|eB|z L ® 0 li)g. (237)

Observe that Zf;ol Yo )y ®le)pli),, ® o¥|i)p and Zfz_ol
Yo ) x ® oF|i)gli);,le)r are orthogonal. Also, since, |e)
is orthogonal to the input Hilbert space, the only term
contributing to the relative entropy of entanglement is

=gl Y03 Xy ® o li)gli)y, Let
d*—1

1
W )xin = 7 D )y ® 0Py (238)
x=0

{0”|®) g1, }xex forms an orthonormal basis in Hp ® Hy, (see
Appendix C), so

dzl

Z|xx®|x BLg»

and E(X; LB)e = 2log, d. Applying Corollary 5 and convex-
ity of relative entropy of entanglement, we conclude that

[V xrs = |P)xpr, = (239)

Pe(Q%) < 2(1 — g)log, d (240)
From Theorem 5, the following bound holds:
Pread @‘;) Pread (_X) (241)
2 I(X;LgB), — I(X; E),, (242)
where
d*~1
PXLyBE = 3 Z )l @ Uy o (Px1,m)- (243)
x=0
After a calculation, we find that I(X;E), =0 and

I(X;LgB), =2(1 — g)log, d. Therefore, from (240) and
the above, we conclude the statement of the theorem.

From the above and Ref. [59] (Corollary 4), we conclude
that there is no difference between the private reading capacity
of the qudit erasure memory cell and its reading capacity.

VII. ENTANGLEMENT GENERATION FROM A
COHERENT MEMORY CELL OR CONTROLLED
ISOMETRY

In this section, we consider an entanglement distillation
task between two parties Alice and Bob holding systems X
and B, respectively. The set up is similar to purified secret-key
generation when using a memory cell (see Sec. VIC). The
goal of the protocol is as follows: Alice and Bob, who are
spatially separated, try to generate a maximally entangled
state between them by making coherent use of an isometric
wiretap memory cell My = {Z/IM;BE}XE;( known to both
parties. That is, Alice and Bob have access to the following
controlled isometry:

My
Uyp'xpe = 2 :Ix (xlx ® Up", .
xeX

(244)

such that X and E are inaccessible to Bob. Using techniques
from Ref. [13], we can state an achievable rate of entangle-
ment generation by coherently using the memory cell.
Theorem 7. The following rate is achievable for entangle-
ment generation when using the controlled isometry in (244):

I(X)LgB),,, (245)

where 1(X)LgB),, is the coherent information of state wx,p
(32) such that

W)X1,BE = Z VPx@)lx)x ® U gp W) L,m -
X

Proof. Let {x"(m, k)},,x denote a codebook for private
reading, as discussed in Sec. VIB, and let v, denote a pure
state that can be fed into each coherent use of the memory

(246)
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cell. The codebook is such that for each m and &, the codeword
x"(m, k) is unique. The rate of private reading is given by

1(X;LgB), — (X E),, (247)
where
pxpee = Y px(OX) (xlx @UYE e (Yr,p).  (248)
Note that the following equality holds:
I(X;LgB), — I(X;E), = I(X)LgB).,, (249)
where
OVxrpne = YV Px@X)x @ Up" prl¥)e.  (250)
The code is such that there is a measurement Aj; L b for all
m, k, for which
m, x"(m,k n
Tr{ AL My (VER)} 2 1 =6 25D
and
ZM;;’Z(:" (W) — ome| <8 (252)
1

From this private reading code, we construct a coherent
reading code as follows. Alice begins by preparing the state

1
T > mu, k), (253)
m,k

Alice performs a unitary that implements the following
isometry:

|m>MA|k)KA - |m>MA|k)KA |xn(ms k)>X”7 (254)
so that the state above becomes
1
—_— m g, |x"(m, k))xn. 255
M;' Dt )k, X" (m K))x (255)

Bob prepares the state |y)®",, so that the overall state is

LB’
d_ Z ) ag, 1)k, X" G, K)o |9 £ (256)

Now Alice and Bob are allowed to access n instances of the
controlled isometry,

D ) xlx @ UL e (257)
and the state becomes
Zlm a1 1)k, I G, KO Ut [ ) £, (258)
Bob now performs the isometry
Z A ® Imag, k), (259)

and the resulting state is close to

1
VMK
® Uxfn(:n;ngn W/>L33 |m>M1 |k>

At this point, Alice locally uncomputes the unitary from (254)
and discards the X" register, leaving the following state:

D I 1K) g, 5" (m K

(260)

¥ (m,k)

1 M
WiTie Xk: 1) as, 1K) K, Upn, g W) frgge © |, )i, (261)

Following the scheme of Ref. [13] for entanglement distilla-
tion, she then performs a Fourier transform on the register K

and measures it, obtaining an outcome k£’ € {0, ..., K — 1},
leaving the following state:

2mik'k K M
Tl / ® UB/"iB”E”“/[)LBB’ ® |m>M1 |k>K1

¢— 2
(262)

She communicates the outcome to Bob, who can then perform
a local unitary on system K; to bring the state to

1 Poni ;
e 3 I U 0 W) (263)
m,k

Now consider that, conditioned on a value m in register M, the
local state of Eve’s register E" is given by

& DL ),

Thus, by invoking the security condition in (252) and
Uhlmann’s theorem [44], there exists a isometry V™

LiBK,—B
such that

(264)

X (k) o
VL"BHKHB |:\/— Z U%—>B"E" >LgB’|k> j| ~ @7 ) -
(265)
Thus, Bob applies the controlled isometry
D lm)(mla, ® Vi 5 (266)
and then the overall state is close to
1
7 2 M9 s (267)

Bob now discards the register B and Alice and Bob are left
with a maximally entangled state that is locally equivalent
to approximately n[l(X;LgB), —I(X;E),] = nl(X)LgB),
ebits.

VIII. DISCUSSION

In this work, we mainly focused on two different
information-processing tasks: entanglement distillation and
secret-key distillation using bipartite quantum interactions or
bidirectional channels. We determined several bounds on the
entanglement and secret-key-agreement capacities of bipartite
quantum interactions. In deriving these bounds, we described
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communication protocols in the bidirectional setting, related
to those discussed in Ref. [4] and which generalize related
point-to-point communication protocols. We introduced an
entanglement measure called the bidirectional max-Rains in-
formation of a bidirectional channel and showed that it is a
strong converse upper bound on the PPT-assisted quantum
capacity of the given bidirectional channel. We also intro-
duced a related entanglement measure called the bidirectional
max-relative entropy of entanglement and showed that it is
a strong converse bound on the LOCC-assisted secret-key-
agreement capacity of a given bidirectional channel. When
the bidirectional channels are either teleportation- or PPT-
simulable, the upper bounds on the bidirectional quantum and
bidirectional secret-key-agreement capacities depend only on
the entanglement of an underlying resource state. If a bidi-
rectional channel is bicovariant, then the underlying resource
state can be taken to be the Choi state of the bidirectional
channel.

Next, we introduced a private communication task called
private reading. This task allows for secret-key agreement
between an encoder and a reader in the presence of a passive
eavesdropper. Observing that access to an isometric wire-
tap memory cell by an encoder and the reader is a par-
ticular kind of bipartite quantum interaction, we were able
to leverage our bounds on the LOCC-assisted bidirectional
secret-key-agreement capacity to determine bounds on its
private reading capacity. We also determined a regularized
expression for the nonadaptive private reading capacity of
an arbitrary wiretap memory cell. For particular classes of
memory cells obeying certain symmetries, such that there is
an adaptive-to-nonadaptive reduction in a reading protocol,
as in Ref. [59], the private reading capacity and the non-
adaptive private reading capacity are equal. We derived a
single-letter, weak converse upper bound on the nonadaptive
private reading capacity of an isometric wiretap memory cell
in terms of the squashed entanglement. We also proved a
strong converse upper bound on the private reading capacity of
an isometric wiretap memory cell in terms of the bidirectional
max-relative entropy of entanglement. We applied our results
to show that the private reading capacity and the reading ca-
pacity of the qudit erasure memory cell are equal. Finally, we
determined an achievable rate at which entanglement can be
generated between two parties who have coherent access to a
memory cell.

We have left open the question of determining a relation
between the bidirectional max-Rains information and the
bidirectional max-relative entropy of entanglement for an
arbitrary bidirectional channel. However, we strongly suspect
that the bidirectional max-Rains information can never exceed
the bidirectional max-relative entropy of entanglement. It
would also be interesting to derive an upper bound on the
bidirectional secret-key-agreement capacity in terms of the
squashed entanglement. Another future direction would be to
determine classes of memory cells for which the regularized
expressions of the nonadaptive private reading capacities re-
duce to single-letter expressions. For this, one could consider
memory cells consisting of degradable channels [126,127].
More generally, determining the private reading capacity
of an arbitrary wiretap memory cell is an important open
question.
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APPENDIX A: COVARIANT CHANNEL

Proof of Lemma 1. Given is a group G and a quantum
channel M ,_, g that is covariant in the following sense:

Mz (U§paUS") = VEMass(pa)V§ (A1)
for a set of unitaries {U}}¢ec and {V5}eec-
Let a Kraus representation of M,_, g be given as
Mag(pa) =) LI pal/". (A2)
J
We can rewrite (A1) as
Vi M s (USoaUS )V = Masn(pa),  (A3)
which means that for all g, the following equality holds
S Lipait =3 VLU pa (VSLIUS) . (A4)
J

J

Thus, the channel has two different Kraus representations
{L7}; and {V{ L/U¥};, and these are necessarily related by a
unitary with matrix elements wf.k [94,128]:

VELU§ = wh Lk (A5)

i
k
A canonical isometric extension U, ;- of M4_,p is given as

Uil pe =Y L' ® 1)) (A6)

J

where {|j)£}; is an orthonormal basis. Defining W as the
following unitary:

WElk)E = wh i), (A7)
J

where the states |k)g are chosen from {|j)g};, consider that

U peUf = Y LU ® |j)e
J

=Y VIVELIU§ ® |j)e
J

=) Vi [Z wfjkL"} ®lj)e  (Al0)
j k
=VEY L' ® ) whlie
k J

(A8)

(A9)

(Al1)
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= Vs ZL" ® WEIk)k (A12)
k
= (V5 ® W)Ul g (A13)
This concludes the proof. |

APPENDIX B: BICOVARIANT CHANNELS AND
TELEPORTATION SIMULATION

Proof of Proposition 3. Let Nyp_.ap be a bidirectional
quantum channel, and let G and H be groups with uni-
tary representations g — Uy (g) and h — Vp/(h) and (g, h) —
Wa(g, h) and (g, h) — Tp(g, h), such that

1
Gl ZUA’ (&) (Xa) = Tr{Xa}rrar, (B1)
g
1
| > Ve (h)(Yg) = Tr(Yg)mp. (B2)
n

and

Nap—ap{lUa (8) @ Vo (W)](pap )}
= [Wa(g, 1) ® Tp(g, WIINup—as(par)l, (B3)

where Xy € B(Ha ), Yp € B(Hp ), and 7 denotes the maxi-
mally mixed state. Consider that

1

G D Upr(@)(Parar) = 7tar ® T, (B4)
g

J

where @ denotes a maximally entangled state and A” is a
system isomorphic to A’. Similarly,

1

i D Ve (h)(®pp) = 15 @ . (BS)
h

Note that in order for {U ff,} to satisfy (B1), it is necessary
that |A’|2 < |G] [129]. Similarly, it is necessary that |B’|2 <
|H|. Consider the POVM {E},, },, with each element EY,,
defined as
A -
Ejs, 1= gy Ub@an, s)". (B6)

It follows from the fact that |A’|* < |G| and (B4) that {E 2 )e

is a valid POVM. Similarly, we define the POVM {FBh,, L tn as
B
s R M )
The simulation of the channel Ny p_, 4p via teleportation
begins with a state psvp and a shared resource Oy,4pr, =
-/\/:4'3/—>AB(¢LAA' ® ®pp,). The desired outcome is for the
receivers to receive the state AMyp_ap(oap) and for the
protocol to work independently of the input state psp. The
first step is for the senders to locally perform the measurement
{E j,, 1, ® Fé’,, LB} &k and then send the outcomes g and & to the
receivers. Based on the outcomes g and 4, the receivers then
perform W/f’h and Tég’h. The following analysis demonstrates
that this protocol works, by simplifying the form of the
postmeasurement state:

|GI|H| Trarp,pri, {(EfnLA ® Fﬁ/LB) (,OA”B” ® 9LAABLB)}

l / ) i
= |A'IB' Trar, i, {[US @ar, (UAgn)I ® Vi i, (Vo) |(oars @ Op,ae,)) (B8)
¥
= IAPIB P (@laz, ® (Ploz, (Uf) ® Vi) (s @ Oraapr,) (Ush ® Vi) |@)are, @ [®)pr, (BY)
= |A/|2|B/|2<(I)|AuLA [ (®|B”LB [(U/f” ® Vél”) f PA"B" (U/f,, [ Vél”)]
@Nap-ap(Pra ® Ppr,)|P)arr, ® [P)pr, (B10)
/ / T
= WPIB (@l @ (@lpn,[(UL, @ VL) pra (U, @ VL]
Nap-ap(Pra @ Ppr,)|P)arr, ® |P)pri,. (BI11)
The first three equalities follow by substitution and some rewriting. The fourth equality follows from the fact that
(@laaMy = (P|aaMy (B12)

for any operator M and where * denotes the complex conjugate, taken with respect to the basis in which |®)4/4 is defined.
Continuing, we have that

Eq. B11) = |A'||B'| Trp,p, {[(UE, © V1) pray (U, @ VI Naw—ap(@ron ® Ppr,)) (B13)
= |A'N|B Trr,z, (Naw—as{[(US @ Vi) paw (U @ V)] (@14 ® Pp,)}) (B14)
= Nuw—as{[(US @ Vi) oan U5 © VID]') (B15)
= Niw—as[ (U5 © V) paw (US @ V)] (B16)
= (W' @ TEM) Nupoan(oan ) (WE" @ TEM). (B17)
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The first equality follows because |A|{(P|aa(ls @ Map)
|®)ara = Tra{Myp} for any operator M. The second equality
follows by applying the conjugate transpose of (B12). The
final equality follows from the covariance property of the
channel.

Thus, if the receivers finally perform the unitaries WAg’h ®

TBg’h upon receiving g and / via a classical channel from the
senders, then the output of the protocol is Ny p_ap(pap ), SO
that this protocol simulates the action of the channel A/ on the
state p. |

APPENDIX C: QUDIT SYSTEM AND HEISENBERG-WEYL
GROUP

Here we introduce some basic notations and definitions
related to qudit systems. A system represented with a d-
dimensional Hilbert space is called a qudit system. Let Jp =
{lj)B'}jeto,...a—1y be a computational orthonormal basis of Hp
such that dim(Hpg ) = d. There exists a unitary operator called
cyclic shift operator X (k) that acts on the orthonormal states
as follows:

Vij)g € Jp: X(K)Ij) = k@ j), (ChH

where @ is a cyclic addition operator, i.e., k @ j := (k +
j) mod d. There also exists another unitary operator called

the phase operator Z(1) that acts on the qudit computational
basis states as

2mlj
V0j)e € g Z(D]j) = exp (%) ). (€2

Heisenberg-Weyl operators. Let gtk, [):=X(k)Z(l). The
maximally entangled state ®g.p of qudit systems RB’ is given
as |P)ry == 77 2970 [xlj). and we define |DF)zy :=

.....

a complete, orthonormal basis:

<('Dk1’ll |q)k2’12) = 8k, k2O 1o » €3)
d—1
Z |y (DK | g = Igp. (€4
k,1=0

Let W be a discrete set such that |[W| = d?. There exists
one-to-one mapping {(k, [}k ie0,a—1} <> {w}wew. For exam-
ple, we can use the following map: w =k +d -[ for W =
{0, ...,d?> — 1}. This allows us to define o* := o (k, 1) and
DY, = d’%/' Let the set of d*> Heisenberg-Weyl operators be
denoted as

H = {o"}uew = {(X()Z(D}r.ic0.....a-1)» (Cs5)
and we refer to H as the Heisenberg-Weyl group.
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