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The security of prepare-and-measure satellite-based quantum key distribution (QKD), under restricted
eavesdropping scenarios, is addressed. We particularly consider cases where the eavesdropper, Eve, has
limited access to the transmitted signal by Alice and/or Bob’s receiver station. This restriction is modeled
by lossy channels between relevant parties, where the transmissivity of such channels can, in principle,
be bounded by monitoring techniques. An artifact of such lossy channels is the possibility of having
bypass channels, those that are not accessible to Eve but that may not necessarily be characterized by the
users either. This creates interesting unexplored scenarios for analyzing QKD security. In this paper, we
obtain generic bounds on the key rate in the presence of bypass channels and apply them to continuous-
variable QKD protocols with Gaussian encoding with direct and reverse reconciliation. We find regimes of
operation in which the above restrictions on Eve can considerably improve system performance. We also
develop customized bounds for several protocols in the BB84 family and show that, in certain regimes,
even the simple protocol of BB84 with weak coherent pulses is able to offer positive key rates at high
channel losses, which would otherwise be impossible under an unrestricted Eve. In this case, the limitation
on Eve would allow Alice to send signals with larger intensities than the optimal value under an ideal Eve,
which effectively reduces the effective channel loss. In all these cases, the part of the transmitted signal
that does not reach Eve can play a nontrivial role in specifying the achievable key rate. Our work opens

up new security frameworks for spaceborne quantum communications systems.
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I. INTRODUCTION

Satellite-based quantum communications links [1—-12]
can be part of a global solution to quantum key distri-
bution (QKD) networks or, more generally, the quantum
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Internet [13—16]. QKD provides two parties with a secret
key that can be used in cryptographic protocols, such as
one-time pad encryption. In the absence of practical quan-
tum repeaters, however, point-to-point fiber-based QKD
links are often limited to a distance of several hundred
kilometers [17-21]. In contrast, free-space QKD relying
on ground-to-satellite, satellite-to-ground, and/or satellite-
to-satellite quantum communications links can potentially
offer secure key exchange over thousands of kilometers
[22,23]. The successful launch of the Chinese QKD satel-
lite in 2017 and the experiments carried out since then
[22—25] have particularly been a game changer in bringing
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the field into a new exciting development phase, while
a substantial global effort is being directed at finding
practical solutions to the wide-scale deployment of QKD
systems. That said, satellite-based quantum communica-
tions comes at an additional price for launching and oper-
ating possibly dedicated satellites, as well as with some
restrictions on accessibility and the achievable key rate.
This paper seeks solutions that can enhance the benefits
reaped from investing in this technology by looking into
relevant threat models to a line-of-sight link, as in satellite-
based QKD, while maintaining the key security features of
QKD systems.

To make the above vision possible, and, in particu-
lar, to deploy satellite-based QKD in large scales, certain
technological challenges must be addressed. For instance,
a secure satellite-based QKD system must combat loss
and noise effects in the link. A satellite-to-ground link
would also face additional challenges due to pointing
errors and atmospheric turbulence, which impact system
performance. Ultimate limits, as well as achievable rates
of specific QKD protocols, have recently been investigated
considering diffraction, extinction, background noise, and
fading in such links [26-—29]. Such analyses, as well as
recent experimental demonstrations, suggest that a typical
low-Earth-orbit (LEO) satellite-to-ground link could suf-
fer around 30-40 dB of loss for a modest-size receiver
telescope [22] and possibly with night operation only in
order to minimize the background noise. This would imply
that, under nominal security assumptions that give Eve
maximum possible control over the channel, many QKD
protocols may struggle to offer sufficiently high, if any,
positive key rates.

The above limitations are partly because of the assump-
tions made in our security analysis, e.g., that the channel in
its entirety is assumed to be under the control of a potential
eavesdropper. Whether such an assumption is necessary
and/or realistic in satellite-based QKD, which relies on
line-of-sight links, needs to be scrutinized. Relaxing this
assumption could open up new opportunities that have
been discounted but which, if proved to be viable, could
offer additional options for implementation and commer-
cial exploitation.

With the above idea in mind, recently, several works
have addressed the security of satellite-based QKD in wire-
tap channels [30-32], while earlier the security of QKD
in the framework of physical-layer security has been con-
sidered [33]. The work in Ref. [30] considers a passive
eavesdropping scenario for a wire-tap channel [34] and
compares the key rate achievable under an unrestricted Eve
for several QKD protocols with alternative schemes that
they refer to as photon key distribution (PKD). Overall,
they observe more resilience to noise in high-loss regimes
for their PKD schemes, which allows them to cover longer
distances. The work in Refs. [31,32] considers the in-
principle achievable key rate, in a wire-tap channel, when

only one of Alice and Bob measures their signal and the
other one holds onto a quantum state, on which they can, in
principle, do an optimal measurement to maximize the key
rate. They will then observe a boost in the key rate so long
as the channel between Alice and Eve is lossier than that of
Alice and Bob. In Ref. [32], the authors further claim that
by considering a protected zone around Alice (the satel-
lite) and Bob (the ground station), they can ensure that the
above condition holds if the presence of an eavesdropper in
orbit can be ruled out. For the latter, they will then consider
some constraints on celestial mechanics to show how dif-
ficult it would be for Eve to eavesdrop in this line-of-sight
link.

In this paper, we study the security of prepare-and-
measure (P&M) satellite-based QKD for a restricted Eve
without restricting ourselves to the case of the wire-tap
channel. This allows us to consider more generic cases and
takes an important step toward having a verifiable set of
assumptions. In the case of the wire-tap channels consid-
ered in Refs. [31,32], it will be difficult to ensure through
experimental observations that the channel is indeed a
wire-tap channel or to specify the relevant channel param-
eters. One can potentially use monitoring techniques to
rule out the possibility of having eavesdropping objects
in the line-of-sight link. Even if we trust our employed
monitoring technique, any such technique would, however,
be bound by a certain resolution and it is still possible
that they will miss objects smaller than a certain size.
The potential users should then choose whether they are
satisfied with these assumptions or whether, for provable
security, they wish to use a full QKD protocol.

Note that the physical size of the devices an eavesdrop-
per may have used has not been a matter of contention
in conventional QKD systems. In conventional security
proofs, we only care about the impact Eve may have on
the quantum signals that Alice and Bob exchange and they
bound the leaked information to Eve based on the observa-
tions that they make in the quantum communication part of
the protocol. By introducing monitoring techniques, we are
not directly measuring the quantum interactions that Eve
may have with the exchanged quantum signals but, instead,
we are trying to bound some classical aspects, such as the
size, of Eve’s apparatus. While a superpowerful Eve could,
in principle, fool our monitoring system too, in practice,
this would add an additional layer of complexity to Eve’s
attack.

In our case, the primary assumption that we make about
the potential eavesdropper is on the collection efficiency
of her apparatus when it comes to interacting with the
transmitted signal from Alice’s telescope. This collection
efficiency can then be bounded based on the size of devices
that Eve has employed within the line-of-sight link. The
corresponding size can, in principle, be bounded using reli-
able monitoring techniques that can be employed in par-
allel to quantum signal transmission. The same argument
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and methodology can be used to bound the loss between
Eve and Bob.

It is interesting to note that specifying the minimum loss
that Alice’s signal would go through before being collected
by Eve does not specify the entire channel between Alice
and Bob and it is still possible that part of Alice’s signal
reaches Bob without going through Eve. This latter chan-
nel, which we refer to as a bypass channel, has a nontrivial
role in the achievable key rate and one of our key contri-
butions here is to analyze QKD security in the presence of
such bypass channels. Moreover, unlike the wire-tap chan-
nel model, we can now consider scenarios where the Alice-
Eve loss is lower than that of Alice-Bob. By performing the
security analysis under the above conditions, we can then
bound the achievable key rate for a restricted Eve using
a set of assumptions that are in-principle verifiable. This
turns out to offer better performance, as compared to unre-
stricted eavesdropping, without necessarily compromising
on our security assumptions.

Note that there is a difference between “bypass” chan-
nels, to which eavesdroppers do not have access, although
they may still indirectly use them to their advantage, and
“side” channels, which are assumed to be fully accessible
to the eavesdropper. While the issue of side channels has
been considered for years in the QKD literature [35-37],
the topic of bypass channels is quite new and we believe
that this paper offers an intriguing formulation of this
problem and then derives relevant generic and customized
security bounds for the emerging settings.

The key contributions of this paper are as follows:

(i) We develop models for restricted eavesdropping the
elements of which can, in principle, be characterized
using monitoring techniques.

(i) We obtain generic bounds on achievable key rates
in P&M QKD setups in the presence of an unchar-
acterized bypass channel not accessible to Eve.

(iii) We show that, in certain practical regimes, such
bounds enable continuous-variable (CV) QKD to
offer positive key rates in satellite-based implemen-
tations.

(iv) We develop customized bounds for discrete-variable
(DV) QKD systems that rely on photon-number
channels and improve their performance under
restricted eavesdropping.

The rest of this paper is organized as follows. In Sec. 11, we
describe our setting and the motivations behind the model
we have adopted for the restricted Eve. In Sec. II1, we offer
some generic results applicable to QKD protocols in the
presence of bypass channels. We apply these results to CV-
QKD protocols, in Sec. IV, and customize them to the case
of DV QKD protocols, such as BB84 [38], in Sec. V. We
conclude the paper in Sec. VI with some discussions on the
relevance of the results obtained and the way forward for
other cases not considered in this paper.

II. GENERIC MODELS FOR RESTRICTED
EAVESDROPPING

In this section, we model the key restriction that we
consider in this work on potential eavesdroppers in a
satellite-based QKD system. One of the distinctive fea-
tures of a satellite link, as compared to a fiber link, is
that it is a line-of-sight link. While it may not be possi-
ble, for a link of around 500 km of length in the LEO case,
to fully monitor the channel between Alice and Bob, one
can employ monitoring techniques, such as light detec-
tion and ranging (LIDAR), to detect objects of a certain
minimum size along the path. In fact, the same system
and the corresponding optics that are being used for track-
ing and acquisition purposes can also be used to detect
unwanted objects along the beam. In free-space LIDAR,
the power received by the detection site is proportional
to the effective area of the object and scales inversely
with the fourth power of the distance between the object
and the LIDAR source. If the collected power is below
a certain noise threshold, we cannot conclusively declare
the detection of an object but we might be able, at any
given distance, to set a bound on the maximum size that
any undetected object may have. In fact, our preliminary
calculations suggest that for a 500-km-long satellite link
and for low-power LIDAR systems used at both Alice’s
and Bob’s stations, with some nominal assumptions, the
largest undetected object within the beam width of our
LIDAR sources is around a few centimeters in diame-
ter (see Appendix A). This is important because, for any
effective eavesdropping activity in the P&M scenario, Eve
requires (i) to somehow collect the signals transmitted by
Alice or reflect them to some other collection point and/or
(i1) to somehow be able to send her own signals toward
Bob’s receiver. In the satellite scenario, full power collec-
tion or reflection requires telescopes or optical tools of a
certain size, corresponding to the beam width and manipu-
lation of Bob’s receiver might need powerful laser sources,
especially if Eve’s source is not fully aligned with Bob’s
telescope. This implies that the combination of limited-
size telescopes and/or devices used in the line-of-sight link
for Eve and a monitored and/or protected zone around
Alice’s box could restrict Eve to only receiving a frac-
tion of what Alice has sent. This would be the first point
of departure from a maximally powerful Eve. In the sec-
ond case, where Eve cannot replace the channel between
herself and Bob with an ideal channel, any active attack
by Eve will be affected by potentially a lossy channel that
the protection zone around the receiver would enforce.
This could further restrict Eve in implementing her attack
scenario.

In this work, we model the restrictions explained above,
which can, in principle, be characterized by the employed
monitoring systems, by lossy channels between Alice
and Eve and between Eve and Bob. In particular, as
shown in Fig. 1(a), we assume that a lossy channel with
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FIG. 1. (a) The restrictions imposed on Eve in terms of her col-
lection efficiency, modeled by a beam splitter with transmissivity
nag, and her access to Bob’s telescope via a beam splitter with
transmissivity ngg. The part of the transmitted signal that does
not go through Eve may still reach Bob via a bypass channel inac-
cessible to Eve. The signal lost at the second beam splitter, with
transmissivity ngg, is assumed to be inaccessible to all parties. (b)
A simplified model where the bypass channel in (a) is assumed
to be not accessible to Bob. This assumption would effectively
reduce the channel model in (a) to a typical P&M QKD scenario
with extended Alice’s and Bob’s boxes that contain some trusted
lossy elements.

transmissivity nag connects Alice to Eve and that Eve has
no access to the signals lost in this channel. Note that
part of the lost signal can still reach Bob and we cannot
discount this possibility. This creates an interesting QKD
scenario, where, in addition to the channel controlled by
Eve, there is a bypass channel via which some signals can
reach Bob. Eve has no access to this bypass channel but
Alice and Bob cannot necessarily characterize this channel
either. The study of QKD security in the presence of such
a bypass channel would generate interesting scenarios that
we analyze in this paper. Similarly, we assume that every
signal sent by Eve to Bob would go through a lossy chan-
nel with transmissivity ngg, where Eve (and Bob) have no
access to the lost signals on this channel. We do not impose
any other restrictions on Eve, except being bound by the
laws of quantum mechanics. We investigate how these two
restrictions affect the performance of a QKD system ran on
such a link.

There are different scenarios that one can consider
with the above generic restrictions. One possible scenario,
shown in Fig. 2(a), is when Eve’s telescope is sufficiently
large to capture all signals that would end up on Bob’s
telescope but not necessarily large enough to capture the
entire signal sent by Alice. This case corresponds to nag <
1 but possibly with ngg close to one. Note that when
we are speaking of Eve, she is not restricted to operate
only from one point in space. Another possibility is when
Eve’s telescope is assumed to be too small to capture the
entire signal that would be received by Bob, in which
case part of Alice’s signal may reach Bob without Eve’s
intervention [see Fig. 2(b)]. This case would result in

intriguing scenarios, especially when nag < 1. We look
at how we can capitalize on this restriction to increase
the secret-key rate in forthcoming sections. One last case,
shown in Fig. 2(c), is for when Eve is simply a passive
receiver of Alice’s signal without sending anything to Bob.
This case corresponds to a small nag and ngg = 0 and cap-
tures a passive attack on a wire-tap channel [30]. These
are just a few examples but the important point is that the
generic model proposed here for a natural restriction on
Eve can capture many practical cases that could happen in
reality, as well as the few cases considered thus far in the
literature [30-32].

Our objective in this paper is to find bounds on the
secret-key generation rate under the assumption that nag
and ngp are known to Alice and Bob. We separate the
issue of how, in practice, we can find an upper bound for
these parameters from the security proof that follows once
this restrictive assumption is used. The latter will be dis-
cussed in Sec. I1I, with particular examples on CV and DV
QKD in Secs. IV and V, respectively. For the former, in
Appendix A we consider a simple model to calculate the
reflected power from an object (or a collection of objects
with a similar effective size) with a certain reflectivity,
in the line-of-sight link, assuming that a LIDAR system
has been employed on both the satellite and the ground
station. If our LIDAR system detects an object of a cer-
tain size, we can then use that to bound nag and ngp.
Even if the LIDAR systems do not detect any object, by
making some nominal assumptions on the power budget
on satellite and Earth, the sensitivity of the LIDAR sys-
tem, and the reflectivity of space objects, we can then find
the maximum object size that may remain undetected by
our LIDAR systems and then accordingly upper bound
nag and ngg. This preliminary analysis suggests that, in
nominal working conditions, ngg is greater than nag and
can be close to 1, whereas nag can remain small. In our
analysis in Secs. IV and V, we then only consider the
special case of nag < 1 at ngg = 1, which is of practical
interest.

In what follows, we first find some generic results for the
key rate of the setup in Fig. 1(a). Throughout the paper,
the satellite is assumed to have the QKD encoder and
the ground station would decode the received signals. We
therefore mainly focus on P&M schemes in the forthcom-
ing sections. In particular, we consider the BB84 protocol
with different types of sources and CV QKD with Gaussian
encoding. One interesting point about the restricted-Eve
scenario is the possibility of designing new protocols that
capitalize on Eve’s imposed restrictions. For instance, as
shown in Ref. [30], in the case of a passive Eve, one
can relax the requirement for using two mutually unbi-
ased bases to come up with simpler protocols. Or, in the
case of an ideal single-photon source (SPS) with a pas-
sive Eve, no privacy amplification may be needed [39].
In our setting, the bypass channel in Fig. 1(a) can play a
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FIG. 2. A schematic view of a satellite-to-ground QKD link, with different restricted eavesdropping scenarios: (a) a semipowerful
Eve who, while she does not capture the entire beam sent by the satellite (Alice), has access to the part that will be collected by the
ground station (Bob); (b) An Eve with a telescope too small to capture the entire signal that reaches Bob; and (c) A passive Eve in a

wire-tap channel.

nontrivial role in determining the key rate, as we investi-
gate next.

III. SECURITY PROOF

In this section, we aim at finding generic bounds on the
secret-key generation rate for the setup in Fig. 1(a). The
key assumption in our analysis is that Alice and Bob can
reliably characterize parameters nag and ngg in Fig. 1(a).
Otherwise, we do not need to know the nature of the bypass
channel; and the bypass channel, while inaccessible to
Eve, remains uncharacterized by Alice and Bob. This is in
contrast with what is typically assumed in physical-layer
security, or earlier work on restricted eavesdropping, in
which certain channel models are assumed [30—33].

To gain some insight into the setting of Fig. 1(a), one
simplifying assumption, as shown in Fig. 1(b), is to ignore
the bypass channel and assume that no information would
reach Bob via the bypass channel. This assumption would
effectively reduce the channel model in Fig. 1(a) to a
typical P&M QKD scenario with extended Alice’s and
Bob’s boxes that contain some trusted lossy elements. The
secret-key rate calculations in Fig. 1(b) would then reduce
to modifying existing security proofs to account for the
trusted loss in the channel. This would provide us with a
reference point to which we can compare the key rate of
QKD systems with bypass channels as in Fig. 1(a). On
the one hand, having a bypass channel that Eve has no
access to may suggest that Alice and Bob can share their
secret key more easily implying that the key rate in the
scenario in Fig. 1(b) is a lower bound to that of Fig. 1(a).
On the other hand, because the bypass channel is not fully
characterized by Alice and Bob, they need to consider the
worst-case scenario, compatible with their observations, in

which case Eve may end up being the beneficiary of the
bypass channel.

One of our key contributions is to prove that, under
a given set of experimental observations, the key rate of
Fig. 1(a) is always upper bounded by that of Fig. 1(b).
We label this result as Theorem 1 and will prove it in this
section. That said, by properly formulating the problem,
we can also see how the other intuition comes into play and
under what scenarios it may prevail. Lemma 1 will capture
this other result. But first, let us diligently formulate the
two settings in Fig. 1.

In Figs. 3(a) and 3(b), we have presented generic attack
models in the entanglement-based picture for, respectively,
the scenarios in Figs. 1(a) and 1(b). Here, |1/ 45) represents
the initial bipartite entangled state generated by Alice,
where one of its components is measured by measure-
ment operator M, to give the classical outcome X and
its other component is sent to Bob. In Fig. 3, we have
used the same notation for the field modes at the input
and output of a quantum operation. For instance, mode B
would go through the initial beam splitter and then through
Eve’s system, followed by the second beam splitter before
entering Bob’s telescope, modeled by operator &7 and
measurement operator Mg, resulting in a classical variable
Y. The measurement operator Mp effectively models the
corresponding QKD measurements in the respective QKD
protocol. Given that the bypass channel and Eve-controlled
channels represent two independent spatial modes, the
operator &7 effectively combines these two modes to gen-
erate outcome Y. For a physical telescope, these two modes
are defined by what the telescope actually collects. In that
case, this operation has to model a unitary evolution. We
therefore assume that £7 is a unitary map, in which case we
need to introduce a second output mode, which we have
denoted by Fy. In our setup, mode F is not accessible
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FIG. 3. (a) A generic attack model for a QKD system under

restrictive assumptions on the collection efficiency and trans-
mission efficiency of Eve’s apparatus. (b) The attack model
assuming that the bypass channel includes an infinitely high loss
and only produces the vacuum state at its output. The notation is
defined in the text.

to Bob but it would be interesting to see what, in princi-
ple, is achievable for Alice and Bob if F| is available to
Bob. Lemma 1 below considers this case. Other impor-
tant components of Figs. 3(a) and 3(b) are completely
positive trace-preserving (CPTP) maps £ and &', which,
respectively, model the channel controlled by Eve and the
bypass channel, with pure input states denoted by [/x) and
|¥/r). In order to match the model in Fig. 3(b) with that of
Fig. 1(b), we have introduced a trivial map £y that maps
every incoming state to the vacuum state |0). More specifi-
cally, the map £y is a CPTP map with the following Kraus
representation:

Evip) = > KipK[, Ki:=0)(eil, (1)

with {|e;)} being an orthonormal basis for the Hilbert space
in which the input state p lies. This operation ensures that
nothing but the vacuum state would be transferred via the
bypass channel, which corresponds to the simplified sce-
nario in Fig. 1(b). Finally, the second input to both beam
splitters in Fig. 3 is the vacuum state to model a lossy
channel.

For the above-detailed settings, we now investigate how
the key rate achievable in Fig. 3(a), which corresponds to
the main restrictions imposed on Eve in our work, com-
pares with that of Fig. 3(b), which further simplifies the
channel and makes additional assumptions. As discussed
earlier, because Eve has no access to the bypass channel,
one may expect that the former cannot be lower than the
latter. In Lemma 1, we prove that this intuition is cor-
rect in the case of direct reconciliation (DR), provided that
Eve’s attack (map ) is fixed in both scenarios of Figs.
3(a) and 3(b) and mode F) is available to Bob. However,
from a security perspective, we cannot ensure that Eve

would perform the same attack independently of the phys-
ical channel(s) linking Alice and Bob. Interestingly, when
allowing for the worst-case attack by Eve in each scenario
of Fig. 3 and conditioned on the observed parameters in
the QKD experiment, the achievable key rate in Fig. 3(a)
turns out to be upper bounded by that of Fig. 3(b), as we
prove in Theorem 1. Note that the bypass channel £’ is not
necessarily known to Alice and Bob.

Let us first consider the case where mode F is available
to Bob and Eve’s attack is identical in both scenarios of
Fig. 3.

Lemma 1.—For a quantum Bob with access to modes B
and F and a unitary map &7, the in-principle achievable
asymptotic key rates r, and r,, with one-way direct recon-
ciliation, corresponding, respectively, to the setups in Figs.
3(a) and 3(b), satisfy

rp < 1y (2)

The proof is given in Appendix B. The proof of
Lemma 1 hinges on the fact that the scenario in Fig. 3(b)
can be recovered from Fig. 3(a) by applying an additional
map on Bob’s systems—effectively, the extra map & that
maps everything to the vacuum. Such a map does not
affect Eve’s uncertainty about Alice’s X outcomes while
it increases Bob’s uncertainty, by possibly increasing the
quantum bit error rate (QBER) in a QKD experiment. This
implies that under the conditions of Lemma 1, the in-
principle achievable key rate in Fig. 3(b) should not be
higher than that of Fig. 3(a).

The result of Lemma 1, however, holds for a quantum
Bob under fixed attack by Eve performed in the two sce-
narios of Fig. 3 and might not be of use when evaluating
the secret-key rate produced in a given QKD experiment.
As a matter of fact, in a QKD experiment, what we are
interested in is a bound on the leaked information to Eve
conditioned on the set of observations made in the cor-
responding QKD experiment, in either configuration in
Fig. 3. Considering that the scenario in Fig. 1(b) is equal to
the scenario in Fig. 1(a) except for possibly an additional
noise-increasing map, by fixing the observed amount of
noise, we may conclude that the required attack by Eve can
be less powerful in Fig. 1(b) than in Fig. 1(a), such that the
resulting noise is effectively the same in the two scenarios.
A less powerful attack could amount to less information
leaked to Eve; hence a higher secret-key rate in the case
of Fig. 3(b). This leads us to the opposite conclusion from
what we draw in Lemma 1, namely, that in the P&M QKD
setting, the secret-key rate in Fig. 3(a) cannot be larger
than that of Fig. 3(b). An alternative way to look at this
problem is that, from Alice’s and Bob’s point of view, they
have to find the worst-case attack in the space spanned by
valid choices of {£, '}, for Fig. 3(a), and in the space of
{&, Ey} for Fig. 3(b). The latter turns out to be a subset of
the former, which implies that Eve might come up with a
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more effective attack in the setup of Fig. 3(a). We formalize
this argument in the following theorem, which rigorously
proves the above insight in the finite-key scenario and for
both direct- and reverse-reconciliation (RR) cases.
Theorem 1.—Consider an e-secure QKD protocol, with
one-way direct (or reverse) information reconciliation
and & = 2& + egc + epa, Where egc and epa are, respec-
tively, the security parameters for the error-correction and
privacy-amplification steps. Let n be the number of sig-
nals used for key generation and let {O%*, 05", . ..} be the
parameters observed by Alice and Bob in the parameter-
estimation rounds. Then, the achievable secret-key rates R,
and R, of the scenarios in Figs. 3(a) and 3(b), respectively,
obtained with the above protocol in the finite-key regime,

satisfy
Ra = Rb- (3)

Proof—The claim follows directly from the definitions
of the achievable secret-key rate for the scenarios in Figs.
3(a) and 3(b) in the finite-key regime. To see this, let us
first consider the state pyn»yng representing the raw keys of
Alice and Bob, together with Eve’s quantum side informa-
tion. For simplicity, we assume that Bob assigns a random
outcome in the case of no detection in a key-generation
round. A similar proof would hold in the case where Alice
and Bob apply a sifting map to their outcomes in order
to discard the rounds where Bob had no detection. Let us
denote the initial state of all subsystems, before any map is
applied, by p, given by

= [as) (Va5 ®" @ 10){01Z" ® |¥rr) (|
® [Ve) (V| ® 0) (02 @)

Then, for the scenario in Fig. 3(a), we have
p)((g")g’")E - TrFoFle [MB ofro B’IEB o&
0 0By, o MA(,O)] (5)

and for the scenario in Fig. 3(b),

Pyipe = Trror s [MB 0 &ro By 0 &y
0 & 0 By o My(0)) ©6)

where we denote the maps of the two beam splitters by
B, and B, and we discard the map &’ in Eq. (6) since it
would have no effect on the state. Then, the state in Eq. (6)

can be obtained from Eq. (5) by replacing £ with &y, i.e.,
(&) (&.Ey)
Pxnyng = Pxnyng - .
For the scenario in Fig. 3(a), the achievable secret-key

rate obtained from the n detected key-generation rounds,

in the case of DR, is given by [40]

1
Ra = —|: min mm(X |E) (gg)
(£.ENeSUO,09....1.8)
2 1
— Igc — log, — — 2log, — |, 7
EC 2 - 23) 2 8PAi| (7

where the minimization is performed over all possi-
ble attacks by Eve, &£, and all possible actions of
the bypass channel, £, compatible with the observed
parameters, while /gc is the amount of error -correction
information publicly revealed by Alice and H, is the &-
smooth min-entropy function. More specifically, the set
S, Obs ,...},&) contains all pairs of maps (£,&")

such that the parameters {Q7,05,...}, computed from

the resulting state p)(fnin) in Eq. (5), are close to the
observed parameter values {Q°%, gbs, ...}, except for a
small probability fixed by &.

Similarly, for the scenario in Fig. 3(b), the achievable

secret-key rate is given by

1
Ry = —[ min Fn(X"E) yo)
nLeeT(08%,09%....1.8) Fhmin P
I 1 2 21 ! ®)
— —log, — —2log, — |,
5 £ EEC £ 2epa
where in this case the set 7 ({0 obs gbs, ...}, &) contains

all possible maps £ such that the parameters {01,05,...},

computed from the resulting state ) X”Y” in Eq. (6), are
close to the observed values {Q"bs, 905 ...}, except for
a small probability fixed by &.

For a fixed set of values {0} obs ‘Z’bs, ...,&}, Egs. (7) and
(8) are identical expect for the1r smooth min-entropy terms.
Moreover, we observe that the minimization set in Eq. (8)
is a subset of the minimization set in Eq. (7). In particular,

the smooth min-entropy term in Eq. (8) is calculated for

p)(ﬁ)yn = p)(ﬁ?n’/) , which is a subset of all the states p)((n)“fn)

that are considered in Eq. (7). In other words, we have that
T x {Ey} € S. We therefore conclude that the minimiza-
tion in Eq. (7) can only produce a smaller or equal rate
than the minimization in Eq. (8), thus proving the claim
that R, < Ry.

Note that the same proof can straightforwardly be
extended to the RR case, by replacing Alice’s raw key X"
with Bob’s raw key Y” in the smooth min-entropy terms.
We again observe that by minimizing the achievable key
rate over the uncharacterized maps of the setups in Fig. 3,
namely, £ and £ in Fig. 3(a) and & in Fig. 3(b), the sce-
nario in Fig. 3(b) can be seen as a particular case of the
scenario in Fig. 3(a). Thus, the optimal key rate in Fig. 3(a)
should be smaller than or equal to the optimal key rate in
Fig. 3(b). However, this also suggests that a partial char-
acterization of the map £’ in the bypass channel would

040320-7



MASOUD GHALAII et al.

PRX QUANTUM 4, 040320 (2023)

prevent us from viewing Fig. 1(b) as a particular case of
Fig. 1(a), leading to a potentially different relation between
the key rates R, and R;. [ |

Theorem 1 provides an easy way to obtain upper bounds
on the key rate in the generic setup of Fig. 3(a), which
includes a bypass channel, using existing techniques and
bounds for the setup of Fig. 3(b), which includes extended
Alice’s and Bob’s boxes. While this is an important result,
in QKD, we are often interested in lower bounds on the
key rate, by which we can specify the required amount of
privacy amplification in a real experiment. In the follow-
ing sections, we will further study the relationship between
such lower and upper bounds in the case of certain CV- and
DV-QKD protocols. In particular, we numerically check
in the case of CV QKD how the two bounds are close to,
or deviate from, each other in certain practical scenarios.
In the case of DV QKD, we also use the photon-number
nature of the channel in certain BB84 protocols to come up
with customized lower bounds in the setups with a bypass
channel.

An alternative way to lower bound the min-entropy term
in Eq. (7), in the DR case, is to calculate Hl‘fm(X "B,
where, in Figs. 3(a) and 3(b), B’ represents mode B right
after the first beam splitter, which is in the state given by
P8 = Trary[By e (1¥a5) (a5 ®" @ [0)(0|Z)]. To prove
this, consider that the min-entropy in Eq. (7) is computed
on the state in Eq. (5), where the system Y” is traced out.
This allows us to simplify some of the quantum maps in
the state in Eq. (5), since they have no effect once the sys-
tems on which they act are traced out. We thus have that the
min-entropy term in Eq. (7) is computed on the following
state:

Pxng = TrFOB[g 0 Byae © Ma(1Ya8) (Ya5®"
® 001 @ lve) (v . ©)

Then, we can use the strong subadditivity of the smooth
min-entropy function [41] to obtain the following lower
bound:

Hy(X"|E) > Hyy (X" |BE), (10)
where the entropy on the right-hand side is computed on
the state

pxnpe = Trg, [5 0 Bya © Ma(1a8) (Y45®"

® 001 @ ) (W |- (an

By using the data-processing inequality given in Ref.[41],
the entropy can be further bounded as follows:

H:. (X"|BE) > H, (X"|B'E), (12)

where the entropy on the right-hand side is now computed
on the state without the eavesdropper’s map &, i.e.,

pxnpe = Trr, [B,,AE o My(1rap) (V481" ® |0><0|1§:)]
® [Ve) (V. (13)

Because system E is separate from all other systems in
Eq. (13), it follows that its contribution to the conditional
entropy vanishes, ie., H:, (X"|BE) = H:, (X"|B). By
combining this with Egs. (10) and (12), we then obtain

Hyio (X"|E) > Hyy (X"|B), (14)

in
which proves our claim. Note that in certain regimes of
operation, Eq. (14) would allow us to obtain an effective
lower bound on the key rate, as we will see in Sec. IV.

IV. CONTINUOUS-VARIABLE QKD WITH
RESTRICTED EVE

Here, we focus on CV-QKD protocols, in which data
are encoded on the quadratures of light. We consider a par-
ticular protocol in the family of GG02 protocols [42,43],
in which Alice uses Gaussian encoding and Bob performs
homodyne detection. CV QKD is not an obvious choice
when it comes to highly lossy channels [44] such as the
ones we may face in the satellite-based QKD scenario. But,
for that very reason, it is a particularly interesting case
to study because, in our setting, the initially trusted loss
nae could alleviate some of the problems that CV QKD
faces in high-loss channels. Note that by using the fading
nature of the atmospheric part of the link [45], along with
relevant binning or clustering techniques, it might also be
possible to find working regimes of operation for satellite-
based CV QKD [46—48]. In this work, however, we only
focus on the benefits that we may reap by imposing access
restrictions on Eve, particularly, at the transmitter end, by
assuming nag < 1 while ngg = 1. For the same reason, we
only focus on the asymptotic case, which also makes the
analysis a bit easier to follow.

To be able to obtain concrete results, for the most
of this section, we study a special case of the setup
in Fig. 3(a), which we expect to encounter in practice.
A schematic diagram of this case is given in Fig. 4, in
which the bypass channel is modeled as a pure loss chan-
nel with transmissivity ng. This is a reasonable assumption
considering scenarios that we may face in practice. Alter-
natively, a thermal-loss channel could have been assumed
for the bypass channel but, as we will see later, the insights
that we obtain into the effects of the bypass channel on
the performance would not change majorly. The second
assumption is in modeling the telescope action as a cou-
pling beam splitter with transmissivity n7. As we will show
in Appendix C, this is partly the result of the mode defini-
tions in Fig. 3(a) and partly because of the light-collecting
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FIG. 4. A special setting for the setup of Fig. 3(a), where the
bypass channel and the telescope actions are modeled by beam
splitters. Eve’s attack has also been modeled using an entangling
cloner, assuming that the Eve-controlled section of the channel is
also lossy.

nature of a telescope. Finally, whenever Eve’s action needs
to be explicitly modeled, we assume that Eve is imple-
menting an entangling cloner attack. This would implicitly
imply that the channel controlled by Eve is of thermal-loss
nature. This may not be necessarily the case, especially in
our setting where the bypass channel can offer other path-
ways to the receiver. But, again, it is what we may expect
to be the case in a realistic scenario and it also consider-
ably reduces the search space when we look for worst-case
configurations.

The key rate of a CV-QKD protocol, in the asymptotic
limit of infinitely many signals, in the DR and RR cases,
are, respectively, given by

Kpr = BIAB — XAE» (15)
Krr = BIAB — XBE> (16)

where f is the reconciliation efficiency, /g is the mutual
information between the variables, X and Y, that Alice and
Bob, respectively extract their secret key from, and xag
(xsE) 1s the Holevo information between Alice (Bob) and
Eve. Under optimal collective Gaussian attacks [49-51],
the mutual-information and Holevo-information terms can
both be bounded by using the covariance matrix (CM) of
Alice, Bob, and Eve in the equivalent entanglement-based
picture of the protocol. In the unrestricted-Eve scenario,
it can be assumed that Eve holds a purification of Alice’s
and Bob’s joint states. This enables us to calculate all rel-
evant terms just as a function of the CM of Alice and Bob,
which can directly be measured in the experiment. In the
restricted-Eve scenario, however, this purification assump-
tion does not hold, as there are other modes, such as Fy, F,
and F, in Fig. 3, that are not accessible to any of the par-
ties. This would require us to redo some of the calculations
in the simulation cases that we consider in this section.
Throughout this section, we assume that the CM mea-
sured by Alice and Bob implies a channel with a total
equivalent excess noise, at the transmitter end, &, and a
total transmissivity Tcq = ncnnq, Where nq is the receiver
efficiency, corresponding to the measurement operator Mg,
which is a trusted source of loss that can be characterized

by the users, and 7.y, representing the channel transmis-
sivity, is defined as the ratio between the two observed
parameters T¢q and ng. Note that in the asymptotic case
considered in our analysis, the observed values for T
and & effectively represent the corresponding average val-
ues for, respectively, transmissivity and excess noise, over
the entire set of exchanged quantum states. This does not
imply or require that the channel parameters need to be
fixed throughout the experiment. In fact, in the satellite-
to-ground channels, the turbulence effect can indeed result
in a fading channel with a time-dependent gain. But, our
security proof only relies on the average values derived
from our observations, based on which the amount of infor-
mation leaked to Eve can be bounded. Given that, in prac-
tice, such an overall effect often resembles a lossy channel,
in our simulations, we only consider scenarios where T¢q <
nen < 1. We also assume that the mutual-information term,
1B, which is an observable in the experiment, is given by

T — llog V+ Xtot
AB — = P
2 : I+ Xtot

A7)
corresponding to a thermal-loss channel identified by
Teq and &. In Eq. (17), V is the variance of the two-
mode squeezed vacuum (TMSV) state at the source
(in the entanglement-based picture) and )it = Xline +
Xhom/Neh 18 the total noise, calculated at the trans-
mitter end, where Xline = (I— nch)/nch +‘§ and Xhom =
(1 = ngq)/nqg + vei/nq are, respectively, the noise terms
due to the channel and the homodyne receiver. Here, v
denotes the receiver’s electronic noise.

In the following, we obtain a lower bound on the secret-
key generation rate under the above assumptions for the
setup in Fig. 4 in the RR and DR cases and compare it with
the corresponding upper bounds that can be obtained from
Theorem 1.

A. Reverse reconciliation

Reverse reconciliation is typically the default choice for
CV-QKD systems in highly lossy channels. We first con-
sider this case under the restricted-Eve scenario of nag <
1, while ngg = 1 in Fig. 4. The key question that we would
like to explore is how the achievable key rate in the setup
with a bypass channel compares with the upper bound that
can be obtained from the setup of Fig. 3(b). Interestingly,
we find that, under the assumptions outlined above, the two
are numerically very close to each other in certain practical
regimes of interest.

Let us first explain the limitations that we have consid-
ered in the special setup shown in Fig. 4. Given that this
is a linear channel and that our encoding is Gaussian, a
Gaussian attack is expected to be the optimal collective
attack by Eve. In principle, for any given values of nag,
ns, and nr, there could be a Gaussian attack by Eve that
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is compatible with the observed values for total transmis-
sivity T¢q and the total equivalent excess noise & at the
transmitter end. The Gaussian operation by Eve could take
different forms. Here, we only focus on one particular form
of attack, which can be modeled by the conventional entan-
gling cloner setup as shown in Fig. 4. Here, Eve combines
a TMSV state with variance Vg, at a beam splitter with
transmissivity ng, with the signal she receives from Alice.
The implicit assumption here is that Eve’s channel is lossy,
corresponding to the condition that ng < 1. The conclu-
sions that we draw in this section will then only be valid
for this type of attack.

In Appendix D, we have calculated the corresponding
CM for all parties in Fig. 4, from which the expected values
for our key observables, T.q and & are obtained and, respec-
tively, given by Egs. (D5) and (D6). In the following, in
order to focus on the impact of the restrictions imposed on
Eve, we assume that the receiver has no loss, i.e., ng = 1,
and no electronic noise, i.e., vg = 0. For any given values
of naEg, ns, and nr, we can then find the corresponding val-
ues for ng and Vg that are compatible with the observed
values of T4 and &. For the sake of our simulation, we
assume that the resulting ng is less than or equal to one, to
be compatible with the entangling cloner attack considered
here.

In order to calculate the key rate for the setup of Fig. 4,
we use the CM given in Eq. (D3), from which all relevant
terms can be calculated. /ap is already given by Eq. (17).
To calculate the Holevo-information term, we have

xse = H(EE') — H(EE'|B), (18)

where H (EE") and H(EE’|B) can, respectively, be obtained
from the corresponding symplectic eigenvalues of the CM
for EE’ and EE’|B (for notation, see Fig. 4). The former,
Vg, is specified by tracing out modes 4 and B in the
CM of Eq. (D3). We then numerically find its symplec-
tic eigenvalues, which we denote by A and A,. The latter
CM, Vgg 5, can also be obtained by applying a homodyne
measurement on mode B:

1
Veeg = Vg — A DIPIod 1 DIF S (19)
B

where £, = [CpgZ Cgp1] and T1 = diag(1,0), with
Z, = diag{1, —1} and 1 being the identity matrix of dimen-
sion two [52]. In the above, Vg, Cpg, and Cgg are defined
in Eq. (D4). Denoting the symplectic eigenvalues of Vg5
by Aj and A4, the Holevo-information term in the RR case
is given by

xBE = (A1) + g(Ar) — g(A3) — g(Ay), (20)

where g(x) = (51)log, (() — (51) log, (51). Note
that in the above calculations, we account for the fact

that the state corresponding to ABEE’ is not a pure state.
This prevents us from calculating all the terms from the
CM of 4 and B, as it is common in the unrestricted
case.

Let us now fix the observed values for T¢q and &4 and
compare the achievable secret-key rates in Fig. 4 with
the corresponding scenario where the bypass channel is
removed or, equivalently, when ng = 0. In both cases,
some optimization needs to be done to find the lower
bound on the key rate. In Fig. 4, while the telescope is
part of Bob’s secure station, it is not clear how this param-
eter can be characterized. For any key-rate analysis, one
should then consider the space of feasible values of ng
and n7 and go with the worst case possible. In Fig. 4, this
corresponds to going over all possible values of ng and
nr that are compatible with T¢q and &, and then finding

K§® = min, ,,{Kgg}. Similarly, for the extended Alice
model, we can set ng = 0, and optimize over ny. For a
fixed loss in the link, the higher 5z, the more control is
given to Eve. The minimum guaranteed key rate in this
case is then given by K]({lﬁ = Krr(ns = 0,n7 = 1). We can
then compare Kf{ﬁ with KI(QZK.

In order to gain some insight into our optimization prob-
lem, in Fig. 5 we have plotted Kgrr versus each of ng and
nr, while keeping the other parameter constant. To mainly
focus on the impact of the channel parameters in Fig. 4, we
have assumed that 8 = 1, which results in the optimal V'
being very large. We have fixed V at 300 in shot-noise units
(SNU), which gives us close-to-optimum key-rate values.
In Fig. 5(a), ny and nag are fixed at 0.5, while, for differ-
ent values of Ty, we look at how Kgrg varies versus 7.
We observe a decreasing behavior for the key rate within
the acceptable range of values for ng. Note that within the
assumptions in our model, e.g., that 0 < ng < 1, such a
range becomes narrower with a decrease in Teq. This is
because in Eq. (DS5), the maximum value for 5y is given
by ng™ = Teq/[(1 = nap)(1 — np)] at ng = 0, i.e., when
Alice’s signal reaches Bob only via the bypass channel.
Interestingly, at such a point, the key rate is at a mini-
mum, while xgg, shown in the inset, is at a maximum. A
justification for this behavior is that, at ng = 0, Eve can
keep the entirety of the signal she has received from Alice
for herself and use it to obtain information about Bob’s
key. In fact, in this scenario, the bypass channel helps
Eve with masquerading the transmissivity of the channel
without requiring her to give up any information she can
extract from her share of Alice’s signal. This observation
also explains why the scenario with no bypass channels
offers an upper bound on the key rate. In the latter case,
i.e., when ng = 0, we see a similar behavior with regard
to the optimum value of ng from Eve’s perspective. As
shown in Fig. 5(b), in this case, the key rate goes down
with an increase in nr > Tq. The larger nr, the smaller
will be ng = T¢q/nr, meaning that Eve has more control

040320-10



SATELLITE-QKD WITH BYPASS CHANNELS...

PRX QUANTUM 4, 040320 (2023)

100 i
o { (a) Nag = 0.5
)
S nr=0.5
iy £=1
[}
(o
[}
G
5 T =02
©
[}
G
& Tpq = 0.1
© 107
Q
3 Teq = 0.05 |
0.0 0.2 0.4 0.6 0.8
S
100
(b) nag = 0.1

—_
S
w

Secret-key generation rate per pulse
ﬁ
[ | ]
o
o
(=)
w

0.2 0.4 0.6 0.8 1.0
nr

©
o

FIG. 5. The secret-key generation rate for the CV-QKD pro-
tocol in Fig. 4, with RR, versus (a) g and (b) nr, for different
values of observed transmissivity and a fixed value of excess
noise. In (a), the bound on the leaked information to Eve, xgg, is
also shown in the inset. In both figures, /= 300 in SNU, 8 = 1,
nqa = 1, and ve; = 0. Other parameters are specified on the plot.

on the channel. This observation agrees with our earlier
definition of K}({g.

Putting together the points made above, it may seem that
the gap between Kl({g and Kgg could be large in certain
regimes of operation. In Fig. 5(a), it is, however, interest-
ing to see that the difference between the maximum value
of Krr at ng = 0 and its minimum value, obtained at ng**,
shrinks down as T4 decreases. This would give us the hope
that, in practical regimes of operation for satellite QKD
with a total loss of 3040 dB, the difference between K]({Q

and Kf{;{ could be reasonably low. This has been verified,
as a function of n4g, in Fig. 6(a) at Teq = 0.001 for differ-

ent values of the excess noise. As can be seen, K}({Q and

K[({ll’g almost overlap in the entire region, with the excep-
tion of when nag < 1. Numerically speaking, the optimum
value for Kl({ﬁ is often obtained at ng = 1, which effec-

tively maximizes 1y and minimizes ng. The latter two

favor Eve, while the former makes the bypass channel a
reliable replacement for what Eve should have done in
the absence of the bypass channel. This also suggests that
while our model in Fig. 4 is just a special case of what
could happen in reality, a no-loss, and possibly no-noise,
bypass channel, as we are dealing with in the case of Kl({g,
could be the worst-case scenario for Alice and Bob. We
have briefly examined this hypothesis by considering a
thermal-loss bypass channel and observed the following:

(1) The key change in the CM elements is for the
excess-noise expression in Eq. (D6), which now gets
an additional term, (1 — ns)(1 — ny)(Vs — 1), due
to the bypass channel, where Vs is the variance of
the TMSV state that models thermal noise in the
bypass channel.

(i) Atns < 1and Vg > 1, we see an increase in the key
rate as compared to the case of Vs = 1, correspond-
ing to no thermal noise in the bypass channel.

(iii)) The minimum key rate is, however, still obtained at
ns = 1, in which case the effect of additional term
in the excess noise vanishes and we will obtain the
same result for K{{;{ as the pure-loss bypass channel.

We should note that we still limit our search space to the
feasibility assumptions we have made in Fig. 4. While the
above claim needs to be analytically verified, based on
our numerical results, in practical regimes of operation for
satellite QKD, it seems safe to use the upper bound given
by Theorem 1 as a reliable approximation to the lower
bound on the key rate for CV-QKD systems with RR.

Another reassuring result in Fig. 6(a) is that the achiev-
able key rate is a decreasing function of ng, i.e., the more
restriction we set on Eve, the higher is the key rate that
Alice and Bob can securely achieve. The impact in cer-
tain cases can be quite instrumental. For instance, at a
total equivalent excess noise of £ = 0.1 at the transmit-
ter end, while no key can be exchanged under unrestricted
Eve, positive key rates can be obtained for nag < 0.9. The
same happens for £ = 1 but with higher restrictions on
Eve at nag < 0.1. This is particularly promising because
the excess noise in satellite-to-ground links is expected to
increase because of the fading effect in the atmospheric
part of the link [53, Ch. 8]. Interestingly, when nag is suf-
ficiently low, the key rate will become almost independent
of the amount of excess noise and rather large key rates
can be obtained.

The overall results explained above seem to be unchang-
ing when we account for other sources of imperfection in
our system. In particular, in Fig. 6(b), we have accounted
for nonideal values for the reconciliation efficiency param-
eter B. It can be seen that the overlap between the upper
and lower bounds on the key rate still holds when § < 1
and that the key rate goes down as nag increases. The
difference is that the threshold value for nag to give us
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FIG. 6. The secret-key generation rate for the CV-QKD pro-
tocol in Fig. 4, with RR, versus nag. The solid lines represent
K{y and the dashed lines represent Kl({;{). As shown in the inset,
the two curves are very close to each other and mostly over-
lap except for small values of nag. In (a), Teq = 0.001, V' =300
in SNU, 8 =1, nqg = 1, vg = 0, and the excess noise is shown
in the graphs. In (b), we consider imperfect reconciliation effi-
ciencies characterized by parameter 8. The other parameters are
Teq =0.001,& = 0.1, and V' = 3.5 in SNU.

positive key rates goes down as we decrease 3. This
is understandable because, by reducing the mutual-
information term by a factor of 8, we now need further
restrictions on Eve to bring down the Holevo-information
term in Eq. (16). The transition to positive key rates hap-
pen at around 0.5 for nag at B = 0.95, which is still an
attainable value. Note also that when < 1, the optimal
value for the modulation variance, V, drops to small finite
values, which in practice correspond to very low amounts
of transmitted energy per pulse.

B. CV QKD with direct reconciliation

In Sec. IV A, we saw how the proposed restrictions on
Eve can improve the key rate of CV-QKD systems in
highly lossy channels. Here, we apply the results of Sec. 11
to the case of CV QKD with DR under a restricted Eve. In
the DR case, with no restriction on Eve, the maximum loss
that we can tolerate is only 3 dB. It would be interesting
to see how that would change when we impose restrictions
on Eve’s access to Alice’s signal. In the following, we con-
sider two extremes: when nag > T, in which case, the
entangling cloner attack as in Fig. 4 is the optimal attack
by Eve, and when nag < Teq, where we can use Eq. (14) to
directly find a lower bound on the key rate.

1. Method 1: Entangling cloner attack

Here, we assume that T.q < nag and use the results
of Appendix D to calculate the key rate for the setup of
Fig. 4. As in the RR case, we optimize the key rate over
uncharacterized system parameters ns and 77 as follows:

Kf)“;i = min{Kpr(1s, 17)},
ns-nr

21
K = min{Kpr (0, n7)} = Kor(0, 1),
where Kpp is defined in Eq. (15), with
xae = H(EE') — H(EE'|A,), (22)

where A, represents the homodyne-measurement result on
one of the quadratures of mode A after going through the
50:50 beam splitter in the heterodyne measurement M.
The above entropy terms can be calculated using the CM
in Eq. (D3) with some modifications due to the 50:50 beam
splitter in M. The joint CM for modes 4, EE’ is then given
by

V+1)/21 01 CAE//ﬁZ
Ve = 01 Vel CrpZ , (23)
Cup' /2L CrpZ Vel

where Z = diag{1, —1}, 1 is the identity matrix of dimen-
sion two, and all other parameters are given by Eq. (D4).
Eve’s state pggr is then described by the CM Vg, which
is given by the 4 x 4 submatrix in the lower right of V4 g/
given in Eq. (23). We then have

H(EE") = g(A1) +g(Aa), 24

where A and A, are the symplectic eigenvalues of Vgg.
Similarly, the conditional term H(EE'|A,) = g(As3) +
g(Ay4), where A; and A4 are the symplectic eigenvalues
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of VEE/|Ax5 giVCl’l by

Veea, = Veg — % ZAXEE’HZLEEM (25)

+1

where we have applied a homodyne measurement on mode
01
Ay [52) and Xgoppr = ( Cap /N2 )

2. Method 2: Generic lower bound

In method 2, we use Eq. (14), which basically uses the
state before Eve’s operation, to bound xag. The advantage
of this technique is that here we do not need to impose any
conditions on the observed values of ¢, and nag. In par-
ticular, we can now cover the case of nag < ncn, Which is
the extreme case where Eve’s collection efficiency is worse
than Bob; e.g., as in Fig. 2(c). In this case, we use Eq. (14)
to upper bound xag by

xap = H(B') — H(B'|4y), (26)

where B’ is mode B right after the first beam splitter in
Fig. 3(a). Note that in this approach, we do not need to
restrict ourselves to the assumptions in Fig. 4. In the above
equation, H (B’) is the von Neumann entropy of the ther-
mal state B’ with variance Vg = nagV + 1 — nag. We then
use the fact that the symplectic eigenvalue of a single-
mode thermal state is indeed equal to its variance to obtain
H(B') = g(Vy). Similarly, to calculate the term H (B'|4,),
we need to find the symplectic eigenvalues for the condi-
tional covariance matrix Vg4, . Given that the CM of 4, B’
is given by

Vo = < V+1/21 Vnap(V? —1)/2Z )
* Vinae(V? —1)/27 Vel ’

(27)
we have, after the homodyne detection on 4,,

nae( = 1)
V+1

1 0
:<0 Vy). (28)

An upper bound on yag can then be calculated from the
following:

Vo, = Vgl — Znz”

xae < g(Ve) —g(/Va). (29)

3. Numerical results

Figure 7(a) shows the key rate versus nag, for nag >
Teq, using method 1 for different values of 7q > 0.5. We

have plotted the upper bound Kgg (dashed lines) as well
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FIG. 7. The secret-key generation rate at ¥ = 107 in SNU,

obtained from (a) method 1 and (b) method 2, versus nag for CV-
QKD systems using DR. The results are shown for an observed
channel with different values of Toq, £ = 1 SNU, ng = 1, vy = 0,

and B = 1. In (a), the solid (dashed) lines represent Kl()‘ﬁ (Kgﬁ).

as the optimized lower bound Kgﬁ (solid lines). Unlike the
RR case, in the DR scenario, the two bounds are not close
and effectively we cannot guarantee higher key rates than
what we can obtain in the unrestricted case. In particular,
for Teq < 0.5, similar to the unrestricted case, we do not

get a positive key rate for K]()‘g. The optimum value of K](J”}i
is again numerically obtained at ng = 1 but this time the
optimum 7 takes rather large nonzero values around 0.5.
The larger nag is, the larger is the ng that we get at the
optimum point. This could be because, at nog close to one,
the main path through Eve should offer a transmissivity
close to 0.5, or higher, to get positive key rates, whereas,
as nag goes down, the bypass channel helps Eve more with
the total observed T¢q to the extent that the initial restriction
on Eve becomes irrelevant.

We can, however, gain some advantage in the restricted
case in the extreme case of nag < Teq. Here, we can use the
generic lower bound in Eq. (29) to obtain the key rate. The
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results are shown in Fig. 7(b). As can be seen, in this case,
the key rate can be improved by orders of magnitude by
decreasing nag. The seemingly flat curves at the left-hand
side of the graph are mainly because of the choice of a
finite value for V. In principle, the key rate would continue
going up in the asymptotic limit of ' — oco. However, the
growth happens very slowly, e.g., for a variance as large
as V = 10%, the key rate is only about 25. Considering the
limitations on the transmitted power, a maximum } can be
chosen in practice to offer the maximum key rate in such
settings where Eve is disadvantaged as compared to Bob,
as in the case of the wire-tap channel.

V. DISCRETE-VARIABLE QKD WITH
RESTRICTED EVE

In this section, we consider several DV-QKD protocols,
mainly focusing on the BB84 protocol [54] and its variants.
We consider the original BB84 with single-photon sources
(SPSs) as well as its variant with phase-randomized weak
coherent pulses (WCPs) [55]. In all these cases, we deal
with a photon-number channel from Eve’s perspective.
We assume that ngg = 1, i.e., we only consider Eve’s
restriction on her signal-collection capabilities. The case of
nes < 1 will be the subject of another investigation. In the
following, we present a method to obtain a lower bound for
the secret-key rate in the restricted-Eve case. In this paper,
we only consider the asymptotic regime where infinitely
many signals are exchanged and focus on how restrictions
on Eve can affect system performance.

A. General lower bounds for secret-key rate

The secret-key rate of BB84 protocols, in the asymptotic
regime, in an unrestricted-Eve scenario is lower bounded
by [56]

R=q0 [—fh(Eb) + %(1 — hen) + %] RED)

where f is the error-correction inefficiency, ¢ is the
basis reconciliation factor, and A(-) represents Shannon’s
binary entropy function, defined as h(x) = —xlog,x —
(1 —x)log,(1 —x). In Eq. (30), O, Ep, and e, respec-
tively, denote the total gain, the QBER, and the single-
photon error rate. The parameters Q) and (Q; are given
by

Qo = Yopo,
O1 = Yip1,

where Y; is the probability of Bob’s detection under the
condition that Alice has sent i photons and p; denotes the
probability that Alice sends i photons.

The general idea behind Eq. (30) is that, in
photon-number channels, the information gained by Eve

€2y

depends on the number of photons in the signal received
by Eve. For the events in which Eve receives two or more
photons, one may assume that Eve can obtain full informa-
tion about the transmitted key bit using the photon-number
splitting (PNS) attack [57]. In the events in which Eve
receives one photon, the maximum information that she
can gain is /i(e;). Finally, if Eve receives no photon, her
information is zero, assuming that DR is used.

In our restricted-Eve scenario, for every sifted bit, we
find an upper bound, /g, on Eve’s information, in the DR
case, based on the number of photons transmitted by Alice
and received by Eve, denoted, respectively, by » and m, as
follows:

0, m=0,n>0,
1 1

I = s m>1l,n>m, (32)
h(S]]), m = l,l’l = 1’

1, m=1,n>1,

where 1] denotes an upper bound on the error rate of the
signals for which n» = m = 1. Here, we have pessimisti-
cally assumed that Eve can distinguish between the cases
where m = n =1 versus m = 1 but n > 1. This assump-
tion would allow Eve, in the latter case, to keep the photon
to herself and wait to see if one of the remaining photons is
received by Bob. To find a lower bound on the secret-key
rate, we define the parameters W; and p;; as follows:

Wy = Pr(Bob's detection|n = i,m = j),
' (33)
pij =Pr(n=i,m=j).

In the asymptotic case where Alice sends infinitely many

signals, a lower bound on the secret-key rate can be
obtained by

S S
R=qQ |:_fh(Eb) + (1= h(en) + —0} . (34

0 0
where
o0
So=Y_ Wupi:
=0 (35)
Si = Wupi.

Effectively, the last two terms in Eq. (34) have replaced
that of Eq. (30), in the case of no bypass channel and rep-
resent part of the shared key that can be used for privacy
amplification.

In the following, we find bounds on the key parameters
in Eq. (34). In a typical QKD protocol, it may not be possi-
ble to measure the exact values of Sy, S;1, and &1;. Instead,
we try to find lower bounds on Sy and S;; and an upper
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bound on &17. To find a lower bound on Sy and S, in the
first step we find a lower bound on Sy + S1;. Note that

00 i
1>0=>" Wypy =S+ +Sother.  (36)
i=0 j=0

where

Sother = Z Z Wipi + Z Wiapi. (37)
i—2

j=2 i=j
Using Egs. (35)~«37), we can obtain

So + 811 = Q — Sother > Sé_;,_l]

=0- (ZZP(/ + ZPﬂ), (38)
i=2

j=2 i=j

where S(L) 11 denotes the lower bound on Sy + Si;. Now,
we consider the following two inequalities:

o0
So <) pios
=0

Su = pu.

(39)

Note that ) - pi is the probability that Eve receives no
photon, i.e., m = 0. We denote this probability by pg*°.
Then, we can write

So = Sgi —Su = Si —pus
L L Eve (40)
St = Sopn —So = Soin —Po -

Substituting Eq. (38) into the above inequalities, it can be
concluded that

Sp > St = max {Q —q —p(‘fve),o},
(41)
S > S{‘l = maX{Q— (1 —pll),O}.

The above bounds have an easy explanation. Let us look at
Sk, for instance. The term 1 — p§*® is the probability that
Eve has got a nonvacuum state. This sets an upper bound
on the number of detection events that Bob can get because
of nonvacuum states. Any other click must come from
cases where Eve has received no photons, which gives us
the expression in Eq. (41).

Note that in the case of restricted Eve, the bound on S,
is likely to become relevant for small values of nag. This
is because, for S5 to be strictly positive, I — pg™® should be
smaller than Q. In the nominal mode of operation, when no
Eve is present, Q often scales with channel transmissivity

and, for coherent-state inputs, 1 — p§* is expected to scale

with nag. This suggests that as nag becomes smaller and
smaller, there could be a non-negligible contribution from
the Sy term, which is often ignored in the conventional
unrestricted-Eve case. In the latter case, 1 — py is often
a fixed value, which, in high loss regimes, can become
greater than the value of Q. Even if Q happens to be larger
than 1 — py, the contribution from S is likely to be can-
celed out by the additional error correction that Alice and
Bob need to do for the clicks resulted from the vacuum
states sent by Alice. In the restricted-Eve scenario, how-
ever, the bypass channel can, in principle, provide a route
to obtaining correlated data between Alice and Bob with-
out necessarily increasing the QBER. This could allow
Alice and Bob to extract more secret-key bits from their
measured data as compared to the conventional scenario.
We will look more carefully at the effect of the above
bounds on Sy and S}, later in this section.
To find an upper bound on &, we note that

EQ=Y"Y ¢Sy, (42)

i=0 j=0

where S;; = Wj;p;. Using the above equation, we can
write

Ep
EyQ > e11S1 > enSf = e < S—LQ (43)

11

Using Egs. (41) and (43), the secret-key rate, in the
restricted-Eve case, in the limit of infinitely long key is
lower bounded by

SL SEL
R > 40 [—fh(Eb) + 5(1 — h(er)) + 5} , (44

where &} = min{E,Q/S",, 1/2} gives an upper bound on
h(enn).

B. BB84 performance under restricted eavesdropping

In the following, we discuss the secret-key rate of BB84
protocols considering different sources. We find the rele-
vant parameters needed in each case to calculate R as given
by Eq. (44).

1. BB84 with single-photon sources

If an ideal single-photon source is used at Alice’s side,
we have Sy +S11 =0, pt*® =1 —nag and pi| = Nag.
Hence, from Eq. (41), we have

Sg = max {Q - TIAE,O},
(45)
St = max {0 — (1 = nap),0}.

By substituting Eq. (45) into Egs. (43) and (44), we can
calculate a lower bound on the secret-key rate.

040320-15



MASOUD GHALAII et al.

PRX QUANTUM 4, 040320 (2023)

In the case of an ideal single-photon source, there are
alternative ways of calculating lower bounds on the key
rate by directly using Egs. (34) and (30). For instance,
because Sp + S11 = O, Eq. (34) turns into

S
R>q0 [—fh(Eb) +1- gh(em]
> qO [~/h(Ep) +1 - h(el)]. (46)

Alternatively, one can directly use Eq. (30) by setting Oy =
0. In Sec. VB 3, we use the best of these three bounds to
specify the lower on the key rate.

2. BB84 with WCP sources

Phase-randomized WCP (or, in short, WCP) sources
follow Poisson distribution in photon generation. If the
average number of photons of the WCP source is u, then
pij can be obtained by

pij =Pr(n =DPr(m =jn=1i)

e Mt

=— C )vf;\E(l —nap). 47)

By substituting the above equation into Egs. (39) and (41),
we obtain

Sy > S = max {Q - - e_“"AE),O},
(48)
Sy > SH, = max {Q — (- unAEe*”),O}.

The lower bound R can then be obtained by substituting
the above two equations into Eqgs. (43) and (44).

3. Numerical results

In this subsection, we consider a satellite-based QKD
system, using the BB84 protocol, and evaluate its per-
formance in different regimes of operation. The nominal
values used for the system parameters are listed in Table 1.
It is noteworthy that we calculate the key rate at a channel
transmissivity of n¢, = 1073, corresponding to the recent
efficiency measurements for the Micius satellite [58]. We
have also assumed that the ground station is equipped with
superconducting single-photon detectors of 90% efficiency
but to account for possible background noise in the link
[32], the dark-count probability per pulse for the receiver
is assumed to be pg. = 107", For a system running at 100
MHz, this is one order of magnitude higher than the typ-
ical dark counts for such detectors [59]. We also assume
that we use the efficient version of the BB84 protocol [60],
in which the reconciliation factor ¢ approaches one.

We consider two types of sources, SPS and WCP, for
the encoder at Alice’s side, i.e., the satellite. In a real QKD
experiment, the parameters related to the overall gain and

TABLE 1. The nominal values used for the system parameters.
Parameter Value
Average channel loss, 1y 30 dB
Error-correction inefficiency, f 1.16
Basis reconciliation factor, ¢ 1
Total dark and background probability, pgc 1077
Misalignment error, ey 0.01
Quantum efficiency of detectors, 14 0.9

the QBER, i.e., Q and E} in Eq. (44), are obtained by mea-
surement. Here, we assume that the measured values for
these parameters are equal to those that can be obtained
analytically as calculated in Ref. [61, Appendix A].

Figure 8(a) shows the secret-key rate versus nag for the
SPS and WCP protocols. We have optimized the key rate
over u in the WCP case. The optimum values of u are
shown in Fig. 8(b). There are several interesting points to
highlight in Fig. 8:

(i) At the channel loss of 30 dB, the WCP proto-
col cannot provide any secret key under unre-
stricted Eve’s assumption. In the restricted-Eve
case, however, we start having positive key rates for
roughly nag < 8.1 x 10~%. This suggests that a sim-
ple phase-randomized laser source is sufficient for
key exchange in this regime.

(i1)) The WCP protocol performance exceeds that of the
SPS protocol at small values of nag. This is interest-
ing, as the SPS source conventionally corresponds
to the ideal BB84 protocol. In our example sys-
tem, this happens at roughly nag < 8 x 10™*. This
is mainly because of the extra laser power that
Alice can now use to generate signals with a larger
number of photons without worrying much about
photon-number-splitting attacks. We do not have
this possibility with SPSs; hence such sources would
not allow us to benefit from Eve’s restrictions in this
case.

(iii) Among the three techniques proposed in Sec. VB
for the SPS source, the one obtained from Eq. (30)
offers the highest key rate. That is why the corre-
sponding curve in Fig. 8 remains constant. Mathe-
matically, this can be seen by comparing Eq. (46)
with Eq. (30) and noting that A(el}) > h(e;). The
worst-case assumption made in Eq. (32) seems to
not offer any advantage in the single-photon case.
To check if there is any room for improvement,
we have verified if the bound can be improved by
using numerical techniques for bounding the key
rate [62,63]. We have, however, observed no change
in the achievable rate and the result presented in
Fig. 8 seems to be the optimum case for the SPS
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FIG. 8. (a) The secret-key generation rate versus nag for WCP

and SPS sources. (b) The optimal values of u versus nag for
WCP sources.

source. The full details of the numerical approach
will be the subject of a separate publication.

(iv) As mentioned earlier, the case of nag < 7 = NenNa
is of special interest. This is when the bound S}
in Eq. (48) can take nontrivial values. We can
see this effect in the parameter values chosen for
our simulation, where O =1 — (1 — pg.)?e™ ™. In
this case, we have Q — (1 —p(])‘:ve) —e W — (1-—
Pdc)’e” M > e MAEK _ g~ The latter term would
get a positive value when nag < 1, resulting in a
positive value for S5.

VI. DISCUSSION AND CONCLUSIONS

We have studied the security of P&M QKD systems
under certain restrictions on the eavesdropper. We have
relaxed some of the assumptions on the eavesdropper’s
unrestricted capabilities in collecting and retransmitting
QKD signals. Such restrictions could particularly find rel-
evance in satellite-based QKD protocols. Our restrictive

assumptions have resulted in an under-explored scenario,
where the channel between Alice and Bob is not entirely
controlled by Eve but, rather, an uncharacterized bypass
channel could also carry signal. We have found generic
upper bounds on the key rate for QKD systems in the pres-
ence of bypass channels and in the case of CV QKD with
RR, we have shown that the upper and lower bounds on
the key rate are very close to each other in certain practical
regimes of interest. Such an upper bound offers a consid-
erable boost to the key rate that can be achieved under
unrestricted eavesdropping. In the case of CV QKD with
DR, or that of BB84 protocols, the advantage offered by
our customized bound is limited to certain scenarios where
Eve’s access to Alice’s signal is significantly hampered,
as is the case in, e.g., wire-tap channels. Nevertheless, our
approach to security proof relies only on a few assump-
tions, which can, in principle, be verified with monitoring
techniques.

The analysis of QKD systems in the presence of bypass
channels can certainly be extended in several directions,
where each is worth a separate investigation. For instance,
the difference between RR and DR in the CV-QKD case
raises the question of whether DV QKD with RR could
offer any better performance. One way to answer such
questions is by developing numerical techniques for find-
ing tight bounds on the key rate in such setups, which is
ongoing research. While Theorem 1 is applicable to finite-
size key settings, the issue of statistical fluctuations in the
presence of the bypass channel needs to be further investi-
gated. Whether the bypass channel affects non-P&M QKD
protocols, e.g., entanglement-based QKD, also needs to be
investigated. In this work, we mainly focused on LEO-
satellite scenarios but, in principle, the same techniques
could also find application in medium-Earth-orbit and geo-
stationary satellite missions. The practicality of this needs
to be investigated, as monitoring techniques would become
less efficient at long distances. Overall, while the key
application of such an analysis could be in satellite-based
systems, the whole area of QKD security under uncon-
ventional assumptions is a less explored territory, which
deserves more attention. One generic direction of travel is
to consider the classical limitations that one can impose
on Eve. This work has effectively been concerned with
limiting the size of an eavesdropping object but this can
be extended to other classically measurable attributes of
Eve. We hope that works such as this paper can open new
avenues of research in this area.

All data generated in this paper can be reproduced by
the provided methodology and equations.
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APPENDIX A: ESTIMATING nag AND 75gg
PARAMETERS

In this appendix, we find nominal values for parameters
nae and ngp if Alice and Bob are equipped with the LIDAR
technology for detecting unwanted objects around them.

1. Optical setup

In this section, we specify the optical setup considered
in our calculation for the two authorized QKD parties,
Alice (A) and Bob (B), and the eavesdropper, Eve (E). We
assume that Alice is located on a LEO satellite, traveling
in a circular orbit at an altitude L above the ground. It is
equipped with a QKD source and a telescope with aperture
radius 7. Bob is instead placed on the surface of the Earth
and he collects the light sent by Alice using a telescope
with radius rg. We address the static situation in which the
satellite is at a fixed position right above the optical ground
station, so that the length of the link is exactly L. In the fol-
lowing calculations, we will allow Eve to have two distinct
satellites, one for collecting and one for resending the light,
with appropriate values of the aperture radius and posi-
tion. However, it turns out that the configuration of a single
satellite is indeed optimal for her. We can therefore assume
that Eve is represented by a spacecraft equipped with two
telescopes, one for collection (pointed toward Alice) and
one for transmission (pointed toward Bob), both of radius
re. We also assume, as the worst-case scenario, that the
aperture of the telescope represents the whole projected
area of Eve’s spacecraft.

We assume that Alice’s telescope sends the QKD sig-
nals in the form of a Gaussian beam, with initial beam
width W), equal to its radius 74, at wavelength A. For the
light propagation, we neglect the action of the atmosphere
and the contribution of pointing errors. We use the stan-
dard expressions for Gaussian optics, corrected through the

quality factor M? in order to replicate the far-field diver-
gence of real optical elements. Eve’s telescope is instead
perfect, meaning that she can send Gaussian beams with
M? =1.

In the following, we will call z the coordinate along the
propagation path, so that Alice is at z = 0 and Bob at z =
L. After a propagation of length z € [0, L], the beam width
can be expressed as

ZM2\?
W(z) = Wy, 1+ (—) , (A1)

ZR

where zz = W2/} represents the Rayleigh range of the
beam. Comparison between the far-field divergence of a
perfect Gaussian beam and the divergence measured for
the Micius satellite suggests a value of M? & 3. The trans-
mittance of such a beam, when impinging at the center of
a circular collecting aperture of radius p can be expressed
as

o
n(p,z) =1 —exp |:_2W2—(z):|' (A2)

This expression can be used to compute the transmittance
of Alice’s beam through Bob’s telescope, by setting z = L
and p = rp:

=1 2 & A3
ST . 1

which describes the efficiency of the QKD channel, apart
from additional losses such as the atmospheric absorption,
detection efficiency, and transmittance of the optical ele-
ments. The same formula can express the efficiency with
which Eve can collect Alice’s signals, while she is at
position z and has a collecting aperture of radius rg(z):

VE(Z)2
el

NaE(z) = 1 —exp [—2 (A4)

We assume here that Eve is positioned at the exact center of
the beam. The way in which we model the dependence of
re(z) on the distance from Alice and Bob will be specified
in Sec. A 2.

We can use a similar approach to estimate the abil-
ity of Eve to resend the signals that she has intercepted
toward Bob. In order to take full advantage of her opti-
cal system, we allow Eve to send focused beams. It is not
necessary to take this into account in the case of Alice,
because for a typical LEO satellite, the total propagation
length L is much larger than the Rayleigh range zx ~ 70
km, so focusing would not give much advantage. For our
calculations, we suppose that Eve has a lens of focal length
f just in front of her sending aperture. We can then use
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the ray-transfer-matrix formalism and obtain the following
expression for the optimized width of a focused beam at
distance d from its transmitter [64]:

a ML -2)

We (@) = wre(z) o mre(z)

, (AS)

which agrees with Eq. (A1) when z > zz and rg = W)
Now, using Eq. (A2), we can compute the transmittance
of Eve’s beam through Bob’s aperture as follows:

=1 2 FZB A6
N (2) = —exp[— WE(Z)2] (A6)

We point out that, even in this case, the dependence of
re(z) on the length of Alice-to-Eve and Eve-to-Bob links
is important and will be modeled in Sec. A 2.

2. Techniques for channel monitoring

In this section, we obtain an upper bound on the size of
an undetected Eve’s spacecraft, depending on the distance
from Alice’s or Bob’s position, if some sort of channel
monitoring system is employed. Typical techniques are
radar, LIDAR, and direct optical detection. We will not
analyze the last of these, as it requires rather stringent
conditions: Eve’s spacecraft must be illuminated by the
Sun while the receiver is in eclipse and the sky must be
clear. A radar is very power consuming, so we will address
this technique as operated only from Bob, on the ground
(although examples of radars on spacecraft can also be
found). LIDARs, on the other hand, require much less
power and share similar optical elements as those used
for QKD, so may be placed on both Alice’s and/or Bob’s
sides.

The operation of a radar or LIDAR system can be
described by the so-called radar equation:

PrG*A
dmax = ( ! ?

1/4
Pmin (477)3K) ' (A7)

which expresses the maximum distance at which an object
with radar cross section o can be detected. We are inter-
ested in the inverse dependence for the maximum o (z),
for a space object at location z, i.e., at distance L — z from
Bob, which is given by

Proin(4)3kcd}
PrG2)2

_ Prin(4m)’k (L — 2)*

B PrG2\2

o(z) =

(A8)

Here, Py, represents the minimum power measurable by
the receiving system, Py is the total power emitted, G is

the gain of the radar antenna, and « is a parameter that
accounts for all additional sources of loss.

In order to assess the applicability of a radar system on
Bob’s end, we use the following parameter values:

(1) G=4nw Ex rﬁm/kfz, where FE, = 0.6 is the
antenna efficiency, 7, = 2 m is the radius of the
circular parabolic antenna and Az =4 cm is the
wavelength of the radar signals. We choose 7y = 2
m as a reasonable size for a dish to be put alongside
an optical ground station.

(ii) Pr=10° W, as it is the power usually used in sys-
tems of this size (such as the ones used in airports).

(i) Pmin = kgTF,B, where kg is the Boltzmann con-
stant, 7 is the temperature, F,, = 8 dB is the so-
called noise figure, and B = 2.5 x 10° Hz is the
effective noise bandwidth of the setup.

(iv) k = 7 dB, which takes into account attenuation from
atmospheric effects, filters, and other sources.

(v) We also assume that L = 500 km, corresponding to
a LEO satellite.

In general, the radar cross section o is not equal to the
geometric projected area and it strongly depends on the
shape of the object. These two quantities only coincide
for spherical objects and this is the case that we consider
here. In this way, we can set the radius of Eve’s telescope
to rg = /o /m. Figure 9 shows the minimum size of rg,
calculated from Eq. (AS8) at the above parameter values,
if a radar is located at Bob’s site, i.e., at z = L. Figure 9
suggests that if we only use radar at Bob’s end, we can eas-
ily miss eavesdropping objects of a few meters in radius.
This implies that we may not achieve useful bounds on
nae and ngg, in Egs. (A4) and (A6), if we only rely on
radar as a monitoring system. Even assuming that low-
power radar could be employed on the satellite to monitor
the first tens of kilometers around it, a telescope of 3 m
in radius at 100 km from Alice would be able to intercept
and resend with transmittances very close to 1. In practice,
radar techniques are currently used to monitor the num-
ber of objects present in low orbits around the Earth [65].
However, much bigger facilities (antenna radius = 10 m)
are necessary for such missions and the information is
usually not in real time but used to build and update cata-
logs of the objects. We would therefore consider the radar
solution insufficient for our purposes, while passive moni-
toring could always provide additional information. Next,
we consider the LIDAR option.

Much better performance can be achieved using
LIDARs. The working principle is the same as radars, but
in this case light in the near-ultraviolet, visible, or near-
infrared range is sent and recorded after reflection from
the object under study. In this case, instead of enormous
antennas, we only need telescopes of reasonable sizes. For
example, the same telescopes used for exchanging QKD

040320-19



MASOUD GHALAII et al.

PRX QUANTUM 4, 040320 (2023)

100000 200000 300000 400000
Distance from A, z (m)

500000

FIG. 9. The minimum radius for Eve’s telescope aperture
detectable by a typical radar system located at Bob’s site. Note
that the distance from Bob is measured by L — z. An object 500
km away from Bob must have a radius greater than 4 m, for our
chosen parameter values, to be detectable by Bob’s radar system.

signals, or alignment, can be used for LIDAR operation.
Moreover, instead of powers of tens of kilowatts, lasers
with power on the order of 1 W are sufficient, meaning that
this technique can rather easily be implemented on even
small satellites, as well as on Bob’s side. As expected, the
big advantage comes from the much shorter wavelength
of the employed light with respect to the microwave sig-
nals used in the radar technique, resulting in much less
diffraction of the electromagnetic beams.

In this case, we can again try to use the standard radar
equation of Eq. (AS8), with suitably chosen parameters.
We report here a simple calculation, again using Gaussian
optics, that gives a result very similar to the radar equation
(with LIDAR parameters), for when the LIDAR is placed
on the satellite. A similar calculation can be used for a
LIDAR based in the ground station. We use Eq. (A5) and
modify it to take into account the realistic quality factor
M? as estimated before,

ALipARZM?
Wipar (@) = ————,
7TVVb

(A9)
where Apppar is the LIDAR wavelength. The intensity
distribution of such a beam can be expressed as

2Pp |: 212
I(r,z) =

7T Wiipar (2)? P Wiipar (2)? ] (810
where Pr is the total power carried by the beam and r is the
distance from the beam center in the plane transversal to
the direction of propagation. We assume that the reflecting
object is at the center of the beam.

We compute the total power incident on the object by
integrating Eq. (A10) in the area corresponding to Eve’s

spacecraft, as follows:

P(z) = / I(r,z)drd6 =
[rl<rg

—p (1— o >
o exp[ WLIDAR(Z):| '

We assume that the light is reflected back isotropically by
the object under study, with reflectivity «, resulting in a
received light intensity of

(A1)

P

(o[- )
=——|l—-exp| ———1].
Az WLIDAR (2)
The total collected power reaching the satellite LIDAR is
then Pr(z) = Iy (Z)JT}"ZAK, where we account for any addi-
tional loss encountered during transmission and collection
by factor x. In order to obtain the bound on the size
of Eve’s object, we can then invert this expression and

equate Pg(z) to the minimum power Py, measurable by
the receiving setup, as follows:

2Pinkz? 1\ (2 M?\?
re(@?=—(I|1- ~ LIDAREE )
aPrW3 Wy

(A13)

(A12)

For the rest of this section, unless otherwise noted, we use
the following parameter values. We set Apjpar = 800 nm
and assume that k = 0.25. The transmitted power is set to
Py =1 W due to the limit on the power consumption on
small satellites. For the ground-based LIDAR, the trans-
mitted power can be higher, but this may only offer a small
advantage, due to atmospheric scattering, as we show by
the end of this section. We choose a rather conservative
value for the reflectivity of the object, « = 0.1, consider-
ing that for different metals it is usually around o = 0.5
or more. Coating can be used to lower this value; how-
ever, measurements at different wavelengths could limit
the effectiveness of this technique. We also assume that
M? =3, r, = 15 cm, and rg = 50 cm. These values are
compatible with the instruments used in the Chinese satel-
lite mission Micius. All other relevant parameters are the
same as in the radar case.

Figure 10 shows the estimated maximum radius of Eve’s
object that does not trigger our LIDAR monitoring system,
versus its distance from the satellite. The results obtained
by using Eqs. (A13) and (AS8) are both shown. They differ
because the efficiency of the transmitter and the reflectivity
of the object are modeled in different ways. We see that
the bound on the size of undetectable objects, g, is much
smaller as compared to the values shown in Fig. 9 using the
radar technique, giving hope that the values obtained for
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FIG. 10. The minimum radius for Eve’s telescope aperture
detectable by LIDAR measurements performed, simultaneously,
from the satellite and from the ground. The bound on this quan-
tity is obtained from two different techniques: the blue curve is
obtained from Eq. (A13), while the orange curve is from the
radar equation [Eq. (A8)], using parameters suitable for a LIDAR
system.

nae and ngp in this case may be low enough to be useful
in the enhancement of the secret-key rate.

The minimum measurable power Py, used in Fig. 10
is obtained by calculating the background light collected
by the satellite in normal working conditions. For the
LIDAR placed on the satellite, the main source of back-
ground light during night-time operation is represented by
the light of the Moon reflected by the Earth [1], which can
be expressed as follows:

Q
A 2 fov
Pl = O‘EO{MRM”%\dZ_HSunBﬁIter 5

EM

(A14)

where ar and oy, are the albedo of the Earth and the
Moon, respectively, Ry, is the radius of the Moon, dgy is
the Earth-Moon distance, Hgy, is the irradiance of the Sun
at Arpar, and Qg is the field of view of the telescope
and By, 1S the bandwidth of the spectral filters. For the
LIDAR on the ground, we estimate the background light
from the analysis in Ref. [66], as follows:

Prin = HyQov 1 Bier » (A15)
where Hj is the brightness of the sky background. The
typical value for such background lights is very small sug-
gesting that in order to obtain some statistics about such
sources, we may need to use single-photon detectors in our
LIDAR system [67].

The previous analysis does not take into account the
fact that the LIDAR detection from the ground will be
strongly affected by the presence of the atmosphere. The
air can back-scatter the light sent by Bob’s LIDAR, espe-
cially when the sky is not completely clear, giving a signal
that can be attributed to Eve’s object. This means that with-
out additional analysis, every time we measure a reflected
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FIG. 11. The values of nag and ngg, for an undetected Eve,

computed using Egs. (A4) and (A6), respectively.

power greater than Pp;,, we will think that this is because
of Eve’s apparatus and the measured power will be used to
bound its size. If part of the back-scattered light is due to
the atmosphere, we will end up over-estimating the size of
Eve’s object and consequently its collecting efficiency. In
that sense, while this issue can loosen our lower bound on
the key rate, it does not make our analysis unreliable.

3. Bounds on 55g and ngg

In this section, we report the numerical results for Eve’s
collecting and resending efficiencies, obtained using the
analysis provided in the previous sections. Figure 11 shows
the values of nag and ngg, computed, respectively, from
Egs. (A4) and (A6), as a function of z. In both graphs,
the maximum value happens somewhere in the middle of
the orbit. This is because we are using LIDAR on both
Alice and Bob and the maximum value is achieved at
the point where Eve’s telescope is the biggest, which is
roughly in the middle. This happens because the widths
of the beams, during the propagation, vary linearly with z,
while the bound on Eve’s size is proportional to z> (equiv-
alently, the cross section in Eq. (A8) is proportional to z*).
We see that nag remains below 0.1, while ngg grows up to
about 1. There are two main reasons for this behavior. First,
we allow Eve to use perfect optics that generate Gaus-
sian beams with minimal divergence and second, Bob’s
telescope aperture is bigger than Alice’s.

Figure 12 shows the values of some quantities of the
setup as a function of the coordinate z, which are useful to
understand the behavior observed in Fig. 11. The rg curve
close to the x axis is the same as the upper curve in Fig. 10,
which shows the maximum radius of the undetected Eve.
The Wg curve represents the width of the beam, sent by
Eve at distance z from Alice with a telescope of radius
re(z), when it arrives at Bob’s receiving plane. The Wy par
curve is, instead, the width of the beam sent by Alice as
it propagates toward Bob. We see that when it arrives at
Bob, after 500 km of traveling, the beam is about 2.5 m
in radius, which is several times larger than that of Bob’s
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FIG. 12. The maximum radius, rg, of the undetected Eve’s
object, the width of the propagating beam, W par, sent by Alice,
and the width of signal sent by Eve at point Bob, W, versus z.

telescope, giving a transmittance between the legitimate
parties of nag = 0.05 (only considering diffraction losses,
without collection and detection losses). As for Eve, how-
ever, the minimum of the Wg curve is roughly 30 c¢cm at
Bob, which is smaller than Bob’s telescope size, resulting
in ngg =~ 1. Note that Wg, in Eq. (AS5), is inversely propor-
tional to g (z) (L — z), which justifies the asymmetry in the
graph.

The values in Fig. 11 can be lowered by raising the value
of LIDAR’s transmitted power. Note that rg P;/ 2, so if
we raise the power by a factor of 4, to 4 W, the bound on
Eve’s size will be halved. In this case, smaller values of
nag and ngg are expected, as shown in Fig. 13. nag, in par-
ticular, reaches a maximum of about 3%, giving big room
for improvement in the achievable key rate. This bound
depends very strongly on the minimum measurable power
Prin. Any improvement in the filtering techniques (defined
by the parameters Bgjer and Q2g,,) will improve the per-
formance. In the same way, going to lower wavelengths
will reduce the diffraction losses and improve the bound.
We point out that, in practice, the monitoring can possi-
bly be repeated with a rather low frequency, leaving the
remaining time for the QKD signal exchange. This means
that the power actually consumed during monitoring oper-
ation should be manageable even by small satellites. On
the other hand, if QKD missions are merged with remote
sensing missions used for Earth observations, then large
satellite payloads and, therefore, high-power LIDAR sys-
tems can be used, which considerably improves the bounds
on nag by 1-2 orders of magnitude. Examples include the
562-W LIDAR used in CALIPSO and that of 1865 W in
LITE missions.

The LIDAR technique, in the simplified approach that
we have used in these calculations, is sensitive to the total
power reflected by objects illuminated by the transmitted
light. This means that we are safe even in the situation
where Eve places more flying objects, which taken alone
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FIG. 13. The values of nag and ngg for an undetected Eve,

computed using Egs. (A4) and (A6), for a power of 4 W.

would be smaller than the detectable size. If we detect that
one object or more are passing between Alice and Bob,
by measuring a received power Pg > Ppi,, We can assume
that they are all malicious, estimate their size by replacing
Prin With Pg in the above expressions, and bound nag and
neg in the real case.

We point out again that the presence of back-reflections
from the atmosphere would give an over-estimation of
the size of Eve when measured from Bob, which has not
been considered here, leading to higher values of nag
and ngg. More sophisticated techniques, e.g., using the
timing information obtained when using the LIDAR in
the pulsed regime, should be able to address this prob-
lem. The advantage introduced by sending a beam with
higher power, analyzed in Fig. 13, would be less effective
for Bob, because it would also correspond to more light
back-reflected by the atmosphere.

Until now we have considered the static case where the
satellite is fixed at the position closest to the ground station.
We study now how the maximum values of nag and ngp
(optimal for Eve) vary during the passage of the satellite.
We show the results in Fig. 14 at Pr = 1 W of transmitted
power for the LIDAR system, and in Fig. 15 at Pr =4
W. As can be seen, both configurations perform well for
high elevation angles; however, the higher power level is
required to put useful bounds at low elevation angles. As
pointed out before, if the available power output is limited,
one can achieve the same performance by changing other
parameters of the setup.

For comparison, we report in Fig. 16 the behav-
ior of nap, from Eq. (A3), as a function of the
position of the satellite. The upper curve represents
only the diffraction losses, while in the lower curve
other sources of loss are also considered. In particu-
lar, we assume the detection loss is 50% and trans-
mittance of the receiving optics is 80%. The absorp-
tion in the atmosphere is accounted for by xex =
exp [—,3 sec(@)], where 8 = 0.7 at A_par = 800 nm, with
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FIG. 14. The maximum values of nag and ngg for an unde-
tected Eve, as a function of the position of the satellite, for a
LIDAR transmitted power of 1 W.

6 being the angle from zenith. Note that the expression
for xext 1 an approximate value at large values of 6. We
have, however, compared our results with that obtained
from software tools such as MODTRAN 5 and the results are
within an acceptable range for the purpose of this study.
The inclusion of pointing errors should have a fairly small
impact, about 2—3 dB.

In the previous analysis, we fixed the reflectivity of
Eve’s spacecraft to bound its size. The value chosen at
the end of Sec. A2, @ = 0.1, is conservative enough if
one considers standard spacecraft. However, lower values
of the reflectivity parameters can be reached if specific
technologies are used. For example, nanostructured coat-
ings [68] can be laid over opaque surfaces and can enable
reflectivity values < 1072, Similar values can be obtained
on transparent surfaces (such as lenses), using multilayer
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FIG. 15. The maximum values of nag and ngg for an unde-

tected Eve, as a function of the position of the satellite, for a
LIDAR transmitted power of 4 W.
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FIG. 16. The transmittance of the beam sent by A through B’s
aperture nap [Eq. (A3)], as a function of the position of the
satellite.

interferometric coatings. In Fig. 17, we report the mini-
mum value of reflectivity parameter of Eve’s surfaces to
achieve nag < 1, for different positions of the satellite with
respect to the ground station. This means that, by fixing
all other parameters, any value of reflectivity o < oty
will lead to nag = 1, so only values o > auy;, lead to
useful bounds in our analysis. We see from Fig. 17 that
if Eve uses such high-performance coatings, the LIDAR
setup is no longer sensitive enough. In this case, we have
to compensate for the lower reflectivity by increasing
the emitted power Py, increasing the directionality of the
beam (smaller A jpar and/or larger W) or decreasing the
minimum measurable power Ppi,.

APPENDIX B: PROOF OF LEMMA 1

Here, we prove Lemma 1.
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FIG. 17. The minimum value of the reflectivity parameter of

E’s surfaces to achieve nag < 1, as a function of the angle of the
satellite with respect to the zenith of the ground station.
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Proof—Under the condition of a quantum Bob with
access to B and Fy modes, the in-principle achievable
asymptotic key rate of the QKD protocol in Fig. 3 is given
by the Devetak-Winter bound [15,69]:

rn=HWX|E)y,— HWX|BFy), k=a,b, (B1)
where, for scenario k = a,b in Fig. 3, H(X|E); is the
conditional von Neumann entropy of Alice’s classical out-
come X given Eve’s quantum information E, whereas
H (X |BF)y) is the conditional entropy of Alice’s outcome
X given Bob’s quantum information, which includes the
joint state BF) at the output of the telescope. This is effec-
tively a classical quantum quantum (CQQ) scenario, where
Alice has a classical state but Eve and Bob hold on to their
quantum states.

The entropy functions in Eq. (B1) are computed on
the quantum states pyz and pxpr,, which in turn are the
reduced density operators of the single-round global quan-
tum state pxgr,r . In the following, we compute the
latter state for the setups in Figs. 3(a) and 3(b). We denote
by B the map corresponding to the beam splitters and add
subscripts on the map symbols to indicate the subsystems
on which they act.

The global state obtained after one round of the protocol
in the setting of Fig. 3(a) is given by

(@) /
PXBFyF|FaE = Ero Bpr, o FoFy © EpE o Bpr,y o My

<IWAB><¢ABI ® 10)(0lr, ® [¥rr)(Yrl

® Y) (Ve] ® 10) 0I5, ). (B2)

Then, the reduced state on subsystems XE, over which the
entropy H (X |E) is computed, is given by

@ _ (a)
Pyp = TrBFOFle [IOXBFOFleE]

= Trar, | Eox © Bary © Ma(1Wa8) (Va51®

1001, ® ) (WD) | (B3)

where we have used the Kraus theorem to remove the outer
quantum maps that act on the subsystems that are traced
out.

Similarly, the global state for Fig. 3(b) is given by

IO)((bB)FoFleE - gT [e) (‘:VO BBF2 (@) }/:OFI O SBE O BBFO @] MA
(1945) (V151 © 1001, @ 1) (V|
® ¥) (Ve| ® 10) 0I5, ). (B4)

Note that compared to Eq. (B2), we only have the addi-
tional CPTP map &y in Eq. (B4). For the reduced state, we

obtain

(b) (b)
pxe = TrBryF Fy [IOXBFOF| FZE]
= TrpF, [535 o Bery o My(|¥48) (Va3

® 10)(01r, ® [¥) (WD) | (BS)

From Egs. (B3) and (B5), we observe that the reduced

states on XE are the same for both scenarios, i.e., ,o)((a) =

p)(gg, which implies that

HX|E)q = H(X|E)y, (B6)

since the entropy functions are computed on the same
quantum state.

From Egs. (B2) and (B4), we observe that p)((bB)FO F\FyE

can be obtained from p)(fB)FO Froe through the following
CPTP map:

(b) (@)
PXBFyF\F)E = RBFO(P/\Z;FOFIFzE)» (B7)
where
Rk, i=EroEpo &t (B8)

By tracing over FF>E in Eq. (B7), the reduced state of
XBF) in Fig. 3(b) can be obtained by applying the CPTP
map Rpr, to the reduced state of Fig. 3(a), i.e.,

b a
i, = Rr, (PXar,)- (B9)
By the fact that quantum maps applied on the condition-
ing system can only increase the conditional von Neumann
entropy [70], we have that

HX|BFo)a < HX|R(BFy))a = H(X|BFy),. (B10)
Finally, by inserting Eqs. (B6) and (B10) into Eq. (B1), we
obtain

b =< Tas (BI1)

which concludes the proof. |

APPENDIX C: A TYPICAL TELESCOPE MODEL

In this appendix, we look at the implications of the two-
mode model that we have in Fig. 3 and deduce that the
telescope action can be modeled by a beam-splitter-like
operation, where only one output mode is accessible. The
gist of the idea is as follows. Let us denote by a, the field
operator that will be collected by the telescope, after proper
focusing, at point » on the outer surface S of the receiver
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telescope. We then have [a,, ai,] = §(r — /) and the cor-
responding annihilation operator for the collected optical
mode, in a particular polarization, is given by

a= /drg(r)a,,, (C1)
s

where [(dr|g(r)|* = 1; hence [a,a'] = 1. Here, we have
assumed that the collected light is coupled to a single-mode
fiber.

In principle, the operator &7, acting in input modes B
and Fy, should give us the same output relationship as
in Eq. (C1). In reality, in addition to the bypass chan-
nel and Eve’s channel, the telescope could capture other
background modes as well. In the worst-case scenario,
however, we can always assume that all these other modes
are controlled by Eve and that she can decide whether leave
them as they are or control them, via its operator £. The
implication of this assumption is that we can assume that
Er is a unitary map, which fully models the action of the
telescope. In particular, the collected light from mode F
combined with the collected light from mode B must fully
recover the action modeled by Eq. (C1). That is, if we
model the collected light for mode Fy by

ar = / of (Mar, ()
S

with [;dr|f (r)|* = 1, and the collected light for mode B
by

ap = /drh(r)ar, (C3)
s

with [, dr|h(r)|* = 1, we should then have [ar, ag] = 0, as
they originate from different spatial modes, and

a = aar + Bag, (C4)
to make sure that the two modes fully model the light col-
lected by the telescope. The choice of linear combination
above matches what a typical telescope does to different
impinging modes of light. The first condition implies that
the weight functions / and s must satisfy the orthogo-
nality condition f drf (nh*(r) = 0, whereas the second
condition implies that

g(r) = af (r) + Bh(r), (C5)

which results in

o = /drg(r)f*(r),,B = /drg(r)h*(r). (C6)
s s

In addition, given that g, ', and % are normalized and the
latter two are orthogonal, we have |a|*> + |8]> = 1, which

results in the following relationship:

a = ./nrag + /1 —nrar, (C7)

where
nr = /S drg (I () = 1 — /S drg(f (). (C8)

The expression in Eq. (C7) resembles one output of a beam
splitter with transmissivity n7, following our use in the
main text.

APPENDIX D: COVARIANCE-MATRIX
CALCULATIONS

In this appendix, we calculate the CM for the setting
given in Fig. 4. While this is a special channel con-
figuration, with proper choices of parameters, it can be
used to model several cases of interest to our work. For
instance, by choosing 71y to be zero, we effectively remove
the bypass channel and the remaining setup would then
correspond to an optimal attack by Eve in the extended
Alice-Bob model so long as the values assigned to nag,
nE, and nr are within 0 and 1.

To calculate the CM between all parties involved, i.e.,
Alice, Bob, and Eve, we consider the entanglement-based
picture in Fig. 4 and start with the CM corresponding to
the TMSYV state |145) wWith variance V, given by

V1 7,
VAB=< o7 f/Il >,

where ¢ = v/ V2 — 1. On one leg of this TMSV state, Alice
performs a heterodyne measurement, while she sends the
other beam toward Bob. On its way, the latter beam expe-
riences some pure loss, modeled by nag, which splits
the signal into two beams. One undergoes Eve’s attack,
whereby it would interfere, at a beam splitter with trans-
missivity ng, with Eve’s TMSV state |ygg/) with variance
Vg, and the following CM:

Vv - VE 1 CEZ
EEN = CEZ VE]l ’

\/ V% — 1. The other output of nar beam split-

(D1)

(D2)

where cg =
ter undergoes additional loss, which is modeled via the
beam splitter with transmissivity ns. Eventually, the two
beams reconcile at the last beam splitter with transmissiv-
ity nr.

Using linear optics algebra, we have modeled the above
beam-splitter operations using relevant matrices to find
the CM of the purified state between all modes, i.e.,
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ABEE'FyF,. After tracing out modes Fy and F, as they
are assumed inaccessible to all parties, we obtain

M CuZ 01 Cupl
N CypZ Vel Cpe?Z Cppl
Vasee = 01 Cpz vl Gz ]t PP

CAE/Z CBE’ 1 CEE/Z Ve 1

where the first row and column correspond to mode 4 and
its covariance elements with other modes, the second to
B, and the third and fourth to £ and E’, respectively. In
Eq. (D3),

CAB = Teqca
Curr = —v/nae(l — np)e,

Ve =Teq(V = 1)+ 1+ &5,
Cpe = /(1 — ne)nree,
Cper = v/ne(1 — ﬂE)UT( —(mae(V =D +1) + VE)

— Vnae(l = nap) (1 — ne)ns(1 — np)(V = 1),
Cerr = /NECE,

Ve = (1 —np)[nag(V — 1) + 11 + ne Ve, (D4)
where
2
T = (Vi +/(T = nawms( = np) ", (D3)

appearing in the coefficient of C4p entry, is the observed
value of transmissivity in the link, and

o= TegE = (L= ne)nr(Ve — 1) (D6)
is effectively the observed value of excess noise at the
receiver, with £ being its equivalent at the transmitter end.
As one would expect, the excess noise is a function of
Eve’s variance Vg and is simply the amount of noise that
enters Bob’s receiver via the two beam splitters on the path
between Bob and Eve. Similarly, ,/Tq in Eq. (D5) is the
sum of the amplitudes in the two pathways from Alice
to Bob. Similar calculations show that if instead of the
pure-loss bypass channel, we assume a thermal-loss bypass
channel with a noise variance Vs, there would be an addi-
tional term for Selzx, given by (1 —ns)(1 —np)(Vs — 1),
which accounts for the noise coming from the bypass
channel, with no change in Teq.

The above CM can be used to calculate the key rate
in different scenarios. For any given observed value of
Teq <1 and £ > 0, we can search the ng — nr space for
the minimum guaranteed key rate. One could also account
for other sources of trusted noise at the receiver, such as
electronic noise, by adjusting the above parameters but for

the purpose of our discussion on CV QKD in the restricted
case, the above framework is sufficiently detailed.
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