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Errors in quantum logic gates are usually modeled by quantum process matrices (CPTP maps). But
process matrices can be opaque and unwieldy. We show how to transform the process matrix of a gate
into an error generator that represents the same information more usefully. We construct a basis of simple
and physically intuitive elementary error generators, classify them, and show how to represent the error
generator of any gate as a mixture of elementary error generators with various rates. Finally, we show how
to build a large variety of reduced models for gate errors by combining elementary error generators and/or
entire subsectors of generator space. We conclude with a few examples of reduced models, including one
with just 9N 2 parameters that describes almost all commonly predicted errors on an N -qubit processor.
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I. INTRODUCTION

An ideal quantum computation is implemented by a
sequence of unitary operations—quantum logic gates—
applied to a register of qubits. But real quantum processors,
in today’s experimental laboratories, are not ideal. Their
logic gates are imperfect. Models of these imperfect gates
are ubiquitous and essential; they are used to predict the
results of running computations [1–5], to measure progress
toward specific goals such as fault-tolerant error correc-
tion [6–26], and to understand how errors in gates may
be reduced [27] or mitigated [28–34]. The standard model
of an imperfect quantum logic gate is a quantum process
matrix specifying a completely positive trace-preserving
(CPTP) map [35]. Under certain assumptions (see Sec. III),
a process matrix provides a complete description of how
the state of the qubits evolves when the gate is applied.
But in this role, quantum processes have two critical flaws.
They are not easy to interpret, and their complexity grows
exponentially with the number of qubits. We present a
new representation based on elementary error generators
that addresses these issues, enabling intuitive and scalable
modeling of noisy logic operations.
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Error generators can model individual one- or two-qubit
gates or entire circuit layers that act on a whole quantum
processor. Describing noisy gates using error generators
makes it transparently easy to partition complex error pro-
cesses into distinct components with intuitive, physically
natural actions. We classify the elementary error genera-
tors by their type (see Fig. 1) and then further (Fig. 2) by
their weight and support. Partitioning errors in this way
enables disaggregating coarse-grained error metrics—e.g.,
fidelity—to identify exactly how much is contributed by
each component (e.g., as in Fig. 3 of Ref. [36]). Error gen-
erators also unlock a transformative capability: the design
of customized efficient reduced error models that capture
specific physically motivated subsets of process matrices
using exponentially fewer parameters than a full N -qubit
process matrix and can be used to model or characterize
experimental quantum processors.

II. OUTLINE

Our goal is to analyze and understand small, Marko-
vian gate errors (Sec. III). We begin by representing such
errors using error generators (Sec. IV). Then, we clas-
sify all the error generators that describe small Markovian
N -qubit errors (Sec. V). We show that any error generator
can be written as a combination of three classes of elemen-
tary errors—Hamiltonian, stochastic, and active—that are
invariant under unitary changes of basis. We further divide
the stochastic error generators into Pauli-stochastic and
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FIG. 1. We represent an imperfect gate by its error generator
(Sec. IV) L = log(GG

−1
), where G is the process matrix describ-

ing the imperfect gate and G is the process matrix for the ideal
gate. We construct (Sec. V) a useful basis of elementary error
generators for the vector space L containing L. This basis defines
a taxonomy of small Markovian errors, dividing generators into
four sectors (subspaces) shown in this table along with their
dimension and their Choi-sum representation. For each sector,
we consider the single-qubit case (Sec. V F) and illustrate how
the error process generated by a single element from that sec-
tor transforms the Bloch sphere. Error metrics that quantify the
amount of incoherent and coherent error (see Sec. VII) produced
by each elementary generator are tabulated for the generators in
each sector and (for CP,Q and AP,Q generators) for the subcases
where P and Q anticommute or commute.

Pauli-correlation sectors, which are invariant under Clif-
ford (but not arbitrary) unitaries. We construct a complete
basis of elementary error generators for each sector, using
one- and two-qubit constructions as constructive examples.
We explain the physical origin and impact of each kind
of error (Sec. V H) and discuss the relationship between
our error generators and the generators of Lindblad master
equations (Sec. VI).

After introducing simple metrics of coherent and inco-
herent error and tabulating them for each elementary error
generator (Sec. VII), we show how to further partition
those four main sectors into subsectors of fixed weight
and support (Sec. VIII). This fine-grained partition of
error generators into physically and logically meaningful
classes is the taxonomy promised in the title. We con-
clude with what we see as the most exciting application of
this framework: the construction of customizable, efficient
reduced models of errors in N -qubit logic operations that
can describe and model specific errors or classes of errors
in a quantum processor while minimizing the amount of
resources wasted on unlikely or physically implausible
errors.

III. SMALL MARKOVIAN ERRORS

We are interested in errors that are (1) small and (2)
Markovian. We begin by stating exactly what we mean
by these terms. Both represent idealized assumptions that
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FIG. 2. A two-qubit CPTP map (a) has 240 free parameters
(16 × 16 minus 16 for the top row, which is constrained by trace
preservation). It can be reparametrized by its error generator (b),
which can be split up into its projections onto H, S, C, and A

sectors. Each of these sectors can be further partitioned (c), fol-
lowing Sec. VIII, into generators with a fixed weight (number of
qubits on which it acts) and support (subset of qubits on which it
acts).

never hold exactly in experiments but can be tested exper-
imentally and are often approximately true. Theorems
and representations derived in the limit of small Marko-
vian errors can provide accurate approximate results in
real-world situations.

A. Definitions

We call a process that changes a system’s state ρ → ρ ′
Markovian if, given the nature of the process, ρ ′ is com-
pletely determined by ρ. So if the error associated with
a particular gate g is Markovian, then it is described by
some map Gg : ρ → ρ ′ that does not depend on the time of
day, other gates performed previously, or any other “con-
text” variable. It then follows from the rules of quantum
theory that Gg must be linear, completely positive, and
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X

Z

HY

FIG. 3. The action of a representative Hamiltonian error gen-
erator. This is how the one-qubit HY generator acts on the X -Z
plane of the Bloch sphere. It generates rotations, sending Z → X
and X → −Z.

trace-preserving—and thus that Gg can be represented by a
process matrix. Other definitions of “Markovian” appear in
the extensive literature on Markovian and non-Markovian
quantum dynamics (see, e.g., Ref. [37] and references
therein) but the definition used here is common and we
state it explicitly to avoid confusion.

We say that the error in an implemented gate g is small
if the process matrix Gg that describes its action is close
to the “target” process matrix Gg that describes an ideal
implementation of g. More precisely, we want Gg − Gg

to be small, so that expressions that are O
(
[Gg − Gg]2

)

can be neglected. The necessary and sufficient condition
is that

∥∥Gg − Gg
∥∥

� � 1. A detailed discussion of the dia-
mond norm can be found in Ref. [38] but the feature most
relevant for this purpose is that the diamond norm is the
maximum of the induced trace distance

∥∥Gg[ρ] − Gg[ρ]
∥∥

1
over all states ρ on which g could act. If this diamond norm
is small, then the action of (Gg − Gg) on all states is small,
which justifies ignoring the action of (Gg − Gg)

2 on any
state. Conversely, if the diamond norm is not small, then
there exists some state on which the action of (Gg − Gg) is
not small and (Gg − Gg)

2 cannot be ignored.
There is no exact threshold for where ε� ≡ ∥∥G − G

∥∥
�

becomes “small.” However, in extensive use we find the
following rules of thumb to hold well:

(a) When ε� ≤ 0.01, the techniques and results in this
paper work almost flawlessly.

(b) When 0.01 ≤ ε� ≤ 0.1, we find these techniques
(and intuitions based on them) to work reliably if
some caution and common sense is applied. For
example, if ε ≈ 0.1, then each second-order O(ε2)

term in (Gg − Gg)
2 may have magnitude 0.01, and

the combined impact of several such terms can
compete with the first-order term.

(c) When ε� ≥ 0.1, we do not trust error generator anal-
ysis except as a qualitative tool, yielding results that

should be confirmed using other methods of analysis
that are more appropriate to “large” gate errors.

It follows that this “small Markovian errors” framework
is appropriate for qubits and quantum processors that
approach or exceed theoretical thresholds for fault toler-
ance (roughly 1% error per gate) but may not be useful
and reliable for early-stage qubits with gate fidelities much
less than 99%.

An additional (and very general) rule of thumb is that
any particular error rate of order O(ε2

�) should not be taken
seriously. For example, if the errors in a two-qubit gate
are dominated by single-qubit errors of size ε� = 0.01 but
error generator analysis suggests the presence of two-qubit
correlated errors at rate 10−4, this finding should be taken
with a very large grain of salt, because it could (or might
not) stem entirely from second-order effects of the single-
qubit errors.

B. Superoperators

Consider a logic gate on an N -qubit register. The Hilbert
space H of the N qubits has d = 2N dimensions and
is isomorphic to C

d. The ideal unitary target gate can
be described and represented by a d × d unitary matrix
U that acts on states |ψ〉 ∈ H. But noisy evolutions
require the richer state space of d × d density matrices
ρ, in which pure states (ρ = |ψ〉〈ψ |) and unitary evolu-
tion (ρ → UρU†) are special cases. More generally, ρ →
G[ρ], where G is a completely positive trace-preserving
linear map on operators (or “CPTP map” for short). To
represent and analyze this action, we can represent ρ by a
column vector |ρ〉〉 in the d2-dimensional space L(H) of
d × d matrices. Equipped with the inner product

〈〈A|B〉〉 ≡ Tr
(
A†B

)
, (1)

this is called Hilbert-Schmidt space. Now, the gate can
be represented by a d2 × d2 matrix that acts by matrix
multiplication on |ρ〉〉:

|ρ〉〉 → G |ρ〉〉. (2)

This representation of G is associative—the consecutive
application of G and then H is described by HG—and has
been called the superoperator, transfer matrix, or Liouville
representation.

G can be represented in any orthonormal basis of matri-
ces. We use the N -qubit Pauli basis [39] P = {P1 . . .Pd2}.
It comprises all N -fold tensor products of the single-qubit
Pauli group {1, X , Y, Z}. They are all Hermitian. For every
N , P1 = 1 and all the rest are traceless. The orthonormal-
ity relation is Tr(PQ) = dδP,Q for all P, Q ∈ P . Every pair
of N -qubit Paulis either commutes ([P, Q] = 0) or anti-
commutes ({P, Q} = 0) and each Pauli except 1 commutes
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with exactly half the other Paulis and anticommutes with
the rest.

An N -qubit superoperator G written in this basis is a
4N × 4N matrix [40] with elements

GP,Q = 〈〈P|G|Q〉〉 = Tr(PG[Q]). (3)

A CPTP superoperator must preserve Hermiticity. Since
Paulis are Hermitian, G is a real matrix with 16N free
parameters. The constraint of complete positivity (CP)
defines a cone [41] but does not reduce the dimension, so
a CP map still has 16N mostly free parameters. A trace-
preserving (TP) map satisfies GT[1] = 1, so its top row
must be [1, 0, . . . 0] and CPTP maps have 4N (4N − 1) free
parameters. A map G is called unital if G[1] = 1, and G is
unital if and only if its leftmost column is [1, 0, . . . 0]T.

IV. ERROR GENERATORS

When G describes an imperfect gate, we are less inter-
ested in G itself than in how it differs from its unitary target
G. So we focus on the set of possible small deviations from
G. This set is different for each G, but we can remove the
variation by modeling an imperfect gate as its ideal unitary
followed by a post-gate error process,

G = EG. (4)

Now, E ≡ GG
−1

faithfully represents the error in G, and it
is always close to the identity process 1 when G is close
to G. This transformation has been suggested and explored
by Korotkov in Ref. [42] and deployed experimentally by
Rodionov et al. in Ref. [43]. The framework we construct
here takes advantage of some ideas that first appeared in
those papers.

If E = 1, then the gate is perfect. Small errors corre-
spond to small deviations from 1. To isolate that deviation,
we can compute E − 1 or log E . These expressions become
identical in the limit E → 1, since

log X = (X − 1)+ O
[
(X − 1)2

]
, (5)

but there are subtle and interesting differences, which we
revisit in Sec. VI. For now, we choose the logarithm. E is a
real matrix and, for small errors, it is close to 1. Therefore,
it has a real logarithm [44]. We define the post-gate error
generator for G as

L = log(E) ⇔ G = eLG. (6)

L is a faithful representation of the error in G. But unlike G
itself, its magnitude and nature directly represent the mag-
nitude and kind of errors in G. It generates errors after G
in the same sense that a Hamiltonian H generates a unitary
U = eiH [45].

It would be equally valid (and completely equivalent)
to write G = GE ′, and use pre-gate error processes and
error generators L′ = log(E ′). (A representation using both
pre- and post-gate error processes has been proposed by
Wallman [46].) We use post-gate error generators because
it is slightly more intuitive to imagine the error process
occurring after the gate, rather than before it.

But this highlights another possible choice: we could
compute a during-gate error generator L′′ by writing G =
exp(log G + L′′). This representation works equally well
for some errors and it is physically well motivated if G is
implemented by a simple pulse. But unlike the pre- and
post-gate generators, it is not always a faithful represen-
tation of arbitrary errors. Some noisy processes G ≈ G
have no during-gate error generator. For an example, let
G[ρ] = ZρZ perform a single-qubit Zπ rotation and let
G = EpX G, where EpX [ρ] = (1 − p)ρ + pXρX causes a
stochastic X error with probability p > 0. Now, G has
two −1 eigenvalues (corresponding to the Pauli X and Y
matrices) that form a Jordan block of size 2, so it has a
real logarithm. But the stochastic X error process breaks
this symmetry in G, which has two distinct negative real
eigenvalues and therefore has no real logarithm at all [47].

The post-gate error generator avoids this problem. It
is the logarithm of a real matrix close to 1, so it has
no negative eigenvalues and a real L always exists. We
emphasize, however, that the post-gate error generator is
not intended to model the exact mechanism that generates
errors in G. In many systems, gates are implemented by
complex pulses with strongly time-varying characteristics
and complicated error mechanisms. The error generators
we consider here are a mathematical representation of their
effects, not necessarily of their cause.

We work with generators instead of processes because
switching representations changes the meaning of linear
combination in a subtle and useful way. Linear combi-
nation is natural for both processes and generators but
linear combinations of processes are convex combina-
tions, aka mixtures. (E1 + E2)/2 means “Flip a coin and
perform E1 or E2.” In contrast, linear combinations of
generators indicate composition. If H1 and H2 are Hamil-
tonians, then H1 + H2 means “Apply H1 and H2” and it
generates a unitary operation, not a mixture of unitaries.
Although composition and mixture converge in the small-
error regime, generator space admits a clean partition into
subspaces representing distinct (and potentially concur-
rent) error mechanisms, in a way that the convex set of
processes does not.

V. A TAXONOMY OF ERROR GENERATORS

L presents the same information as G, but it is more
amenable to analysis. Error generators can be dissected
into a list of easily interpretable terms. Whereas quantum
processes such as G form a semigroup [45], generators
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such as L form a Lie semialgebra [48] that is the solid
tangent cone [49] to the set of CPTP maps at 1. Its lin-
ear closure is a d2(d2 − 1)-dimensional vector space that
we call generator space (L).

We can construct a basis for L in which each element has
a simple interpretation and produces a recognized quantum
logical error. We call these elementary generators. They
fall into four classes that define subspaces of L. We denote
these subspaces by H, S, C, and A [see Figs. 2(a) and
2(b)]. The elementary generators in H and S are indexed
by a Pauli operator P and we denote them by {HP} and
{SP}, respectively. Elementary generators in the other two
classes are indexed by distinct pairs (P, Q) of distinct
Paulis [50] and denoted by {CP,Q} and {AP,Q}, respec-
tively. We can write any L ∈ L as a linear combination of
elementary generators with real coefficients,

L = LH + LS + LC + LA (7)

=
∑

P

hPHP +
∑

P

sPSP

+
∑

P,Q>P

cP,QCP,Q +
∑

P,Q>P

aP,QAP,Q. (8)

We refer to each coefficient as the rate of the correspond-
ing error process, in keeping with its appearance in the
exponent of E = eL.

A. Choi sums and units

The easiest way to define these elementary generators is
using another commonly used representation that we call
the Choi-sum representation [51,52]:

G[·] =
∑

P,Q∈P
χP,QP · Q. (9)

There is a χ -matrix representation for every superoper-
ator G. Equation 9 can be seen as an expansion of G
in a complete orthogonal basis of superoperators that we
call Choi units, defined by XP,Q[·] = P · Q. It is easy to
show that the Choi units are mutually orthogonal (by the
Hilbert-Schmidt inner product defined on superoperators)
and since there are d4 = 16N of them, they form a complete
basis. The Choi-sum representation can be defined with
respect to any operator basis (a common choice is the basis
of matrix units {|i〉〈j|}) but we only use the Pauli basis here.
The best-known property of the Choi-sum representation is
that G is CP if and only if χ ≥ 0 [52].

We now define elementary generators, in three steps.

B. Hamiltonian generators

First, we consider unitary error processes E[ρ] = UρU†.
Their generators are well known; if U = e−iJ , then E[ρ] =
eHJ [ρ], where HJ [ρ] = −i[J , ρ]. Since any Hamiltonian

J can be expanded in the Pauli basis as J = ∑
P hPP, we

can write HJ = ∑
P hPHP and so the generator of any uni-

tary error can be written as a linear combination of d2 − 1
Hamiltonian generators:

HP[ρ] = −i[P, ρ] = −iPρ1 + i1ρP, (10)

where the last expression is explicitly a Choi sum. H

is the (d2 − 1)-dimensional subspace of L spanned by
the Hamiltonian generators. It is invariant under unitary
changes of basis—i.e., if E = e

∑
P hPHP , then for any uni-

tary matrix U with superoperator representation U [·] =
U · U†, UEU† = e

∑
P h′

PHP for some set of coefficients {h′
P}.

C. Stochastic generators

Second, we consider errors that are convex mixtures of
unitaries. These are not generated by a linear combination
of Hamiltonians, J = ∑

k Jk. Instead, the dynamical evolu-
tion of the system is a linear combination of the evolutions
resulting from those Jk, i.e.,

E[ρ] =
∑

k

pke−iJkρeiJk ,
∑

k

pk = 1. (11)

We treat the {Jk} as small and expand in powers of them.
To first order in {Jk}, the corresponding generator is indeed
just HJ = ∑

k pkHJk . But including second-order terms
yields

E[ρ] ≈ ρ + HJ [ρ] +
∑

k

pk

(
JkρJk − 1

2
{
J 2

k , ρ
})

. (12)

Expanding each Jk in the Pauli basis and rearranging yields
a sum of the form

E[ρ] ≈ ρ + HJ [ρ] +
∑

P

sP (PρP − ρ)

+
∑

P,Q>P

cP,Q

(
PρQ + QρP − 1

2
{{P, Q}, ρ}

)
,

(13)

for some sP and cP,Q coefficients that can be computed
from the Pauli expansions of the Jk. So any convex mixture
of small unitary evolutions is generated to leading order
[53] by (1) the Hamiltonian generators discussed above
plus (2) some linear combination of d2 − 1 stochastic
Pauli generators indexed by Pauli operators P,

SP[ρ] = PρP − 1ρ1, (14)

and (d2 − 1)(d2 − 2)/2 Pauli-correlation generators
indexed by distinct pairs of nonidentity Paulis (P, Q),

CP,Q[ρ] = PρQ + QρP − 1
2

{{P, Q} , ρ} . (15)
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Equations (14) and (15) share a two-part structure. The
first part is a symmetrized Choi unit, PρP or PρQ + QρP,
that is unique to each distinct generator. The second part
is a correction term, −1ρ1 or −{{P, Q}/2, ρ}, that is
not unique to each elementary generator. All S genera-
tors share the same correction term, while the C generators
can be divided into subfamilies indexed by {P, Q}. The
purpose of the correction term is simple. It is necessary
to ensure trace preservation. The S correction terms are
easy to interpret: S generators increase the probability of
the state PρP and must therefore reduce the probability
of ρ = 1ρ1. The C correction terms are more obscure.
They appear only when P and Q commute, and they can-
cel the state-dependent change in trace produced by ρ →
PρQ + QρP =⇒ Tr(ρ) → Tr[(PQ + QP)ρ].

The S and C subspaces are spanned by the S and C gen-
erators, respectively. It is easy to show that each of these
generators can be independently varied, just by consider-
ing mixtures of eiJ and e−iJ with J ∝ P or J ∝ P ± Q. The
union of S and C is a d2(d2 − 1)/2-dimensional subspace
of stochastic generators. It is also invariant under unitary
changes of basis.

D. Active (antisymmetric) generators

Third, we consider everything that is left. L has d2(d2 −
1) dimensions and we have constructed disjoint subspaces
H (d2 − 1 dimensions), S (d2 − 1 dimensions), and C

[(d2 − 1)(d2 − 2)/2 dimensions]. Their complement, then,
has (d2 − 1)(d2 − 2)/2 dimensions.

To construct elementary generators for this subspace,
we consider how the H , S, and C elementary generators
relate to the Choi units XP,Q. The Choi units span the
entire d2-dimensional space of superoperators, which is
larger than L because it contains non-TP processes. Each
of the stochastic S and C generators is a linear combina-
tion of symmetrized Choi units—i.e., XP,P or XP,Q + XQ,P.
The Hamiltonian H generators are antisymmetrized lin-
ear combinations proportional to XP,1 − X1,P. All of the
H , S, and C generators are orthogonal to all the antisym-
metrized Choi units of the form XP,Q − XQ,P with P, Q �=
1. Informed by this observation and by the fact that physi-
cal processes must be TP, we construct (d2 − 1)(d2 − 2)/2
additional error generators indexed by distinct pairs of
nonidentity Paulis,

AP,Q[ρ] = i
(

PρQ − QρP + 1
2

{[P, Q] , ρ}
)

. (16)

We call these active generators (see Sec. V H) but “anti-
symmetric” is equally appropriate (although Hamiltonian
generators, which are also antisymmetric, are treated sep-
arately). Like the C and S generators, each A generator
has a unique part PρQ − QρP and a correction term
i {[P, Q]/2, ρ} that is necessary to ensure TP. The A gen-
erators span the A subspace of L.

E. The dual basis

In Secs. V B–V D, we have constructed d2(d2 − 1)
linearly independent elementary error generators, in four
classes, that partition the error generator space as L = H ⊕
S ⊕ C ⊕ A. Their collected actions, for easy reference, are
as follows:

HP[ρ] = −i[P, ρ] = −iPρ1 + i1ρP, (10)

SP[ρ] = PρP − 1ρ1, (14)

CP,Q[ρ] = PρQ + QρP − 1
2

{{P, Q} , ρ} , (15)

AP,Q[ρ] = i
(

PρQ − QρP + 1
2

{[P, Q] , ρ}
)

. (16)

These elementary error generators are not mutually orthog-
onal in the Hilbert-Schmidt inner product, but they have
a very simple dual basis that can be used to extract the
coefficient—or rate—of each elementary generator from
an arbitrary error generator L:

H ′
P[·] = − i

2d2 [P, ·] = 1
d2 HP[·], (17)

S′
P[·] = 1

d2 P · P, (18)

C′
P,Q[·] = 1

2d2 (P · Q + Q · P), (19)

A′
P,Q[·] = i

2d2 (P · Q − Q · P) . (20)

These “dual elementary generators” are mutually orthogo-
nal and simpler than the elementary generators constructed
above. It is reasonable to ask why we did not use these
definitions for the elementary generators themselves. The
answer is that they are not TP. The elementary generators
must be TP to ensure that they generate TP error channels.
This can only be done by mixing in the special symmet-
ric Choi units XP,1 + X1,P. But the dual generators do not
have the same interpretation. They are not used to generate
processes; their only role is in the extraction of the rates of
elementary generators from arbitrary generators L as, for
example,

hP ≡ Tr
(

H ′†
P L
)

. (21)

The dual generators do not need to be TP, and they are
orthogonal to the special Choi units used to make the
elementary generators TP.

We begin to explore the properties and nature of the H -,
S-, C-, and A-type error generators by constructing them
explicitly for one- and two-qubit systems as a concrete
example.

020335-6



A TAXONOMY OF SMALL MARKOVIAN ERRORS PRX QUANTUM 3, 020335 (2022)

F. One-qubit elementary error generators

An arbitrary one-qubit CPTP process G that is close to
its target G can be described by a 4 × 4 superoperator, writ-
ten in the Pauli basis (1, X , Y, Z), the top row of which is
fixed to ensure trace preservation [54]:

G =

⎛

⎜
⎝

1 0 0 0
a b c d
e f g h
j k l m

⎞

⎟
⎠G. (22)

This error process has 12 free parameters, which map to 12
elementary error generators:

(a) Three Hamiltonian generators indexed by a Pauli P
(HX , HY, HZ).

(b) Three Pauli-stochastic generators indexed by a Pauli
P (SX , SY, SZ).

(c) Three Pauli-correlation generators indexed by
nonequal pairs of Paulis P, Q (CX ,Y, CY,Z , CX ,Z).

(d) Three active generators indexed by nonequal pairs
of Paulis P, Q (AX ,Y, AY,Z , AX ,Z).

Any single-qubit error generator L can be written as a
linear combination of these generators [Eqs. (7)–(8)].

HP terms generate unitary rotations of the Bloch sphere,
which are coherent errors in the gate (see Fig. 3). The three
coefficients (hX , hY, hZ) indicate the rate of erroneous rota-
tion with respect to each Pauli axis. Together, they form
a Bloch-sphere vector �h whose direction is the axis of the
unitary rotation and whose length is its angle [55]. If an
error is purely coherent, then its error generator will be
restricted to the H subspace.

SP terms shrink the Bloch sphere to an ellipsoid aligned
with the X, Y, and Z axes (see Fig. 4). Each SP generates
dephasing toward the P axis—e.g., SZ shrinks polarization
along the X and Y axes, but leaves 〈Z〉 alone. The three
SP generators generate Pauli channels, which appear in
quantum error correction theory [24,56–62] and quantum
process characterization [63,64].

Dephasing along other axes in the Bloch sphere is also
possible. It is generated by combinations of the SP and the
Pauli-correlation CP,Q generators. By themselves, the three
CP,Q generators are never physically valid (they generate
non-CP maps). They generate zero-determinant “squeez-
ing” of the Bloch sphere, causing it to shrink and grow
along perpendicular axes. For example, the CX ,Z generator
acts (see Fig. 5) as

CX ,Z[X + Z] = X + Z,

CX ,Z[X − Z] = −(X − Z),

CX ,Z[Y] = CX ,Z[1] = 0,

so it “inflates” the X + Z axis of the Bloch sphere and
shrinks the X − Z axis. But adding it to SX + SZ yields

X

Z

X

Z

XX

X

Z

SZSX

SY

Z

FIG. 4. The action of one-qubit Pauli-stochastic error genera-
tors on the X -Z plane of the Bloch sphere. SX shrinks Z → 0 but
leaves X unchanged. SZ shrinks X → 0 but leaves Z unchanged.
SY shrinks both X and Z. Each generator, by itself, generates a
dephasing process. The sum of all three generates depolarization.

a generator of X + Z errors that preserves X + Z and
shrinks X − Z, dephasing the Bloch sphere toward the
X + Z axis (see Fig. 6).

Unlike the Hamiltonian rates (hX , hY, hZ), which form a
Bloch sphere vector, the stochastic rates form a symmetric
tensor in the same space,

� =
⎛

⎝
sX cX ,Y cX ,Z

cX ,Y sY cY,Z
cX ,Z cY,Z sZ

⎞

⎠ , (23)

X

Z

X

Z

CX,Z

FIG. 5. The action of a representative Pauli-correlation error
generator. This is how the one-qubit CX ,Z generator acts on the
X -Z plane of the Bloch sphere. Its action on Z is identical to that
of HY, taking Z → X , but instead of taking X → −Z, it takes
X → Z. The result is a squeezing transformation that stretches
the X + Z axis and shrinks the X − Z axis.
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X

Z

X

Z

SZ

X

Z

X

Z

SX

X

Z

X

Z

CX,Z

X

Z

X

Z

SX+Z

+ + =

FIG. 6. Pauli-correlation generators are “modifiers” that combine with stochastic generators to generate non-Pauli-stochastic errors.
As shown here, the sum SX + SZ + CX ,Z generates a CPTP stochastic error process (dephasing) along the X + Z axis.

which describes an error process that shrinks the Bloch
sphere to an ellipsoid.

The three AP,Q generators, called “active” or “antisym-
metric” in Sec. V D, can also be called “affine” generators
for a single qubit, because they generate affine shifts of the
Bloch sphere. For example, AX ,Y acts (see Fig. 7) as

AX ,Y[1] = −4Z,

AX ,Y[X ] = AX ,Y[Y] = AX ,Y[Z] = 0.

So for any density matrix ρ, AX ,Y[ρ] = −2Z. Similarly,
AX ,Z and AY,Z generate affine shifts in the Y and X direc-
tions, respectively. Like the C-type generators, these are
never physically valid by themselves. But when combined
with S-type generators, they produce nonunital decoher-
ence processes. The best-known example is T1 decay, aka
amplitude damping from |1〉 to |0〉, given by

	1→0[ρ] = γ σ−ρσ
†
− + σ0ρσ

†
0 , (24)

where σ− = |0〉〈1| and σ0 = (|0〉〈0| + √
1 − γ |1〉〈1|).

Amplitude damping shrinks the Bloch sphere to a Pauli-
aligned ellipsoid (like a combination of Pauli-stochastic

X

Z

X

Z

AX,Y

FIG. 7. The action of a representative active error generator.
This is how the one-qubit AX ,Y generator acts on the X -Z plane
of the Bloch sphere. It has no action at all on the X , Y, or Z
operators, but it sends 1 → −4Z. It thus shifts the entire Bloch
sphere downward.

errors) but also shifts it affinely in the Z direction. Its
generator (see Fig. 8) is proportional to

SX + SY + AX ,Y. (25)

The process given in Eq. (24) is often treated as a wholly
independent kind of error, distinct from stochastic Pauli
errors. It is reasonable to ask why we represent it as a
combination of stochastic Pauli errors and a non-CP affine
shift, rather than as an independent elementary error gen-
erator. The answer is simple: there are too many processes
like the one given in Eq. (24).

Given any point on the Bloch sphere, a process can be
constructed that “damps” toward it [65]. But our goal here
is to construct a set of linearly independent generators, so
that any L can be uniquely decomposed as a linear combi-
nation of them. Those “damping” processes cannot all be
linearly independent. But if we consider them in the con-
text of the S and C generators already constructed, then the
A generators precisely span the additional degrees of free-
dom contributed by “damping” processes. For example,
the AX ,Y generator is a difference of amplitude-damping
processes,

AX ,Y ∝ 	1→0 − 	0→1. (26)

The AX ,Z and AY,Z affine generators can be defined sim-
ilarly in terms of amplitude-damping processes in the Y
and X bases, respectively. Their coefficients (ay,z, ax,z, ax,y)

form a Bloch-sphere vector that indicates the direction in
which the maximally mixed state will be shifted by the A

portion of the error generator.

G. Elementary error generators for two qubits

Many features and interpretations from the one-qubit
example carry over to a two-qubit system. However, there
are a few novelties that make it worth examining.

If we consider a two-qubit process G and its error gen-
erator L (Fig. 2), they both have 256 − 16 = 240 free
parameters. We can identify and construct Hamiltonian
and Pauli-stochastic generators (15 each, indexed by the
15 nontrivial two-qubit Pauli operators) exactly as for one
qubit.
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X

Z

X

Z

X

Z

X

Z

X

Z

AX,YSX SY

+ + = X

Z

X

“T1”

FIG. 8. Like Pauli-correlation (C) generators, active generators are “modifiers” that combine with stochastic generators to generate
more familiar processes. As shown here, the sum SX + SY + AX ,Y generates a nonunital amplitude-damping or “T1” process that
describes cooling or dissipative decay toward the |0〉〈0| state.

There are 105 linearly independent two-qubit Pauli-
correlation generators. A new phenomenon appears for
two qubits, because PρQ + QρP is only TP if P and
Q anticommute. In the one-qubit example, every pair of
distinct traceless Pauli operators anticommutes. But in a
two-qubit system, there are also pairs such as (1Z, ZZ) that
commute. For these cases, the double anticommutator term
in the definition of CP,Q [Eq. (15)] becomes nonzero and
ensures that the generator is TP. This term has some odd
consequences, discussed in Sec. VII.

The A-type generators hold more surprises. For one
qubit, there are exactly three A-type generators. They all
generate pure affine shifts (e.g., AX ,Y[ρ] = −2Z) and their
rates conveniently form a vector in Hilbert-Schmidt space.
But for a two-qubit system, there are 105 A-type genera-
tors and they do not generally produce affine shifts in any
particular direction.

To understand their action, we start by considering AP,Q
when P and Q both act nontrivially only on one (the same)
qubit—e.g., AX 1,Y1. This elementary generator can also be
written as AX ,Y ⊗ 1. It generates an affine shift on qubit 1
independent of the state of qubit 2:

AX 1,Y1[ρ1 ⊗ ρ2] = −2Z ⊗ ρ2, (27)

AX 1,Y1[ρ12] = −2Z ⊗ Tr1(ρ12). (28)

It naturally appears as part of the generator for a local
amplitude damping process 	1→0 ⊗ 1 that acts only on
qubit 1.

This example can be generalized. It involves two anti-
commuting Paulis acting on one qubit. But any two anti-
commuting Paulis generate a one-qubit Pauli algebra and
can be viewed as the effective “X ” and “Y” operators for
a virtual qubit encoded somewhere within the two-qubit
Hilbert space. So, every AP,Q where {P, Q} = 0 induces
an affine shift in the direction of i[P, Q] on some virtual
one-qubit subsystem. For example, both AX 1,Y1 and AXX ,YX
induce affine shifts in the Z1 direction but they do so acting
on different one-qubit subsystems.

There are also A-type generators that produce no affine
shift at all. One such example is a difference of two A-type

generators that produce the same affine shift, e.g., AX 1,Y1 −
AXX ,YX . A more fundamental example, though, is given by
the AP,Q generators for commuting pairs of Paulis. Here,
[P, Q] = 0, and AP,Q[ρ] = i(PρQ − QρP), so AP,Q[1] =
0. No affine shift occurs—the generated process is unital.

We do not have a clear or intuitive understanding of
these generators and when (if ever) they are likely to have
significant rates in realistic quantum processors. However,
we discuss their action and the rationale for calling them
“active” in the next section.

H. Discussion

A taxonomy is a classification of things or concepts. So
far, we have shown how to represent the small Markovian
error in a gate g as an error generator L and how to decom-
pose L in a basis of elementary error generators. We now
return to the implicit promise of the title and present a tax-
onomy of small Markovian errors that classifies them into
sensible categories. Most of this analysis is implicit in the
preceding sections, so our goal here is to make it explicit
and fill in the gaps.

We cannot classify an arbitrary L as representing one
kind of error or another, because it will be a linear com-
bination of all the elementary generators listed above.
Instead, L represents a mixture of different sorts of errors.
The elementary generators constitute a classification of the
phenomena that can be mixed together to make an arbitrary
error L. So in analyzing such an L, the taxonomy enables
separating those components out to make statements such
as “The error in g is primarily Hamiltonian (coherent),” or
“The error in g is 35% Hamiltonian and 65% stochastic,
and the stochastic error is almost all Pauli stochastic,” or
“The rate of single-qubit Hamiltonian errors in g is 1.7%.”
We seek to complete the project that Kueng et al. [66]
initiated by classifying single-qubit error modes and their
impact.

The root of the taxonomy that we propose is the
partition of error-generator space (L) into Hamiltonian
(H), stochastic (S ⊕ C), and active (A) subspaces. These
subspaces are unitarily invariant, which means that the
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classification of a particular error as “Hamiltonian,”
“stochastic,” or “active” is unaffected by time evolution,
change of basis, or whether the generator comes before or
after (or during) a unitary target gate. So, given an arbitrary
L, it is meaningful to separate it into its components on
distinct sectors, L = LH + (LS + LC)+ LA, and consider
each term (more or less) independently. As belied by our
notation, we often find it useful to subdivide the stochastic
sector into Pauli-stochastic and Pauli-correlation sectors.
This division is less fundamental, as we discuss below.

Hamiltonian errors are widely well understood and
require little discussion. Any LH whatsoever generates a
legitimate and physically valid unitary error process, often
called a coherent error. Coherent errors can be eliminated,
in principle, by dynamical decoupling or recalibrating con-
trol. Variations of LH are completely independent of errors
on the other sectors—e.g., changing LH does not affect the
complete positivity or the interpretation of any other error
generators.

Stochastic errors are unital (they preserve the maxi-
mally mixed state) and produce no net rotation of the state
space. They were introduced in Sec. V B as the nonunitary
consequences of small random unitary dynamics—i.e.,
mixtures of different unitary rotations [67]. But like most
quantum processes, stochastic errors can have multiple dis-
tinct physical causes [68]. Stochastic errors can also be
produced by minimally disturbing measurements [69]. For
example, if the environment of a qubit measures it weakly
in the Z basis, the qubit will experience dephasing, which
is a stochastic Z error. More generally, discarding the out-
come of any minimally disturbing measurement produces
a quantum process

E[ρ] =
∑

k

MkρMk, (29)

where each Mk ≥ 0 and
∑

k M 2
k = 1. Positivity implies

that each Mk is Hermitian and can be expanded as a sum
of Paulis with strictly real coefficients. This means that the
error process in Eq. (29) has a strictly symmetric Choi-sum
form, so it is orthogonal to all H - and A-type generators
and thus wholly stochastic.

There is no compelling mathematical reason to separate
the S and C generators. As observed earlier, their rates
are the diagonal and off-diagonal components of a sym-
metric tensor and so unitary changes of basis will mix
them. But separating them makes practical sense, because
the Pauli basis is very special in quantum information
science. Experimental gates are often generated by Pauli
Hamiltonians. Stochastic Pauli error rates appear through-
out the theory of quantum error correction [24,56–64].
And the Clifford group—the automorphism group of the
Paulis—appears frequently in both experimental gate sets
and theoretical constructions [24,70–73]. Although uni-
tary transformations do not generally preserve the S-C

separation, Clifford transformations do. So, in an experi-
mental or theoretical context that privileges the Pauli or
Clifford operations, this separation is likely to be useful. In
others, it may not.

There are two key distinctions between the S and C
generators. First, any linear combination of S generators
yields a physically valid process if (and almost [74] only
if) the sP rates are all non-negative. In contrast, the rate
of each CP,Q can be either positive or negative but it
is strictly bounded by the rates of SP and SQ. The con-
straint is nontrivial but easy to state: the symmetric matrix
with diagonal elements SP and off-diagonal elements CP,Q
must be positive semidefinite. A simple consequence is
that |cP,Q| ≤ √sPsQ. This has useful sparsity implications
for estimating error processes: if only n of the d2 − 1
Pauli-stochastic error rates are non-negligible, then all but
n(n − 1)/2 Pauli-correlation rates can also be neglected.

Second, while S generators cause errors—i.e., their rates
really are “error rates” of bit- or phase-flip errors—C gen-
erators only modify them. For example, if a qubit has sX =
sZ = 0.01, then the total rate of bit- and phase-flip errors is
0.02. Varying the cX ,Z coefficient over its entire range does
not change this. It merely shifts the error mechanism from
pure dephasing in the X − Z basis, to independent bit- and
phase-flip errors, to pure dephasing in the X + Z basis.

It is tempting to imagine all stochastic errors as being
unitarily equivalent to some Pauli channel. This would
imply that the effect of the C generators is mainly to change
the basis of the stochastic errors, which is precisely what
they do in the special case of a single qubit. But for more
than one qubit, this is not true. Consider the experimentally
relevant example of a two-qubit controlled-Z gate (UCZ)
generated by the Hamiltonian H ∝ (1 + Z)⊗ Z. Random
fluctuations in the strength of the Hamiltonian will pro-
duce random over- and under-rotations that average to a
stochastic controlled-Z error—i.e., a mixture of 1 and UCZ
itself. But UCZ has eigenvalues (1, 1, 1, −1), so this is not
unitarily equivalent to a Pauli channel. The error genera-
tors for this error channel are SZZ , S1Z , and CZZ,1Z . The
CZZ,1Z generator changes spectral properties of the noise
channel. This is a significant and meaningful change—it
leaves the average probability of an error (over all input
states) unchanged but concentrates it onto certain states
(|1〉 ⊗ |ψ〉) rather than others (|0〉 ⊗ |ψ〉).

As observed above, C generators do not always gener-
ate physically valid processes. They are only valid if mixed
with S generators in sufficient proportion. This is awkward.
It would be far more satisfying to have an error generator
basis in which every positive linear combination was phys-
ically valid. Sadly (but for interesting reasons), this is not
possible.

It is forbidden by the geometry of the convex set of
CPTP maps in the neighborhood of the identity. The iden-
tity channel is an extreme point of this set and resembles
the pointy tip at the bottom of an ice-cream cone. Our
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goal in this paper is to construct a complete, discrete basis
of elementary error generators, of which any Lindbladian
is a linear combination. Given any such basis, the set of
all positive linear combinations of basis elements defines
a polyhedral cone (e.g., an orthant, possibly stretched
linearly). However, the set of CPTP maps in the neigh-
borhood of the identity is a nonpolyhedral cone—it has
“round” cross sections. These features stem from the posi-
tivity constraint on CPTP maps, which reflects the positive
semidefinite constraint on density matrices that defines a
Bloch sphere for qubit states instead of a “Bloch cube.”
This nonpolyhedral cone cannot be generated by positive
linear combinations of any discrete set of vectors.

So, the desirable goal of constructing a discrete span-
ning set of error generators, each of which generates
unconditionally valid (CP) processes, is forbidden by the
geometry of the CPTP set, which stems simply from the
shape of the CPTP constraint. The S generators are a
largest-possible set [75]—they are not a unique choice,
but no larger set of linearly independent elementary error
generators generates unconditionally valid processes. The
same reasoning applies to the A generators discussed
below.

Active (A-type) errors are relatively mysterious. We do
not understand them to the same degree as Hamiltonian
or stochastic errors. The effects that they produce appear
rarely in theoretical models of quantum errors—with the
sole major exception of T1 (amplitude-damping) processes.
Amplitude damping is nonunital (it can decrease entropy)
and only A-type error generators produce nonunital error
processes.

But T1 decay, in quantum computing, is usually a single-
qubit effect. It is a cooling process, where weak coupling
between the dominant system Hamiltonian and a large
cold environmental bath produces irreversible decay into
lower-energy states. Gate-model quantum processors are
usually designed with steady-state Hamiltonians that do
not couple the qubits and transient controllable coupling
Hamiltonians whose duration is too short to make qubits
cool into correlated ground states. Independent T1 decay
on isolated qubits can be modeled entirely using just the
weight-1 AP,Q generators where P and Q act trivially on
all but one qubit. It is natural to ask what all the other A
generators do.

Part of the answer is that multiqubit systems can have
complicated Hamiltonians and experience complicated
cooling processes. For example, additional A-type gen-
erators are required to model “T1” decay for a two-qubit
system with a single ground state and a triply degenerate
state. But the AP,Q generators for commuting (P, Q) are
not nonunital at all, so they have no direct relationship
to cooling. These generators are entirely antisymmetric.
Like Hamiltonian generators, they generate orthogonal
SO(d2 − 1) rotations that rotate ρ in L(H) without
changing Trρ2. But these rotations do not correspond to

|00〉〈00||000〉〈〉〉 000|

|01〉〈01|

|10〉〈10|

|11〉〈11|

FIG. 9. A-type generators, by themselves, are always non-
CP. Some of them generate affine shifts on one-qubit virtual
subsystems but, in general, A-type generators cause orthogonal
SO(d2 − 1) rotations on the space of density matrices that do
not correspond to unitary U(d) transformations on Hilbert space.
A two-qubit example, shown here, is a rotation entirely within
the space spanned by the projectors onto the four computational-
basis states—or, equivalently, by {11,1Z, Z1, ZZ}. The convex
hull of the four computational basis states defines a classical
simplex that is a cross section of the quantum state space. This
SO(4) ⊂ SO(15) rotation is generated by a linear combination
of A-type generators and it maps the vertices of the simplex to
points outside the simplex, which are not positive semidefinite
density matrices.

unitaries and are therefore not CP by themselves (see
Fig. 9).

The most general statement we can make about the A-
type generators is that they are all produced by some form
of active feedback from the environment [76]. Any quan-
tum process can be written using a diagonalized Choi-sum
form known as the Kraus representation [77],

E[ρ] =
∑

k

KkρK†
k , (30)

subject only to the constraint
∑

k K†
k Kk = 1. If we use the

polar decomposition to write each Kk = UkMk, where Uk is
unitary and Mk is positive semidefinite, then it is clear that
E can be implemented by (1) performing a minimally dis-
turbing measurement described by the positive operator-
valued measure {M 2

k }, (2) applying Uk conditional on the
observed result, and (3) discarding the observed outcome
k. If Uk = 1 for all k, then the process results from a min-
imally disturbing measurement. As shown in Sec. V C,
such processes are entirely modeled by stochastic error
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generators. If Uk = constant regardless of k, then the pro-
cess is the composition of (1) a minimally disturbing
measurement and (2) a unitary. This corresponds to a com-
bination of Hamiltonian and stochastic errors. It follows
that A-type error generators are uniquely associated with
error processes where Uk depends on k. This constitutes
active feedback; the environment induces system dynam-
ics conditional on the result of a measurement on the
system.

Cooling (aka T1 or amplitude-damping) is a special and
well-understood example of active feedback. A T1 process
can be written explicitly as a one-sided weak measurement
of Z, {p|1〉〈1|,1 − p|1〉〈1|}, followed by a bit-flip (X ) oper-
ation conditional on observing the excited state |1〉. But
active feedback can produce many other dynamics too.
If we make {M 2

k } a weak version of an informationally
complete POVM, then by choosing the conditional uni-
taries Uk, we can produce a component of literally any
orthogonal rotation in SO(d2 − 1).

In this construction, the orthogonal rotation generated
by the A generators will be accompanied by a signifi-
cant amount of stochastic error (S generators), which is
caused by the measurement and not eliminated by the con-
ditional unitary (see Fig. 10—and also Fig. 8 in retrospect).
This illustrates that, like the Pauli-correlation generators,
A-type generators are “modifiers.” They are never com-
pletely positive by themselves. The rate of AP,Q can have
either sign but cannot be nonzero unless the correspond-
ing SP and SQ error rates are both nonzero and |aP,Q| ≤√sPsQ. Their main role is not to create errors but to move
their impact around. The single-qubit T1 process provides

|00〉〈00||000〉〈〉〉 000|

|01〉〈01|

|10〉〈10|

|11〉〈11|

|00|000

|01〉〈01|

|10〉〈10|

|11〉〈11|
NON-CP SO(4)
(A-type generator)

CP Process
SO(4) + Shrink

(A-type and S-type)

FIG. 10. When maps generated by A-type generators are
implemented via nonminimally disturbing measurements (mea-
surement followed by a conditional unitary), they are accompa-
nied by S-type decoherence that shrinks the state space enough
to ensure complete positivity. Here, this is shown for the exam-
ple of Fig. 9. The illustration on the left shows the action of
a non-CP process generated by only A-type generators on the
computational-basis simplex. The illustration on the right shows
the action of a CPTP process with the same A-type generators
but additional S-type generators that are inevitable consequences
of the measurement. The T1 process in Fig. 8 can be seen as an
example of exactly the same phenomenon but with an A-type
generator that produces an affine shift.

a good example of this. Recall that it is generated by
SX + SY + AX ,Y. The stochastic error process generated by
SX + SY alone flips both the |0〉 and |1〉 states with equal
probability p . The T1 process, on the other hand, never
flips the |0〉 state but flips the |1〉 state with probability 2p .
This difference can be significant—for example, transmon-
based processors perform better when ancilla qubits are
stored in the |0〉 state, because of precisely this effect—but
it does not change the average error rate of the gate.

VI. RELATIONSHIP TO LINDBLAD MASTER
EQUATIONS

An error generator L was defined in Eq. (6) as the log-
arithm of an error process E that is close to the identity
process. This is very similar to—but not quite the same
as—the generator of a Lindblad master equation [45],
known as a Lindbladian.

The most familiar and common form of the Lindblad
master equation is probably

ρ̇ = − i
�

[H , ρ] +
d2−1∑

i=1

γi

(
LiρL†

i − 1
2

{
L†

i Li, ρ
})

. (31)

But this rather complicated expression hides a great sim-
plicity. We can write the Lindblad master equation much
more simply, as

ρ̇ = L+[ρ], (32)

where L+ is a superoperator required to satisfy a simple
condition: L+ is a valid Lindbladian if and only if etL+ is a
CPTP map for all t > 0. It is sufficient for etL+ to be CPTP
for arbitrarily small t → 0+, where etL+ → 1 + tL+, so the
sole purpose of all the structure on the right-hand side of
Eq. (31) is to ensure that 1 + tL+ is both CP and TP for
arbitrarily small t.

For every Lindbladian L+, there is a corresponding error
process E = eL+ . But the reverse does not hold: there are
error processes E for which L = log E is not a Lindbla-
dian. These processes are said to not be infinitely divisible
[78] and are sometimes called non-Markovian (see, e.g.,
Ref. [79]). This nomenclature appears to conflict with
our assertion that any CPTP map describes Markovian
dynamics.

The root cause of the confusion is the distinc-
tion between continuous-time dynamics and discrete-time
dynamics. A process has the Markov property if (and only
if) its state at time t′ > t is determined entirely by the state
at time t (and the nature of the process, of course). It is nec-
essary to state what values t may take. In contexts where t
takes ordinal values (e.g., t = 0, 1, 2, . . .), time is discrete;
when t is allowed to take real values, time is continuous.
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So, any quantum process (CPTP map) E can define a
discrete-time Markov semigroup,

{1, E , E2, E3, . . .}. (33)

But it is reasonable to go further and ask whether this
discrete semigroup can be embedded in a continuous-
time semigroup {et logE}. This is equivalent to asking
whether E could have been caused by continuous-time
Markovian dynamics. In contrast, the discrete-time semi-
group describes the discrete-time Markovian dynamics
that results from E . Both are interesting and useful con-
cepts. But the continuous-time paradigm is more relevant
to understanding the causes and mechanisms of error
within a gate, while the discrete-time paradigm is more rel-
evant to understanding the computational consequences of
those errors. (A pithy summary might be “Physics clocks
are continuous; computer clocks are discrete.”)

In this paper, we are not intrinsically concerned with the
divisibility of E . In fact, we explicitly avoid any inference
about how G is generated (see Sec. IV), because quantum
logic gates are always induced by time-varying processes
and so we do not generally expect them to be consistent
with Markovian continuous-time dynamics. But this does
not provide license to ignore divisibility, because if E is
not infinitely divisible, then its logarithm L is not a Lind-
bladian. This has consequences. Our goal in this section is
to discuss, bound, and mitigate those consequences.

If L = log E is not Lindbladian, then there exists some
t for which etL is not CP. Since E = eL is CP, violations
of CP can never be observed at integer t and the largest
violation will occur for t ∈ (0, 1) [80]. We do not propose
to construct such maps; our goal is to describe errors in G
and to compute their consequences when a discrete (inte-
ger) number of gates are applied in sequence. Within this
context, we will never observe violations of CP directly.

What we do need to deal with, however, are the analytic
consequences of L not (necessarily) being a Lindbladian.
These consequences are mitigated by our restriction to
small errors—i.e., to E ≈ 1. Indivisible maps can be found
arbitrarily close to 1, so small errors do not eliminate the
issue. A useful example of an indivisible map close to 1 is
the process that acts as

E[ρ] = (1 − 2p)ρ + pXρX + pYρY. (34)

A Lindblad generator for this process would need to inde-
pendently generate X and Y errors at rate p . But such a
generator would produce an X error and a Y error with
probability p2, and this effects a Z error. No continuous-
time Markovian process can cause both X and Y errors
without also causing Z errors. If we compute log E for
Eq. (34), we get an O(p2) negative rate of Z errors, which
makes the net probability of a Z error equal to zero at t = 1
but makes et logE non-CP for t ∈ (0, 1).

Restricting to small errors mitigates this issue because,
although L is not always a Lindbladian, it is very close
to a Lindbladian when the error is small. More precisely:
if L = log E , then there exists a valid Lindbladian L′ such
that L′ − L = O(L2). To show this, it is sufficient to choose
L′ = E − 1. This is a valid Lindbladian (Lemma 1 of [81]),
and its closeness to L follows from the series expansion
log(E) = (E − 1)− 1

2 (E − 1)2 + o
[
(E − 1)2

]
. A useful

corollary is that although E ≈ 1 may not be divisible,
there always exists a nearby divisible E ′ with |E ′ − E | =
O(|E − 1|2).

These two observations provide two ways to use L as
“almost” a Lindbladian. First, we can take the logarithm of
any small E and treat it as a Lindbladian, at the price of
accepting small O(L2) violations of positivity. Second, we
can treat L as the fundamental thing, restrict it to be a valid
Lindbladian, and be confident that we can approximate any
E to within O(|E − 1|2) by E ≈ eL.

We could have avoided nonpositivity entirely by simply
defining L differently, as L = L� ≡ E − 1 in Sec. IV. This
is still a valid choice—none of the subsequent analysis
(e.g., elementary error generators) would be different, and
the rates of various errors would only change at O(|L2|). A
clean example of how this would change error rates can be
obtained by considering two slightly different versions of
the example given in Eq. (34):

Ea = ρ → (1 − 2p)ρ + pX ρX + pYρY, (35)

Eb = exp (pSX + pSY) . (36)

Both are CPTP. The first is indivisible; the second is
continuous-time Markovian. If we compute error genera-
tors using the logarithm, we obtain

La = pSX + pSY − p2SZ + o(p2), (37)

Lb = pSX + pSY. (38)

If we compute them using the difference, we obtain

L�a = pSX + pSY, (39)

L�b = pSX + pSY + p2SZ + o(p2). (40)

In our experience, the first representation is more informa-
tive—nondivisible error processes are flagged by negative
error rates and the rates of rare error processes (e.g., corre-
lated errors) are not contaminated by quotidian collisions
between two common error processes. But we believe that
which choice is “better” remains, at the least, an open
question. It is possible, as experimental resolution into
error processes increases, that both conventions will find
specific practical applications.

VII. SIMPLE ERROR METRICS

We have shown how to take the process matrix for an
imperfect gate, transform it to a list (or vector) of error
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rates, partition those rates into distinct classes (subspaces),
and interpret each one. But that list of error rates can still
be very long. Often, it is desirable to condense a detailed
description of the error process into one or two summary
statistics. Several error metrics exist for process matrices
[82], of which the most commonly used (in recent years)
are process fidelity (with the target gate) and diamond
norm error (distance to the target gate).

Describing imperfect gates by their error generators
does not preclude use of existing metrics. An error gen-
erator is a faithful description of the process matrix, so
it is easy to reconstruct G = eLG and compute its fidelity
with, or diamond norm distance to, G. But error generators
provide the opportunity to consider alternative metrics that
may be more natural in the limit of small errors. Here, we
introduce two such metrics, briefly discuss their suitability
for small errors represented by generators, and sketch their
relationship to well-known metrics including fidelity and
diamond norm. This is not intended as a comprehensive
investigation of the subject.

Both metrics are based on the Jamiolkowski state of a
process [83]. It is linearly isomorphic to the χ matrix and
is given by

ρJ (E) = (E ⊗ 1) [|
〉〈
|] , (41)

where |
〉 is a maximally entangled state between the
system of interest and an auxiliary system of the same
dimension. We want metrics for error generators. These
are not processes; they are infinitesimal generators of pro-
cesses. The Jamiolkowski “state” for a generator L is
defined by substituting E → L into the formula [Eq. (41)]
for ρJ , but it is not actually a density matrix. Instead, it is
proportional to a difference between density matrices.

A. Jamiolkowski probability

We call the first metric Jamiolkowski probability (or “J-
probability” for short). It is the total probability created by
L on the orthogonal complement to |
〉 (see Fig. 11):

εJ (L) = Tr [ρJ (L) (1 − |
〉〈
|)] (42)

= −Tr [ρJ (L)|
〉〈
|] . (43)

It is extremely simple to compute the J-probability for
each elementary generator: εJ = 1 for every SP genera-
tor and εJ = 0 for every other elementary generator. If
an error generator L is represented by the list of rates
{hP, sP, cP,Q, aP,Q}, then εJ (L) = ∑

P sP.
The J-probability of a generator quantifies the average

rate at which it “flips” a state to some orthogonal state.
Geometrically, it measures shifts in ρ that commute with
ρ and thus change the spectrum of ρ. “Average” here
means averaging over states; an input state that is maxi-
mally entangled with a reference is a fairly standard proxy

FIG. 11. The two simple error metrics that we introduce are
both derived directly from the Jamiolkowski state, ρJ (L) = (L ⊗
1) [|
〉〈
|] of the generator [Eq. (41)]. They quantify how a gen-
erator—and the error process that it generates—would impact a
computation if they were applied to part of a maximally entan-
gled state. The Jamiolkowski probability (εJ ) measures the rate
at which a generator transfers probability from the input state to
its orthogonal complement. It is the trace of the large diagonal
block shown here. The Jamiolkowski amplitude (θJ ) measures
the rate at which the generator transfers amplitude from the input
state to its orthogonal complement. It is the norm of either of the
off-diagonal blocks shown here.

for a random input state, and there is a very close relation-
ship between this quantity and averages over pure states of
the system alone (see, e.g., Ref. [84]). The J-probability
is not a complete description of the error. Consider, for
example, the difference between (a) a dephasing process
generated by pSZ , (b) the stochastic process generated
by p/2(SX + SY), and (c) the T1 process generated by
p/2(SX + SY + AX ,Y). All three have a J-probability of p ,
but the actual probability of an error is input-state depen-
dent and that dependence varies greatly over the three
processes.

B. Jamiolkowski amplitude

We call the second metric the Jamiolkowski amplitude
(or “J-amplitude” for short). It is the total amplitude cre-
ated by L on the orthogonal complement to |
〉 (see
Fig. 11):

θJ (L) = ‖(1 − |
〉〈
|) ρJ (L) |
〉‖
=
√

〈
| ρJ (L)2|
〉 − 〈
| ρJ (L)|
〉2. (44)

To compute the J-amplitude for elementary generators, we
recall that each generator is a sum of Choi units XP,Q that
map ρ → PρQ. The action of a Choi unit on |
〉〈
| is
simple: each Pauli maps the maximally entangled state |
〉
to a distinct and orthogonal maximally entangled state. So
if P and Q are both different from 1, then PρQ is supported
entirely on the orthogonal complement to |
〉 and does not
contribute to Eq. (44). Only Choi units where exactly one
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of P or Q is 1 contribute. These terms come in pairs, as
required by the Hermiticity of ρJ , and Eq. (44) only counts
the terms where P = 1 and Q �= 1.

Unsurprisingly, θJ (HP) = 1 for every Hamiltonian gen-
erator, HP. Each HP creates imaginary amplitude on a
state P |
〉 that is orthogonal to |
〉. For every Pauli-
stochastic generator, SP, we find θJ (SP) = 0, confirming
that SP causes only incoherent errors. The AP,Q gen-
erators contain [see Eq. (16)] an anticommutator term,
(i/2) {[P, Q], ρ}, that creates real amplitude on the orthog-
onal state (i/2)[P, Q] |
〉 whenever P and Q anticom-
mute. These directly reflect the affine shift produced
by the same generators (consider, as in Fig. 8, how a
T1 process shifts X eigenstates in the Z direction). So
θJ (AP,Q) = 1 if {P, Q} = 0, or zero otherwise. Some Pauli-
correlation generators also create error amplitude. If P
and Q commute, then CP,Q contains an anticommutator
term, −(1/2){{P, Q}, ρ}, that creates real amplitude on
the orthogonal state (1/2){P, Q} |
〉. So θJ (CP,Q) = 1 if
[P, Q] = 0, or zero otherwise.

Computing θJ for a linear combination of generators is
not as simple as computing εJ , because amplitudes can
interfere. But for generators that do not interfere—i.e.,
that create amplitude on mutually orthogonal states—θJ
adds in quadrature. For example, all of the Hamiltonian
generators HP induce distinct amplitudes that do not inter-
fere, so θJ (LH) = (∑

P h2
P

)1/2 = ‖�h‖. In contrast, distinct
C and A generators interfere fairly extensively. However,
they all contribute exclusively real amplitudes, whereas
Hamiltonian generators contribute exclusively imaginary
amplitudes. As a result, there is no interference between
(a) the net amplitude contributed by H generators and (b)
the net amplitude contributed by C and A generators, and
thus

θJ (L)2 = θJ (LH)
2 + θJ (LC + LA)

2. (45)

The J-amplitude of a generator quantifies its ability to cre-
ate “coherent” errors—i.e., to induce changes in an input
state ρ that are orthogonal to the commutant of ρ and
therefore do not change its spectrum. Unitary errors are
the most obvious such errors—they never change the spec-
trum of an input state, so their impact is purely coherent.
But other error generators can also produce such shifts,
as seen above for the A and C generators. The resulting
coherent errors behave just like those induced by unitary
error processes and are captured by θJ . As with εJ , θJ
is definitely not a complete description of an error. For
example, understanding how two coherent errors combine
requires knowing their phase and direction in addition to
their θJ .

C. Discussion

We conclude this section with a brief discussion of how
εJ and θJ relate to process fidelity (which can be defined

in different ways; we consider entanglement fidelity [85]),
diamond norm, and unitarity [86].

Fidelity and diamond norm error both compress all
errors in an error process E into a single number, but
they do so in very different ways. It is more convenient to
use infidelity (1 − fidelity), rather than fidelity, to quantify
the size of errors. The entanglement infidelity of an error
process E is given by

εe(E) = 1 − Tr (|
〉〈
|(E ⊗ 1)[|
〉〈
|]) , (46)

where |
〉 is any maximally entangled state. So 1 − εe
equals the upper-left element of ρJ (E) when written in
the basis of maximally entangled states (Fig. 11). There-
fore, in the limit of small errors where E = exp(L) ≈
1 + L, entanglement fidelity is determined entirely by the
J-probability:

εe(E) = εJ + O(|L|2). (47)

It is often useful to expand to second order, where E =
exp(L) ≈ 1 + L + 1

2 L2. Doing so yields the second-order
approximation

εe(E) = εJ + θJ (LH)
2 − θJ (LC + LA)

2

− 1
2

(

ε2
J +

∑

P

s2
P

)

−
∑

P,Q

c2
P,Q +

∑

P,Q

a2
P,Q

+ O(|L|3). (48)

This leading-order expansion defines the generator infi-
delity of L [36]. In the common case where coherent error
rates (hP) are much larger than stochastic error rates (sP),
so that εJ ≈ θJ (LH)

2 � ε2
J , it is reasonable to approximate

all second-order terms except θJ (LH)
2 by zero (because the

aP,Q and cP,Q rates are bounded above by the sP rates). This
yields the simpler approximation

εe = εJ + θ2
J + O(|LS|2). (49)

The diamond-norm error of a small error process is
harder to approximate. Unlike fidelity, J-probability, and
J-amplitude, diamond norm is defined not by an average
but by a maximization over all possible input states:

‖E − 1‖� ≡ max
ρ

‖(E ⊗ 1 − 1 ⊗ 1)[ρ]‖1 . (50)

This breaks any direct connection to the Jamiolkowski
state, and the resulting metric is nearly impossible to pre-
dict without numerics. The worst-case behavior of an error
channel depends on its most fine-grained details (e.g.,
whether or not different types of error both impact the
same input state). However, a useful lower bound on the
diamond norm error is given by the Jamiolkowski trace
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distance, which simply replaces the maximum over all
input states with the specific case of a maximally entangled
state:

‖E − 1‖J−Tr ≡ ‖(E − 1)⊗ 1[|
〉〈
|]‖1 . (51)

In the limit of small errors, where E ≈ 1 + L, this is simply
‖L‖J−Tr = ‖ρJ ‖1. This expression still defies closed-form
solution, but there are two interesting regimes where it is
easy to approximate. First, if εJ � θJ , then ‖L‖J−Tr ≈ εJ .
Conversely, if θJ � εJ , then ‖L‖J−Tr ≈ θJ . When they are
of comparable magnitude, both the Jamiolkowski trace dis-
tance and the diamond norm error depend on the detailed
nature of the error generator. The most notable conclusion
to be drawn from this analysis is that θJ contributes linearly
to the Jamiolkowski trace distance and the diamond-norm
distance, not quadratically (as it contributes to infidelity).
A more detailed discussion relating the diamond norm to
rates of elementary errors can be found in the supplemen-
tary information to Ref. [36].

The unitarity [86] of an error channel, u, captures the
degree to which that channel preserves quantum coher-
ence, averaged over pure states. For a purely unitary chan-
nel, u = 1. Using Proposition 9 in Ref. [86], which relates
u(E) to the purity of ρJ (E), we obtain that to leading order
in L,

u(eL) = 1 − 2
d2

d2 − 1
εJ + O(|L2

S
|). (52)

We note that unitarity is entirely unaffected by coherent
(Hamiltonian) errors and although A and C generators con-
tribute at second order, their contributions are necessarily
O(|L2

S
|).

VIII. CONSTRUCTING REDUCED MODELS
WITH ERROR GENERATORS

The preceding sections are a complete, self-contained
presentation of the error generator representation. We con-
clude, in this section, by outlining what we see as the most
exciting application of the error generator representation.
The most obvious use of error generators is as a tool to ana-
lyze process matrices obtained from modeling, simulation,
or tomography. We have used them as such, to under-
stand estimates derived from gate set tomography [27,87]
since 2017. But error generators can also be used to con-
struct parametrized models for gate errors that are simpler,
sparser, and more efficient than process matrices. We call
these reduced models.

An N -qubit process has 4N (4N − 1) free parameters.
This is an unwieldy number even for N = 2, and presents
absurd data-storage and computation challenges for N �
2. As described above, that process can be faithfully rep-
resented by a list of the rates of elementary errors. This

representation of L is perfectly equivalent to G and has the
same number of parameters.

But the error generator representation makes it easy
to do something that is not possible (or at least not
easy) for process matrices. We can separate the elemen-
tary generators into (1) those expected to appear and/or
play a significant role in realistic noise and (2) every-
thing else. The latter can be discarded, setting their rates
to zero by fiat. The subspace of generators spanned by
the remaining generators defines a reduced model for gate
errors.

It is easy to construct reduced models using this frame-
work. We can construct relatively generic reduced models,
intended to describe any process that respects certain con-
straints. We can also construct specific customized models
for specific quantum processors with known physics. An
n-parameter reduced model for a single gate is simply a
n-dimensional subspace M ⊂ L. The n parameters of this
model are the rates (coefficients) of basis vectors (elemen-
tary generators or linear combinations of them) that span
M.

The easiest way to construct such a subspace is by sim-
ply making a list of elementary error generators and defin-
ing the reduced model M as their span. It is also sometimes
useful or necessary to include specific linear combinations
of elementary error generators (e.g., SX + SY + SZ for a
single qubit describes depolarization). We can also con-
struct reduced models for an entire gate set—a list of CPTP
maps describing all the operations exposed by a processor
in a common frame of reference [87]—by simply specify-
ing an error generator in M for each gate. Often, the same
reduced model is used for every gate. In other cases the
physics of the system suggests that different error gener-
ators should be “activated” (included in M) or “frozen”
(excluded from M) for different gates.

A very easy way to construct reduced models is to build
M from entire sectors. For example, the “H+S” model,

MH+S = H ⊕ S, (53)

is useful for one- and two-qubit Pauli-rotation gates (G is
a Pauli rotation if G[ρ] = e−iθPρeiθP for some Pauli P).
It can model all unitary errors (including over- or under-
rotations as well as “tilt” errors that change the rotation
axis of the gate) and the most common stochastic errors
including depolarization and dephasing in the eigenba-
sis of the gate (as is produced, e.g., by fluctuating over-
or under-rotation). For a single qubit, this model has 2×
fewer parameters than a full CPTP map; for two qubits, it
is 8× more efficient.

For processors with N > 1 qubits, generator space can
be partitioned further. This fine-grained partition becomes
increasingly useful as N grows. We partition each sector
(H, S, C, A) by the weight and support of its elementary
generators [see Fig. 2(c)]. These are defined as follows:
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FIG. 12. For a generic three-qubit error process, this figure illustrates the relative sizes of the H, S, C, and A sectors and subsectors
of its error generator space. Each small box represents one of the 4096 elements in a 64 × 64 process matrix: 64 are constrained
by trace preservation, leaving 4032 free parameters. More than 83% of these (27 + 27 + 1647 + 1647 = 3348) are weight-3. They
are excluded from both the “weight ≤ 2” and “H2+S2+A1” models described in the text. Another 15% (297+297+9=594) are C and
weight-2 A-type generators. These are excluded from “H2+S2+A1.” The remaining 81 generators in the “H2+S2+A1” model constitute
just 2% of the full generator space, but they represent most phenomena appearing in physical models of error.
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(1) The support of Pauli operator P is the set of qubits
on which it acts nontrivially.

(2) The support of a generator HP or SP is the support
of P.

(3) The support of a generator CP,Q or AP,Q is the union
of the supports of P and Q.

(4) The weight of a generator is the number of qubits in
its support.

Each elementary generator can be unambiguously labeled
by its support (and thus its weight). We can then partition
each sector into N distinct subsectors of fixed weight w =
1 . . .N . We refer to these subsectors as Hw, Sw, Cw, and
Aw, respectively. If desired, we can partition each of those
subsectors into

(N
w

)
subsectors of fixed support Q.

This fine-grained partition of generator space provides a
great deal of flexibility to construct models that (1) respect
either general locality principles or specific physical mod-
eling assumptions and (2) have relatively few parameters.
These models form a lattice, bookended by the “full CPTP
model” L and the “target model” ∅. Exploring this lattice
in detail is beyond the scope of this paper, but here (and
illustrated in Fig. 12) are a few examples that suggest the
framework’s potential:

(1) The two-qubit “H+S+A1” model. This is a reduced
model for two-qubit subsystems that incorporates all
the errors (including crosstalk and T1 decay) pre-
dicted by most theory models. It includes the entire
H and S sectors on both qubits (15 parameters each)
and the weight-1 A1 subsector required to model
local amplitude-damping errors on both qubits (3 +
3 = 6 parameters). This model has 36 parameters,
compared to the 240 required for a process
matrix.

(2) All weight ≤ 2 errors on N qubits. A reasonable
ansatz for a single circuit layer of nonentangling
gates on an N -qubit processor is that no three-
body couplings exist and therefore that the dynam-
ics can be well approximated by local (weight-
1) and two-qubit (weight-2) errors. This suggests
a reduced model M = H1 ⊕ H2 ⊕ S1 ⊕ S2 ⊕ C1 ⊕
C2 ⊕ A1 ⊕ A2. It contains 12 weight-1 error gen-
erators on each qubit and 216 weight-2 error gen-
erators on each pair, for a total of 108N 2 − 96N
parameters. This is a nontrivial number but for N =
10 qubits, dim(M) is only 9840, which is tractable
on modern computers. A ten-qubit CPTP map has
just over 1012 parameters, which is not tractable.

(3) The N-qubit “H2+S2+A1” model. We can com-
bine the virtues of the previous two models to
get a more efficient N -qubit model that excludes
Pauli-correlation and weight-2 active error genera-
tors. This model is formally given by M = H1 ⊕
H2 ⊕ S1 ⊕ S2 ⊕ A1. It contains nine weight-1 error

generators on each qubit and 18 weight-2 error gen-
erators on each pair, for a total of 9N 2 parameters.
For N = 20 qubits, it has 3249 parameters.

These models are examples but, more importantly, they are
starting points. Given any specific architecture, it is easy to
point out specific errors that are likely to occur in that sys-
tem but not included in the models above. But it is even
easier to choose and add O(1) elementary error genera-
tors to the model, enabling it to model that effect without
increasing its complexity very much.

IX. CONCLUSIONS

In this paper, we combine some previously known
ideas—e.g., small-error processes [42] and generators of
dynamical maps [45,88–91]—with a new classification
into four physically distinct sectors, to produce the first
comprehensive classification of Markovian errors. This
taxonomy applies equally well to single-qubit gates and
to circuit layers on five, 53, or 1000 qubits. It classi-
fies all Markovian errors. Our analysis makes it possible
to (1) analyze experimentally reconstructed logic gates
and dissect their errors into distinct components with
simple physical interpretations and (2) construct simple
polynomially-sized parametrized error models for N qubits
by combining tailored subsets of those components. This
framework is inspired in large part by the demands of
experimental tomography (see, e.g., Refs. [27,36,92–96]),
but also by the investigation of single qubit processes in
Ref. [66].

These practical applications of error generator analysis
have been demonstrated in experiments [36]. Physically
motivated reduced models constructed using error gener-
ators may—finally—make it not just possible but easy to
comprehensively describe, measure, and reconstruct the
real-world dynamics of N -qubit systems for N � 1. As
the size and fidelity of quantum processors grows and
fault-tolerant quantum error correction becomes feasible,
the need for detailed characterization and measurement
of error budgets grows too. The techniques presented
here provide a foundation for building the characteriza-
tion protocols and detailed error metrics required to enable
and validate qubit hardware for fault-tolerant quantum
computing.
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