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The photonic temporal degree of freedom is one of the most promising platforms for quantum commu-
nication over fiber networks and free-space channels. In particular, time-bin states of photons are robust
to environmental disturbances, support high-rate communication, and can be used in high-dimensional
schemes. However, the detection of photonic time-bin states remains a challenging task, particularly for
the case of photons that are in a superposition of different time bins. Here, we experimentally demonstrate
the feasibility of picosecond time-bin states of light, known as ultrafast time bins, for applications in quan-
tum communications. With the ability to measure time-bin superpositions with excellent phase stability,
we enable the use of temporal states in efficient quantum key distribution protocols such as the BB84
protocol.
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I. INTRODUCTION

Quantum communication is the branch of quantum tech-
nologies that deals with the distribution of quantum states
of light to achieve a specific communication task. The
most well known and developed quantum communica-
tion protocol is quantum key distribution (QKD), which
allows two remote parties to share a secret key, enabling
private communication [1–3]. In its simplest form, QKD
requires two mutually unbiased two-dimensional bases in
which states can be prepared by a sender, Alice, trans-
mitted, and measured by a receiver, Bob. High fidelity
is required between the prepared state and the measured
state. Loss and decoherence are therefore major challenges
in practical QKD implementations, because they reduce,
and eventually eliminate, the useful capacity of a commu-
nication channel. The decoherence encountered is strongly
influenced by the quantum states employed and the mode
of transmission. Various optical states have been exploited
for QKD, including position bins, spatial modes, time bins,
and polarization states [4–9].

The polarization degree of freedom has been the most
widely deployed [10–13], not least because polarization
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states are easy to generate, manipulate, and measure
using high-specification off-the-shelf components. How-
ever, polarization states are not amenable to long-distance
fiber transmission due to issues such as birefringence,
polarization mode dispersion, polarization-dependent loss,
and the requirement for fast polarization compensation
[14]; use of polarization states is, therefore, mainly
restricted to free-space transmission. On the other hand,
time-bin states can be straightforwardly generated using
fast optical modulators, transmitted over long distances
in fibers and free space [15,16], and can support high-
dimensional encoding [17] leading to a larger information
capacity and an improved noise tolerance [18]. However,
their detection remains particularly challenging in terms of
stability, efficiency, and flexibility. This is mainly due to
the necessity of measuring time-bin superpositions, which
generally requires imbalanced, or time-delayed, interfer-
ometers [19,20]. In particular, the path difference between
two arms of a time-delayed interferometer is dictated by
the time-bin separation time, which is typically on the
order of 1 ns, generally matching the timing jitter of stan-
dard single-photon detectors. In practice, this amounts to a
path difference of approximately 30 cm. Experimentally,
achieving subwavelength interferometric phase stability
over such a large path difference remains technically chal-
lenging due to various experimental disturbances, even
with the use of active phase stabilization. Moreover, this
active-stabilization feedback loop increases the complex-
ity of the overall system and may open the door to further
attacks by an eavesdropper. Thus, the development of
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novel techniques with improved phase stability to mea-
sure time-bin superposition states of photons is critical to
enhance the performance of time-bin quantum communi-
cation systems.

A promising pathway toward achieving improved inter-
ferometric stability consists of reducing the path difference
of the time-delayed interferometer, consequently reduc-
ing the time-bin separation time. However, this requires
the use of single-photon detectors with lower timing jitter.
With recent developments in superconducting-nanowire
single-photon detectors (SNSPDs), timing jitters as low
as 50 ps can now be achieved in commercial devices [21]
and 3 ps in state-of-the-art devices [22]. Nevertheless, such
detectors still require cooling to approximately 1 K, which
again increases the complexity of the detection appara-
tus. SNSPDs have enabled the successful use of time bins
with subnanosecond bin width in quantum communica-
tion demonstrations [23]. By preparing time bins with a
bin width of 400 ps, a delay interferometer can be made
into a compact package where interferometric stability is
achieved without active stabilization for up to an hour [24].
Nevertheless, such passive interferometric schemes still
suffer from limited measurement efficiency in the super-
position basis due to the noninterfering measured events.

Recent developments in ultrafast quantum optics [25,26]
add to the current experimental toolbox for photonic time-
based quantum information processing. The shifting of
time-bin qubits to the realm of ultrafast pulses allows the
bin widths to be compressed to as low as a few picosec-
onds. Time-delayed interferometers then only require path
differences of a few hundred micrometers, offering the
potential for intrinsic passive interferometric stability over
long periods of time. Here, we propose and experimen-
tally perform a proof-of-principle quantum communication
experiment using ultrafast time bins [27], with a bin width
of �τ = 4.5 ps and complete encoding of the qubit in a
7-ps window. These ultrafast time-bin states offer potential
advantages by enabling the efficient generation and detec-
tion of time-bin states without necessitating active phase
stabilization. The time-delayed interferometers required
first for qubit creation, and later for measurement in the
phase basis, are each based on birefringent crystals. The
two arms of each interferometer are collinear and their
path difference is due to the difference in group index
experienced by pulses with orthogonal polarizations in
the crystal. For example, a 10-mm-long α-barium borate
(BBO) crystal can induce a time delay of �τ = 4.5 ps
between orthogonally polarized pulses at 720.8 nm. Such
common-path interferometers have excellent passive phase
stability and require no active phase compensation. The
ultrafast bin widths are significantly smaller than the tim-
ing jitter of conventional single-photon detectors. The time
of arrival of the time-bin states is therefore measured by
ultrafast polarization switching using cross-phase mod-
ulation in a single-mode fiber, applied with an intense
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FIG. 1. The measurement of time-bin states. The conceptual
experimental setup for (a),(b) the phase-basis measurement and
(c),(d) the time-basis measurement. A strong pump is over-
lapped with the t0 time bin inside a χ(3) material, rotating its
polarization. A 50:50 beam splitter randomly selects one of two
measurement settings, i.e., the phase basis (upper) or time basis
(lower). In the scenario where the input state is prepared in one
basis but measured in the other basis (the shaded part of the
setup), the measurement outcomes are random and will later be
sifted. χ(3), third-order nonlinear material; BS, beam splitter;
λ/2, half-wave plate; PBS, polarizing beam splitter.

ultrafast control pulse [27,28] (see Fig. 1). Moreover, in
the superposition (phase) basis, we take advantage of the
cross-phase modulation polarization switching to deliver a
measurement efficiency for our scheme of 100%, in theory,
compared to a measurement efficiency of 50% for standard
time-delayed interferometery measurements, where non-
interfering events give no information about the relative
phase of time-bin superpositions.

II. EXPERIMENT

We demonstrate the experimental feasibility of ultra-
fast time-bin qubits for quantum communication by
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performing a proof-of-principle experiment of a time-bin-
based decoy-state BB84 protocol. Our experiment consists
of a sender, Alice, and a receiver, Bob. Alice prepares weak
coherent pulses (WCPs) by attenuating ultrafast pulses to
the single-photon level. The mean photon number of the
WCPs is optimized given the channel conditions, e.g., the
channel loss and the quantum bit error rate (QBER). The
pulses are obtained from an optical parametric oscilla-
tor pumped by a Ti:sapphire laser at a repetition rate of
frep = 80 MHz. Pulses are generated at a central wave-
length of λsignal = 720.8 nm with a spectral bandwidth of
�λsignal = 1.7 nm full width at half maximum. In the orig-
inal BB84 protocol, Alice randomly selects one of four
polarization states and transmits the encoded photons to
Bob. These four states belong to two mutually unbiased
bases (MUBs), i.e., a computational basis and a super-
position basis. For time bins, these two bases are usually
referred to as the time basis and the phase basis, where
the former contains the states |t0〉 and |t1〉 and the lat-
ter contains the states |φ0〉 = 1/

√
2 (|t0〉 + |t1〉) and |φ1〉 =

1/
√

2 (|t0〉 − |t1〉), respectively. Using a half-wave plate
(HWP), an α-BBO crystal and a polarizing beam splitter

(PBS), Alice generates all four time-bin states by vary-
ing the angle of the HWP to 0◦, 45◦, −22.5◦, and 22.5◦
[see Fig. 2(a)]. We note that for a realistic implementa-
tion of this protocol, which is beyond the scope of this
work, fast optical modulators would be necessary for the
time-bin state preparation, the pulse intensity preparation
of the signal and decoy states, and the pulse-to-pulse phase
randomization.

Upon receiving the transmitted photons, Bob measures
the time-bin states and generates a raw key by assign-
ing a value of 0 to the measured state if it is found to
be in the state |t0〉 or |φ0〉 and a value of 1 when it
is found to be in |t1〉 or |φ1〉. In order to measure the
ultrafast time-bin states, a synchronized pump pulse is
combined with the signal pulses using a dichroic mirror
(DM). The signal and pump pulses are then coupled to
a single-mode fiber (SMF), with a coupling efficiency of
50% and 65%, respectively. The pump pulses are prepared
at a center wavelength of λpump = 800 nm and are spec-
trally filtered with a pair of angle-tuned bandpass filters
such that �λpump = 2.1 nm. In the presence of the strong
pump pulse, the third-order nonlinearity of the SMF is used
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FIG. 2. The experimental setup. A simplified experimental setup showing the state preparation and the state detection of ultrafast
time-bin qubit states in a BB84 protocol experiment. (a) In the state-preparation stage, an ultrashort pulse is sent to a 10-mm-long α-
BBO birefringent crystal, splitting the input pulse into two output pulses with orthogonal polarization separated by 4.5 ps. A polarizing
beam splitter (PBS) is then used to erase the polarization information associated with each time bin, resulting in a uniformly polarized
time-bin state. The weight and relative phase of the time-bin state can be determined by a half-wave plate (λ/2), placed before the α
BBO. (b) In the detection stage, the signal pulse is combined with a strong pump pulse at a dichroic mirror (DM) and then coupled
to a single-mode fiber where the pump pulse switches the early time bin. The pump pulse is then filtered out using a DM and further
spectral filters not shown in the figure. A 50:50 beam splitter (BS) is used to randomly switch the measurement setting from the time
basis (the reflected output) to the phase basis (the transmitted output). In the time basis, a delayed interferometer is designed with
a path difference of 88 cm such that the time-bin state can be detected by measuring the time of arrival of the pulse with standard
single-photon detectors. In the phase basis, a second 10-mm α-BBO crystal is used to recombine the pulses and convert the relative
phase information to polarization. The same delayed interferometer can be used in parallel where the phase state is determined from
the time of arrival of detected pulses.
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to induce a birefringence in the SMF, causing a rotation
of the polarization of the signal pulses at time t0 using
cross-phase modulation via the optical Kerr effect. We note
that for time-bin superposition states, the relative phase
between the states |t0〉 and |t1〉 is preserved up to an addi-
tional constant phase introduced by the pump during the
polarization rotation. It has been shown that such an optical
switch can rotate the polarization of single-photon pulses
with unit efficiency while introducing very little noise [28].
The switching efficiency, η, of the signal pulses is given by

η = sin2 (2θ) sin2
(
�φ

2

)
, (1)

where θ is the angle between the polarization of the signal
and pump pulses, �φ = 8πn2Leff/3λsignal is the induced
nonlinear phase shift in the SMF in the presence of the
pump pulse, n2 is the nonlinear refractive index of the
SMF, Leff is the effective length of the nonlinear medium,
and Ipump is the intensity of the pump. A unit switching
efficiency is achieved by setting θ = π/4, �φ = π and by
taking advantage of the group-velocity mismatch between
the signal and pump wavelength in the SMF to achieve a
full temporal walkoff of the signal and the pump pulses.

After mapping the ultrafast time bins onto orthogonal
polarization states, we use a polarizing delayed interfer-
ometer with a path difference of 88 cm to map the distinct
polarization states to separate nanosecond time bins, which
can then be straightforwardly detected by avalanche photo-
diodes (APDs) and processed using a time-to-digital con-
verter (TDC) (Swabian Instruments, Time Tagger Ultra).
The path difference of the polarizing delayed interfer-
ometer here is determined by the timing jitter of our
single-photon detectors and does not represent a limiting
factor for the secret-key rate of our scheme. As is required
in the BB84 protocol, Bob randomly varies the measure-
ment basis between the time basis and the phase basis: a
50:50 beam splitter (BS) directs the photons randomly to
the two alternative measurement pathways [see Fig. 2(b)]
through the shared polarizing delayed interferometer. In
the time-basis pathway, propagation through the polarizing
delayed interferometer maps the two orthogonal polar-
izations directly to distinct time bins at the time-basis
exit port. In the phase-basis pathway, the time differ-
ence between the orthogonal polarization states is initially
compensated using an α-BBO crystal, with the resulting
interference mapping the phase information to polariza-
tion. This compact setup delivers a high phase stabil-
ity for phase-basis measurements. The polarizing delayed
interferometer then maps the two orthogonal polariza-
tions directly to distinct time bins at the phase-basis exit
port. The sharing of the polarizing delayed intereferom-
eter for the time and phase bases allows measurement
of the four distinct states with only two APDs, while

(a)

(b)

(c)

(d)

FIG. 3. Time-bin states measurement. (a),(b) Phase-basis mea-
surement: the single-photon data. (c),(d) Time-basis mea-
surement: the shaded area represents the temporal window
corresponding to each time-bin state. The number of counts
shown is taken for an integration time of 1 s. The gray dotted
line shows the separation between the phase basis and the time
basis.

maintaining a compact footprint. We note that the polar-
izing delayed interferometer is only used to measure
polarization and does not require phase stability since no
interference occurs at the output ports. The final nanosec-
ond signal pulses are analyzed to determine the state sent
from Alice (see Fig. 3). In particular, a temporal win-
dow of 1.04 ns is defined for each time-bin state. The
probability of detection P(α,β)

i,j =
∣∣∣〈ψ(β)

j |ψ(α)
i 〉

∣∣∣2
is experi-

mentally determined, where |ψ(0)
0 〉 = |φ0〉, |ψ(0)

1 〉 = |φ1〉,
|ψ(1)

0 〉 = |t0〉, and |ψ(1)
1 〉 = |t1〉. The measurement bases

α and β correspond to Alice’s preparation basis and
Bob’s measurement basis, respectively. The probability
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FIG. 4. Pump-delay measurements. Measurement of the state
fidelity for the time basis, i.e., F (1)

0 (solid green curve) and F (1)
1

(solid red curve). The arrow shows the time-bin separation, or
bin width, �τ . The shape of the fidelity curve as a function of
the pump delay is dictated by the pulse duration of the pump and
signal and by the difference in group velocity of the pump and
signal inside the SMF.

of detection is obtained from measured detection events,
i.e., P(α,β)

i,j = N (α,β)
i,j /

∑1
k=0 N (α,β)

i,k . The state fidelity is then
obtained from the probability of detection, i.e., F (α)

i =
P(α,α)

i,i .
We further characterize our experimental setup by vary-

ing the delay between the pump and signal pulses while
measuring each output state. By repeating these measure-
ments for all input states, we can extract information about
the pump-pulse temporal profile and the temporal walkoff
of the signal and pump pulses. The state fidelity in the time
basis as a function of the pump delay is shown in Fig. 4.
Moreover, we measure the temporal separation between

the time states |t0〉 and |t1〉 to be�τ = 4.5 ps, in agreement
with the expected value from the thickness of the α-BBO
crystal.

III. RESULTS

We now test the experimental viability of ultrafast time-
bin qubits in the context of quantum communication. In
particular, we use our experimental generation and detec-
tion setting to perform a proof-of-principle QKD demon-
stration using the formalism of the decoy-state BB84 pro-
tocol [29–31], where the secret-key rate is the key metric
of performance. As a first test, we measure the state fidelity
for each input time-bin state over the course of 28 h [see
Fig. 5(a)]. By doing so, we demonstrate the feasibility of
using time-bin states in quantum communication, where
time-delayed interferometry is inherently phase stable due
to the small path difference and common-path nature of
our interferometer. We show an average state fidelity in
excess of 99%, corresponding to a QBER below 1% (see
Fig. 5). Variations in the state fidelity over time can be
attributed to slight fluctuations in the intensity or polariza-
tion of the pump pulses. We note that the time-bin state |t1〉
has a much less variable state fidelity, since it is unaffected
by the pump pulse. From the measurements in Fig. 5(a),
we can calculate a probability-of-detection matrix, which
is taken over the integration time of 28 h [see Fig. 6(a)].
Measurements done in different MUBs yield uncorrelated
results that are subsequently discarded in the sifting phase
of the BB84 protocol.

The performance of our experimental setup is then
evaluated using the formalism of finite-key security

(a)

(b)

FIG. 5. Time-bin measurement over 28 h. (a). The state fidelity for all four measured states, i.e., |φ0〉 (blue curve), |φ1〉 (yellow
curve), |t0〉 (green curve), and |t1〉 (red curve). (b) The QBER is calculated from the state fidelity averaged over all states.
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(a)

(b)

FIG. 6. QKD results. (a) The probability-of-detection matrix.
The rows correspond to different prepared input time-bin states
and the columns correspond to different measured output states.
(b) The secret-key rate as a function of the channel loss.

bounds for the decoy-state BB84 protocol in the uni-
versally composable framework [32–34]. Following the
standard procedure, our protocol is said to be (εcor + εsec)-
secure if it is εcor-correct and εsec-secret for small errors,
εcor, εsec > 0.

In the preparation stage, Alice randomly selects between
the time and phase basis with probabilities pZ and pX
[35], where we label the time and phase basis with Z and
X, respectively. With the decoy-state protocol, Alice ran-
domly selects the intensity of her WCPs to be μ, ν, and
ω, with probabilities, pμ, pν , and pω, respectively, where
the μ, ν, and ω intensities correspond to the signal state,
the decoy state, and the vacuum-decoy state. In the mea-
surement stage, Bob randomly selects a measurement basis
with probabilities pZ and pX and assigns a bit value of 0
or 1 depending on which detector clicks in his measure-
ment. For the case of double-detection events, a random
bit value is assigned. After the basis reconciliation, Alice
and Bob perform error correction, error verification, and
privacy amplification to yield a final secret key of length �.
The final εsec-secret-key length is given by

� ≥ sL
Z,0 + sL

Z,1

[
1 − h

(
eU

X,1

)]

− leakEC − 6 log2
21
εsec

− log2
2
εcor

, (2)

where sL
Z,0 is the lower bound of vacuum events in

Z, sL
Z,1 is the lower bound of single-photon events in

Z, h(x) = −x log2(x)− (1 − x) log2(1 − x) is the binary
Shannon entropy function, eU

X,1 is the upper bound of the
phase error rate, leakEC = nZ,μ fEC h(eZ,μ) is the amount
of information revealed by Alice and Bob during the
error-correction step, nZ,μ is the number of detected sig-
nal pulses in Z, fEC is the error-correction efficiency, eZ,μ =
mZ,μ/nZ,μ is the QBER, and mZ,μ is the number of bit errors
from signal pulses in Z. The standard error-correction effi-
ciency factor of fEC = 1.16 is used in our analysis. The
formulas for the estimation of the above parameters are
given in Appendix A. Finally, the secret-key rate R is
given by

R = �/N , (3)

where N is the number of laser pulses sent by Alice.
In our analysis, we consider a security level of

εcor = 10−15 and εsec = 10−10. The block size N is chosen
for an integration time of 5 min, i.e., N = 2.4 × 1010. From
the averaged probability-of-detection matrix, we obtain an
averaged QBER of eZ,μ = (0.8 ± 0.3) % over the integra-
tion time of 28 h. The mean photon number of the signal
pulse is set to μ = 0.8 and the brightness of the decoy
states ν is optimized depending on the channel conditions.
This is achieved using a combination of neutral-density fil-
ters, a HWP mounted in a motorized stage, and a PBS.
The probabilities pμ and pν are also optimized for different
channel losses. The modulation of the signal and decoy
states guarantees the security of our demonstration against
photon-number-splitting attacks. An additional pair of
HWPs and PBSs is used to introduce losses in the channel.
The secret-key rate is then measured for channel-loss con-
ditions varying from 0.45 to 12 dB channel loss. Hence,
the total loss of our system is varied from 14.6 to 26.1
dB, with an additional 3 dB SMF coupling loss, a 2.2 dB
detector efficiency loss, and another 8.9 dB loss at Bob’s
detection stage (wave plates, PBS, α BBO, and spectral fil-
ters). The secret-key rate per pulse, R, is shown in Fig. 6(b)
as a function of the channel loss.

IV. DISCUSSION AND OUTLOOK

From our QKD demonstration, we experimentally
demonstrate that ultrafast time-bin qubits offer a versa-
tile platform for QKD where standard protocols such as
the BB84 protocol can now be considered due to the
ability to directly measure the time-bin states in MUBs
with high detection efficiencies. Previously, the tempo-
ral degree of freedom of photons has been an important
candidate in quantum communication, particularly due to
its ease of use in fiber networks. However, due to the
lack of efficient, stable, and passive measurement tech-
niques for time-bin superposition states, more complicated
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QKD protocols are yet to be employed. For example, the
differential phase shift [8], the coherent one-way [36],
and the round-robin differential phase shift [17] protocols
have been specifically designed to overcome the techni-
cal difficulties associated with measuring time-bin qubits.
On the other hand, the BB84 protocol, initially designed
for polarization states, offers a higher overall efficiency,
a simpler postprocessing, and has well-studied security
considerations in practical implementations [3].

Another QKD protocol with a high efficiency is the
six-states protocol [37], where an additional MUB is con-
sidered. Though reducing the sifting efficiency, the tomo-
graphic nature of the protocol results in a slightly larger
error threshold, which can translate to a larger amount
of loss tolerability. We note that our experimental setup
is also suited to perform the six-states protocol, where a
quarter-wave plate is added to both the preparation and
detection stages. This will result in the generation and mea-
surement of a third MUB consisting of the states (|t0〉 ±
i|t1〉)/

√
2. The addition of the third MUB would allow the

tomographic reconstruction of ultrafast time-bin qubits.
In using ultrafast pulses, we are taking advantage of

the favorable properties of near-Fourier-transform-limited
pulses to encode information onto photons in the most
condensed manner possible. Our experiment uses signal
pulses that are in a near-single spectrotemporal mode. In
the ultrafast regime, we have direct access to both the tem-
poral and spectral domains. This feature, which is notable
with ultrafast pulses, can be exploited to achieve passive
noise filtering on both the temporal and spectral degrees of
freedom. By doing so, a noise tolerance approaching the
ultimate limit in QKD can be achieved [38,39], where this
approach is compatible with the use of ultrafast time-bin
qubits. In practical scenarios, this consideration is partic-
ularly important since beyond the loss simulated in our
experiment, environmental noise and channel disturbances
will lead to additional errors in the raw key, which are
effects not captured by our experimental demonstration.
Moreover, mature technologies exist to compensate for
channel disturbances such as chromatic dispersion occur-
ring in long-distance fiber networks. Finally, we note that
our experimental platform can be extended to more general
time-bin states such as two-photon entangled states and
high-dimensional time-bin states, also known as qudits.
Our technique using cross-phase modulation inside an
SMF via the optical Kerr effect is compatible with the
measurement of entangled and qudit states, leading to
the development of a larger toolkit to perform quantum
communication in the time domain.

There are now several factors limiting the performance
of current state-of-the-art QKD systems. In particular,
limitations in secret-key rates may be caused by source
flaws, noise in the communication channel, detector per-
formance, or repetition rates of the overall system. In the
latter case, QKD systems with repetition rates up to 2.5

GHz have been demonstrated for high secret-key rates [40]
and over longer distances [15]. Although increasing the
repetition rates of QKD systems might result in technical
and security challenges [12], it also offers a path to larger
secret-key rates. With a total encoding time window of 7
ps for our ultrafast time-bin states, a repetition rate of up
to a 100 GHz would be compatible with our scheme.

In conclusion, we experimentally demonstrate the use
of ultrafast time-bin qubits in quantum communication by
experimentally investigating the performance of a proof-
of-principle decoy-state BB84 QKD protocol. By signifi-
cantly reducing the size of the time bins from nanoseconds
to picoseconds, we enable the use of time-delayed inter-
ferometers with excellent inherent phase stability. Here,
this is achieved using a 10-mm-thick birefringent crystal
as a common-path time-delayed interferometer. Thus, an
average state fidelity in excess of 99% is achieved over a
period of time of 28 h. These results provide a pathway
to achieve larger secret-key rates by taking advantage of
the extremely small encoding time window. Moreover, this
new platform is compatible with quantum communication
systems through fiber networks or free space.
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APPENDIX: PARAMETER ESTIMATIONS

From experimentally measured quantities such as the
number of signal, decoy, and decoy-vacuum pulses in
Z and X—respectively, nZ,μ, nZ,ν , nZ,ω, nX,μ, nX,ν , and
nX,ω—and the number of bit errors from signal, decoy,
and decoy-vacuum pulses in Z and X—respectively, mZ,μ,
mZ,ν , mZ,ω, mX,μ, mX,ν , and mX,ω—it is possible to estimate
the parameters that are required for the calculation of the
secret-key length, namely, sL

Z,0, sL
Z,1, and eU

X,1. Following the
analysis in Ref. [34], we obtain the following formulas:

sL
Z,0 = τ0

ν − ω

(
νeωnL

Z,ω

pω
− ωeνnU

Z,ν

pν

)
, (A1)

sL
Z,1 = μτ1

μ(ν − ω)− (ν2 − ω2)

[eνnL
Z,ν

pν
− eωnU

Z,ω

pω

− ν2 − ω2

μ2

(eμnU
Z,μ

pμ
− sL

Z,0

τ0

)]
, (A2)

010332-7



FRÉDÉRIC BOUCHARD et al. PRX QUANTUM 3, 010332 (2022)

eU
X,1 = vU

X,1

sL
X,1

+ γ

(
εsec,

vU
X,1

sL
X,1

, sL
X,1, sL

Z,1

)
, (A3)

where

γ (a, b, c, d) =
√
(c + d)(1 − b)b

c d log2(2)
log2

(
c + d

c d(1 − b)b
212

a2

)

and τn = �k∈{μ,ν,ω}pke−kkn/n! is the probability that Alice
prepares an n-photon state. The upper bound on the num-
ber of bit errors from single-photon events in X, vU

X,1, is
given by

vU
X,1 = τ1

ν − ω

(
eνmU

X,ν

pν
− eωmL

X,ω

pω

)
. (A4)

The upper and lower bounds for the number of detected
pulses and the number of bit errors, taking finite-key effects
into account, are given by

nU
Z,k = nZ,k +

√
nZ

2
ln

21
εsec

, (A5)

nL
Z,k = nZ,k −

√
nZ

2
ln

21
εsec

, (A6)

mU
X,k = mX,k +

√
mX

2
ln

21
εsec

, (A7)

mL
X,k = mX,k −

√
mX

2
ln

21
εsec

, (A8)

where nZ = �k∈{μ,ν,ω}nZ,k and mX = �k∈{μ,ν,ω}mX,k.
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