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Discrete-modulated continuous-variable quantum key distribution with homodyne detection is widely
recognized for its ease of implementation, efficiency with respect to error correction, and its compati-
bility with modern optical communication devices. However, recent studies report that the application
of homodyne detection obtains poor tolerance to excess noise and insufficient transmission distance,
hence seriously restricting the large-scale deployment of quantum secure communication networks. In
this paper, we propose a homodyne detection protocol using the quadrature phase shift keying tech-
nique. By limiting information leakage, our proposed protocol enhances excess noise tolerance to a
high level. Furthermore, we demonstrate that homodyne detection performs better than heterodyne detec-
tion in quaternary-modulated continuous-variable quantum key distribution under the untrusted detector
noise scenario. The security is analyzed using the tight numerical method against collective attacks in
the asymptotic regime. Our results imply that the current protocol can distribute keys in nearly inter-
city area and, thus, paves the way for constructing low-cost quantum secure communication networks.
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I. INTRODUCTION

In recent years, the rapid development of quantum com-
puting [1,2] has signaled the coming quantum era, which
threatens modern secure communications. For example,
the most widely used public key cryptography, the Rivest-
Shamir-Adleman cryptosystem [3], whose security relies
on the complexity of factorizing a large number, can be
cracked by the Shor algorithm [4] with quantum comput-
ers. Fortunately, the one-time pad algorithm [5] can ensure
information-theoretically secure communication provided
that two remote users share a large number of identical
secret keys. Quantum key distribution (QKD) [6,7] is the
only solution that enables two distant users to share secure
keys against the most general attacks [§—10].

Since the protocol proposed by Bennett and Brassard
in 1984 [6], a large number of discrete-variable quantum
key distribution (DV-QKD) protocols, based on various
discrete degrees of freedom of a single photon, have
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been developed, such as polarization [11-13] and time
bin [14—16]. Many attempts have been made to realize
the network deployment of DV-QKD [9,10,17,18]. Com-
pared with DV-QKD, continuous-variable quantum key
distribution (CV-QKD) [8,19] has the competitive advan-
tages of lower-cost implementations and higher secret key
rates over the metropolitan areas, and it has thus attracted
widespread attention.

CV-QKD encodes keys on the quadratures of the quan-
tized electromagnetic field by preparing and measuring
coherent states [20-—22] or squeezed states [23]. From an
experimental perspective, CV-QKD based on Gaussian
modulation has made remarkable achievements [24-35],
such as the provision of security against all detection loop-
holes [33], integration of all optical components on chips
[34], and record-breaking distance up to 200 km [35].
Because Gaussian modulation, which samples quadratures
from Gaussian distribution, possesses U(n) symmetry, it
has a relatively complete security analysis [36—40] based
on the optimality of Gaussian attacks [41,42]. However,
the continuous modulation of quadratures is not exper-
imentally feasible [43]. Practical implementations sam-
ple from a discrete and finite distribution of coherent
states to approximate the Gaussian distribution, result-
ing in an unclosed gap between security analysis and
experimental implementation. Moreover, Gaussian modu-
lation requires complex postprocessing procedures mainly
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because of the low signal-to-noise ratio and complex data
structure, which often consumes large amounts of comput-
ing resources [27,44].

Unlike Gaussian modulation, discrete modulation
[45-49] can sample from a quite small set of coher-
ent states with different phases and, thus, can perform
an easier error correction. The security proof of discrete
modulation carefully considers the effect of discrete distri-
bution of prepared states. Despite that discrete modulation
lacks U(n) symmetry, several effective numerical [50-52]
and analytical methods [53,54] have emerged for secu-
rity analysis, and robustness to collective attacks in the
asymptotic regime has been verified. Recently, the security
proof of a binary-modulated protocol has been proposed in
the finite-key-size regime against general coherent attacks
[55]. With security improvement and simplified implemen-
tations, discrete modulation becomes a trend of CV-QKD
[9,10].

Currently, for CV-QKD implementations, homodyne
detection is a relatively mature technology with the advan-
tages of simple structures, stable performance, high effi-
ciency, and low noise, making it widely adopted [24-35].
However, the existing homodyne detection protocol for
discrete modulation, specifically quaternary modulation
[51], performs poorly in terms of excess noise tolerance,
which is far from practical demands.

In this paper, we present a quaternary-modulated
protocol with homodyne detection. Unlike in previous
quaternary-modulated protocols [50,51], we prepare each
signal with the phase chosen from {(r/4), 37 /4), (57 /4),
(77 /4)}, which can be implemented using classical
quadrature phase shift keying (QPSK) technology. We
require the sender to generate raw keys according to
quadrature choices of the receiver. According to this inter-
esting operation, our protocol shows good tolerance to
excess noise and promises significantly longer transmis-
sion distances than the previous homodyne detection pro-
tocol [51]. In addition, the secret key rate of the proposed
protocol is comparable to that of the well-performed het-
erodyne detection protocol [51]. Considering the imperfec-
tions of detectors, our protocol even performs better than
the heterodyne detection protocol.

We introduce our protocol in Sec. 11, with an instruction
of a possible experimental setup. In Sec. III, the formula of
the secret key rate is given against collective attacks in the
asymptotic regime. In Sec. [V, we numerically simulate the
performance of our proposed protocol, which demonstrates
an increase in transmission distance and secret key rate.
Further discussions are presented in Sec. V.

II. PROTOCOL DESCRIPTION

We illustrate our protocol in this section using the
preparing and mapping method in Fig. 1 and the experi-
mental setup in Fig. 2.
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FIG. 1. Quaternary phase shift keying and key mapping of
our protocol. Alice randomly sends one coherent state with
amplitude « and phase 6 € {%, 37”, 57”, 77”} for each round, repre-
senting labels {00, 10, 11,01}, respectively. For each round, Bob
randomly measures one quadrature from {g, p}. He maps the out-
come greater than A into bit 0 and the outcome smaller than —A
into bit 1. After the announcement, Alice records the first bit of
the label as her key bit if a state is measured in g or the second
bit of the label if a state is measured in p.

(1) Preparation. For each round, the sender Alice pre-
pares randomly one of four coherent states {|are/™/?),

a7/ e ST/9) | e’ T™/9)} with equal probabilities.
She then sends the prepared state to the receiver Bob.

Laser (signal) EPC Laser (LO) PD  Subtractor PM BS
Alice Bob
b @
Y T IS
Signal QPSK Quantum
channel
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FIG. 2. Experimental schematic of our protocol. To prevent
Eve from manipulating the local oscillator (LO) transmitted
from Alice, we adopt the local LO scheme [32]. EPC, electrical
polarization controller; PD, photodetector; PM, phase modulator;
QPSK, quadrature phase shift keying; BS, beam splitter.
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(2) Measurement. After receiving the state, Bob selects
randomly a quadrature from {g, p} with equal probabilities
and performs corresponding homodyne detection to obtain
the measurement outcome.

(3) Announcement and parameter estimation. After
sufficient rounds of the above two steps, Alice and Bob
communicate through an authenticated public channel.
First, Bob announces his choice of quadrature for each
round. Second, Alice and Bob randomly select a test sub-
set from all rounds. For each round in the test subset, Alice
discloses the state that she sends, and Bob discloses the
outcome. Based on the information that they expose, they
calculate the secret key rate under reverse reconciliation.
If calculations show that no secret keys can be generated,
they abort the protocol. Otherwise, they proceed.

(4) Raw key generation. Alice and Bob can
obtain their raw keys using the remaining undisclosed
rounds. Assuming that M rounds remain, they num-
ber these rounds according to the order of send-
ing. For the kth round, Alice labels the corresponding
state |¢y) € {’aei(ﬂ/4)>, |aei(3ﬂ/4)>’ ‘aei(SnM)), |aei(7n/4))}
as a € {00,10,11,01}. Then, the raw key bit x; is equal
to the first bit of the label a; when the round is mea-
sured in g, and it is equal to the second bit of a; when
the round is measured in p. Thus, she obtains her string
X' = (x1,...,X,...,xuy). For the kth round, Bob maps the
outcome greater than A into the raw key bit z; = 0 and the
outcome smaller than —A into z; = 1. The outcome with
other values is mapped into z; = L. Thus, he obtains his
string Z/ = (z1,...,2k,...,2y). Here A is a non-negative
parameter and related to postselection. A protocol without
postselection can set A = 0. If A > 0, Bob communicates
with Alice about positions of bits with value L and they get
rid of these positions from their strings X' and Z'. Finally,
they obtain their raw key strings X and Z.

(5) Error correction and privacy amplification. Alice
and Bob choose suitable methods to conduct error correc-
tion and privacy amplification. In the end, they generate
secret keys.

A realistic experimental setup of our protocol is proposed
in Fig. 2. The required components are displayed with
unnecessary details omitted. To prevent security loopholes
of the LO, we adopt the local LO scheme with secure
phase compensation [30-32]. Alice randomly [32] sends
reference pulses and signal pulses. Signal pulses are mod-
ulated using QPSK technology, and are used to generate
keys. Setting the phase of signal pulses before QPSK as
the reference phase, Alice prepares reference pulses that
are brighter than signal pulses and contribute nothing to
the generation of keys. Reference and signal pulses are
transmitted to Bob’s side through quantum channels. The
polarization of any pulse received by Bob is corrected by
the electrical polarization controller. Bob generates a local
LO with the phase randomly chosen from {0, (7 /2)} using

the phase modulator, which will be sent to the beam splitter
together with signal pulses or reference pulses for inter-
ference. The photodetector with a subtractor reveals the
interference outcomes, according to which Bob evaluates
the exact phase difference between the reference phase and
local LO. Then, Bob uses this phase information to con-
duct phase compensation [32]. Thereafter, Alice and Bob
conduct postprocessing described by steps (3)+5), and we
do not show this part in the figure.

III. SECRET KEY RATE

To evaluate the secret key rate, we analyze the secu-
rity of an equivalent entanglement-based protocol of our
prepare-and-measure protocol. Then, we calculate the
secret key rate against collective attacks in the asymptotic
regime by applying the numerical method [51,52].

A. Entanglement-based protocol

An equivalent entanglement-based protocol of our
prepare-and-measure protocol can be described as follows.
Alice prepares an entangled state

|P) g = Z P 1X) 4 i) 4 ()

X

where the subscripts 4 and A’ represent two entan-
gled systems. Here x represents one of four labels in
{00,10, 11,01}, and p, = 0.25 refers to the probability that
the entangled state will collapse into the state labeled by
x. We use {|x)} to denote the set of orthogonal bases in
system A4, which can be measured by a set of positive
operator valued measurement {M~ = |x) (x|}. Four states
in {|¢x>} are {’Olei(rr/4)) , |O[€i(3ﬂ/4)), |aei(571/4)>’ |aei(7n/4)>}’
respectively. The system A4 is kept by Alice and 4’ is sent
to Bob via a quantum channel. Thus, the final state is given
by

pap = Ly & E4—p)(|P) (D) aur, 2

where £, _, p is a completely positive and trace-preserving
mapping. This mapping includes the influence of the envi-
ronment and attacks by Eve. Alice randomly projects
the system A4 to an eigenstate by {M*}. Then, she can
write down the corresponding label x without performing
any additional operations. Bob measures the system B as
with the step (2) in our prepare-and-measure protocol and
follows the remaining steps.

B. Key rate formula

Applying reverse reconciliation means that Alice cor-
rects her string X according to Bob’s string Z, which
implies that adversary Eve should derive Bob’s string
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unscrupulously. In the case where Eve performs collec-
tive attacks in the asymptotic regime, the secret key rate
formula [51,56] is given by

R*® = Ppass min H(Z|E) _ppass(SECa (3)
PABES

where ppas 1s the sifting probability of preserving a round
in the postselection step to generate a raw key. The
conditional von Neumann entropy H (Z|E) describes the
uncertainty of the string Z from Eve’s perspective. Eve’s
maximal knowledge of Bob’s string Z leads to the mini-
mum uncertainty of Z under certain density matrix p4z. To
evaluate Eve’s maximal knowledge when p4p is uncertain
for Alice and Bob, we must find the minimum conditional
entropy H(Z|E) of all psp that conform to constraints
S. Here Sgc is the amount of information leakage of
each round in the error correction step. Considering the
reconciliation efficiency, the leakage is

Sec = H(Z) — BI(X;Z)
= -pH(Z) + BH(ZIX), 4

where H(Z) is the total information of Z related to the
probability distribution of Bob’s measurement outcomes,
I1(X;Z) is the classical mutual information between two
strings, and H (Z|X) is the conditional entropy describing
the uncertainty of the string Z conditioned on knowing the
string X. The parameter § represents the efficiency of error
correction.

Because Bob announces the measurement quadrature of
each round, we can analyze the security of each quadra-
ture separately. To this end, we rewrite the secret key rate
formula as

1
R® = - y{ 'HZE—ay}. 5
zye{gj}ppass prglgs ( y| ) EC ()

The coefficient 1/2 indicates that one half of states are
measured in ¢ and one half in p. The secret key rate com-
prises the secret key rate in ¢ and the secret key rate in p.
Note that Eve manipulates the density matrix psp before
Bob measures it, and she thus has no knowledge of Bob’s
choice of quadrature at that time. We can move the sum-
mation sign into the minimization problem because p4p of
different quadratures are shared.

According to Refs. [57,58], the conditional entropy
terms in formula (5) with their coefficients can be refor-
mulated as

|
— min

7 D(Gy (p4p) | Z[Gy (paB)], (6)
PABES
y€elg.p}

where D(pl||o) = Tr(p log, p) — Tr(p log, o) is the quan-
tum relative entropy, G, describes the postprocessing of

different quadratures, and Z is a pinching quantum chan-
nel that reads out key information. The postprocessing
mapping G, (p) = KypK; corresponds to the measurement
vy € {g,p} and is given by

1

K=Y 1b)r @11 ® (,/ID)s. (7
b=0

Here |b) is the state of the key register R, which is deter-
mined by interval operators {be} and be projects the system
B to one of two subspaces spanned by the eigenstates of
operator y in terms of the mapping rule:

00 —A
p= [ awmol = owmol. ©
\ :

o0

The expression Z(p) = Z})ZO ZppZp reads out the key
from the mapping G, (p4p) with Zy = |0) (0| ® I,z and
Zy = |1) (1|g ® Lyp. Here G, is in a simplified form intro-
duced by Ref. [51]. Kraus operators {K,} describe the
part of the measurement and announcement: Alice’s oper-
ation is described by an identity matrix because Alice
announces nothing and has no effect on the register R. Her
measurement in the entanglement-based protocol can be
moved after the announcement and never influences X,
Bob would announce the choice of quadrature, and his
measurement is represented by interval operators. When
considering the security, we can discuss two quadratures
separately, denoted by the parameter y € {q,p} in the
above formulas.
Finally, the key rate formula reads

Y DGy (pan)lIZ[Gy (pan)])

1
R*® = 5{ min
yelg.p}

PABES

- Z pgaSSSEC}' ©)

yelg.p}

C. Numerical method

To realize the calculation of secret key rates, a photon-
number cutoff assumption [51] is adopted. Based on
this assumption, we can describe operators and density
matrices in the photon-number representation with finite
dimensions N.. Because dgc and ppqss are only concerned
with the information held by Alice and Bob, the term
> veiqp) PrassOc in the key rate formula (9) can be easily
calculated according to general definitions [51]. We cal-
culate the rest of the formula numerically. The rest is a
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minimization problem that can be described by

minimize Z D(Gy (pap) 121Gy (048)])

yelgr}

subject to
Trlpag(Ix) (x4 ® 9] = px(q)x,
Tr[pap(lx) (x4 ® P)] = px(D)x,

Tr[p4p(|x) (x|, ® )] = pr(f)y,

[
[
[ (10)
[

Tr pAB(|x> <x|A ® d)] —px( )vc

Trp[p45] Z A/ PiPj ¢j|¢l DEVAVE
ij=0

Tr{p4p] =1,

o4 = 0.

The variable is the density matrix p4p subject to con-
straints S [51]. The first four constraints come from the
experimental outcomes, where x belongs to {00, 10, 11,01}
and (@), (P)x, (A)y, and (d), are expectation values of
operators when Bob measures states labeled by x. Homo-
dyne detection directly outputs the outcomes of opera-
tors q and p, whereas 7 = (1/2)(¢* — 1) and d=
g* — p? correspond to the second moments of g and
p. The next constraint about partial trace of system B
comes from the requirement of the completely positive and
trace-preserving mapping, which implies that the quantum
channel cannot influence the system A of Alice. The last
two constraints are natural requirements because p4p is a
density matrix.

This minimization problem can be solved using many
methods. We adopt one using a linearization method, given
in Appendix A. Briefly speaking, the numerical method
involves two steps. First, we approach the optimal value
of the minimization problem (10) by at most V; iterations.
Second, the dual problem of the minimization problem is
considered to guarantee that the result is less than or equal
to the optimal value.

IV. PERFORMANCE

Here, we investigate the performance of our protocol by
performing numerical simulations. The simulation method
is described in Appendix B, where we set the reconciliation
efficiency g = 0.95.

To simulate the performance, we adopt the phase-
invariant Gaussian channel model in the absence of Eve
[51], which adds an effective excess noise to the input of
the channel and transmits the input under the loss-only sce-
nario. In this channel, the transmittance is n = 10~@/10
for distance L with a = 0.2 dB/km, and the effective excess
noiseis§ = ((Aqobs)z/(Aqvac)z) — 1. Here (Aqobs)2 is the

0.12

——This work
——Ref. [51] Protocol 1

Excess noise tolerance

0-005 50 100 150 200
Distance (km)
FIG. 3. Comparison between the excess noise tolerance of our

protocol and that of Protocol 1 in Ref. [51]. Protocol 1 is a
quaternary-modulated homodyne detection protocol that is sim-
ilar to our protocol in terms of its implementation. The upper
blue line is the performance of our protocol. The bottom red line
is the performance of Protocol 1. The reconciliation efficiency is
B = 0.95 and the postselection is A = 0. We plot this figure with
the photon number cutoff N, = 12 and the maximal »; = 100
iterations of the first step in the numerical method.

effective variance of g quadrature for the input of the
channel, including the influence of detection noises and
(Agyac)? = 1/2 is the variance of the vacuum state in the §
quadrature. Both variances are in the natural unit. Because
& is normalized by (Aqvac)z, the excess noise is under the
shot-noise unit without vacuum noise.

We first emphasize the significant performance improve-
ment of our proposed protocol by comparing it with Pro-
tocol 1 in Ref. [51], which also prepares four types of
coherent states and performs homodyne detection without
postselection.

As shown in Fig. 3, we investigate the excess noise tol-
erance at different distances. The excess noise tolerance is
calculated by maximizing the excess noise £ that enables
the protocol to generate keys. The cutoff photon number
N, is truncated at 12 with N; = 100 iterations in the first
step of the numerical method. The excess noise tolerance
of our protocol is approximately double that of Protocol 1.

As shown Fig. 4, we investigate the best secret key
rates of our protocol for different levels of excess noise
by optimizing the amplitude o of signal states in the inter-
val [0.6, 1.1] with steps of 0.01. We also calculate the best
secret key rates of Protocol 1 by optimizing the amplitude
o of signal states in the interval [0.35,0.6] with steps of
0.01. Different search ranges are used because the opti-
mal range of « varies for different protocols. The cutoff
photon number N, is 12 and the maximal iteration num-
ber N; of the first step in numerical method is 300. The
solid lines show the performance of our proposed proto-
col, whereas the dashed lines show the performance of
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FIG. 4. Comparison between the secret key rate of our proto-
col and that of Protocol 1 in Ref. [51] with quaternary modulation
and homodyne detection. From top to bottom, the solid lines
represent the performance of our protocol under excess noise
& =0.015,0.02,0.04. The amplitude of our protocol is optimized
in the range [0.6, 1.1] with step of 0.01. From top to bottom,
the dashed line represents the performance of Protocol 1 under
excess noise £ = 0.015,0.02,0.04. The signal state amplitude of
Protocol 1 is optimized in range [0.35,0.6] with steps of 0.01.
For all points, 8 = 0.95 and A = 0 are used. We plot this figure
with N, = 12 and N; = 300.

Protocol 1. When the excess noise is experimentally feasi-
ble, such as & = 0.02, our protocol enables the distribution
of keys for around 200 km with meaningful 10~° bit secret
keys per pulse. Moreover, when Protocol 1 can hardly gen-
erate keys for & = 0.04, our protocol can still distribute
secret keys over 50 km.

In Fig. 5, we show that there is an improvement in the
transmission distance for a small excess noise with N, =
12 and N; = 300. When the excess noise is sufficiently
small, but still possible, our protocol has the potential to
distribute secret keys over 350 km. The transmission dis-
tance and secret key rates are increased significantly, which
makes our protocol applicable and useful in the quantum
secure communication network.

We further compare our protocol with a well-
performed quaternary-modulated heterodyne detection
protocol called Protocol 2 in Ref. [51]. Owing to differ-
ences in the detection methods, the comparison is made
under two scenarios: ideal detector scenario and untrusted
detector noise scenario.

Under the ideal detector scenario, both excess noise and
loss are from the channel. We set the detection (electronic)
noise of detectors &4 = 0 and the detection efficiency
Nget = 1. In Fig. 6, our protocol and Protocol 2 are sim-
ulated with parameters £ = 0.04, N. = 12, and N; = 300.
We search the best secret key rates of our protocol and Pro-
tocol 2 by optimizing the amplitude « of signal states in

10°
——This work ¢ = 0.002

- > ——This work £ = 0.01
@ 107“¢ S - - -Ref =
S R ef. [51] Protocol 1 £ = 0.002
] R - - -Ref. [51] Protocol 1 £ = 0.01
=)
L
S 1074 E
£
>
o
g e
o 107°F 3
S
>
<

1078 .

10710 ) \ ) )
0 100 200 300 360
Distance (km)
.. omparison between € Secre €y rate or our pro-
FIG. 5. C bet th t key rate of

posed protocol and that of Protocol 1 in Ref. [51] with quaternary
modulation and homodyne detection. Solid lines from top to bot-
tom show the performance of our protocol under excess noise
& =0.002,0.01. The amplitude of our protocol is optimized in
the range [0.6, 1.1] with steps of 0.01. Dashed lines from top
to bottom are the performance of Protocol 1 under excess noise
& =0.002,0.01. The amplitude of Protocol 1 is optimized in the
range [0.35, 0.6] with steps of 0.01. For all points, 8 = 0.95 and
A = 0 are used. We plot this figure with N, = 12 and N; = 300.

the interval [0.6,1.1] with steps of 0.01. Protocol 2 can
generate a higher secret key rate compared with our pro-
posed protocol under the ideal detector scenario because
heterodyne detection can accumulate twice the amount of
raw key data than homodyne detection. We call the secret
key rate of Protocol 2 Ry and the secret key rate of our
protocol Ryy. Then, we use Rpet/Rour — 1 to represent the
proportion of the secret key rate difference Rpet — Royr In
Rour, as shown by the dashed line in Fig. 6. The secret key
rate of Protocol 2 is no more than 20% higher than that
of our proposed protocol within 30 km. The uncertainty
relation limits the accuracy of measuring both quadratures
simultaneously and increases the bit error rate of Proto-
col 2. Therefore, the improvement of the secret key rate
by heterodyne detection is not significant. We also show
the secret key rate of the Gaussian-modulated homodyne
detection protocol in Fig. 6. The modulated variance in
the Gaussian-modulated protocol is the parameter that has
been optimized.

In Fig. 7, we regard the detector as a noisy and lossy
device, and Eve can control the imperfection of the device,
which is a more practical condition. We should note that
the heterodyne detector often comprises two homodyne
detectors and one 50:50 beam splitter that splits signal
pulses. Therefore, two points of imperfection are con-
sidered under the untrusted detector noise scenario that
we used here. First, the detection noise of a homodyne
detector is &pom = 0.002, and the detection noise of a
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FIG. 6. Comparison of different CV-QKD protocols for the
excess noise & = 0.04. From top to bottom, solid lines repre-
sent the secret key rates of the Gaussian-modulated homodyne
detection protocol [24] with optimal modulated variance, the
quaternary-modulated heterodyne detection protocol (Protocol 2)
[51] with optimal amplitude of signals in the range [0.6, 1.1],
this work with optimal amplitude in range [0.6,1.1] and the
quaternary-modulated homodyne detection protocol (Protocol 1)
[51] with optimal amplitude in the range [0.35,0.6]. The step
of searching the optimal amplitude in the discrete-modulated
protocol is 0.01, with N, =12 and N; = 300. All CV-QKD
protocols take the ideal detector scenario under consideration
without postselection and are against the collective attacks under
the asymptotic regime. The difference between the secret key
rates of this work and Protocol 2 is normalized by the secret key
rate of this work Rpet/Royr — 1 and is shown with the y axis on
the right.

heterodyne detector is at least &pet = 2&pom = 0.004. Sec-
ond, the imperfection in the beam splitter usually causes
an additional insertion loss of about 0.7 dB. By setting
other excess noise as &y, = 0.01, the total excess noise
of our protocol is & = &, + (€nom/7), and the total excess
noise of Protocol 2 with heterodyne detection is £ = &y, +
(2&pom/n x 10~©7/19) The cutoff photon number N, is 12
with N; = 100 iterations in the first step of the numerical
method. Under this untrusted detector noise scenario, our
protocol can perform better than the heterodyne detection
protocol.

In Fig. 8, we compare the heterodyne protocol [48,51]
under ideal, trusted, and untrusted detector noise scenar-
ios with our protocol under ideal and untrusted detector
noise scenarios. The data of the heterodyne protocol were
reported by the authors of Ref. [48]. The imperfect detec-
tor has excess noise &, = 0.01 and detection efficiency
na = 0.719. The other excess noise is £y, = 0.01 and the
cutoff photon number N, is 15. We simulate our proposed
protocol using the same parameters. Thus, the total excess
noise of our protocol under the untrusted detector noise
scenario is & = &y + (Enom/n X ng). The iteration in the

10°
——This work

) ——Ret. [51] Protocol 2
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FIG. 7. Comparison of heterodyne detection protocol and this

work under the untrusted detector noise scenario. The upper line
is the secret key rate of this work, and the lower line is the
secret key rate of Protocol 2 with heterodyne detection [S51]. The
excess noise of our protocol is & = &y + S"%, and the excess
72‘?“;{‘; a5 » Where

nx10 10
Ehom = 0.002 is the detection noise of one homodyne detec-

tor, and &y, = 0.01 is the excess noise except detection noise.
0.2 dB/kmxL . . .
n=10"""10 is the transmittance with distance L. We search

the optimal amplitude for both protocols in the range [0.6,1.1]
with steps of 0.01. For all points, 8 = 0.95 and A = 0 are used.
We plot this figure with N, = 12 and N; = 100.

noise of the heterodyne protocol is £ = &y +

first step of the numerical method is N; = 100. Our proto-
col is a little worse than the heterodyne protocol under the
ideal scenario, but it is better under the untrusted detec-
tor noise scenario. The heterodyne protocol with trusted
detector noise has a key rate that is comparable to the same
protocol with the ideal detector, which may imply good
performance when we also consider our protocol under the
trusted detector noise scenario.

For the experiments, we show the optimal amplitudes
that are searched for different transmission distances with
parameters N, = 12 and N; = 300. As shown in Fig. 9,
in the case of a long distance, the optimal amplitude
decreases as the transmission distance increases, except for
the case when there are some jitters, and a larger excess
noise induces a lower optimal amplitude with little vio-
lation. The optimal amplitude for remote users is about
0.66. This conclusion also applies to the condition where
N, =12 and N; = 100.

The postselection is a useful method to further increase
the transmission distance and improve the secret key rate.
In Fig. 10, we optimize the sifting parameter A using the
amplitude of signal states that have been optimized without
postselection. The cutoff photon number N, is truncated at
12 with N; = 100 iterations. The available A has steps of
0.01. At distances where secret key rates are zero without
postselection, we search the best postselection parameter
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FIG. 8. Comparison of the heterodyne detection protocol [48,

51] and this work under different detector noise scenarios. The
upper two lines are under the ideal detector scenario, and the
one for this work is a little lower. The lower two lines are under
the untrusted detector noise scenario, and that for this study is
higher. The performance of the heterodyne detection protocol
under the trusted detector noise scenario [48] is the blue line
in the middle. The data of the heterodyne protocol has been
reported by the authors of Ref. [48]. The parameters are the same
as those used in Fig. 3 in Ref. [48]. Specifically, the imperfect
detector has excess noise &ym = 0.01 and detection efficiency
na = 0.719. Here &, = 0.01 is the excess noise and does not
include detection noise. The total excess noise of our protocol
under the untrusted detector noise scenario is & = & + Shom

nxng "
We search the optimal amplitude for our protocol in the range

[0.6, 1.1] with steps of 0.01. For all points, 8 = 0.95 and A =0
are used. We plot this figure with N. = 15 and the iteration of our
protocol is N; = 100.

A by setting the amplitude to 0.66. This choice is rea-
sonable considering that the optimal amplitude for the
long distance is around 0.66 in average, as depicted in
Fig. 9. The postselection is more important for the scenario
with the higher excess noise. For & = 0.04, the secret key
rates are improved, and the largest transmission distance is
extended. For smaller excess noise & = 0.03, the improve-
ment of postselection is subtle. Over a long distance, there
is no improvement in the secret key rates for £ = 0.03.
This is because as the excess noise increases, the overlap
of outcome distributions obtained by measuring different
kinds of signal states also increases, which causes higher
bit error rates. The postselection discards outcomes around
zero because the overlap of outcome distributions most
likely happens around zero. By postselection, we discard
many error bits, thus reducing the bit error rates. Protocols
with heterodyne detection enjoy the same advantages of
postselection [59]. The optimal A is larger under longer
transmission distance. The sifting probability related to
postselection decreases to around 0.15 over the longest
transmission distance for £ = 0.04; the postselection thus

1.05

1.00 1
—¢£=0.015
—£=0.02
——¢=0.03

0.90 ) £=0.04 ,

0.80 - ,

Optimal amplitude of coherent states

0.70 - ,
066} = X /—\/\M\_//
0.600 50 100 150 200

Distance (km)

FIG. 9. Optimal amplitudes of the coherent states prepared by
Alice for different transmission distances. From top to bottom,
the lines correspond to the conditions where the excess noises are
& =0.015,0.02,0.03,0.04. For all points, 8 = 0.95 and A =0
are used. We plot this figure with N, = 12 and N; = 300.

makes sense in our protocol. This operation can work well
when the amplitude cannot be prepared optimally in the
experiment.

Note that the curves in the above figures should have
been smooth in theory. Although the secret key rate for-
mula is a convex function with convex domain pyp, it is
difficult to unify the imprecision of p,z under different
amplitudes and transmittances. The inaccuracy also accu-
mulates along with steps of calculations, resulting in some
calculation noise. Finally, as a numerical method, limited
by the calculation accuracy of computers and the stabil-
ity of the convex optimization algorithm, unstable points
and unsmooth curves appear. The quality of the algorithm
largely determines the secret key rates. When the ideal
secret key rate is quite small that it reaches the compu-
tational accuracy limit, numerical results sometimes show
that no keys can be generated. Achieving improvements
in the algorithm may help further enhance the transmis-
sion distance and stabilize the key rates. The calculation
speed of the numerical method is often slow and is approxi-
mately 20 minutes per set of parameters. The speed largely
depends on the number of iterations and the truncated pho-
ton number. Intriguingly, recent work [60] can utilize a
neural network model to quickly predict the secure key rate
of homodyne detection discrete-modulated CV-QKD with
high accuracy.

V. DISCUSSION

Homodyne detection is the first adopted measurement
method of CV-QKD with noticeable performance exper-
imentally, and it provides excellent tolerance in terms of
excess noise in Gaussian-modulated protocols. Our main
goal is to inherit this mature technology and apply it to
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FIG. 10. Performance of the optimal postselection. Cases

when & = 0.03 and & = 0.04 are considered. The top solid line
in blue represents the performance of the postselection (A > 0)
with & = 0.03, whereas the top dashed line in blue is the perfor-
mance without postselection. The lower solid line in red repre-
sents the performance of the postselection & = 0.04, whereas the
lower dashed line in red is the performance without postselec-
tion (A = 0). The amplitude for the point in the dashed lines is
optimized in the range [0.6, 1.1] with steps of 0.01. The ampli-
tude for the point in the solid lines is the same with dashed lines
under the same distance and excess noise. For £ = 0.04, at the
distance where our protocol is unable to generate keys, we use
the amplitude « = 0.66 in postselection. For all points, 8 = 0.95
is used. We plot this figure with N, = 12 and N; = 100.

the discrete-modulated protocol. We propose a quaternary-
modulated homodyne detection protocol with very high
excess noise tolerance and long transmission distance that
has never been reached by previous discrete-modulated
homodyne detection protocols [51,61,62]. There is a
quaternary-modulated heterodyne detection protocol [51]
that shows high secret key rate and long transmission
distance under large excess noise based on simulations.
However, the heterodyne detector [63—67] is more sophis-
ticated than the homodyne detector, and it introduces more
noise and loss in experiments [68—71]. We show that our
proposed protocol can offer a comparable performance
with this heterodyne detection protocol under the ideal
detector scenario. Our protocol can even perform better
than this heterodyne detection protocol when considering
the untrusted detector noise condition.

We determine why the previous quaternary-modulated
homodyne detection protocol [51] cannot transmit over a
long distance although they also send four kinds of states.
In particular, from a practical point of view, our proto-
col and the previous protocol both generate one bit per
pulse by homodyne detection. Compared with Eq. (17) in
Ref. [51], the mapping K, of our protocol in Eq. (7) is
an identity matrix at Alice’s end, which means that Alice

remains silent in our protocol. This mathematical differ-
ence implies that additional announcements cause more
information leakage.

In addition, the adoption of QPSK is required during
the preparation. Note that QPSK is a mature method in
classical communication, shifting the phase of states by
{(x/4), B /4), (57 /4), (77 /4)}. In previous quaternary-
modulated protocols [50,51], they use states with phases
{0, (x/2), 7w, (37 /2)}. The probability distribution of a
state in quadrature p is symmetric about the original point
if the state has phase 0 or 7. Thus, states with phase 0 or &
cannot represent keys when Bob applies p measurement.
Similarly, states with (w/2) or (37 /2) cannot represent
keys when Bob applies ¢. The additional (;r/4) phase shift
in our protocol offers chances to generate keys in both
quadratures, and Alice can thus announce nothing.

Eventually, owing to the tolerance of excess noise, the
transmission distance is improved, which removes the
obstruction of the proceedings of the large-scale discrete-
modulated CV-QKD network. It is worth recalling that
commercial instruments for QPSK have been updated to
over 50 Gbps [72], which implies that the speed of prepa-
ration in our proposed protocol can also be increased
to 50 Gbps. Our protocol will maximize the use of the
mature homodyne detection technology to achieve the
long-distance key distribution. The experimental demon-
stration of our protocol is of great practical value for
network security and information security. Moreover, we
can consider the trusted detector noise model [48]. With
a simpler preparation, our proposed protocol has a chance
to exceed the transmission record of 202.81 km set by the
Gaussian modulation protocol [35] with an ultralow-loss
fiber and small excess noise parameters. The experimental
schematic and the search of optimal amplitudes in the text
provide instructions for the experimental implementation.

Further studies of our protocol’s security are also desir-
able. Note that the photon-number cutoff assumption can
be removed [73] in the heterodyne detection protocol,
which inspires us to present a more rigorous security analy-
sis of our protocol in future work. Moreover, we can focus
on determining a suitable adjustment of security theory to
deal with the finite-size effects. The security against coher-
ent attacks is another interesting and important direction
for discrete-modulated CV-QKD. The quantum de Finetti
representation theorem [74] is a possible path to equalize
the information leaked by coherent attacks and collective
attacks.
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APPENDIX A: NUMERICAL METHODS OF
CALCULATING THE KEY RATES

The minimization problem in Eq. (10) is a convex opti-
mal problem with one unique solution. It can be described
as follows.

The independent variable is the density matrix
p4p. The dimension number of Alice’s system is
4, which is determined by the number of different
states she prepared. [x) (x|, with x € {00,10,11,01}
projects Alice’s system into a one-dimensional sub-
space, which implies that Alice sends state |¢,) €
Haei(nﬂ))’ |aei(3n/4)>’ |aei(5ﬂ/4)>, ‘aei(7ﬂ/4))} to  Bob.
However, the state that Bob receives is infinite-
dimensional. The photon-number cutoff assumption is pro-
posed to cut off the dimension of Bob’s system. According
to the assumption, p4p can be represented by a finite-
dimensional matrix in Fock representation. Thus, the
numerical method can be applied. The operators §, p, 7, d
correspond to the measurement on Bob’s system. Con-
sidering the photon-number representation, they can be
defined by the annihilation operator a:

G = —@+ah

q_ \/E H

R i n

P = E(QT —a, (A1)

To calculate them numerically, the matrix of @ in photon-
number representation is also cut off according to the
photon-number cutoff assumption. We introduce notation
(@)xs P, (), (), to represent the expectation values of
these operators. The relative entropy D(p||o) is the depen-
dent variable that we need to minimize. G(p) = KpK' is
the map in postprocessing with Kraus operator K.

To implement the convex optimization, a two-step
numerical method is now introduced [58]. For con-
venience, we use f (p) to represent the function
D(G(p)||Z[G(p)]). The constraints can be described by a
set S:

S ={p € Hy|Tr(Tip) = y;, Vi}, (A2)
where H. is the set of positive semidefinite operators, I'; is
the Hermitian operator, and y; is the corresponding expec-
tation value. To fit this form, one should rewrite the fifth

constraint in Eq. (10). Specifically, one needs to transform
the partial trace on Bob into some Hermitian operators.
Using the linearization method, we can obtain

F(p") = fi(p) + min [Tr((Ap) V(p)] — &,
p+ApeS

=/e(p) = Tr(p"Vfe(p)) + min[Tr(e " Ve ()] — &,
(A3)

where p* is the optimal density matrix (i.e., the solution
of minimization problem Eq. (10) and € represents a per-
turbation parameter, by which the gradient of f (p) can
exist. Owing to the existence of €, the term ¢, = 2¢(d’ —
1)log,(d'/e(d — 1)) is applied to correct the difference
between f (p) and f; (p) caused by perturbation. In our sim-
ulation, we set e = 10~!2 to decrease the value of ¢,. Using
€, the dependent variable becomes

Je(p) = D(Ge(DI1 Z[Ge(p)D. (A4)

The gradient of £ (p) is

[V (0)]" = Gl (log, G () — Gl (log, Z(Gc(p))), (AS)
where

Ge(p) = (1 —)G(p) + €l/d,

(AO6)
Z2(Ge(p)) = (1 =€) Z(G(p)) + €l/d'.
Here d’ is the dimension of the matrix G(p), which is twice
the dimension of density matrix p.

Using the linearization expressed in Eq. (A3), the opti-
mization problem is transformed into a semidefinite pro-
gram, such as the second or third term of the first or
the second line, respectively, in Eq. (A3). Therefore, we
only need to find Ap or 0 = p + Ap that minimizes the
related term. We take Ap as an example, and the first step
is to find a density matrix p that is quite close to opti-
mal. To accomplish this step, we perform the algorithm
as follows:

1. Begin with any py € S and seti=0.

2. Compute min, o,es[Tr((A0) V: (0))].

3. If Tr((Ap) V£, (p))) is sufficiently small, STOP.
4. Find A € (0, 1) that minimizes £, (p; + AAp).

5. Set piy1 = pi + AAp,i < i+ 1 and go to 2.

When solving the minimization problem in step 2 of the
algorithm, we find that the results are often sensitive to
the setting of pg. Different convergence paths affect the
convergence effect. In our simulation, we often choose the
result of feasible verification under S or the result that max-
imizes the minimal eigenvalue of p under S as the primal
density matrix pg. The iteration of steps 2—5 sometimes
needs to be broken manually; otherwise, it may take a
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large amount of time to converge or even never stop. The
largest iteration number in our simulation is 300 or 100.
After 300 or 100 iterations, we choose p; with the smallest
Tr((Ap)"Vf.(p;)) among all iterations as our result of the
first step.

Reference [58] does not offer any method to deal with
the minimization of £ (p; + AAp) because its DV-QKD
example is simple for calculation. However, it is not an
easy task for CV-QKD. We provide our own method
inspired by BinarySearch:

1. Set a starting point A; = 0, an ending point A, = 1,
and a middle point A, = 0.5.

2. Calculate f (p; + AAp) in three points, and compare
them.

3. If Ay is the smallest, update the ending point by
Ae = Ay and the middle point by A, = 0.5(As + A.).
Then, go to 2.

4. If X, is the smallest, update the starting point by
As = Ay and the middle point by A,,, = 0.5(As + A.).
Then, go to 2.

5. If A, is the smallest, two temporary points are
generated by A} = 0.5(A; + A,,) and Ay = 0.5(A,,, +
Ae).

6. Calculate f; (p; + AAp) of two temporary points and
compare them with A,,.

7. If A, is still the smallest, set A, = A; and A, = A,

and go to 2.

8. If Ay is the smallest, set A, = A,, and A,, = A, and
goto 2.

9. If A, is the smallest, set A, = A, and A,, = A,, and
goto 2.

The calculation results of some points can be temporarily
stored for the next iteration. The termination of the itera-
tion is decided by the calculation accuracy of computers.
After the first step, we seemingly find an appropriate
density matrix p. However, considering the imprecision
of numerical calculations, we cannot guarantee that the
solution of the first step is optimal. In fact, we find an
upper bound of the solution. To protect the security of the
generated keys, we use the dual problem in the second step.
One can transform the  primal  problem

min, es[Tr(o 7 V£, (p))] into the dual problem maXjes*(p) ¥ *

y. The variable y obeys the constraints:

S*'(p) =7 e R Y _nI[ < V(). (AD)

In general, primal and dual problems satisfy the weak dual-
ity. The weak duality shows that the optimal value of the
dual problem is always less than or equal to the optimal
value of the primal problem. According to this principle,
the final solution that we obtain from the dual problem
must be a lower bound of the primal problem even if it

is not optimal. The lower bound of the primal problem is
also the lower bound of the secret key rates according to
Eq. (A3).

In addition, we can consider the imprecision of the
floating-point representations of {I";} and {y;}:

ITe(Cip) — 7il < €reps (A8)

where {I';} and {y;} are the approximate representations
used in the calculation. Furthermore, the solution p may
not satisfy the constraints, especially the positive semidef-
inite constraint. Ref. [58] encourages one to transform p
into positive semidefinite matrix p’ by subtracting a term
Aminll When the smallest eigenvalue A, of p is negative.
Then, we restrict the imprecision by

|Tr(Fip/) - 371| < €sol- (A9)
After the first step, we extract the quantity € =
max (€rep, €501) from the output p. This quantity influences
the second step. The dual problem solved in the second
step is adjusted to

where
S (p) == 1,7 € R",R")| -2
<y < z,iy,-ff < V(o)) (A11)

This description is about one quadrature. Because f; (o) for
g and f, (p) for p are added linearly, we can replace fc (p)
by f4.c (0) + fp.e(p). Then, Vf.(p) in primal and dual prob-
lems is replaced by Vf,(p) + Vf, <(p). In addition, the
perturbation compensation ¢, is multiplied by 2.

Thus far, the lower bound of the minimization problem
is solved numerically. Note that we solve primal and dual
problems using the SDPT3 solver in CVX 1.22 package on
MATLAB R2020b. This package is for specifying and solv-
ing convex programs, and SDPT3 is a free solver [75,76].
The code of our protocol is uploaded to the open-source
code website [77].

APPENDIX B: SIMULATION METHODS

We simulate the experiment’s statistical results by
assuming a phase-invariant Gaussian channel, as referred
in Ref. [51]. When Alice sends a coherent state |«), Bob
obtains a displaced thermal state centered at ,/na with
the variance (1/2) + (n€/2) for each quadrature. The first
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term 1/2 in the variance is the vacuum noise. Thus, pj can
be given by
1
X —

Ps b VA
with  a, € {| o ei(n/4)), | o ei(371/4))’ | o ei(S:r/4))’ | o ei(7n/4))}
and V4 = (n€/2). Here & is the excess noise and n =
10~@L/10) is the transmittance with @ = 0.2 dB/km in the
distance L. Thus, the expectation values of measurement
operators are

o 1B— o2V 1B) (Bl d*B, (B1)

(@) = v2nRe(a),

@)= V2nIm(ey),

2 1

"+
(d)x = (@)’ + (@)’

To simulate the error correction, the conditional probabil-

ity between Alice’s sending state and Bob’s mapping result
can be given by

(B2)
() = nlotx

1 2
P(glx) = ————_(l~la—VDiRe@) /(D) (B3
W= ET D B
to measure g and
1 2
P(ly) = ——— o l-a—V2m@)* s+ gy
vk Vs +1) (B4

to measure p. According to the bit mapping of Bob, the
probability distribution of the bit is

Py (01x) =/A P(ylx) dy,

A
P(1x) = / P(y 1) dy., (BS)

o0
A
Pk = [ Powd.
-A
where y € {q,p}. Then, we can find the sifting probability

Plass = D P(Py(Ofx) + Py (1]x)), (B6)

and normalize the probability distribution after discarding
bits L. The conditional entropy for each quadrature is thus
calculated by

) P, (01
H(Z,X,) = Xx:th (Py(0|x) + Py(llx)> ’ (B7)

where h(x) = —xlog, x — (1 —x) log, (1 — x). Thus, the
experimental results required for calculating the key rates
can be simulated by utilizing the above equations.
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