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Satellite-Based Photonic Quantum Networks Are Small-World

Samurai Brito®,! Askery Canabarro®,'? Daniel Cavalcanti,’ and Rafael Chaves

1.4.%

' International Institute of Physics, Federal University of Rio Grande do Norte, Natal 59070-405, Brazil

: Grupo de Fisica da Matéria Condensada, Nucleo de Ciéncias Exatas—NCEx, Campus Arapiraca, Universidade
Federal de Alagoas, Arapiraca-AL 57309-005, Brazil

} ICFO—Institut de Ciencies F otoniques, The Barcelona Institute of Science and Technology, Castelldefels
(Barcelona) 08860, Spain

*School of Science and Technology, Federal University of Rio Grande do Norte, Natal 59078-970, Brazil

™ (Received 25 August 2020; accepted 15 December 2020; published 8 January 2021)

Recent milestone experiments establishing satellite-to-ground quantum communication are paving the
way for the development of the quantum Internet, a network interconnected by quantum channels. Here,
we employ network theory to study the properties of the photonic networks that can be generated by
satellite-based quantum communication and compare them with those of their optical-fiber counterpart.
We predict that satellites can generate small-world networks, implying that physically distant nodes are
actually near from a network perspective. We also analyze the connectivity properties of the network and
show, in particular, that they are robust against random failures. This positions satellite-based quantum
communication as the most promising technology to distribute entanglement across large distances in

quantum networks of growing size and complexity.
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I. INTRODUCTION

Quantum networks, distant nodes interconnected by
quantum channels, are ubiquitous in quantum information
science. Not only they can enhance our communication
capabilities [1] but they also allow for a fundamentally
secure quantum cryptography [2], the execution of quan-
tum teleportation [3], the establishment of nonlocal cor-
relations [4], and other applications such as clock syn-
chronization [5] and quantum computation on the Cloud
[6,7]. The two most promising infrastructures with which
to build quantum networks are optical fibers and satellites
[8]. Recent experimental advances [9—13] have allowed
for quantum communication and the sharing of quantum
entanglement over large distances, paving the way for the
ongoing development of the quantum Internet [14-16].

Within this context, it becomes crucial to understand
the network properties of a quantum Internet generated
by these two technologies. For instance, the connectiv-
ity of the network (i.e.,, whether all nodes belong to the
same network or if isolated islands of nodes exist) tells us

*rchaves@iip.ufrn.br

Published by the American Physical Society under the terms of
the Creative Commons Attribution 4.0 International license. Fur-
ther distribution of this work must maintain attribution to the
author(s) and the published article’s title, journal citation, and
DOL

2691-3399/21/2(1)/010304(10)

010304-1

whether it is possible to transmit information across the
whole network. The network distance between nodes tells
us how many entanglement swaps are needed if one wants
to distribute entanglement between these nodes. Finally,
the network robustness (i.e.,, how many nodes must be
removed from the network until it breaks apart) informs
us about how resilient the network is under local failures.
In a recent study [17], we have shown that an optical-fiber-
based network requires a very small density of nodes in
order to produce fully connected photonic networks. How-
ever, the typical distances between nodes increase in a
power-law relation with the number of nodes, i.e.,, the size
of the network, meaning that it does not lead to the desired
small-world property [18-22].

Here, we employ network theory [23] to study the
properties of a satellite-based photonic network. Similarly
to an optical-fiber-based quantum Internet (OFBQI), the
satellite-based quantum Internet (SBQI) displays a tran-
sition from a disconnected to a connected network with
respect to the density of nodes in the network. However,
differently from an OFBQI, we observe the existence of
hubs in a SBQ], i.e.,, nodes with a high number of con-
nections, a phenomenon typically associated with scale-
free networks [23]. Consequently, the SBQI leads to the
small-world property, implying that very few entangle-
ment swappings are necessary to distribute entanglement
between any two nodes in the network. Moreover, simi-
larly to the actual Internet [24,25], the SBQI also displays
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a significant robustness against random failures in the net-
work. On the down side, given the existence of hubs, it
is less robust against targeted attacks, thus showing that
highly connected nodes have to be specially protected in
order to maintain the quantum network in an operative
state.

II. NETWORK MODEL FOR THE SATELLITE
BASED QUANTUM INTERNET

Formally, a network model is defined by a set of N nodes
being connected by edges according to a given probabilis-
tic rule. In our model (see Fig. 1), we assume that there is a
satellite covering a disk of radius R, capable of connecting
any two nodes within this area. More precisely, an entan-
gled pair of photons is generated at the satellite and sent to
each pair of nodes, via a down-link channel. The probabil-
ity that a photon sent from the satellite arrives at site i has
been analyzed in Ref. [26] and can be described by

2R?ec /(WiT)z ) ,

Pisat = 7)0(1 —€ (1)

where Wi >~ 0,25 x 107°d; ¢ (for a down link) is the
long-term beam width and depends on the distance d; g
between the site and the satellite; no ~ 0.1 is an empirical
factor [3] comprising the detection efficiency, the point-
ing losses, and the atmospheric attenuation; and Ry is the
radius of the telescope receptor (in our simulations, we
consider Ry = 0,75m). The distance d; s, between site i
and the satellite will depend on the position of the site
within the coverage radius and the altitude /4, of the satel-
lite: that for the Micius satellite [27], used as reference
here, is hgy = 500 km. Furthermore, we assume that the
position of the satellite is fixed and positioned in the center
of the disk. Finally, we will consider that the satellite can
send n, entangled pairs as an attempt to generate a link. A
successful link is then established between sites i and j if
at least one out of the n, entangled pairs generated at the
satellite arrives at the stations. This connection will happen
with probability

My = 1—(1—pp)", 2)

where p; = p; s (similarly for p;).
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FIG. 1.

Satellite-to-ground quantum communication and samples of the quantum Internet. (a) A satellite produces an entangled pair

of photons and sends one photon to each station. The probability that each photon arrives at the destination is given by p; . (b) A
link between the two ground stations is formed when both photons arrive. (c)~(f) Samples from the quantum Internet. The gray edges
represent the quantum link created by the satellite between two distant parts. The bigger (smaller) and bluish (reddish) the nodes, the
more (less) connected they are. By increasing the number of nodes to (¢) N = 100, (d) N = 200, (e) N = 500, and (f) N = 1000 in
a fixed area of radius R = 1800 km, using n, = 50 photons, the giant cluster will appear, i.e.,, the number of nodes within the largest

cluster Ng is of the order of the total number of nodes N.
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Within this framework, our model for the SBQI can be
constructed in three steps:

1. N nodes are uniformly distributed in a disk of radius
R (km).

2. We compute the Euclidean distance (dgat, d; sat)
between i and j and the satellite, for all pair of nodes i
and;.

3. For each pair (i,j), we randomly sample a number
uniformly distributed in the range 0 < < 1. If r < I},
the sites are connected; otherwise, they are not.

To calculate the relevant properties of our network model
in a statistically relevant manner, we use the standard
Monte Carlo method up to 1000 steps to generate differ-
ent instances of the SBQI model. In our simulations, we
employ different values of the parameter 7,,, observing that
it does not change the qualitative properties of our model
(n, = 50 is chosen as a reference for the rest of the paper,
unless stated otherwise). Examples of the generated net-
works are shown in Figs. 1(c)-1(f). As can be seen, even
a few nodes in a large area can generate a network in a
connected phase, i.e.,, Ng ~ N, where the variable Ng is
defined as the number of nodes in the largest connected
component (the giant cluster) and N is the size of the entire
network [see Figs. 1(e) and 1(f)]. Another interesting fea-
ture is that, as the number of nodes increases, the most
connected sites will naturally appear in the center of the
disk (directly under the satellite). The further away from
the center, the less connected the nodes are, which also
means that the hubs are likely to appear in the center of
the network area.

III. SATELLITE-BASED QUANTUM
COMMUNICATION GENERATES
SMALL-WORLD NETWORKS

A crucial property of a network that dictates most of its
qualitative and quantitative properties is the connectivity
distribution P(k), i.e.,, the probability of finding a node
with & connections. As shown in Fig. 2, we find that P(k)
can be well fitted by a log-normal distribution

_ 2
P = [In(k) — -] ] 3)

1
ex
ko2 7 p[ 202

which depends on the parameters ;. = In [(k)2 /v (kz)] and

o= ln[(kz)/(k)z], where (m) = ), k;/N and k; is the
number of connections that node 7 has.

A comparison between the connectivity distributions
of the SBQI and OFBQI highlights a few important dif-
ferences. The OFBQI is governed by a Poissonian dis-
tribution, meaning that most of the nodes will have a
connectivity close to (m), with deviations that become
exponentially smaller as the network size increases [17].
On the contrary, the SBQI, being governed by a log-normal
distribution, implies that there will be a non-negligible
probability of finding nodes with a very high number of
connections, which accounts for the fat-tail behavior seen
in Fig. 2. That is, the SBQI leads to the existence of hubs, a
characteristic trait of scale-free networks describing many
networks [28-33]. For a long time, real-world networks
have often been claimed to be scale free and thus governed
by a power-law distribution. Recent works have shown
robust evidence, however, that strongly scale-free struc-
tures are empirically rare: for most networks, log-normal
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FIG. 2. The connectivity distribution of the SBQI model and a comparison with the OFBQI. The connectivity distribution of a SBQI
model for (a) different values of N, setting p = 5 x 1073 and (b) several values of p, setting N = 1000. The solid lines show the log-
normal distribution (3) parametrized by p and o, fitting the distribution generated by the model almost perfectly. (c) A comparison
between the satellite (red diamond) and the optical-fiber (blue circle) networks for N = 1000 and p = 2 x 10™* (R ~ 1261 km). The
appearance of hubs in the satellite model becomes evident, according to the fat-tailed behavior. For the satellite model n, = 50 and
for the fiber one n, = 1000, that is, we are allowing 20 times more photons for the optical-fiber model to establish a quantum link, an
important advantage of the satellite implementation.
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distributions fit the data as well or better than power laws
[34].

We also note that it is intuitive to expect that the cur-
rent model leads to a connectivity-distribution behavior
that is in between the random networks (given by a Poisso-
nian) and the scale-free networks (given by a power law).
This is because, while in the first instance every pair of
nodes has the same probability of receiving a connection,
in the latter, nodes that have more links are more likely to
receive more connections. However, in the current model,
although there is no preferential attachment, the distance
between the nodes and the satellite changes the probabil-
ity of receiving links: the nodes lying below the satellite
will naturally display more connections than those lying at
the extremes of the satellite coverage area. Thus, although
we expect the appearance of hubs, they will be highly
concentrated in the central area.
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FIG. 3.

A consequence of the existence of hubs is to decrease
the typical network distance between nodes. This can be
checked by looking at how the average shortest path (/)
of the network (the averaging being performed over all
pairs of nodes as well as over all samples of the networks)
scales with the network size. To compute the average
shortest path length (/), we use the standard definition in
the network-science literature, given by

2
=g — 2%

i<j

where dj; is the shortest path between sites i and j. Thus
(l) is the average of the shortest paths between all pairs
of nodes in the network. As is standard in the literature,
we only compute (/) for the sites belonging to the giant
cluster, once that dj; = oo if i and j do not belong to the
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A comparison between the SBQI and OFBQI networks. The average shortest path (/) and the average diameter (d) as

a function of N for different values of p = N/mwR?. Here, we are considering only the giant cluster, given that by definition two
disconnected nodes have (/) = co. (a) A comparison of (/) between OFBQI (red dashed line) and SBQI (blue straight line) for p =
2.0(x10™*) (circles) and 5.0(x 10™*) (squares). (b) A comparison of the diameter of the network (d) for the OFBQI and SBQI models,
for the same parameters as before, once more highlights the advantage of the satellite model. (c),(d) It is shown that (/) and (d) remain
small for the SBQI, even for very large N (also considering different density values p). The inset plots in (c) (right) and (d) show
the relative size of the giant cluster as a function of the average shortest path and diameter, respectively. In the connected regime of
the network (Ng ~ N), the shortest path is at most (/)max ~ 4 and (d)max ~ 10, independent of N and p. The black straight lines in
Fig. 3(c) are given by the equation c(p) In(N)/ In((k)/p), with c(p) = 031207018
displayed in the left inset plot in (c).

2, and the dependence of ¢(p) as a function of p is
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FIG. 4. The average clustering
coefficient. (a) (C) for the SBQI
model as a function of N for several
values of p. (b) As can be seen, (C)
decreases almost as a power of N.
The simulations are run for 1000
realizations for each value of N,
with Npax = 10000. To be sure if
(C) ~ N~*, it would be necessary to
run the simulations for higher values
of N.
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same subgraph. In a quantum network in the connected
phase, any node can become entangled to any other node,
via a entanglement swapping over the intermediate nodes.
However, due to unavoidable noise, each of those interme-
diary processes damages the final amount of entanglement
between the end nodes, highlighting the relevance of hav-
ing a small (/). Efficient communication networks display
the small-world property. Unfortunately, as shown in Ref.
[17], the fiber-based quantum Internet displays no small-
world property with () ~ +/N. Here, on the contrary, as
shown in Fig. 3, (/) for the SBQI is governed by the

functional c(p) InN/In[{k)/p], with c(p) = 031297152,
Thus, the satellite-based quantum networks display the
small-world phenomenon. This property comes from the
presence of hubs in the center of the network area that tend
to shorten the path between any two nodes in the network.
We also analyze the average clustering coefficient, defined
by (C) = 1/N ), c;, where ¢; is the clustering coefficient
of the site i given by ¢; = 2n;/k;(k; — 1), in which n; is the
number of edges between the k; neighbors of the site i and
ki (ki — 1)/2 is the total possible number of edges between
them. This property is a measure of the local link density,
that is, of the degree of connectedness of the neighbors of
a given site. Contrary to the traditional small-world model,
proposed by Watts and Strogatz [18], and different from
the OFBQI network, (C)SBQ decreases almost as a power
of N (see Fig. 4). The small-world property ({/) ~ logN)
with a decreasing clustering coefficient is also observed in
the paradigmatic Erdos-Renyi [35] or Albert-Barabasi [28]
networks.

The satellite network also improves over the optical-
fiber one when considering the diameter of the network
(the greatest distance between any pair of nodes), (d).
This quantity gives the maximum number of entangle-
ment swaps needed in order to directly entangle any two
nodes. As can be seen in Fig. 3(b), using a satellite as
a quantum channel generates a final network with a con-
siderably shorter diameter as compared to optical fibers.
For instance, choosing N = 1000 and the coverage area as

104

R ~ 1260 km, and even by setting ngFBQl = 1000 while

nEBQI = 50, the diameter of the OFBQI network would be
greater than in the SBQI case (dorsqr ~ 20, dsgqr ~ 4).

In summary, using satellites and a small number of
nodes, one can achieve a fully connected network cov-
ering very large areas and requiring few entanglement
swaps to interconnect any two nodes, a clear advantage
in the practical implementation of the quantum Inter-
net.

IV. CONNECTIVITY OF THE QUANTUM
INTERNET

Another relevant difference between the two models is
that in the fiber model, the average connectivity depends
linearly on the density of nodes p = N/mR? such that
(m) = ap [17]. We observe that for the SBQI, (k) has
a much more intricate functional dependence, which is
described well by

_ A(p) ox |:_ [Inln(zR*) — M]2:| @)
 In(zR)o 21 P 202 ’

where A(p) ~4.5x 10°p4+097, n©~2.73, and o =~
0.126. To find the expression for (k), we generate the
model by varying the parameters N and p and analyze
how (k) changes with N, fixing p, and vice versa [see
Figs. 5(a) and 5(b)]. By rescaling the axis of Fig. 5(a), we
can find a universal behavior (data collapse) of (k). We
fit the final data [Fig. 5(c)] and derive an expression for
(k) that describes the simulation data very well. Interest-
ingly, as can be seen in Fig. 5(a), (k) has a maximum value
(peak), from which the curve decreases. Since p is fixed,
by increasing N we also increase R. This means that when
we increase NV, we add nodes that are far from the satellite
and will consequently receive fewer connections, leading
to a decrease of (k).

For a communication network to be useful, it should
have most of its nodes belonging to the same cluster and
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The average degree of the network. (a),(b) (k) as a function of N and p, respectively. (c) Equation (4) (solid black line) fits

the average degree very well, where by replacing (k) — (k)/p and N — In[N/p], all curves collapse, yielding a universal behavior
that is independent of N and p.

not isolated in a few small-size clusters. In models such
as the paradigmatic Erdos-Renyi random-network model
[35] or the OFBQI [17], the emergence of the giant cluster
is regulated by the average connectivity, such that this hap-
pens if (m) is above a critical value. As shown in Fig. 6, the
SBQI also displays a transition from small disconnected
clusters to a connected largest cluster.

Note that the SBQI model generates a connected net-
work in large areas and still maintains a small average
path. For instance, for N = 1000 and #n, = 50, the SBQI
model generates a fully connected network (Ng ~ N),
covering an area of radius R ~ 1800 km. With the same

parameters, the OFBQI network would cover a maximum
area of radius R &~ 1100 km.
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FIG. 6. The relative size of the giant cluster (Ng/N). A comparison between the (a) OFBQI and (b) SBQI models for 7, = 50 and
N =50, 100, 500, and 1000. A comparison between the (c) OFBQI and (d) SBQI models for N = 1000 and n, = 5, 10, 25, and
50. Satisfactorily, the satellite network can be connected in very large areas, even with relatively small values of 1, and N. (e),(f)
The transition between the disconnected and connected phases in the satellite model (for various values of N) as a function of p
and In(R/p), respectively. As can be seen in (), the network remains connected (Ng ~ N) if In(R/p) < 17, which is equivalent to
02 [e‘”«/N /71]2/ 3, indicating that for each N, a density exists beyond which the network becomes connected.
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V. ROBUSTNESS AGAINST FAILURES AND fraction /' of nodes from the network and Ng(0) is the size

ATTACKS of the largest cluster before any node removal. Analysis
of this ratio as a function of f is the standard procedure
in network science to obtain the robustness of the net-
work under random failures (if we randomly remove the
nodes) or targeted attacks (if we start removing the most
connected nodes of the network) [23-25].

In Fig. 7, we show the average value of Ng(f)/Ng(0),
denoted by (ng), for both random failures and targeted
attacks. For random failures, the SBQI is significantly
more robust than the OFBQI, as can be seen by compar-

Here, we analyze and compare the robustness of the
satellite and optical-fiber models, considering the behavior
of the networks under random failures and targeted attacks
on nodes and links [24]. As a benchmark, we will also
use the paradigmatic random [35] and scale-free networks
[28]. If there is a random failure in a node, all of its connec-
tions are broken. Alternatively, one can think of a targeted
attack breaking the nodes on the most connected sites of

the network. Our goal is to determine how many nodes . .. . . .
have to fail in a network in order for it to break apart ing the critical values f. (for which (ng) is approximately
To answer this, we need to compute the .ratio zero) and the faster decay rate of the OFBQI. Furthermore,

No(f)/Ne(0) as a function of f (the number of removed we can see that the SBQI has a similar behavior to a scale-
nodes divided by the size N of the network). The parame- free network, which is known to be robust against random

ter Ng(f) is the size of the giant cluster after we remove a failures [24,36].
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FIG. 7. Quantum network robustness. A comparison between the optical-fiber and satellite models, also having the Barabasi-Albert
(BA) (scale-free model) and the standard Erdos-Renyi random graph (ER) as benchmarks. We set N = 10000 and, as is standard in
the literature, choose the parameters of each model to obtain a network with (k) ~ 6. (a) The SBQI is as robust as the BA model
under random failures. The removal of 94% of the nodes is necessary to break the network. On the other hand, the OFBQI is the least
robust network. (b) As expected, the ER model is the most robust under targeted attacks, with f. ~ 40%, followed by the OFBQI with
fe = 32%. The least robust is the BA (f. ~ 12%), which is similar to the SBQI model with f. ~ 19%. (c),(d) A comparison between
the fiber and satellite models fixing N = 10 000 and p = 0.00022 sites per kilometer, varying n, = 50, 100, and 1000 for the OFBQI
network and fixing n, = 50 for the SBQI model. Even allowing for considerably greater losses, the OFBQI is less robust than the
SBQI network under random failures and it becomes less robust as n, decreases. However, the SBQI model is very fragile against
targeted attacks, while the OFBQI becomes more robust for larger values of n,, (e.g., n, > 100). (e)~f) The critical threshold /. for the
SBQI and the OFBQI under random failures and targeted attacks, fixing p = 0.0002 sites per kilometer: (¢) the SBQI, with n, = 50,
and (f) the OFBQI, with n, = 1000, under random failures (blue) and targeted attacks (red). We compare (n,) [blue diamonds (red
circles)] with (n;s,) [blue dashed-dotted line (red straight line)] as a function of the fraction f* of removed nodes under random failures
(targeted attacks). The peak of the (nis,) coincides with (n,) ~ 0, indicating the value of the critical threshold f..
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Due to the existence of hubs, it is well known that
the scale-free model is less robust against targeted attacks
as compared, for instance, with random networks. In the
SBQI, such hubs are also present and, as shown in Fig. 7,
this leads to a smaller degree of robustness in this situation.

An alternative method to obtain the critical threshold
Je 1s to compare (n,) with the average size of the iso-
lated clusters (mjs,) as a function of the fraction f of
removed nodes [24]. As shown in Figs. 7(e) and 7(f), the
peak of (njs,) coincides with (ng) ~ 0, indicating the value
of the critical threshold f;.. From this point on, the net-
work loses its communication capacity. As can be seen
in Fig. 7(f), under random failures, a failure of 68% of
nodes is enough to bring down the communication capabil-
ities of the OFBQI network, whereas for the SBQI network
[Fig. 7(e)], almost all of the nodes of the network (approx-
imately 95%) would have to fail in order for it to break
down. In turn, under targeted attacks, the failure of only
about 25% of the nodes would already be enough to break
the SBQI network [Fig. 7(e)], while for the OFBQI it is
necessary that about 52% of the nodes fail [Fig. 7(f)].

We also study two cases of link failure: (1) random
link failures and (2) “edge-cut” attacks. Note that the first
kind of failure would correspond to the sources of noise
(decoherence etc.) and the second kind would correspond
to an attack that specifically chooses the links necessary
to break down all the paths between two nodes (breaking
off the communication between them). In Figs. 8(a) and
8(b), we fix the parameters p = 0.0002 sites per kilometer
and N = 10000 under 1000 realizations and we show the

robustness of the (a) SBQI and (b) OFBQI models under
random link failures. By comparing the random link fail-
ure with the case of the random node failure, we can see
that for the SBQI network, the critical thresholds f. are
equivalent. This result is known for networks where the
probability of linking two sites does not strongly depend
on the distance between them (e.g., the Erdos-Renyi [35]
and Barabasi-Albert [28] networks). As discussed, in the
SBQI model, the distance between the sites is almost irrel-
evant with regard to the link probability, which explains
this result. On the contrary, the OFBQI model displays
higher robustness under random link failures as compared
to node failures. In conclusion, for random link failures
also, the SBQI is still much more robust than the OFBQI.

In the second case, shown in Figs. 8(c) and 8(d) ("edge-
cut” attack), we compare the networks by removing the
minimum number of links necessary to fully disconnect
two randomly chosen nodes. As can be seen in Figs. 8(c)
(SBQI) and 8(d) (OFBQI), under this kind of attack, the
SBQI model is again more robust than the OFBQI model.
We can see in Fig. 8(c) that there is no critical threshold
beyond which Ng/N = 0 and the network becomes dis-
connected. However, the OFBQI network becomes more
fragile under this kind of attack.

In summary, under link failures, the SBQI is again more
robust than the OFBQI. We must point out, however, that
the results regarding link failures are preliminary. The
bottleneck of the analysis is the computational cost of con-
sidering very large networks. For this reason, we consider
a relatively small N as compared to the node-failure case.

FIG. 8. Robustness under link

removal. In these figures, we show
the robustness of the (a) SBQI and
(b) the OFBQI under random link
failures. The results are obtained for
p =0.0002 and N = 10000 under
1000 realizations. Below, we show the
robustness of the models, (¢) SBQI and
(d) OFBQI, by removing the minimum
number of links necessary to break the
communication between two randomly

chosen nodes. The results are obtained

for p = 0.0002 sites per kilometer and
N = 1000 under 1000 realizations. In
both cases, the SBQI is more robust
than OFBQI network.
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VI. DISCUSSION AND CONCLUSIONS

We study the network properties of a quantum Internet,
assuming that the links interconnecting the different nodes
are quantum channels mediated by a satellite with down-
link communication with stations on the ground. We show
that such networks display hubs, i.e.,, nodes that have a
large number of connections, naturally present closer to
the satellite. These nodes have the effect of making the typ-
ical network distances and diameter small. This leads to a
clear advantage of such networks in entanglement distribu-
tion, as compared to networks based on optical fibers [17].
The presence of hubs also makes the network more robust
against random node and link failures, since these nodes
also have the capability to hold the network together after
a considerable number of nodes are removed. However, if
the attacks are targeted to destroy the hubs, the network
is dismantled pretty easily. This highlights the need for
special protection of these nodes.

Our results provide a useful guide for the development
of future quantum networks. Together with the network
based on optical fibers [17], our results can be seen as the
first step toward more complicated and realistic models.
It would be interesting to consider a nonuniform distri-
bution of nodes that, for instance, simulates the fact that
big cities typically have a greater concentration of nodes
than rural areas. We expect that this situation could lead to
the appearance of communities. Other important lines of
research could be to study quantum features of the trans-
mitted photons, such as coherence and entanglement, and
how these features impact the usefulness of the network
for specific protocols. Finally, we believe that future quan-
tum networks will be hybrid, simultaneously using optical
fibers and satellites in the most efficient way.
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